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Introduction
I have been asked to deploy a network with both local area connections and wide area networks. I have also been asked to conduct research on hypervisors and what type will be best for my circumstance, I will then conduct research on connectivity tests and best Ip addressing schemes and what type of IP to use. 
Hypervisors
There are 2 types of hypervisors type 1 which is knows as a bare metal or native option, and type 2 which is known as a hosted hypervisor due to it resting on the hosts OS. Examples of type 2 hypervisors could be VMware, Oracle Virtual box, Solaris zones. And for type 1 hypervisors you have VSphere, ESXi and ESX. 
The main purpose of a type 2 hypervisor is for testing or focusing on development. You also may use this when testing to see if a program you have made will work on a different OS like mac for example. 
[bookmark: _Toc159549915]Type 1 Hypervisor
A type 1 Hypervisor runs on top of a physical server normally installing onto the server by using CD/DVD or usb stick. 
Type 1 Hypervisors are best suited for fixed workloads or resource intensive tasks these are commonly installed for larger organisations that need plenty of space and a quick reliable server connection. [1]
Advantages
Type 1 will have the best performance as it is designed for bare metal virtualization, it is directly connected with server. 
Higher security
Has additional features like clustering.
Hardware management, It will also automatically resource manage allowing for the maximum potential out of your server and also virtual machines. 
Disadvantages
Type 1 hypervisor are known to be a more complex hypervisor and they have a big learning curve to learn and be able to use them successfully.
Hardware compatibility is also a disadvantage with type 1 hypervisors as they do have requirements and, in some cases, will not support some types of hardware configurations. 
“Cost: Bare-metal hypervisors tend to be significantly more expensive than hosted hypervisors” [3]

Scalability 
Scalability is key when selecting hypervisor making sure it has potential to grow with your business is important. First, you have the ability of resource management a type 1 will assign more CPU / Memory to the sections of the VM where needed and will not dump all the servers’ cores onto the 1 virtual machine and instead will assign it accordingly. 
Also, as the business grows type 1 hypervisor will provide the company with cluster support for when the company increases in size, and it will also support workload development.
Security
A type 1 Hypervisor goes directly onto the server meaning there is no OS (Operating system) in-between this connection to add a layer that could potentially be vulnerable. Unlike a type 2 which allows the device to make the OS and then from that point make their server leaving it a lot more vulnerable and easier to intercept. 
[bookmark: _Toc159549916]Type 2 Hypervisor
Architecture 
A Type 2 hypervisor, also known as a hosted hypervisor, runs on top of a host operating system [4]. It allows for users to create and monitor virtual machines on their desktop or laptops. It will provide a virtualization layer depending on the user's operating system / server choice. Normally used for testing or running multiple operating systems at the same time. 
A type 2 hypervisor also provides a friendly interface that allows for the user to manage and configure the virtual machines with ease. A type 2 allows for a graphical interface (GUI) and command line-based meaning that it appears to a much larger audience due to the easy-to-use interface.
 
Hardware Requirements
Hypervisors require an operating system which is compatible with the software, most modern CPU’s will support virtualization technology when it comes to the CPU having as much cores as possible will help when running multiple virtual machines at once, and when it comes to RAM (Random access memory size) this can also make a difference as the more you have the smoother a VM will run each VM requires around 2GB per machine depending on their needs.
Hypervisors have the potential to take up lots of storage on a computer around 50GB of storage needs to be allocated to each VM and this is just the OS and basic configurations. 
Advantages 
Easy to install due to none specialized hardware or modifications required.
Cost-Effective they run on hardware that is already on your computer.
Compatibility due to the ability for it to work on an OS. 
Easier GUI for beginners
Disadvantages
Running a type 2 hypervisor will run on the hosts computer which could potentially if attempting to use a VM and the computer at the same time slows it the PC down. 
Security is also a problem due to the OS introducing a new layer of a potential security threat.
Type 2 hypervisors also won’t be able to resource manage compared to type 1 hypervisors. They also may consume more system resources.
Type 2 hypervisors have limitations when it comes to large number scaling compared to type 1 hypervisors, meaning they are less suitable for enterprise scale virtualization. 
Scalability 
Compared to a type 1 hypervisor the scalability of a type 2 hypervisor is limited mainly due to the addition of the operating system layer. A type 2 doesn’t necessarily need to be a supercomputer and for testing purposes serves its role well. Constraints like hardware, network speeds, and utilization are eventually going to become a problem but for basic testing purposes it will serve its need. 
Security
“Type 2 Hypervisors are inherently more susceptible to security risks due to their dependency on the hosts operating system” [5]. The way it works is the hypervisors will be on the hosts operating system this meaning any vulnerabilities in the hosts OS could compromise the security of the hypervisor and the virtual machines. Overall if the hosts OS is potentially vulnerable or does not have the correct anti-virus, firewalls, and protective measures in place it will affect the hypervisor. This is unlike the type 1 hypervisor which sits on top of the hardware not on top of the OS (Operating system). 
Compatibility 
Due to type 2 hypervisors running on top of the hosts operating system they are compatible with most desktops or laptops but if you are running a lot of virtual machines at the same time or storing lots on the VM that can become a problem as your laptop and or computer will need to be on the high spec end for multiple VM’s to run at the same time. 
[bookmark: _Toc159549917]Why I have chosen a type 2 hypervisor. 
For this I have selected a type 2 hypervisor due to many reasons in this scenario I find they are “adequate for various testing and development applications while maintaining a host OS for your general-purpose applications” [6]. 
First ease of implementation Type 2 hypervisors is easy to implement as they run on top of an existing operating system. There is also no need for any special hardware you also do not need to change any existing infrastructure on your computer. 
In these circumstances a type 1 hypervisor will also take much more time and skill to implement compared to a type 2 hypervisor due to type 1 hypervisor having potential compatibility issues with specific server hardware. The installation of a type 1 hypervisor is also a longer process having to save the hypervisor onto a USB or CD/DVD and you must also configure it correctly. And there is also the obvious of a type 1 hypervisor works best installed onto a server, compared to a type 2 hypervisor which can be installed onto a desktop computer or laptop which is easier to get a hold of and has a much more friendly and familiar GUI to work with when it comes to installing the hypervisor. 
[bookmark: _Toc159549918]IP Addressing
How data gets from one computer to another
Data gets from one computer to another by using packets these packets will then “follow Internet Protocol (IP) and Transport Control Protocol (TCP)” [11], the packets then will break down and navigate the network once it reaches the destination they will reassemble.
How routers and switches facilitate the flow of data between different networks 
The role of routers is to analyse information once it has done this it will determine the best possible route for the packets to take. Switches allow for the connection of multiple computers together meaning they can communicate to one another, and a switch will determine the best route to take for information travelling along the network. 
IPV4
The role of an Ip addresses is to uniquely identify devices on a network giving them their own personal number to allow for communication and allow for each device on a network to send data to one another through this unique number destination. 
IPV4 is a commonly used protocol for most networks. It uses a 32-Bit address scheme allowing for a total of 4.3 billion unique addresses.
“IPV4 addresses are typically written in decimal digits, formatted as four 8-bit fields that are separated by periods.” [7] IPV4 addresses range from 0 to 255 the structure normally looking something like A.B.C.D, each letter representing a decimal number ranging from 0 to 255.
[bookmark: _Hlk159411901]The format of an IP address is written in a decimal format each number representing its number in Binary, for example 192.168.1.1 this is the number in the final decimal format but this number in binary is 11000000.10101000.00000001.00000001 
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IPV4 addresses are the backbone of the internet, but due to limited number of available addresses made way for the development of IPv6 addressing scheme which uses 128-bit address space. 
IPV6
IPV6 uses 128-bit addresses to uniquely identify nodes within the global internet [8]. An IPV6 structure consist of eight groups of four hexadecimal digits, separated by colons. The format is as follows xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx each group of x represents a 16-bit hexadecimal group and there are 8 in total.
An IPV6 addresses looks something like 2001:0db8:85a3:0000:0000:8a2e:0370:7334 as you can see an IPV6 address is much different and allows letters and also numbers allowing for roughly 340 undecillion potential options. The above IP can also be written be written as 2001:db8:0:42::8a2e:370:7334. IPV6 numbers are also case-insensitive meaning you can use both uppercase or lowercase letter for hexadecimal digits. 
[9] Image Reference[image: IPv6 Address Types, Notation, and Structure Explained]
Subnetting
“A subnet, or subnetwork is a network inside a network. Subnets make networks more efficient” [10].
Subnetting is an important concept in networking which involves splitting a larger IP network into smaller, more manageable sub-networks. There are many benefits to this method you have more efficient use of IP address space, improved network, and enhanced security due to security measures being able to be applied more efficiently, limiting potential network attacks.  An example is as follows. You start off with a original Network with an address of 192.168.0.0 with a subnet mask of 255.255.255.0 this will allow for a total of 256 hosts but when subnetting you can adjust the subnet mask reducing this number and splitting the network further, if you use the subnet mask 255.255.255.128 you are then reducing the hosts to 128, and then carry this number as a subnet address like 192.168.0.128 and also once again add another subnet mask of 255.255.255.192 this will now allow for 64 hosts. This can carry on all the way to 16 total hosts. Allowing the network to be split up into four potential sub networks.
[bookmark: _Toc159549919]Network testing and troubleshooting techniques.
Connectivity test
Ping to test connectivity in the network the use of the command ping will send a request to a computer on the same network if a reply is received this means the connection is successful.
Traceroute will allow to view the path taken by packets from source to destination.
Telnet will verify connectivity to certain port.
Bandwidth Testing
When wanting to test the bandwidth of a network use a website like “Ookla Speedtest” to view your download and both upload speed, and tools for monitoring the traffic on the network can also become useful like, Wireshark. 
Packet Loss Testing
“The best way to measure packet loss using ping is to send a large number of pings to the destination and look for failed responses” [10]. The command for this is as follows Ping /n 50 [Destination].
Security Testing
There are many security testing methods that you can use both internal and external options, but I will focus on testing the network. You can perform a network penetration test to see how the network holds up, there are also tools online or people you can hire who can attempt to hack into a network to see if it works. Duet to the simplicity of the network I am working on I will just make sure that the firewall rules and configurations are up to date and working as they should. 

[bookmark: _Toc159549920]Setting up the network
[bookmark: _Toc159549921]Swansea Server and PC configuration
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This was my InLan configuration on my Swansea server. I labelled it as InLan due to this being where the LAN (Local area network) adapter is used.
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This is my WAN (Wide area network) configuration
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[image: ]WAN configuration for Swansea.












LAN configuration for Swansea.

The default gateway is set to the servers IP addresses. 
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[bookmark: _Toc159549924]Swansea Server and Swansea PC tests
Swansea server to Swansea PC both WAN and LAN[image: ]  




As you can see the Ping was successful for both the LAN of Swansea pc and WAN of Swansea pc
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The above screenshots show successful ping from Swansea pc to Swansea server both LAN and WAN.
[bookmark: _Toc159549925]London Server and PC configuration. 
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The IP setup for London’s PC LAN
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London’s PC WAN configuration. 
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London’s Server LAN configuration
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London’s server WAN configuration










[bookmark: _Toc159549927]London network tests
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London’s server successfully pinging both IP addresses on the PC
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London’s PC successfully pinging both IP addresses on the server.
[bookmark: _Toc159549928]London’s Network to Swansea. 
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London server successful ping on Swansea server. 
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                   LD PC successfully pinging Swansea PC through the WAN network.




[bookmark: _Toc159549929]Troubleshooting 
I encountered one issue while setting up this network configuration this was when the ping was coming back as not successful with an error message of “Destination host unreachable” after some research I managed to fix the issue it was due to certain firewall setting on all PC’s and all Servers which was blocking a successful ping from both networks. 
[image: ]
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