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PART 1
Digital identity is well and truly known as one of the planet's most critical developments in technology.  Indeed, it is already a day-to-day fact for a rising number of government stakeholders and people. As a consequence, a revolution is underway in the way people communicate with public institutions. And the private sector is also quickly getting in on the act. ("Top 5 digital ID trends shaping 2020 (and benefits)", 2020)
A digital identity, in internet form, is you. In other words, a digital identity is the online or networked identity adopted in cyberspace by an individual, electronic device, or organisation. ("What is digital identity? Understand your customer in 4 steps", 2020)
 Digital identity is used when connecting mobile phones , computers, PCs, smartphones , tablets, for identification purposes. ("What is digital identity? Understand your customer in 4 steps", 2020)

For most businesses, social interaction via Facebook is now widespread practice. Facebook provides companies exceptional scope as a global marketing and engagement site. Interesting posts that users share could spread like wildfire, hitting in the process a vast number of users. "This phenomenon is referred to as" going viral. Viral marketing is becoming increasingly relevant for many businesses, combined with its low cost and its wide reach to a large spectrum of potential customers. Truthfulness and related material matter the most on Facebook. The information you need to make a real impact is just professional-grade posts and suitable topics. Facebook profiles act as the perfect platform for customer service as an interface between insight clients and companies and act as forums where feedback and suggestions will emerge for innovative approaches to goods. Like no other social media site, Facebook gives companies the greatest opportunity to draw new customers. No other platform allows target audiences to be contacted and inspired for engagement so directly. Know, Rome was not built in a day, and it will take time to build an effective plan to win over more clients using Facebook. This site also provides fade-in advertising in addition to its own business or campaign profiles. (marketing, media & platforms, 2020) 
Social networking has gone from a fresh concept to an utter necessity for advertisers in recent years. Of all the digital media marketing channels, social media has flipped conventional marketing on its head most thoroughly. With older outbound marketing campaigns, messages are sent to prospective clients, and one way is to connect. Customers and organizations can directly connect on social media. Both sides should ask each other questions, repost the material of each other and focus on relationship development. (lu, 2017) 
 The goal for every organization is to create a recognizable name, color, logo, design, and outlook that serves as a product or service's unique identity. Therefore, it is so important to curate your social media digital brand identity. The online development of a brand identity considers all the possible social media channels currently used by your clients. (Taylor, 2020)
It is not possible to emphasize enough the power of social media in helping businesses to expand. In this age of technology, more businesses are trying to build an online brand picture to further their revenues. While this has an advantage, it also poses a great deal of risk. As a public forum, social media should be treated with caution, since any data shared on it can go viral in a matter of seconds. When commenting or posting about any religious beliefs or political opinions or caricature of a famous personality, exceptional care should be taken. It could escalate into a massive problem quickly. This may result in a crisis in social media.
The most prevalent explanations for the social media crisis are—
Unhappy clients' reviews
Tweet An insensitive tweet, 
A personal remark on religious or political beliefs
 An unsuitable image
 An offensive comment
 Harmful comments from ghost writers (rival companies) posted by
 Accidents due to external causes beyond the control of the company
It is necessary to track, regardless of the cause, how the crisis progresses. In a way, this should be achieved so that you are not frustrated by the number of social media messages. Using the surveillance resources of social media for this reason. Also, make sure to post important updates to respond directly to customers via your social media platforms. Never leave any input or consumer reaction unattended. Keep in your business a devoted member or a team solely for this reason. (Bhowmick, 2020)

	threat
	Risk value=probability of event x cost
	How to manage risk strategy
	Specifics of strategy

	Legal ramifications 
	0.4x£100.00=£40.000
	Share risk
	Third party insurance against risk happening

	Social media having a negative impact on a brand reputation 
	0.6x100.000=60.000
	Accept risk
	

	Intellectual property theft 
	0.5x200.000=100.000
	control
	Training on social media use
Monitoring social media feds 

	Confidential information leaks
	0.8x£500,000=400,000
	mitigate
	Encryption
Invest in internet security and ensure these defenses are up to date 

	
	
	
	("UWTSD Moodle 2020/21:Log in", 2020)



The number one risk of any organization implementing a strategy for social media is the visibility it offers. Social media places your company in the public domain, both an opportunity and a challenge, and you must be prepared for the comments of all. Not everything will be free. Social networking sites are also one of the ways for consumers to report on a public forum if you offer a poor customer service or experience, and people will watch and see how your company responds, and this will have a major effect on your credibility. ("How to utilise social media marketing for your small business", 2020)
A PR crisis, a public relations crisis, may wear several different masks. There is no one single item above another that stands out. The real concern here is the pace at which a simple PR faux pas can turn into a viral crisis that is brand-crippling. For example, you could expect some negative feedback if you are caught using false information about a product. This can, however, go viral and spiral out of control while interacting with social media. On several social media, your dishonesty may be a trending subject. (robinson, 2013)
It is not all about your business records or your investments. A Security Violation. To wreak havoc, those basement-dwelling hackers only want to break into your accounts. They think spamming your fans and screwing up your profile page is fun. If you publicly show your email, click on links, keep the same password, etc., people can get your details. To help mitigate a breach, be mindful of your protection. (robinson, 2013)
Competition for Sticky-Fingered
 You are still at risk of your rival stealing from you while working online. Here, for lack of a better term, there are numerous "levels." Another similar brand, for example, might simply find some inspiration in what you do, emulating the tactics
Judicial Implications
 It is now more important than ever to concentrate on remaining within the limits of the law. (robinson, 2013)
With most things there is always a risk but using social media platforms there are a lot of things that can be done to help combat these risks, like having, rules, and regulations, legal documents, contracts, and policies.
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(Bhasin, 2020)
The Social Media Policy can be interpreted as a corporate code of conduct that specifies the rules for workers using social media and sharing various types of content on various social media platforms. These guidelines determine how social media can be used by an employee when doing their jobs or privately. (Bhasin, 2020)
There are multiple aspects of a social media policy that have to be included, and now we're going to dive deep into them.
 Rules & Regulations for Workers influences the behavioral actions of workers on various social media sites. Brand rules, social media etiquette, implications, anonymity, personal use of social networks, etc., are several topics it should appeal to.
Roles and responsibilities, this segment decides who will be managing basic tasks in social media governance. The numerous tasks that will be delegated to different members are from message acceptance and crisis management to client services, staff training, social interaction, and social media tracking.
Judicial threats and the treatment of them, All the legal complications that can occur when using social media sites must be protected by a Social Media Policy. Information of privacy and disclosure practices, crediting of sources, employee disclaimers, should be included in these sections (Bhasin, 2020)
Concerns about defense
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(Bhasin, 2020)
Social Media Policy should also discuss problems related to the offenders and scammers of social media. Companies should ensure that their staff and officials are aware of various forms of ransomware attacks, spam or phishing scams and should therefore direct them to establish protected passwords, two-factor authentication, the ability to recognize attacks, the handling of security breaches. (Bhasin, 2020)

Part 2 
Their greatest selling point when Facebook executives encounter potential clients is that the company knows to whom it is advertising. The proposition goes, as opposed to the wilds of the internet, Facebook users sign into the site and make themselves known. Match your details with third parties, such as data brokers who have loyalty card spending, and you have a clever idea of whether your ad was successful. If consumer x saw ad y and made a purchase, the investment return is there. (Mirani, 2020)
To make ads more personalized, online targeted advertisements use data from your browser. To predict your interests and show ads you might be interested in, special algorithms then look at your website visits and searches over time. For starters, if you are looking for a holiday in the Bahamas, you could begin to see more advertising from airline companies and bathing suits. Customized advertisement is the product of cookies and an IP address. Cookies are text files that track details you have searched for in your browser. Your IP address is like the address of your house and indicates where you are. The balance between both is what provides advertisers with the data. ("Facebook, Google and others are tracking you. Here’s how to stop targeted ads", 2020)
Nothing, in fact, can be done to stop it. They will continue to collect and sell your information as long as you use these pages. What you can do is restrict your data. Refuse to answer them when these places ask you personal questions. No one says you've got to answer questions like that. Holding a small profile also helps, since they do not have access at their fingertips to your personal details. Note the site and open it up separately in your browser if you want to buy a product, rather than clicking on any links to take you there. 
Doing the above items can help restrict what information can and can not be gathered about you by these businesses. The only sure way to stop that from happening is to not be online at all, which in our computer-driven world is just not very likely. Making sure that you have a reliable firewall and antivirus installed on your device is another great way to secure yourself. To find bank account numbers and other important details, this will stop malicious programmes from digging through your computer. Make sure that when making purchases, every site or page you use is checked and stable. Contact the platform you are using if you are unsure and inquire about the page. It is much better than sorry later to ask questions and be safe. Many businesses have created fake pages. Sites that are supposed to look like the actual application, but they are not. They are just there to scam you and take your data with them. ("The risks of using social media - Nexus", 2019)
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