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[bookmark: _Toc66107403]Introduction
[bookmark: _Toc66107404]Cyber-attacks are becoming more common as more and more businesses rely on and are connected to the internet. With each new advancement in software and hardware comes new vulnerabilities. The scale and number of different threats facing businesses can at times be daunting, ranging from phishing emails to targeted DDOS attacks. This report outlines the threat to personal data from ransomware, specifically the ransomware CryptoWall, and how to avoid losing data when attacked. 
[bookmark: _GoBack]
[bookmark: _Toc66107405]Ransomware: 
A form of malware often bought off the dark web, ransomware is a payload that encrypts users’ data until payment is made for a decryption key. Threats can also be made to release copied versions of files unless a ransom is paid. The malware often comes in the form of Trojans or viruses, attaching itself to other downloaded files, then self-replicating on infected systems.

[bookmark: _Toc66107406]Who is targeted by ransomware
Prior to the 2017 WannaCry attack on NHS, ransomware was primarily targeted at individuals; however this attack marked a global shift towards organisations becoming the new targets [1]. By 2018, 81% of the victims of ransomware attacks were organisations [2]. A report by Cyberedge group found that 81% of organisations received a cyber-attack in 2020, and 62% of organisation reported being affected by ransomware. A worrying emerging trend is that more organisations are paying the ransoms, up nearly 20% from 2018 to 58% in 2020, perhaps fuelling the rise in reported cases in ransomware [3]. 
[bookmark: _Toc66107407][image: ]How to be infected
The most common way to be infected with ransomware is through email spam, often containing links to infected sites, or attachments that, when opened, will install the ransomware onto the device [4]. These emails rely on social engineering to be successful, often posing as being from legitimate sources, like banks or government bodies, or by imitating familiarity as to be mistaken for an email sent by a friend or colleague. 
Another method of infection is malicious advertising, ads that when clicked on redirect users to infected sites. Advertising like this can be found all over the internet, even on more traditionally trustworthy sites [4]. 

[bookmark: _Toc66107408]What to do if infected:
Most victims of Ransomware only realise they have been infected with malware when the ransom note appears, by which time it is too late to save to encrypted files. The ransom note itself will demand payment by a certain date, often in online currency such as bitcoin, which if not met will increase the cost of decryption. 
A recent report by the CyberEdge Group found that only 19% of ransomware victims who paid their ransoms ever got the files back [5]. Some did get decryption sent to them by the hackers; however the majority were then left without money and the files. As such, it is this report’s recommendation to never pay the ransom. This advice is seconded by the FBI, who issued a statement on the spreading of ransomware and the actions to take when infected.
The only reliable way to restore the encrypted files would be to restore a backup of your files. As such, prevention and regular backups of files are a better way of combatting ransomware than trying to decrypt the infected files. If caught early, the computer can be restarted in safe mode and scanned by antivirus software to remove the ransomware, but this is a rare occurrence. 
[bookmark: _Toc66107409]CryptoWall
CrypoWall is a form of ransomware program that encrypts files found on infected hard drives. Although multiple versions of the ransomware exist, currently running up to version 5.1, each version fundamentally does the same thing, find and encrypt files, sometimes even encrypting the names of the files themselves [6].  When the encryption is finished, a ransom note is sent to the user demanding payment to decrypt the files. The CryptoWall ransomware targets file originating from the infected device or system, predicting these to be of more value to the user and the hardest to replace. 
[bookmark: _Toc66107410]How to prevent Cryptowall attacks
There are a number of methods to prevent CryptoWall attacks from damaging your files:
[bookmark: _Toc66107411]Back up files regularly
Ensuring regular backups of data means that whatever files are lost to encryption are easily replaceable. Multiple backups are recommended, as it is possible to back up and already encrypted file, after which it is essentially lost. Backups on cloud-based services also include elements of encryption, so users’ files are more protected there, as there has been a rise in cases of malware that delete any back up data it finds [7].
[bookmark: _Toc66107412]Install Anti-virus software
Most anti-virus software can recognise commonly user ransomware and blacklist them from ever downloading onto user’s computers. Regular updates are required to stop newer ransomware slipping through.
[bookmark: _Toc66107413]Keeping computers patched
Ransomware often relies on vulnerabilities in computer software, which themselves are constantly being patched by the software provider. A common factor in many data breaches are antiquated software or older systems that are no longer being updated by their provider, as such these systems should be replaced with newer models.
[bookmark: _Toc66107414]Conclusion: 
The best defence against ransomware and CryptoWall is to ensure that back ups are made of any and all valuable data. Backups protect not only against ransomware attacks but also many other types of data loss, whereas paying up the ransom may only sometimes grant access to the encrypted files. Waiting until an attack has already happened before trying to take back ups or counter measures is too late, as the files will be gone, and any back ups will still include the encryption. 
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