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[bookmark: _Toc340806275]1.Introduction
[bookmark: _Toc1080288882]1.1Background and Scenario of context
In today's time, a business organization has to be fully prepared to ensure that its routine activities flow without any interruptions. For this purpose, the business organization needs a reliable and secure network system[1]. The present report focuses on the technical design for the NOSS2027 which is operating in two separate locations, namely Swansea and London. To establish a network at multiple sites, NOSS2027 needs a good mix of Windows Server 2025, CLI-only Debian Linux server, and Windows client computer. The establishment of the network between two different branches requires the use of proper server operating systems, directory services, and network services.
[bookmark: _Toc1377012290]1.2Purpose and Scope of the Research Report 
One of the objectives of this report is to conduct research and plan the base for the future simulated network setup. This report offers an analysis and a comparison of Windows Server 2025, and a headless Debian Linux server based on their management, security features, cost and performance. It also analyses some of the basic network services such as Dynamic Host Configuration Protocol (DHCP), Domain Name System (DNS), Active Directory, file services, web hosting and Virtual Private Network (VPN). Moreover, it also analyses some of the basic security measures such as access control and firewalls.
[bookmark: _Toc11663304]2.Enterprise Network Requirements and Future Growth

[bookmark: _Toc2118247470]2.1Analysis of the Two-Site Enterprise Network Requirements
[bookmark: _Int_eEWTzoRj]NOSS2027 uses two separate branch offices located in Swansea and London. There is a need for the implementation of reliable network architecture capable of connecting these two branch offices together. The main problem is the establishment of secure and uninterrupted connection between two branches through WAN link so that the users are able to use the same resources and communicate[2]. There should be a possibility of centralised management of the network allowing IT professionals to perform identity management and security administration from one point of origin. The services provided by internal network, such as dynamic IP addressing and name resolution, are also important.
[bookmark: _Toc815385650]2.2Future Growth and Scalability Factors
With the increasing status of the multinational company that NOSS2027 represents, there is a need for a network enterprise infrastructure that is scalable and flexible enough. In the course of time, the organisation will have an increasing number of employees, which will result in more client workstations, mobile workstations, and virtual workstations to be used in the Swansea and London offices. With a view to the fact that there will be a need for an easy transition in the process of expansion without making big changes to the hardware infrastructure, the IP addresses should be sub-networked, and server virtualisation platforms should allow for easy scaling of resources.

[bookmark: _Toc1716902905]2.3System Resilience, Maintainability and Remote Access
Ensuring high system resilience and maintainability is of paramount importance to ensure continuous business operations at both Swansea and London branch offices for NOSS2027. Unforeseen hardware malfunctions, power interruptions or technical glitches are always a potential threat to the operation of any business; hence, including redundancy in the system is crucial. This includes providing failover services, mirroring data storage and ensuring alternative routes for routing traffic to avoid single points of failure. Other than resilience, maintainability is concerned with how easy it will be for IT professionals to configure and manage systems[3]. Therefore, standardization of configuration templates, frequent backup procedures and detailed system documentation to minimize mistakes while performing administrative tasks. Additionally, reliable remote connectivity is of critical importance for an organization that operates from two geographic regions. The ability of system technicians to remotely access servers to make system adjustments, apply patches and analyze network issues without the need for physical presence becomes indispensable for NOSS2027. Lightweight management techniques, such as command-line administration of the Debian Linux servers and remote scripting techniques for Windows Server systems, minimize resources consumption[4].
[bookmark: _Toc653480280]3.Servers Operating Systems Comparison

[bookmark: _Toc1244967060]3.1 Overview of Operating Systems (Windows Server 2025 vs Debian Linux)
In creating a network for a business enterprise, picking the appropriate server operating systems is of great importance in terms of functionality, performance, and security. Windows Server 2025 and Debian Linux are two completely different types of server operating systems in terms of their design and use. Windows Server 2025 is a highly sophisticated commercial operating system built for easy incorporation into an enterprise and having excellent native support for identity management and user administration[5]. On the other hand, Debian Linux is an open-source operating system that enjoys great reputation for stability and minimal overhead, among other qualities[6]. Using Debian purely on CLI eliminates all graphical overheads, making it an extremely lean server.

[bookmark: _Toc746631972]3.2 Graphical vs Command Line Administrative Models 
The difference between the processes involved in both Windows GUI and Debian Linux CLI environments is quite pronounced. Windows Server 2025 comes with a powerful Graphical User Interface that is provided by Server Manager and other administrative consoles. Configuring complex visual systems using Windows GUI becomes very easy for system administrators. The downside of a full-fledged desktop environment is the consumption of hardware resources such as memory and processing power. On the other hand, managing Debian Linux using the command line involves the use of tools such as systemctl, text editor such as nano and vim and commands for file management.

[bookmark: _Toc939532768]3.3 Licensing, Total Cost of Ownership and Vendor Support
The financial factor and software licensing have an immense impact on the choice of the server’s functions. The Windows Server 2025 uses proprietary licensing scheme that demands buying of core licenses as well as Client Access Licenses (CALs) for all users and devices using the network. This brings extra expenses, which is compensated with official commercial support from Microsoft, well-known road map of the software development, and vendor accountability in general. In turn, Debian Linux can be obtained completely free of charge due to its open-source character licensed under the terms of the GNU General Public License. All the licensing costs are completely absent here; therefore, the TCO is significantly reduced.

[bookmark: _Toc948998750]3.4 Security Posture, Attack Surface and Patch Management
The security features and methods used in patch management are highly different for both servers. For Windows Server 2025, there are many security features that are integrated into it such as Windows Defender, Credential Guard, and Windows Server Update Services (WSUS). Despite the presence of security features in the Windows server, the vast number of code and graphical interface makes it have an increased attack surface. On the other hand, the Debian server with CLI only has a small attack surface since there are no desktop application, graphical driver, and redundant background processes in it.
[bookmark: _Toc1127779228]3.5 Hardware Requirements, Performance Overhead and Enterprise Suitability 
Resource utilization determines how well servers will operate under the high loads of enterprise computing. The Windows Server 2025 version requires considerable resources, including a minimum of 2 GB to 4 GB of RAM merely to run its desktop interface, together with enough storage space for installation files. As a result, it becomes a good platform for resource-heavy enterprise applications such as Active Directory and IIS. On the other hand, a headless installation of the Debian CLI consumes very few resources, mostly sitting idle with less than 256 MB of RAM and using very little hard drive space.
[bookmark: _Toc1543472161]3.6 Automation Capabilities and Scripting Frameworks (PowerShell and Bash)
Automation of the system is important in ensuring uniformity and minimizing human errors in multi-location networks such as NOSS2027. Windows Server 2025 makes heavy use of PowerShell, an object-oriented scripting language that enables system administrators to automate the management of Active Directory, server deployment, and configuration tasks efficiently. On the other hand, Debian Linux makes use of shell scripting languages like Bash together with configuration management systems like Ansible. Since Linux configuration is in form of text documents, it becomes easy to write Bash scripts for making changes, restarting services, and processing system logs.
[bookmark: _Toc1292994917]4.Network and Services and Roles

[bookmark: _Toc1238861366]4.1 Core IP and Addressing and Resolution
Network protocols like the Dynamic Host Configuration Protocol (DHCP) and the Domain Name System (DNS) act as the basic building blocks of the network infrastructure of any enterprise-level business setting[7]. The DHCP protocol is used to automate the process of distribution of IP addresses, subnets, and default gateways to end-client workstations, saving much time and effort for the network administrator while avoiding any IP conflicts within the Swansea and London offices. On the other hand, DNS is used as the directory service of the entire network, converting human-readable domain names into numeric IP addresses, allowing users to find one another in no time.
[bookmark: _Toc603926121]4.2 Identify and Access Management
Identity and Access Management (IAM) plays a vital role in securing the access control of corporate resources in NOSS2027. Directory and Domain services, which can be deployed using Active Directory Domain Services (AD DS) in Windows environment[8] or LDAP-based directories in the case of Linux counterparts, offer centralized databases containing user accounts, computer objects and security policies. Through centralization of user administration, the administrator can maintain a consistent baseline for security, use Group Policies (GPO) and authenticate users without considering whether the user is logging in to the network from Swansea or London.
[bookmark: _Toc506744011]4.3 Data Sharing and Web Hosting Infrastructure 
Data sharing within the enterprise and web hosting services support internal collaboration as well as online presence of the website. File-sharing techniques include SMB for Windows environment and NFS for Linux servers. The techniques give the ability to departments to store, exchange, and collaborate on documents through file access control mechanisms. In terms of web services, IIS as well as Apache/Nginx help host internal intranet sites, web applications, and document pages. Such services make sure that employees can easily access files and web applications needed for their operational activities.
[bookmark: _Toc780135064]4.4 Inter-site Connectivity and Remote Access
Inter-site connectivity technologies and remote access technologies help in filling the geographical gap between the offices of Swansea and London. The use of Remote Desktop Services (RDS) or Secure Shell tunnelling will allow users and administrators to interact with remote desktop sessions and applications. Additionally, technologies like Virtual Private Networks (VPNs) and advanced routing technologies make use of public Internet infrastructure to create an encrypted tunnel to ensure that all data being sent between the two corporate offices is secured and safe from any kind of interception.
[bookmark: _Toc268145094]4.5 Security and Observability Services
Security and observability services ensure that the network is safe and that its status can be monitored. Public Key Infrastructure (PKI) and certificate services give out digital certificates for encryption of web traffic, device authentication, and secured internal communications. At the same time, centralized logging and performance monitoring services record system logs, event IDs, and network traffic data. It ensures that IT professionals are able to identify any cases of security breaches, identify hardware issues, and meet all compliance requirements.

[bookmark: _Toc997326495]5. Basic Information about Security Considerations

[bookmark: _Toc1552174007]5.1 Identity Verification: Authentication and Authorisation
Identity verification is the primary security measure of NOSS2027’s corporate network because it ensures that only authenticated users have access to the network's resources. The process of authentication acts as the first barrier of security in which the user's identity will be checked using some form of secure credentials like passwords or digital certificates before being allowed access. If the user is authenticated, then authorization comes into play where the specific permissions of the authenticated user are assigned depending on the RBAC policies[9].

[bookmark: _Toc802230283]5.2 Network Perimeter Defence: Firewall Rules and Traffic Filtering
To secure the contemporary enterprise network, it is necessary to establish stringent firewall policies and traffic filtering mechanisms that will be used for monitoring and controlling the flow of data traffic from the internal subnets to the external networks[10]. In the Windows Server and Debian Linux operating systems, it is imperative to have the stringent default deny policy in their packet filters such as Windows Firewall and nftables where all the incoming and outgoing data packets would only be allowed if there is an explicit business rule for their allowance. Segmenting the network through isolated Virtual Local Area Networks (VLANs) separates the sensitive server network from the ordinary user workstation network in both the Swansea and London branches.
[bookmark: _Toc729631599]5.3 Access Control Policies: Enforcing the Principle of Least Privilege 
[bookmark: _Int_wombqqkt]The enforcement of the Principle of Least Privilege (PoLP) is an important practice in security, aimed at reducing the level of operational risk by granting users, background processes, and applications the least amount of permissions they need to carry out their tasks. Administrators should not use global admin accounts while working with regular tasks but must work with standard accounts and elevate their privileges when it is necessary through sudo in Debian and UAC in Windows. Setting up granular file system permissions, such as NTFS ACLs and file permissions on Linux, will help prevent any accidental modifications or disclosure of sensitive information stored by the organization.
[bookmark: _Toc596700063]5.4 Credential Hygiene: Secure Password Policies and Multi-Factor Controls
The adherence to stringent credential hygiene practices becomes crucial in ensuring the prevention of any breaches and securing NOSS2027's infrastructure from cyberattacks using credential mechanisms. The security policies have to impose strict standards in regard to the password strength parameters including complexity of characters used, adequate length requirements, password expiration and renewal cycles and account lockout procedures after several failed log-in attempts to ensure that the hacker does not use a brute-force attack method. Moreover, implementation of Multi-Factor Authentication (MFA) becomes an important supplementary security measure, which requires users to use an additional means of verification along with the password – be it a code generated on a mobile device or a hardware token.
[bookmark: _Toc743274563]5.5 Maintenance Security: System Patching, Safe Operations, and Risk Mitigation
Continuous maintenance security allows the enterprise infrastructure to be protected from new vulnerabilities, exploits, and threat vectors that are revealed about the software. Developing a consistent schedule to implement patches through the use of systems such as Windows Server Update Services (WSUS) in addition to Debian's apt package manager gives the administrator the ability to deploy patches in an organized manner. Furthermore, by adhering to safe practices that include verifying offline backups, conducting automated configuration audits, and checking health logs, one is able to identify any configuration errors before they become an issue. This ensures that we are prepared for the component two group security discussion.
[bookmark: _Toc495720623]6. Conclusion
[bookmark: _Toc762527335]6.1 Summary of Research Findings
The present research paper has conducted an extensive investigation of the technological, architectural, and security needs associated with designing a reliable and efficient enterprise network at NOSS2027 in both Swansea and London. Analysing the operational needs of a multi-location network infrastructure has revealed that scalable IP addressing, directory services, and high availability technologies are crucial in assuring business continuity and smooth internal communications. Moreover, through the comparison of the two different operating systems, namely Windows Server 2025 and Debian Linux (CLI only), the importance of using a hybrid server approach based on the unique administrative capabilities of each operating system has been identified. Although Windows Server has comprehensive graphic user interface and integrated domains, the headless Debian CLI environment has excellent resource utilization, small attack surface, and advanced command line access. Lastly, considering essential network services, including DHCP, DNS, Active Directory, SMB/NFS file sharing, IIS, VPN tunnelling, and PKI certificates, has confirmed their significance in providing reliable and secure data flows.
[bookmark: _Toc1357603476]6.2 Architectural Recommendation for Component 2 Build
Considering the detailed analysis and evaluation done in this study, it is recommended that NOSS2027 should adopt a hybrid virtualized architecture for use during Component 2 deployment. Windows Server 2025 should be used to provide a domain controller that runs AD DS, DHCP, DNS, and authentications of clients based on Windows operating system at the Swansea and London sites. At the same time, Debian Linux OS, running purely from Command Line Interface (CLI), should be used to run the remaining secondary infrastructure components, secure routing, OpenVPN or Wire Guard tunnelling, and web/file sharing services. These two operating systems have been recommended to improve resource utilization and reduce license costs and segregate administration tasks. The strict application of default-deny firewall rules and access policies, alongside automated WSUS/apt update management procedures, will create a strong security posture. The proposed architectural design meets all existing requirements and provides future scalability as well as preparation for Component 2 security discussions.
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