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Introduction 
The purpose of this course is to provide the foundational knowledge needed to proactively protect the organization’s information resources within a rapidly changing and increasingly complex digital environment. Upon completion of this course, you will have the knowledge to determine the appropriate level of protection based on an organization's exposure to risk, develop secure architecture designs that are aligned with the organization’s goals and objectives, and establish processes for ongoing monitoring and automated responses to modern day cyber security events.


Task 1 Research in Data Security and Compliance

Introduction: The Zero Trust Architecture 
The traditional model of protecting computer systems from cyber attacks by building "a moat" around them with firewalls and intrusion detection software is no longer effective. Modern organizations are now subject to an array of constantly evolving, highly adaptive and increasingly automated cyber threats. The rise of cloud computing, remote workers, interconnected supply chains and sophisticated attackers have all created significant vulnerabilities in modern enterprises. Organizations are responding to this risk with a new approach to defending their computer systems called Zero Trust Architecture (ZTA). ZTA is based upon the simple philosophy of "never trust, always verify," which requires continuous user verification, granular levels of access control for users, and ubiquitous monitoring of all digital resources.

Evolution of cybersecurity Models 
This paper provides an overview of the evolution of models for securing information technology (IT) resources. Early cybersecurity approaches were based on the premise that cyber attacks would originate from external actors to an organization. To prevent attacks from entering an organization’s IT environment, early models used firewalls, intrusion detection systems (IDS), and network segmentation to allow trusted internal communication to take place freely, while keeping out attackers [1].
The "castle and moat" model has provided adequate protection to organizations for over two decades. However, several factors have made this model less effective than it once was Cloud computing has moved both data and applications away from the traditional     network boundary. The increase in remote and hybrid work has added new entry points to an  organization's IT environment, increasing the use of employee-owned or personally owned devices to access organizational resources. The introduction of mobile and Internet of Things (IoT) devices has resulted in unmanaged end-points being placed into an organization's IT environment. The creation of supply chains has resulted in new trusting relationships with third-party entities. Organizations are increasingly recognizing insider threats (whether malicious or unintentional) as a significant threat. Recent high-profile breaches, including the SolarWinds breach, have shown that attackers may be able to use trusted internal systems to gain lateral movement and elevate their privileges [2]. Organizations have come to realize that the lack of explicit trust among different segments of an organization is a fundamental weakness in an organization’s network. Therefore, Zero Trust was developed as a response to the weaknesses associated with the earlier models. Initially, Zero Trust was conceptualized by Forrester Research in 2010 and has since been formally defined by NIST [3]. It has now become a common term across multiple industries.

Zero Trust Architecture Principles and components 
Zero Trust is a strategic approach to security, not a product or technology. The core tenets form the basis for designing and developing systems which will continually verify users and their devices as they attempt to access resources within the system and will assume an attacker has breached the system.
Tenets Of A Zero Trust System
Verify continuously, users must continually authenticate and authorize themselves when accessing resources by providing valid information such as identity, device health, location, and behavior [3]. Least Privilege Access, users and Devices should have only the privileges and rights needed to complete their assigned tasks. Assume Breach, all systems should be designed assuming that attackers are already inside the network. Micro-Segmentation, all networks should be segmented down to small isolated areas to limit the ability of attackers to move laterally through the network. Continuous Monitoring, real-time telemetry is collected from all endpoints, networks and applications and analyzed continuously.

Key Elements
Identity And Access Management (IAM): Adaptive Access Policies, Identity Governance, Multi Factor Authentication. Endpoint Security, Compliance Checks for Endpoints, Mobile Device Management, Endpoint Detection and Response (EDR).
Network Controls: Encrypted Traffic, Micro Segmentation, Software Defined Perimeter
Data Security, Data Loss Prevention (DLP), Encryption and Data Classification. Security Analytics, Behavioral Analytics, SIEM, SOAR, Anomaly Detection and Automation of Responses. All elements together provide a dynamic, context-aware, and resilient security position.
 
Benefits and Strategic importance 
The Strategic Value and Advantages of Zero Trust 
There are a number of strategic benefits that zero trust provides to organisations in today's environment. These include, smaller attack surface eliminating the reliance on implicit trust and implementing specific and granular access controls reduces the attack surface of an organization [4]. Better Identification and Response Continuous monitoring and behavioral analysis provide organisations the ability to identify potential malicious activity sooner and automate the process of containing a threat or breach. Greater resiliency dividing the organisation into micro-segments limits the lateral movement of an attacker thereby limiting the "blast radius" of a breach. Compliances with various regulatory frameworks Access control, monitoring, and protecting data are all required by regulatory frameworks such as GDPR, ISO 27001, and the UK NCSC's Cyber Essentials. All of these components are built-in to a zero trust framework [5]. Ability to Support New Ways of Working  Zero trust models support remote enabled and cloud-first organisations by focusing on identity and the state of a device rather than where the device physically resides.

Challenge and limitations
Although Zero Trust has many benefits, it is not a magic solution to all of an organisation's cybersecurity problems. There are several challenges that organisations will face as they implement a Zero Trust architecture. Financial and Technical Burden
Implementing Zero Trust will require investments in identity systems, endpoint security solutions, new network designs, and advanced analytics and reporting capabilities. Therefore, smaller organisations may be unable to bear either the cost of implementing Zero Trust or the technology demands associated with this model [6].
Resistance from Employees and/or IT Teams Users and IT staff alike may resist the potential for more restrictive authentication and limited access privileges within their organisation. Older applications that do not support modern authentication and Segmentation Techniques Legacy applications may not be able to provide the most current forms of authentication or segmentation needed by modern architectures. Over-reliance on tools too many organisations market Zero Trust as a product instead of a methodology. In doing so, they overlook key elements that must be addressed, including organisational governance, processes, and culture. High-Volume Alerts and Alert Fatigue Monitoring is continuous, and therefore, generates a high-volume of alerts. If there is no automated alert tuning or if security teams do not have the time to review the generated alerts due to alert fatigue, then the volume of false positives may overwhelm them.

How Organisations can anticipate,  Protect, Detect and Respond
Organisations can anticipate, protect, detect and respond using Zero Trust by building a proactive and adaptive security environment, which this section explores in detail. Anticipation Predicting and preparing for threats the following are ways that Zero Trust assists in anticipating threats. Threat intelligence integration, Real-time feeds provide insight into emerging attack patterns. Behavioural baselining,  Analytics establish the normal behavior of users and devices so that they can quickly spot anomalies. Risk-based access policies, access is dynamically adjusted based on an organization's context (such as a login from a different geographic location than usual or a device that does not meet compliance requirements). Attack Surface Mapping: Micro-segmentation requires organizations to understand their assets and dependencies, providing greater visibility. An organisation will be able to develop a culture of continuous risk assessment, as opposed to conducting periodic audits, to further enhance its ability to anticipate threats.

Protection: Reducing the Risk of a Breach
Zero Trust provides additional layers of security for protecting against breaches by implementing layered controls, Strong Identity Authentication (MFA, Biometric Authentication, Adaptive Authentication): Limiting an attacker's ability to use stolen credentials. Compliance Enforcement of Devices (Device Health Checks), ensuring devices are compliant and healthy before allowing access to resources. Micro-Segmentation, limiting a breach to a single workload or application versus an entire network segment. Encrypting All Data (Data-in-Transit, Data-at-Rest), ensuring all data is encrypted regardless of where it exists within your environment. Access to Resources, temporarily providing a user with access to specific resources (Just-In-Time), thus minimizing the amount of time a user has unauthorized access to a resource.
The combination of these controls significantly reduces the chances of an attacker successfully breaching a system.

Detection Detecting Threats in Real-Time
Continuous Monitoring is the primary method that Zero Trust uses to improve detection of threat Endpoint Detection and Response (EDR) identifies malicious process behavior and activity on endpoints. User and Entity Behavior Analytics (UEBA) detect behaviors that are out-of-the-norm such as logon times that are outside of normal hours, and/or attempting to exfiltrate data. Network Telemetry detects lateral movement by attackers across a network. SIEM platforms correlate events occurring on multiple systems to detect complex attack patterns. Combining identity, endpoint, and network data into a single analytics platform will improve the accuracy of detection of threats. Automated Response, stopping and repairing threats automated response is necessary to respond to threats quickly enough. Zero Trust enables automation of response using Security Orchestration Automation and Response (SOAR) platforms to automate the isolation of devices, revocation of credentials and blocking of IP addresses. Automated revocation of access based on policy-based risk scoring thresholds. Automated updates to segmentation to isolate compromised workloads. Automated self-healing of endpoints to revert malicious modifications. Automated response significantly reduces the amount of time between detecting a threat and stopping the threat from causing further damage and minimizing operational downtime.

Case Study and Industry Examples
Financial Services such as the banking industry has embraced Zero Trust as an approach to protect valuable assets that are at risk of cyber-attacks; and to ensure compliance with financial regulation. In one example Morgan [7] reported on a case in which a major UK-based bank implemented zero-trust through micro-segmentation and Identity Centric Access Controls, resulting in 80% less opportunity for the lateral movement of attackers. Healthcare hospitals present particular challenges in the application of Zero Trust principles. Hospitals still have a number of legacy medical devices, and hospitals contain highly sensitive patient data. [8], reported on the use of Zero Trust Network Access (ZTNA) by a large NHS Trust to provide remote clinicians with secure access to the hospital’s network thereby reducing their reliance on VPNs and improving both the security and the user experience. Manufacturing Industrial Control Systems (ICS) are being attacked with increasing frequency using ransomware attacks. [9] reported that a global manufacturing company was able to prevent a malware attack from spreading to other production lines when they segmented their Operational Technology (OT) and Information Technology (IT) networks under the Zero Trust model.


Critical Evaluation
A zero trust model represents a big change in how we view the way security works, but its overall success is highly dependent on the quality of the implementation process.
Strengths It offers a holistic approach to the security posture of an organization including identity, device, network and data controls. It is scalable for new types of architectures supporting cloud, hybrid and remote working environments. Zero Trust reduces the impact of breaches by limiting the ability of attackers to move within the environment through micro-segmentation and least privilege access. It enables automation allowing organizations to rapidly respond to new or evolving threats.
Weaknesses complexity of implementing Zero Trust requiring organizational maturity and coordination across departments. The risk of creating operational friction strict access controls can negatively affect productivity if they are not properly planned and managed. Zero Trust requires that the accuracy of an individual's identity information is maintained therefore identity systems must be strong and continuously updated.
Opportunities artificial intelligence can improve the speed and accuracy of threat detection and provide automated decisions related to the management of risks.
Zero Trust for Operational Technology/Internet of Things (OT/IoT) has great opportunity for growth and adoption. Zero Trust can be integrated into a developer’s Software Development Life Cycle (DevSecOps), providing developers with the tools needed to embed Zero Trust principles into their pipeline.

Threats, there will be an increasing number of malicious artificial intelligence systems being developed to mimic legitimate behavior and avoid detection.
Organizations will have difficulty managing shadow IT, which will make it difficult to ensure that all applications used within the organization are compliant with the security requirements of a Zero Trust environment. Organizations may experience vendor lock-in when using a Zero Trust platform provided by a vendor due to the fact that the organization becomes reliant on that vendor to provide support and maintenance for the Zero Trust platform. Overall, Zero Trust provides a powerful model for an organization to implement, but it must be implemented as one component of a comprehensive organization-wide cybersecurity strategy that includes governance, employee training, and continuous improvement.
Conclusion 
Zero Trust Architecture provides organisations with a flexible and adaptable cybersecurity model that addresses the growing reliance on the Cloud, Remote Work and the increasing sophistication of adversary threats. As organisations move away from traditional models of trusting users, applications or networks based on access rights and toward a model where all interactions are continuously validated through Identity, Device, Network and Data validation controls, organisations can begin to anticipate, protect against and respond to cyber threats automatically. 
While zero trust provides organisations with a model for defending against threats it does not provide a "plug-and-play" solution and as such organisations will require significant cultural change, investments in modern Identity and Security products and a continued focus on monitoring and improving their Zero Trust Architecture. Ultimately, when properly deployed Zero Trust can significantly improve the overall resilience of an organisation and decrease the negative impacts associated with cyber attacks.

Task 2 

Organisation Structure 
Zero-Trust-Aligned Security Programme for MediTrust's EU GrowthTo be compliant with the regulatory expectations of GDPR, the Digital Operational Resilience Act (DORA) and the NIS2 Directive as it expands into the EU health care market, MediTrust Analytics requires a zero-trust-based security program. Zero Trust - based upon the foundational tenets of "never trust", "always verify," "assume breach" and "least privilege" - provides an overarching governance framework which can support the protection of sensitive clinical information, the pipeline of AI training and multi-cloud environments [10].
The central component of the program will be a Security Governance Board that has responsibility for ensuring that the policies, risk oversight and regulatory compliance are aligned. The Security Governance Board should include representatives from legal, clinical and technical departments so that security controls may address both operational and clinical safety aspects. The Zero Trust Program Office under this governance board will coordinate the implementation of Zero Trust across the four key areas of Identity, Data, Cloud and Supply Chain.
Important Zero Trust Pillars 
Identity and Access Management (IAM)
Continuously authenticate users, assign user rights (role-based access) and manage rights of those who have administrator privileges to protect clinical information about patients and to protect developers' environments. These actions satisfy GDPR's requirement for minimum use of personal data and NIS2's requirement for proper access control [11].
Data Security and AI Governance
Use encryption in use; implement data-loss-prevention solutions; develop secure enclaves for AI training datasets. Since DORA specifies resiliency and integrity of all critical IT systems, developing data-pipelines that can provide a high level of security is imperative.
Cloud and Network Security
Using micro-segmentation, using secure API gateways, implementing continuous posture management reduce risks associated with lateral movement across multiple clouds.
Software Supply Chain Assurance
Use SBOMs, Dependency Scanning and Third Party Risk Assessments to identify potential weaknesses in software used by researchers or through open-source components.
Recommended Organizational Structure 
Cloud Security Architect
Oversees design of cloud security strategy; Designs Zero Trust network segmentation; Oversees Multi-Cloud Compliance; Ensures Secure Integration of IoT Platforms and Clinical Data Platforms.
DevSecOps Lead
Integrates security practices into CI/CD pipelines; Manages Automated Code Scanning; Implements Secure Coding Standards; Coordinates Supply Chain Security Controls.
Collectively, these two positions operate the principles of Zero Trust; Strengthen Regulatory Compliance; Establish Trust with Healthcare Partners


Policies & Procedures 
AI use Policy, All of MediTrust's AI systems will operate based upon the principles of transparency, minimizing the amount of data used by the system, and ensuring data is processed lawfully. Therefore, all AI models utilizing patient information will need to utilize pseudo-anonymized or synthetic datasets. Additionally, all such systems will require role-based access control as well as ongoing user authentication [12]. Training pipelines for all AI models will also need to be logged, continuously monitored and assessed for bias and drift to ensure both clinical safety and regulatory accountability. Staff are prohibited from uploading sensitive data to publicly accessible AI resources. Any third-party AI vendor utilized by MediTrust must first undergo a security and data protection assessment. All clinical decision-support output generated by an AI model must be reviewed and/or approved by a human resource to maintain alignment with the "assumed breach" concept described in zero trust and healthcare-specific safety guidelines [13].
Policy regarding secure configuration of SaaS applications
Due to the reliance of MediTrust on multiple cloud environments and software-as-a-service (SaaS) applications, each service must adhere to the configurations outlined within the framework of zero trust and the cis benchmarks. A number of controls are considered mandatory including multi-factor authentication (MFA), least privilege access, encryption during transmission and storage, and continuous monitoring of application configurations. SaaS applications must also integrate with the centralized identity management provider to allow for unified access governance across all services. In addition to these provisions, administrators must configure auditing capabilities and implement automatic anomaly detection and alerts to help fulfill the operational resilience requirements defined by digital operational resilience act (DORA) [14]. SaaS vendors providing services to MediTrust must demonstrate their compliance with the general data protection regulation (GDPR), network information security directive 2 (NIS2) and relevant industry-standard security certification(s) for healthcare. Shadow it is strictly forbidden and any new SaaS deployment will require a formal security review prior to approval.
Bring your own device (BYOD) Policy
To accommodate the needs of MediTrust's hybrid workforce, BYOD has been made available; however, it will only be permitted if implemented under specific security constraints. Each device utilized by staff must be registered with the Mobile Device Management (MDM) solution provided by MediTrust. Devices utilizing BYOD must also enforce full-disk encryption and conform to established operating system versions and patch levels. To isolate corporate data and prevent cross-contamination with personally-owned applications, BYOD users will be required to utilize containerization solutions. Users attempting to access clinical systems via BYOD will still require multi-factor authentication (MFA) and be subjected to regular health-checks regarding their device(s). These actions represent a methodical approach to verifying the trustworthiness of endpoints as mandated by the concepts found in zero trust [15]. Employees who lose or compromise their devices while participating in BYOD will be expected to report this occurrence immediately allowing for remote wiping capabilities. All employees utilizing BYOD will be expected to participate in mandatory security education and agree to monitoring procedures to satisfy GDPR and NIS2's security-by-design obligations.



Compliance
MediTrust's move into the European Union will necessitate a Security & Governance Framework in line with The Digital Operational Resilience Act (DORA) and The NIS2 Directive. In accordance with DORA, MediTrust must demonstrate the resilience of each ICT system supporting their AI-driven Clinical Platforms. This includes establishing ongoing monitoring; identifying incidents; and developing robust Business Continuity Procedures across their Multi-Cloud Environments. DORA further mandates extensive testing on the part of MediTrust including Threat-Led Penetration Testing & Scenario-Based Assessments to verify the organisation's capability to provide Service Availability through Disruptions [14]. Equally important to supply chain resilience is the Structured Oversight of Third Party Research Partners and SaaS Providers by MediTrust to ascertain whether or not they are meeting similar standards of security and operation.
The NIS2 Directive enhances Reporting Obligations for Organisations providing Essential Digital Services. MediTrust must develop an Incident Response Process which meets the strict Timelines defined under NIS2: Early Warning within 24 Hours; Detailed Notification of Incident within 72 Hours; Final Report on Incident within One Month [11]. For this purpose, MediTrust would benefit from deploying Automated Logging, Centralised SIEM Capabilities and Clear Escalation Workflows for Hybrid Staff and External Collaborators. These measures enhance Transparency, Regulatory Alignment and Rapid Communication with Competent Authorities in the European Union regarding Trust with Clinical Partners and Patients.

Governance & Strategy
A NIST CSF 2.0-aligned governance model is proposed by MediTrust to help support its planned entry into the European Union's (EU) health care market. The proposed governance model will be built around the NIST CSF 2.0 framework which is an established, structured risk-based methodology for integrating cyber security into strategic business objectives. Additionally, the NIST CSF 2.0 expanded focus on the elements of "Governance", "Supply Chain Security" and "Continuous Improvement" make it particularly relevant to a Health Technology company deploying AI-powered clinical systems [11].
1. Govern Function - Strategic Alignment 
The Govern function forms the basis of this governance model. It establishes the policies, roles and accountabilities required for effective management. The Cyber Governance Board will oversee the organization's risk appetite, ensure regulatory compliance (GDPR, DORA and NIS2), and inform key investment decisions. Therefore, this will ensure that the organization's cyber security program is supporting the achievement of its overall business objectives; specifically, safe AI innovation, expanding into new markets and maintaining the trust of its clinical partners.
2. Identify and Protect - Safeguarding Key Assets
MediTrust can identify its most critical systems, i.e., its AI training pipeline(s) and IoT-driven patient monitoring platform(s), through asset classification, data-flow mapping, and supply chain risk assessment. In turn, protection measures - e.g., Zero Trust access controls, encryption, secure SaaS configuration, and design-by-design of all new software applications - will directly support the business objective of safeguarding both its proprietary IP and sensitive patient data.
3. Detect and Respond - Strengthening Operational Resilience
Through continuous monitoring, SIEM integration, and automated anomaly detection, MediTrust can further enhance operational resilience. As one of the requirements for achieving compliance with the Digital Operations Act (DORA), this will provide additional assurance to stakeholders. Furthermore, incident response plans linked to the reporting schedules defined within the Network Information Systems (NIS2) Directive will allow for rapid notification to EU Authorities in the event of a breach or other disruption thereby limiting potential regulatory exposure and reputational damage [11].
4. Recover - Ensuring Business Continuity and Trust
Recovery planning, testing, validating backups and conducting post-incident reviews will collectively ensure that service delivery to hospitals/healthcare provider clients is maintained at a level consistent with their expectations. By doing so, MediTrust will achieve its business objective of providing reliable, non-disrupted clinical decision-support services.
Ultimately, by applying CSF 2.0 across all aspects of governance, operationally, and throughout product development processes, MediTrust can create a comprehensive security program that achieves regulatory compliance while enhancing its competitive position in the Health Technology sector within the EU.





Risk Management
High-Level Risk Assessment - MediTrust's Exposure to Software Supply Chain & Cloud. Configuration Risks, due to expanding their EU-based HealthTech services with AI-driven solutions, MediTrust will have increased exposure to software supply chain threats and cloud misconfigurations that are directly related to meeting EU regulatory requirements, ensuring operational resiliency and maintaining patient safety.
Software Supply Chain Risks 
The use of open-source libraries, collaboration with third-party researchers, and incorporating external AI components create numerous vulnerabilities for MediTrust. Adversaries can poison AI models by manipulating training data or injecting malicious parameters that can cause harm through inaccurate clinical decision-support. Attacks against data integrity create another avenue to violate the ICT integrity and resilience mandates included in DORA [11].
In addition to poisoning AI models, adversaries can exploit vulnerabilities in dependencies used throughout a company’s CI/CD pipeline or containerized workload to obtain elevated privileges or create backdoors. Due to the complexities of today’s software ecosystem, it becomes increasingly difficult for companies like MediTrust to detect unknown vulnerabilities. A prime example of this was the high-profile supply chain compromise experienced recently by many organizations. NIS2 emphasizes the importance of developing strong supplier assurance practices and continuously managing identified vulnerabilities; therefore, dependency scanning, SBOMs and identifying third-party risk require being implemented as essential controls [11].
Cloud Misconfiguration Risks 
With multiple cloud environments that MediTrust operates in, there are multiple opportunities for misconfiguring IAM roles that allow too much access, insecure storage buckets, misconfigured API gateways and poor network segmentation. All of these represent some of the most common reasons behind healthcare data breaches. Unauthorized access to a patients' sensitive information including their records or AI model training data can occur when one of the above types of misconfigurations occurs.
Additionally, cloud misconfigurations pose a threat to the operational resiliency of MediTrust required by DORA. This is because cloud misconfigurations increase the chances of experiencing service outage or losing data during an incident. Therefore, it is necessary for MediTrust to utilize continuous configuration monitoring and Zero Trust policies to prevent remote developers and analysts from exposing critical assets unintentionally.
Total Risk Impacts, these risks have the potential to affect MediTrust with monetary fines due to non-compliance with regulations, lost productivity through service disruptions, damaged reputation and negatively impacted patient safety. To ensure success with MediTrust's strategy of entering the EU HealthTech Market, MediTrust needs to strengthen their supply chain governance and improve their cloud security posture.

Contingency Planning
Disaster Recovery Plan for Ransomware Attack
Anomalous encryption activity by a ransomware attacker could cause a catastrophic failure of MediTrust's business operations; be non-compliant with regulations; and put patients at risk. Having a structured DR plan based on DORA's (the UK Department for Digital Infrastructure) operational resilience requirements will help recover quickly and minimize downtime.
1. Rapid Detection and Isolation
When MediTrust detects anomalous encryption activities by a ransomware attacker using its SIEM system and endpoint detection system, it will automatically alert the incident response process. The DevSecOps Lead will isolate all affected CI/CD pipeline build servers and cloud storage buckets to limit further unauthorized use. As soon as possible after detecting the anomaly, the DevSecOps Lead will revoke/revoke, or rotate all access tokens, API Keys and/or other privileged account credentials used during the unauthorized actions [11]).
2. Forensics and Regulatory Notifications
The Meditrust forensic team will collect Volatile Memory, System Logs and Encrypted artifacts to identify how the unauthorized actions were performed. Under Article 19 of Directive (EU) 2016/1148 (also known as NIS2 NIS2 Cybersecurity Requirements. Athens: EU Agency for Cybersecurity.), MediTrust has to notify relevant authority of the European Union within 24 hours of discovering the malicious event and provide a detailed report of the events leading up to the discovery of the malicious event to the same authority within 72 hours. Additionally, if any personal data was involved in the unauthorized actions, then MediTrust would have to comply with the GDPR Personal Data Breach Notification requirement.
3. Restore AI Training Data and Source Code
MediTrust will restore its clean source code repository, container images and AI training data from backups made prior to the time when the unauthorized actions occurred. All backups are kept in an immutable state, off-line and versioned in multiple cloud-based locations. After restoring the backup data, the Cloud Security Architect will validate that the restored source code repository, container images and AI training data are valid. This will be done by validating the backup checksum values and completing automated tests to validate the functionality of each component being restored. Only once these components have been successfully validated will they be placed into production.
4. Restore Systems to Production
Once the source code repository, container images and AI training data have been validated and restored; the rebuilt systems will go through security hardening, vulnerability scanning and functional testing. Once completed, all clinical decision support services will be restored in phases to mitigate operational risks.
5. Post Incident Lessons Learned and Future Resilience Improvements
After completing this disaster recovery effort; a post-incident lessons learned meeting will be held to discuss what went wrong and why? In addition, this meeting will identify potential areas for improvement such as expanding supply chain scanning for malware; enhancing access controls to include additional authorization mechanisms and conducting additional tabletop exercises simulating different types of ransomware attacks. These findings will be provided to the Cyber Governance Board for consideration in future enhancements to improve long-term operational resilience.

Protection Mechanism 
Modern security controls to enhance MediTrust's security posture in expanding into the European Union's (EU) healthcare market include multiple advanced automated controls. The first of these control types are Cloud Security Posture Management (CSPM), which continuously monitors and detects misconfiguration (e.g. exposure of storage buckets, poor Identity Access Management (IAM) policy settings or poorly secured API gateways) in multi-cloud environments. As such, CSPM will also support DORA requirements for the on-going ICT risk management and the ongoing review/monitoring of configurations.
The second type of security control that will help improve MediTrust's cyber defences is an integrated Behavioural Analysis (BA)-enabled Security Information and Event Management (SIEM) platform. The SIEM platform provides behaviour analysis based on real-time data feeds from all sources, including Hybrid Endpoints (Hybrid Devices), Cloud Workload(s) (Cloud Platforms) and Software as a Service (SaaS) applications. In addition to providing the ability to detect Anomalous Activity across all of the identified areas of hybrid operations, the BA-enabled SIEM platform can automatically initiate an Incident Report under NIS2 guidelines through automated Playbook initiation, thus enabling faster Triage and Evidence Collection.
In order to effectively protect its Developer Machines and Clinical Analyst Computers/Machines from Ransomware Attacks and Supply Chain Type Attacks using Automated Containment Capabilities, MediTrust must deploy Advanced Endpoint Detection and Response (Advanced EDR). Advanced EDR Tools have the capability to Isolate Compromised Developer Machines and/or Terminate Malicious Processes running on those systems; preventing Lateral Movement within the network. Advanced EDR Tools are critical in protecting the integrity of its Artificial Intelligence (AI) Training Pipelines and Source Code Repositories.
Lastly, deploying Phishing-Resistant Multi-Factor Authentication (Phishing Resistant MFA), such as Hardware Tokens supporting FIDO2 standards and Certificate Based Authentication technologies will reduce the Risk associated with Credential Theft to Remote Developers and Clinical Analysts. Both Phishing Resistant MFA Technologies support "Zero Trust" principles and satisfy GDPR Requirements related to Access Control.


Conclusion
MediTrust's overall security approach will enhance the firm's overall resilience to threats and protect a high volume of sensitive clinical data that is used for safe AI innovations. Through establishing compliance in all aspects of governance, modern controls and disaster recovery as part of an EU regulation framework MediTrust can establish trust among it's patients and partners and ensure the reliability of their HealthTech services.
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Appendices




Reasons for these results
1. Poisoned AI Models – Severity 10
The heavy reliance by MediTrust on AI-based clinical decision-making makes it susceptible to an attack that alters the training data of AI models and/or their model parameters. An attacker altering either the training data used to develop an AI model or the parameters of an existing model has the potential to negatively impact both patient safety and clinical decisions/clinical outcomes. Therefore, this represents the greatest level of risk due to its direct impact on patient safety and potential to result in misdiagnoses and harmful treatment recommendations from corrupted AI outputs  [11].
2. Cloud Misconfiguration – Severity 9
As a hybrid business, with employees working remotely in addition to personnel working from offices located throughout the world, and using multiple cloud providers as their infrastructure platform, there exists a significant threat to security through misconfigured storage buckets, IAM roles and API gateways. The majority of healthcare-related data breaches occur through misconfigured storage buckets, IAM roles and API gateways. Due to the highly sensitive nature of medical records and the regulatory requirements for GDPR/DORA compliance, this represents a very high level of risk.
3. Vulnerable Open-Source Components – Severity 8
MediTrust employs open-source software libraries and third-party components within the company’s analytical pipeline and artificial intelligence pipeline. As such, if one component (open-source library/third-party component) contains a vulnerability (such as a Log4j-style error), then the entire ecosystem (patient records/intellectual property) would be at risk.
4. Compromised Third-Party APIs – Severity 8
MediTrust engages in collaborative partnerships with other researchers/data providers. Any compromise of a partner’s systems could introduce malware into the ecosystem; expose sensitive information contained within the ecosystems; or disrupt clinical operations.
5. Poor Access Control Practices – Severity 7
Due to remote development teams and hybrid work arrangements, the likelihood of employee credentials being stolen and/or abused increases. In order to prevent rapid exploitation of cloud platforms, proper Identity and Access Management (IAM) practices along with phishing-resistant multi-factor authentication (MFA) must be implemented.
6. Lack of Proper Monitoring – Severity 6
Insufficient monitoring capabilities via Security Information Event Management (SIEM) and log management can cause MediTrust to miss early warning signs of an attack, thereby increasing the time it takes for the organization to respond, while also increasing the risk of non-compliance with NIS2 reporting deadlines.
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