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Civil Liberties Organisations Condemn Talks
18-Sep-1998 | Internet Freedom, Immediate Release

Three of Britain's leading Internet related civil liberties organisations today condemned the ongoing collaborative talks between Internet Service Providers (ISPs) and the UK police.

In a joint press statement Internet Freedom, Cyber Rights & Cyber Liberties, and the Campaign Against Censorship of the Internet in Britain, unanimously condemned secret talks between the Association of Chief Police Officers (ACPO) and representatives for Internet Service Providers (ISPs) which aim to reach a "memorandum of understanding" to give the police access to private data held by ISPs, as reported in the Guardian Online this week.

There are to be three further seminars held by "ACPO, ISPs, and Government Forum" which do not include user representatives or civil liberties organisations as speakers.

The plans are for an agreement to allow the police access to email messages transmitted by any of Britain's eight million Internet users along with detailed web usage logs about sites that users had visited. If reached, the agreement would exploit a so-called loophole in the existing Data Protection and Interception of Communications Act which allows the police to routinely access private information without the signature of any rank higher than inspector. Currently the tapping of telephone communications requires the written consent of the Home Secretary and unlike email is not admissible as evidence in court.

The planned agreement would be in violation of Article 8(1) of the European Convention on Human Rights which will be incorporated to the English Legal System with the Human Rights Bill, stating:

'Everyone has the right to respect for his private and family life, his home and his correspondence'

There can only be interference by a public authority with the exercise of this right when it is 'necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder of crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.'

Chris Ellison, spokesman for Internet Freedom, added:

"The proposed 'memorandum of understanding' is the product of two years of collaborative talks between industry bodies and the police. Fuelled by panics around child pornography on the Net, industry representatives have got themselves into a situation where they are under pressure to disclose information without legal obligation or justification. There is no alternative but to break off these talks immediately."

Yaman Akdeniz of Cyber-Rights & Cyber-Liberties (UK) stated that:

"ISPs have a duty to protect the fundamental rights and freedoms of their users, and in particular their right to privacy with respect to the processing of personal data. ACPO might have found a loophole under weak UK laws about electronic surveillance but should not in any case be allowed to amass evidence without showing probable and specific cause either to the ISP or to a judge.

We are disheartened at learning yet again about influential but unaccountable bodies such as ACPO and the Internet Watch Foundation (IWF) taking decisions on regulatory issues involving the Internet, behind close doors. It is the duty of the government to take decisions on these matters and to open these closed doors to the public. Transparency and accountability are important features of a healthy society. If there is a legal loophole which allows speculative police intrusion, then the government should close that loophole immediately."

Malcolm Hutty, of Campaign Against Censorship of the Internet in Britain stated that:

"If Internet Service Providers intercept their customers email and pass it on to the police, people will be too scared to use the Internet for any sensitive communications. The police must not exploit loopholes in the Interception of Communications Act to invade personal privacy without any democratic accountability. A legal challenge for breach of the European Convention on Human Rights is almost inevitable."
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