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[bookmark: _Toc192182467]Task 1 – Research Report

[bookmark: _Toc192182468]Research on Hypervisors (Type 1 & Type 2)

There are two types of Hypervisor technologies, type 1 and 2, which make it possible to run multiple Virtual Machines (VMs) on a single physical machine. Type 1 is known as a bare metal Hypervisor which is installed on the host machine’s hardware, not through an operating system. Type 2 Hypervisors are installed on a machine where it runs as an application. This is explained on Amazon’s AWS website. [1]

A type 1 Hypervisor has better performance on their virtual machines due to fact that they have direct access to the resources on the host machine, whilst a type 2 can only use the operating system’s resources which have been willingly provided. 

Bare metal hypervisors are usually used in larger environments such as web servers and data centres and the hosted hypervisors (type 2) are usually used in desktop or development environments. This is because of the workloads typically being less intense on the resource and used in less critical situations. 

Some examples of type 1 hypervisors include VMware vSphere, Microsoft Hyper-V and Oracle VM. On the other hand, some examples of type 2s consist of Oracle VM VirtualBox, QEMU and Parallels Desktop. [2]
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Hypervisors, also called virtual machine managers or monitors (VMM), act as a layer of software that abstracts the physical hardware allowing each Virtual Machine to operate independently like a standalone machine. [3]

Some of the features of a type 1 hypervisor include the high performance because of the direct access to the hardware, embedded virtual switches for networking and advanced resource scheduling. For type 2 these include a simpler installation and operation and they support multiple operating systems on personal computers.

Hardware requirements for a bare metal hypervisor starting with the CPU require them to support virtualisation technology such as the Intel VT-x or the AMD-V. It is also important that the CPU has multiple cores for it to execute the tasks of the VMs simultaneously. Sufficient RAM is also required to run the hypervisor itself and the VMs which are set up on it, the number of VMs being run would determine the amount needed. This is the same for Storage. 

On the other hand, type 2 Hypervisors also require a CPU that supports the technology, but as this is run over an existing OS, they rely on the hosts system hardware. Memory requirements are like type 1; however, they usually require more memory in comparison.
[image: A diagram of a computer system

Description automatically generated]












Image from www.parallels.com showing the architecture of type 1 & 2 Hypervisors.


[bookmark: _Toc192182469]Research on IP Addressing

All devices that are connected in a network require a distinctive ID so that other devices can communicate with it. An IP address is the ID that is used for all these devices. 

Data is transferred across the network in packets which are broken down into smaller chunks and then reassembled at the destination. Packets are assigned with IP addresses of the source computer sending the information and the destination so that it can be routed to the correct end point. Routing tables are created and maintained within the network in order to guide the data packets to the destinations. [4]
 
Transmission Control Protocol / Internet Protocol (TCP / IP), is the protocol which defines how data is transmitted over networks. This was designed by the Department of Defence in the 1960s and has 4 layers.  [5]

A previous IP address was IPv4 which is a 32bit number whereas the latest version IPv6 is 128 bit. IPv4 has a structure of 4 sets of numbers which are split into 2 sections which are not equal meaning the network could be defined by just the first part or the first 3 parts of the IP address, the first part defines the network and the second part defines the computer or host, these are known as the network ID and the host ID. [6]
[image: ]
Devices on a network most commonly have 3 types of identities. These are MAC Addresses (Physical Address), IP Addresses (Logical Address) and a Hostname which makes it easier for a device to be identified. [7]


IP Addresses also have different classes which are used to split private and public IP’s but also the different classes define how the IP address octets are split to make up the network and host ID portion of the IP address. There are five classes A,B,C,D and E, which have a range of IP addresses between different ranges. For example a Class A Public range would be from 1.0.0.0 to 127.0.0.0 and a private range from 10.0.0.0 to 10.255.255.255. Private IP addresses are only used on local networks and cannot be used on the internet. Because they are only used on local networks they can be reused on multiple local networks.




[bookmark: _Toc192182470]Research on Routing
Network Routing is the process which directs and routes where and how packets are sent across a network. Routes are chosen along with an Internet Protocol  to get packets to their final destination. A Router is the network device that manages this routing process and forwards packets between the networks. It also uses the IP address to direct the traffic.
[image: Lightbox]There are 3 different types of routing, these are Default Routing, Dynamic Routing and Static Routing. 

Default routing allows a router to send all packets for unknown networks to a specific next-hop router. This is especially helpful in small networks where adding routes for every destination would be difficult. The router uses one default route when it doesn’t know the destination.

Dynamic routing lets routers automatically find and update routes as the network changes. It uses protocols like RIP (Routing Information Protocol), OSPF (Open Shortest Path First), and BGP (Border Gateway Protocol) to share information with other routers and update route tables. This makes it more flexible and easier to scale than static routing.

Static routing means manually setting up routes in a router. The administrator decides the path for data to reach its destination. These routes stay the same unless changed by the administrator, making static routing reliable but not flexible. [8]

[bookmark: _Toc192182471]Research on Network Services
Virtual Private Networks (VPNs), Dynamic Host Configuration Protocol (DHCP), and Active Directory Domain Services are essential components in modern networking.

VPNs create secure, encrypted connections between devices and remote networks, ensuring privacy over untrusted networks, such as public Wi-Fi. Key features of VPNs include encryption, IP address masking, and remote access capabilities. Best practices for VPNs involve keeping software up-to-date, monitoring and logging usage, and utilising features like kill switches to protect data during connection drops. 

On the other hand, DHCP automates the assignment of IP addresses to devices, simplifying network management and reducing errors. It also provides devices with necessary network configuration details, such as DNS servers and gateways, and manages IP lease durations. Best practices for DHCP include separating DHCP and domain controller roles, implementing failover for redundancy, and reserving IP addresses for critical devices to ensure stable configurations.

Active Directory Domain Services is a Microsoft technology that enables management of user authentication, resource access, and network communication. It stores directory data and facilitates login processes, authentication, and directory searches. Key features of Active Directory Domain Services include group policy enforcement, and scalability through server replication. To ensure it runs efficiently, best practices recommend regular backups, the use of Organisational Units (OUs) for delegating control and applying policies, and securing domain controllers to prevent unauthorised access.

By implementing these technologies and adhering to best practices, organisations can enhance network security, ensure efficient administration, and maintain reliable access to essential resources.
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[image: ]Downloaded Windows 10 ISO from Evaluation Centre for my windows client.





[image: ]Installing the Windows Server

[image: ][image: ]When first installing the Windows Server, I accidentally installed the Command Line version instead of the Desktop GUI, so I removed this to reinstall the correct one:

[image: ]
When installing, I also created another partition 
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AI-generated content may be incorrect.]Installing Windows 10 Enterprise (Client)
[image: A computer screen shot of a computer screen

AI-generated content may be incorrect.]Added another partition in the Windows Client for 20GB
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AI-generated content may be incorrect.]Install processing for Windows 10 Enterprise
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AI-generated content may be incorrect.]Installing the Debian Linux Server on Virtualbox
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[image: A screenshot of a computer

AI-generated content may be incorrect.]I have used the windows command ‘ncpa.cpl’ to open the network connections window.
[image: A screen shot of a computer

AI-generated content may be incorrect.]Renamed the Ethernet to ‘Local Network’
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I have then gone into the properties of the Internal Network adapter to configure the IP address of 192.168.1.10, the subnet mask as 255.255.255.0, the default gateway as 192.168.1.1 and the preferred DNS server of 192.168.1.1 with an alternative DNS server as 8.8.8.8 which is a public DNS server. 

[image: A screenshot of a computer error

AI-generated content may be incorrect.]For best practice I have also renamed the PC as ‘ClientS1’.
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[image: A computer screen shot of a computer
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When I went into the Server (VM) and into the network adapters, I only had 1 network adapter showing. I shut down the VM and proceeded into the settings within Virtualbox for this Server. Into the networks tab and then enabled the network adapter from the Adapter 2 tab. 
[image: A screenshot of a computer

AI-generated content may be incorrect.]Now that I have restarted the VM, you can see my 2 network adapters and I have renamed the 2nd to Internal, opened the properties so that the IPv4 address and DNS can be configured. Here I have used the IP of 192.168.1.1, subnet mask of 255.255.255.0 and as this is the Server and the default gateway, this has been left blank. The preferred DNS has been set to 192.168.1.1 with the alternate as 8.8.8.8.

[image: ]Once the IP had been configured, you can see that Bytes were being sent and received on the network.

I then used the CMD prompt to bring up the CLI. By using the ipconfig /all prompt, I am able to see the details of the network adapters and the IP configurations which I have made:
[image: A computer screen shot of a black screen
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Whilst in the settings, I’ve ensured to update the name of the server to S-DC to match the topology and for best practice.
[image: A screenshot of a computer screen
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As a Ping to the Client on 192.168.1.10 has been unreachable and timed out, I now need to troubleshoot why this is and start by looking at the firewall.


[image: A screenshot of a computer

AI-generated content may be incorrect.]Within the Windows Defender Firewall Advanced Settings, the Firewall State needs to be turned off in the Domain, Private and Public Profiles to prevent the connections being blocked.


[image: A computer screen shot of a computer
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After completing some troubleshooting it turned out that my Windows 10 Client machines network adapter was set to NAT instead of Internal Network. I also needed to change this on the Windows Server as the original adapter that I enabled was set to NAT also. 
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AI-generated content may be incorrect.]After making these changes, I am successfully able to get a reply when pinging 192.168.1.10 from the Windows Server. 
[image: A computer screen with white text
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I was then able to get the same result when pinging from the Client to Server on 192.168.1.1
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AI-generated content may be incorrect.]Installing & Configuring the Linux Debian Server
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AI-generated content may be incorrect.]hostname for the system (c-server)
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AI-generated content may be incorrect.](Domain name: michael.acca)
I then set up the root password, added a user with a username and password. 
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AI-generated content may be incorrect.]For the installer, I have opted for the guided disk partitioning using the entire disk.
I then chose to have all files in one partition. 
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Once this has finished installing and I have chosen all the relevant options. I then need to reboot the system. 

[image: A screenshot of a computer
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I have now been able to log into the Linux Server using the username and password created earlier in the installation. 

After installing this, it became clear that I had incorrectly installed the Debian netinst.iso file which did not allow me to install the SSH Server. So I then removed this VM and started again with the correct complete ISO file and ensured that I installed the SSH Server at the same time. When doing this, I also decided to change the user details to a new one. 





[image: A computer screen with a black screen
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As this was causing problems Ive commented it out using ##
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When adding the repository links in the etc/apt/sources.list file, I made a couple of errors so when trying to run apt update, this would not work.

After checking all the spelling and correcting these, here is the list I added: 

· deb http://deb.debian.org/debian/ bookworm main 
· deb http://security.debian.org/debian-security/ bookworm-security main
· deb http://deb.debian.org/debian/ bookworm-updates main 
· deb http://deb.debian.org/debian/ bookworm-backports main

[image: A screenshot of a computer

AI-generated content may be incorrect.]I then accessed the network interfaces file using nano /etc/network/interfaces in order to start configuring the static IP address for my server.
[image: A screenshot of a computer

AI-generated content may be incorrect.]I have installed ufw which is (uncomplicated firewall, in order to check and configure this on the Linux server to allow ICMP, so that I can ping the client and server without disabling the firewall completely. After further changes made to my Linux networks, I did not need to use this feature for the time being.



[bookmark: _Toc192182476]Installing the Linux Debian Client (ClientC1)

When installing the Linux ClientC1 for the GUI Desktop version, as I removed the NAT network adapter and made it an internal network, when completing the install, I was prompted to set up the IP address details here. 
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Here I have chosen 10.1.1.10 as my static IP address for my Linux ClientC1 with the default Gateway to 10.1.1.1. I will then use this as my Server’s IP address. 

[image: A screenshot of a computer

AI-generated content may be incorrect.]I have decided to install the Cinnamon Desktop version as my GUI for the Linux Client. 


[image: A computer screen shot of a computer screen
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On my Linux client, I have configured my IP address as 10.1.1.10, netmask as 255.255.255.0 and gateway as 10.1.1.1

[image: A computer screen shot of a black screen
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[image: A screenshot of a computer program
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I was then able to successfully ping the Linux ClientC1 from my Server.
[image: A screenshot of a computer
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I was also able to successfully ping the server from my client machine.

[image: A screenshot of a computer
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I then enabled another internal network adapter on my Linux machine which is enp0s8 and configured this with an address of 192.196.1.2 with a gateway of 192.168.1.1 (Which is my windows server IP) I was then able to ping between servers. 
[image: A computer screen shot of a black screen
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Here is my Windows Server pinging to my Linux Server. 
[image: A screenshot of a computer
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Here is my Linux server pinging my Windows Server. 


[bookmark: _Toc192182477]Task 3 – Reflection
Throughout installing and configuring the Windows and Linux Servers/Clients, I had a few issues. I needed to install the VMs multiple times due to downloading the incorrect ISO image, or choosing the wrong install as either GUI or CLI. 
I had issues when trying to ping between networks which led to disabling the firewalls. A better option in future will be to configure these to allow ping. Overall I am happy that I have managed to configure the IP addresses and successfully connected the clients to the respective servers and also managed to create a connection between the servers.
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icrosoft Windows [Version 16.6.20348.587]
(c) Microsoft Corporation. All rights reserved

c: \Users\Administrator>ping 192.168.1.10

pinging 192.168.1.16 with 32 bytes of data
Reply from 192.168.1.1: Destination host unreachable
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.1.16:
Packets: Sent = 4, Received = 1, Lost = 3 (75% loss),

c: \Users\Administratorsping 192.168.1.10

pinging 192.168.1.16 with 32 bytes of data
Reply from 192.168.1.10: bytes=32 time-ims
Reply from 192.168.1.10: bytes=32 time-ims
Reply from 192.168.1.10: bytes=32 time
Reply from 192.168.1.10: bytes=32 time

ping statistics for 192.168.1.16:
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = 1ms, Maximum = 2ms, Average = ims
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192.168.1.1: bytes=32 time=ims

ping statistics for 192.168.1.1
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
pproximate round trip times in milli-seconds:

Minimum = ems, Maximum - 1ms, Average = ems
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File Machine View Input Devices Help

1 [I] Select a language ——————————————————————

Choose the language to be used for the installation process. The selected language will
also be the default language for the installed sustem

Language:

Northern Sami - samegillii
Noruegian Bokmaal - Norsk bokmal
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Slovak - Slovenina
Slovenian - Slovenstina
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Suedish - Svenska
Tagalog - Tagalog
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Thai - mulng '
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Uyghur - mobibh
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File Machine View Input Devices Help

B [!] Configure the netuork ————
Please enter the hostname for this system.

The hostname is a single word that identifies your system to the netuork. If you don't
know uhat your hostname should be, consult your network administrator. If you are setting
up your oun home netuork, you can make something up here.

Hostname:

<Go Back> <continue>
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1 [! Configure the netuork ———————————————————

G i

Machine View Input Devices Help

The domain name is the part of your Internet address to the right of your host name. It
is often something that ends in .com, .net, .edu, or .org. If you are setting up a home
network, you can make something up, but make sure you use the same domain name on all
your computers.

Domain name:

<Go Back> <continue>
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[1] Partition disks
Selected for partitioning:
SCSI3 (0,0,0) (sda) - ATA VBOX HARDDISK: 21.5 GB

The disk can be partitioned using one of several different schemes. If you are unsure
choose the first one.

Partitioning scheme

Separate
Separate /home, /var, and /tmp partitions

<Go Back>
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1 [l Partition disks
The installer can guide you through partitioning a disk (using different standard
schenes) or, if you prefer, you can do it menually. With guided partitioning you will
still have & chance later io review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Partitioning method:

Guided - use entire disk and set up LV
Guided - use entire disk and set up encrypted LVK
Manual
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1 [!!] Partition disks

This is an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a device to initialize its partition table.

Guided partitioning

Conf igure softuare RAID

Configure the Logical Volume Manager
Conf igure encrupted volumes
Configure iSCSI volumes

SCSI3 (0,0,0) (sda) - 21.5 GB ATA VBDX HARDDISK
#1 primary 20.4 6B f extd  /
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c-server-linux-debian login: joehloges
Passuor
Linux c-server-linux-debian 6.1.6-29-and6d #1 SMP PREEMPT_DYNAMIC Debian 6.1.123-1 (2025-81-62)

The programs included with the Debian GNU/Linux system are free sof tuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/capyright.

Debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent
pernitted by applicable law.
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root@c-server:™# apt update
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
ALl packages are up to date.
rootdc-server:“#





image48.png
- Dfficial amds4 DVD Binary-1 with firmuare 2

deb http://deb.debian.org/debian/ bookwork main contrib non-free
deb-sre http:s/deb.debian.org/debian bookworm main contrib non-free

deh http://security.debian.org/debian/security bookworm-secutity main contrib non-free
deb-sro http://security.debian.org/debian-security hookuorm-security main contrib non-free

Jieb http://deb.debian.org/bookuorn-updates
[i=b-src http://deb.debian. org/bookuorm-updates




image49.png
e
3 C-Server (Snapshot 1 it Instal) [Running] - Orace VitualBos
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GU nano 7.2
{2 This file describes the netuork interfaces available on your system
# and how to activate them. For more information, see interfaces(s).

source /etc/netuork/interfaces.d/x

j# The loopback network interface
auto 1o
iface lo inet loophack

# The primary network interface
allow-hotplug enpes3

iface enpos3 inet dhcp

# This is an autoconfigured TPv6 interface
iface enpos3 ineté auto
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root@c-server:™# ufu status

-bash: ufu: command not

found

root@c-server:™# sudo ufu status
-bash: sudo: command not found
root@c-server:~# apt install ufu

Reading package lists

. Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:
iptables libipstcz libnetfilter-conntrackd libnfnetlinke

Suggested packages:
firewalld rsyslog

The following NEW packages will be installed:

iptables libipstce libnetfilter-conntrack3 libnfnetlinke ufw
@ upgraded, 5 newly installed, @ to remove and 9 not upgraded.
Need to get 603 kB of archives.
After this operation, 3,606 kB of additional disk space will be used
Do you want to continue? [v/nl y

Tgn:1 http://deb.debian
Ign:2 http://deb.debian
Ign:3 http://deb.debian
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Configure the network

The IP address is unique to your computer and may be:

* four numbers separated by periods (IPva);
* blocks of hexadecimal characters separated by colons (IPv6).

You can also optionally append a CIDR netmask (such as */24%).

If you don't know what to use here, consult your network administrator.
1P address:

(Serconsher [cosack |
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Configure the network

The IP address is unique to your computer and may be:

* four numbers separated by periods (IPva);
* blocks of hexadecimal characters separated by colons (IPv6).

You can also optionally append a CIDR netmask (such as */24%).

If you don't know what to use here, consult your network administrator.
1P address:

10.1.1.10
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Software selection

At the moment, only the core of the system is installed. To tune the system to your needs, you can choose to
install one or more of the following predefined collections of software.

Choose software to install:

Debian desktop environment

[ ... xfce

[ ... GNOME Flashback
[ ... KDE Plasma

. Cinnamon

- MATE

- LXDE

.. LXQt

[ web server

(] SSH server
standard system uti

Screenshot
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T C-Server (Snapshot 1 Initial Install) [Running] - Oracle VirtualBox

File Machine View Input Devices Help

¢ This file describes the network interfaces available on your system L iR
[# and how to activate them. For more information, see interfaces(s).

Mouse integration .. % %
source setc/netunrk/interfaces.d/x

¢ The primary netuork interface

auto enpes3

iface enpos3 inet static
address 10.1.1.1
netmask 255.255.255.0
gateuay 10.1.1.1
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root@c-server:™# ping 10.1.1.10
PING 10.1.1.10 (16.1.1.18) 56(84) butes nf

64 bytes from 10.1.1.10: icmp_se 76 ms
64 bytes from 10.1.1.10: icmp_se 27 ms
64 bytes from 10.1.1.10: icmp_se 662 ms
64 bytes from 10.1.1.10: icmp_se .66 ms
64 bytes from 10.1.1.10: icmp_se .591 ms
64 bytes from 10.1.1.10: icmp_se .695 ms

--- 16.1.1.18 ping statistics ---
6 packets transmitted, 6 received, 8% packet loss, time 5062ms
rtt min/avg/max/miev = 0.591/1.105/1.758/0.480 ms
root@c-server:“#
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mike2@ClientC1: ~ - B x

File Edit View Search Terminal Help

~$ ping 10.1.1.1
(PING 10.1.1.1 (10.1.1.1) 56(84) bytes of data

64 bytes from 10.1.1.1: icmp_seq=1 ttl=64 time=2.58 ms
64 bytes from 10.1.1.1: icmp_sex

64 bytes from 10.1.1.1: icmp_seq=3 ttl=64 time=3.77 ms
64 bytes from 10.1.1.1: icmp_se ms
64 bytes from 10.1.1.1: icmp_seq=5 ttl=64 time=1.31 ms

xd
--- 10.1.1.1 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4393ms
Ttt min/avg/max/mdev = 1.3@9/4.158/11.098/3.562 ms
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9 C-Server (Snapshot 1 Initial Install) [Running] - Oracle VirtualBox

tuork/in
# and how to activate them. For more information, see interfaces(s).

source /etc/netuork/interfaces.d/x

# The primary netuork interface

auto enpas3

iface enpes3 inet static
address 10.1.1.1
netmask 255.255.255.0
gateuay 10.1.1.1

# This is the secondary internal network to connect to the Windows Server
auto enpass
iface enpes@ inet static

address 192.168.1.2

netmask 255.255.255.0
gateuay 192.168.1.1
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Administ

Connection-specific DNS Suffix . : dvla.local

Link-local IPv6 Address . . . . . : fege::d8fe:7fca:b8as:9faz¥16
Ipva Address. . . . . . . .. ..:10.0.0.1

Subnet Mask . . . . . . . ....: 255.255.255.252

Default Gateway .

Ethernet adapter Internal:

Connection-specific DNS Suffix .

Link-local TPv6 Address . . . . . : fe89::316a:568C:ce78:cd1a%s
IPv4 Address. . . . . . . . . . .:192.168.1.1

Subnet Mask . . . . . . . ....: 255.255.255.6

Default Gateway .

lC: \Users\Administrator>ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: byte:
Reply from 192.168.1.2: byte
Reply from 192.168.1.2: byte
Reply from 192.168.1.2: byte

ping statistics for 192.168.1.2

Packets: Sent = 4, Received = 4, Lost = © (6% loss),
lApproximate round trip times in milli-second

Minimum = 2ms, Maximum = 4ns, Average = 2ms

IC: \Users\Adninistrator>

IC: \Users\Administrator>
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--- 192.168.1.1 ping statistics ---

35 packets transmitted, 28 received, +7 errors, 2e% packet loss, time 49318ms

rtt min/avg/max/mdev = 0.988/1.584/2.749/0.450 ms, pipe 3
rootec-server:“# ping 192.168.1.

PING 192.168.1.1 (192.168.1.1) 56(84) butes of data

64 bytes from 192.168.1.1: icmp_seg=1 tt1=128 time=6.04 ms
64 bytes from 192.168.1.1: icmp_seq=2 tt1=128 time=1.79
64 bytes from 192.168. icmp_seq=3 tt
64 bytes from 192.168. icmp_seq=4 tt
c

--- 192.168.1.1 ping statistics ---

4 packets transmitted, 4 received, 6% packet loss, time 3568ms
rtt min/avg/max/mdev = 1.788/3.053/6.039/1.731 ms
root@c-server:“#
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