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[bookmark: _Toc534792471]Abstract:
The proliferation of mobile Internet devices such as laptops, tablets, smartphones, mobile phones, PDAs and even Satnavs is called IT consumerism. Because people use these mobile devices to connect to the Internet to make payments for services, email, blogging, social interaction, shopping, entertainment, research etc, there is immense pressure on IT managers and IT policy makers in corporate environments to allow employees, senior staff, and even clients of the companies to access their corporate networks using their personal mobile devices. The use of these personal Internet mobile devices to access corporate networks is called Bring your Own Device (BYOD) also referred to as Bring Your Own Technology (BYOT).

[bookmark: _Toc534792472]Introduction:
Hyper-fort is a consultancy company specializing in the energy sector. Hyper-fort has extensive presence around the globe. The company uses cloud services to deliver IT services to its staff and clients. It is estimated that almost 95% of the company's network is wireless based. The company also has a massive online presence and social media presence to promote its activities.
Because of its large staff and customer base, the company has recently come under immense pressure to allow both its staff and customers to use their personal devices to access the company's network/resources. Security of personal staff's data and client's data is the company's major concern. The company is also concerned about protecting its intellectual properties, which is worth billions. 
[bookmark: _Toc534792473]Advantages and Disadvantages of BYOT:
[bookmark: _Toc534792474]Advantages:
· Productivity may increase as people may be more comfortable using their own devices.
· You company doesn’t have to expense computer systems and other hardware for their staff.
· People will more than likely try to protect a device that is their own property compared to one that isn’t.
· The company also won’t be responsible for repair costs of the workers personal devices.
· It can allow the company to have more worker who are non-desk.
[bookmark: _Toc534792475]Disadvantages:
· Corporate data may be accessed from anywhere leaving it more vulnerable to exposure on potentially unsecure networks.
· An Employees personal device could also be stolen carrying the company’s data.
· Some Employees may be unable to afford the cost of their own device.
· Employees will have to be extra vigilant when it comes to the security of their devices.
· Employees will also have to make sure they are up to date with relevant Cyber Security information, so they can keep their devices up to date and secure.
[bookmark: _Toc534792476]Issues and Threats:
[bookmark: _Toc534792477]Data on Mobile Devices:
Employees on different level will have access to different kinds of data on their mobile devices but the principal remains the same on all these levels whether they are from the accounts department carrying pay information or IT support carrying other users’ passwords it is fundamentally down to the device user to ensure this information is properly secure and inaccessible to anyone else.
[bookmark: _Toc534792478]Potential Data Leakage:
Where the company’s network may be secure and employees at home may not be and the same applies for any external Wi-Fi network like coffee shops or Hotspots and it is at the point of leaving the office the data being carried becomes more vulnerable. If the user follows correct security procedures and has some form of Anti-virus on their device, they should be able to keep the information safe.
[bookmark: _Toc534792479]Blending Personal with Business:
As beneficial as it can be to allow staff to bring in their own devices it can also put up a big wall of temptation. 
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