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1.0 [bookmark: _Toc62449103]Introduction 
A Dungeons & Dragons character website has been produced which communicates with a database and phpMyAdmin using php. From the website the user can search and view records, or enter their own record which is then entered into the database.
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2.0 [bookmark: _Toc62449104]The website
The website should be opened on index.php and provides a basic UI and purple background for navigation. From any page the user can select to search for data, or enter a new record. 
[bookmark: _Toc62449105]3.0 The Database
In total, the characters table has 17 sections and 20 pre-entered records. The classes table has two sections and 16 classes to select from. This could be expanded upon to allow the user to enter their own classes in the future and also provide the ability to multi-class, which is a key D&D feature. 
[bookmark: _Toc62449106]4.0 Security features within the website
[bookmark: _Toc62449107]4.0.1 conninfo.php
The connection information file establishes admin information and prevents just anyone accessing the database information. It connects by checking the server, the username, the password, and the database. It will produce an error message if the connection failed.
[bookmark: _Toc62449108]4.0.2 SQL injection and prepared statements
SQL injection (injecting code) could occur within the search bar of the database. Entering a special string such as ' OR 1=1 --' will print out all of the records found within the database. [1] This is a huge risk and a breach of privacy of all users whose records are contained within the database and can be taken to a court of law. [2] This has been combatted using prepared statements on all of the radio button options. Therefore, searching for relevant information works, but using SQL injection to pull all of the records at once does not. 
[image: ]



	


[image: ]






[bookmark: _Toc62449109]4.0.3 Additional prepared statements
Prepared statements have also been handled on the side of phpMyAdmin. Critical fields have been flagged so they cannot be left null (empty). This prevents fields being left empty that need to be filled to provide the bare minimum amount of information to be able to analyse the entered D&D character and use it in a game.
[bookmark: _Toc62449110]4.1 Security features that should be implemented if the website went live
[bookmark: _Toc62449111]4.1.1 MyAdmin password
A simple one on the side of phpMyAdmin. It is ideal to change the username and password so they aren’t common. For the best results the password should be randomized and adhere to the generally accepted tried and true long password which includes random letters, capital letters, numbers, and symbols. This relates to my website as this is especially important if the website was actually live as it would be very easy to crack. 
[bookmark: _Toc62449112]4.1.2 A login page
This is a critical part of a website like this as it protects from unverified users. This is the first thing to be done given more time. This relates to my website as users will be using it to enter records to a database and the database could easily be destroyed if random users are left to their own devices. 
[bookmark: _Toc62449113]4.1.2 Captcha challenge
A captcha challenge could be implemented to challenge those who want to add new data to the database from the website. This would theoretically catch bots out and mitigates DDoS attacks. However, it can be considered intrusive which can result in a negative experience for the user. This relates to my website as bots could attack it and bring it down if it went live. [3] 
[bookmark: _Toc62449114]4.1.3 Buffer overflow attack prevention
A buffer overflow attack is theoretically possible and would overflow the buffer limit to insert malicious code to overwrite the stack. This is low-level programming. This can be solved by using no-op operations.
[bookmark: _Toc62449115]4.1.4 More prepared statements
Prepared statements could be added when entering data into the database. It has been done when searching for information but more could be done to ensure total protection. This relates to my website as data security is important, legally and personally. It also protects data which is critical as having the data be deleted due to SQL injection would mean the database would have to be developed again from scratch or using an existing backup.
[bookmark: _Toc62449116]4.1.5 SSL (secure sockets layer) encryption
SSL encrypts data transmitted through the internet. Attackers who intercept the data will see random undecipherable characters. To transfer the data it commences a “handshake” between two devices ensuring they are the intended recipient. SSL then digitally signs the data, ensuring it is not intercepted before reaching its intended recipient. This is relevant to my website as it would prevent data from being transmitted in plaintext that could be intercepted. This is especially important in a website that communicates with a database containing personal information and potential login information. [4] 
[bookmark: _Toc62449117]4.1.6 Spambots
Spambots harvest information found on the internet and keep it for nefarious acts such as sending spam to harvested emails, or selling emails on to interested parties. These can be combatted by using methods such as munging, where an email is modified so that a human can read it, but a spambot cannot. Spambots can also be used to submit irrelevant information to a database which can overload it. [5] Another way to prevent spambots is requiring the person submitting information to the database to verify their credentials via email. Traps can also be set up for spambots by including a link to a bot trap website within your website, the goal of these websites is to overload a bot with thousands of unused email addresses.
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