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Case Summary
05/02/2025
Time zone for display: GMT Summer Time
Case Information

05/02/2025
Time zone for display: GMT Summer Time
Version Forensic Toolkit Version: 8.1.0.330
Case Owner Cisco
Case Name CMMC_Sabotage_Case
Case Reference CMMC-CEH-001
Case Description Rich Daley who works in Cyfusion Mobile Manufacturing Company (CMMC) in London,just sabotaged

the designs of the latest Samsung Galaxy Z flip 6 phone before he left the company.We are here to
investigate and provide evidence of Rich’s sabotage, and retrieve the data. 

Description File FTK Password Reset Troy.tkn
Report Created 05/02/2025 19:32:31 (05/02/2025 18:32:31 UTC)

Agency/Company
Investigator's Name
Address
Phone
Fax
Email
Comments

File Overview

05/02/2025
Evidence Groups
Ungrouped: 796761

File Items
Evidence Items: 44
Checked Items: 2
Unchecked Items: 796759

File Category
Archives: 25602
Databases: 29
Documents: 165793
Email: 3219
Executable: 50437
Folders: 79143
Graphics: 98251
Internet/Chat Files: 5
Mobile Phone: 0
Multimedia: 973
OS/File System Files: 52459
Other Encryption Files: 6380
Other Known Types: 1753
Presentations: 32
Slack/Free Space: 14793
Spreadsheets: 50
System Summary: 0
Unknown Types: 297842
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User Types: 0

File Status
Bad Extensions: 124890
Bloom Filter files: 0
Data Carved Files: 0
Decrypted Files: 0
Deleted Files: 123320
Duplicate Items: 0
Email Attachments: 12
Email Related Items (From Email): 3394
Encrypted Files: 57
Flagged Ignore: 0
Flagged Privileged: 0
From Recycle Bin: 3
KFF Alert Files: 0
KFF Ignorable: 0
OCR Graphics: 0
OLE Subitems: 0
Project VIC Matches: 0
User-Decrypted Files: 0

Labels

Email Status
Email Attachments: 12
Email Related Items (From Email): 3394
Email Reply: 0
Forwarded Email: 0

Evidence List

05/02/2025
Display Name: Android_Device_Evidence.E01
Evidence Path: C:\Users\S2422998\Desktop\Evidence\Evidence Files2\Evidence Files\Forensic Images
\Android_Device_Evidence.E01
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: Android_Device_Evidence.E01
Evidence Path: C:\Users\S2422998\Desktop\Evidence\Evidence Files2\Evidence Files\Forensic Images
\Android_Device_Evidence.E01
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: Android_Wear_Evidence.dd
Evidence Path: C:\Users\S2422998\Desktop\Evidence\Evidence Files2\Evidence Files\Forensic Images
\Android_Wear_Evidence.dd
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: Linux_Evidence_SSD.dd
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Evidence Path: C:\Users\S2422998\Desktop\Evidence\Evidence Files2\Evidence Files\Forensic Images\Linux_Evidence_SSD.dd
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: Android_Wear_Evidence.dd
Evidence Path: C:\Users\S2422998\Desktop\Evidence\Evidence Files2\Evidence Files\Forensic Images
\Android_Wear_Evidence.dd
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: Linux_Evidence_001.img
Evidence Path: C:\Users\S2422998\Desktop\Evidence\Evidence Files2\Evidence Files\Forensic Images\Linux_Evidence_001.img
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: Linux_Evidence_SSD.dd
Evidence Path: C:\Users\S2422998\Desktop\Evidence\Evidence Files2\Evidence Files\Forensic Images\Linux_Evidence_SSD.dd
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: Linux_Evidence_001.img
Evidence Path: C:\Users\S2422998\Desktop\Evidence\Evidence Files2\Evidence Files\Forensic Images\Linux_Evidence_001.img
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: 787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_0084280b7c44cab9_0_0.0.bin
Evidence Path: C:\Users\S2422998\AppData\LocalLow\NVIDIA\PerDriverVersion\DXCache
\787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_0084280b7c44cab9_0_0.0.bin
ID Number/Name: Rich_evidencefile2
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: 787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_26d73140036ecc3a_0_0.0.bin
Evidence Path: C:\Users\S2422998\AppData\LocalLow\NVIDIA\PerDriverVersion\DXCache
\787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_26d73140036ecc3a_0_0.0.bin
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: 20348.1787.230607-0640.fe_release_svc_refresh_SERVER_EVAL_x64FRE_zh-cn.iso
Evidence Path: C:\Users\S2422998\Downloads\20348.1787.230607-0640.fe_release_svc_refresh_SERVER_EVAL_x64FRE_zh-
cn.iso
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena
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Display Name: 787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_26d73140036ecc3a_0_3.0.bin
Evidence Path: C:\Users\S2422998\AppData\LocalLow\NVIDIA\PerDriverVersion\DXCache
\787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_26d73140036ecc3a_0_3.0.bin
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: 787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_377f220ab15a6e55_0_0.1.bin
Evidence Path: C:\Users\S2422998\AppData\LocalLow\NVIDIA\PerDriverVersion\DXCache
\787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_377f220ab15a6e55_0_0.1.bin
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name:
787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_45030d18d5631ab8_0_0.0.bin
Evidence Path: C:\Users\S2422998\AppData\LocalLow\NVIDIA\PerDriverVersion\DXCache
\787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_45030d18d5631ab8_0_0.0.bin
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name:
787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_45030d18d5631ab8_0_3.0.bin
Evidence Path: C:\Users\S2422998\AppData\LocalLow\NVIDIA\PerDriverVersion\DXCache
\787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_45030d18d5631ab8_0_3.0.bin
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: 787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_4a0c48fd55971c40_0_0.0.bin
Evidence Path: C:\Users\S2422998\AppData\LocalLow\NVIDIA\PerDriverVersion\DXCache
\787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_4a0c48fd55971c40_0_0.0.bin
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: 787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_4a0c48fd55971c40_0_3.0.bin
Evidence Path: C:\Users\S2422998\AppData\LocalLow\NVIDIA\PerDriverVersion\DXCache
\787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_4a0c48fd55971c40_0_3.0.bin
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: 787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_b76cbd5f60559a47_0_0.0.bin
Evidence Path: C:\Users\S2422998\AppData\LocalLow\NVIDIA\PerDriverVersion\DXCache
\787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_b76cbd5f60559a47_0_0.0.bin
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: 787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_b76cbd5f60559a47_0_3.0.bin
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Evidence Path: C:\Users\S2422998\AppData\LocalLow\NVIDIA\PerDriverVersion\DXCache
\787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_b76cbd5f60559a47_0_3.0.bin
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: 787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_b826a3e4312b299c_0_0.0.bin
Evidence Path: C:\Users\S2422998\AppData\LocalLow\NVIDIA\PerDriverVersion\DXCache
\787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_b826a3e4312b299c_0_0.0.bin
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: 787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_b826a3e4312b299c_0_1.0.bin
Evidence Path: C:\Users\S2422998\AppData\LocalLow\NVIDIA\PerDriverVersion\DXCache
\787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_b826a3e4312b299c_0_1.0.bin
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: Android_Device_Evidence.E01
Evidence Path: C:\Users\S2422998\Desktop\Evidence\Evidence Files2\Evidence Files\Forensic Images
\Android_Device_Evidence.E01
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: 787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_c243767aaa7893ae_0_0.0.bin
Evidence Path: C:\Users\S2422998\AppData\LocalLow\NVIDIA\PerDriverVersion\DXCache
\787305b85d7a118c4305cb377cd76e64_fce8395c8fd8a9c8_c243767aaa7893ae_0_0.0.bin
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: Android_Wear_Evidence.dd
Evidence Path: C:\Users\S2422998\Desktop\Evidence\Evidence Files2\Evidence Files\Forensic Images
\Android_Wear_Evidence.dd
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: en-gb_windows_11_24H2.iso
Evidence Path: C:\Users\S2422998\Downloads\en-gb_windows_11_24H2.iso
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: Linux_Evidence_SSD.dd
Evidence Path: C:\Users\S2422998\Desktop\Evidence\Evidence Files2\Evidence Files\Forensic Images\Linux_Evidence_SSD.dd
ID Number/Name:
Evidence Type: Disk Image
Description:
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Time Zone: Atlantic/St_Helena

Display Name: FTK_Stand_Alone.iso
Evidence Path: C:\Users\S2422998\Downloads\FTK_Stand_Alone.iso
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: SERVER_EVAL_x64FRE_en-us.iso
Evidence Path: C:\Users\S2422998\Downloads\SERVER_EVAL_x64FRE_en-us.iso
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: ubuntu-24.04.1-desktop-amd64 (1).iso
Evidence Path: C:\Users\S2422998\Downloads\ubuntu-24.04.1-desktop-amd64 (1).iso
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: 20348.1.210507-1500.fe_release_amd64fre_SERVER_LOF_PACKAGES_OEM.iso
Evidence Path: C:\Users\S2422998\Downloads
\20348.1.210507-1500.fe_release_amd64fre_SERVER_LOF_PACKAGES_OEM.iso
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: ubuntu-24.04.1-desktop-amd64.iso
Evidence Path: C:\Users\S2422998\Downloads\ubuntu-24.04.1-desktop-amd64.iso
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: {1d06ec46-d777-4113-800e-11a99621ae60}.vdi
Evidence Path: C:\Users\S2422998\VirtualBox VMs\utbunu\Snapshots\{1d06ec46-d777-4113-800e-11a99621ae60}.vdi
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: {ce87eec5-fdba-43c8-a9ec-6f4aff548b29}.vdi
Evidence Path: C:\Users\S2422998\VirtualBox VMs\utbunu\Snapshots\{ce87eec5-fdba-43c8-a9ec-6f4aff548b29}.vdi
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: {fde8b6df-18ff-4f79-9b58-dfd2717b8c56}.vdi
Evidence Path: C:\Users\S2422998\VirtualBox VMs\utbunu\Snapshots\{fde8b6df-18ff-4f79-9b58-dfd2717b8c56}.vdi
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena
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Display Name: utbunu.vdi
Evidence Path: C:\Users\S2422998\VirtualBox VMs\utbunu\utbunu.vdi
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: en_windows_server_2019_essentials_updated_sept_2019_x64_dvd_a191f3af (2).iso
Evidence Path: C:\Users\S2422998\Downloads\en_windows_server_2019_essentials_updated_sept_2019_x64_dvd_a191f3af
(2).iso
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name:
SW_DVD9_Win_Pro_10_22H2.12_64BIT_English_Pro_Ent_EDU_N_MLF_X23-61953.ISO
Evidence Path: C:\Users\S2422998\Downloads
\SW_DVD9_Win_Pro_10_22H2.12_64BIT_English_Pro_Ent_EDU_N_MLF_X23-61953.ISO
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: {5ec0355e-f30f-41e6-9820-f71b9570bb7e}.vdi
Evidence Path: C:\Users\S2422998\VirtualBox VMs\win10\Snapshots\{5ec0355e-f30f-41e6-9820-f71b9570bb7e}.vdi
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: {d2bf7feb-b407-4cdb-9c59-0d0504992476}.vdi
Evidence Path: C:\Users\S2422998\VirtualBox VMs\win10\Snapshots\{d2bf7feb-b407-4cdb-9c59-0d0504992476}.vdi
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: Unattended-d18449dd-981a-494a-aac9-b7444195886e-aux-floppy.img
Evidence Path: C:\Users\S2422998\VirtualBox VMs\win10\Unattended-d18449dd-981a-494a-aac9-b7444195886e-aux-
floppy.img
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: win10.vdi
Evidence Path: C:\Users\S2422998\VirtualBox VMs\win10\win10.vdi
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: Win2022Server.vdi
Evidence Path: C:\Users\S2422998\VirtualBox VMs\Win2022Server\Win2022Server.vdi
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena
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Display Name: Win11Client.vdi
Evidence Path: C:\Users\S2422998\VirtualBox VMs\Win11Client\Win11Client.vdi
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena

Display Name: Windows Server 2022.vdi
Evidence Path: C:\Users\S2422998\VirtualBox VMs\Windows Server 2022\Windows Server 2022.vdi
ID Number/Name:
Evidence Type: Disk Image
Description:
Time Zone: Atlantic/St_Helena
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All Bookmarks
05/02/2025
Time zone for display: GMT Summer Time

Page 10 of 18



Graphics

05/02/2025
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Videos
05/02/2025

Time zone for display: GMT Summer Time
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File Paths
05/02/2025
Time zone for display: GMT Summer Time
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File Properties
05/02/2025
Time zone for display: GMT Summer Time
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Selected Registry Entries:

05/02/2025
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Screen Captures

05/02/2025
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