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Abstract

Virtual Data Centre (VDC) became the most successful strategy adopted by organisations in order to improve business efficiency and operational performance, and it comes in a context of worldwide tendency of rapid scaling data utilisation.
Presented report is proposing a close evaluation of virtualisation environment within the data centres, with high interest for data centre technologies and two scenarios of implementation approaches, such as:
1. Recommended virtualised architecture and implementation for University of Wales Trinity Saint Davids (UWTSD).
2. Virtualisation Technology and Data Centre Infrastructure Management overview and Security Policy Design at ABC Data Ltd.
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Introduction
Big data utilisation is growing incredibly fast and nowadays when pandemic situation reduced mobility it creates a perfect environment for more IT demand infrastructure, on premises and cloud network environments, even more optimised software solutions, application development and scalable storage capacity.
According with [1], annual reporting entity estimated over 2MB data is created every second by each network utiliser, more than 60% of globe population get connected to internet-registering over 4 billion active members, mobile industry boomed and now recording around 5 billion activated accounts on mobile terminals, over 3 billion social-media users are keeping on the growth trend of big data utilisation.
[image: ] Fig 1. Global Internet Population, source [1].
Global network as well as local networks are under a fast development either for optimisation or modernisation either for expanding the capacity or coverage over the new inhabited areas [2]. 
Software solutions comes to optimise the IT infrastructure by reducing the hardware demand and introducing virtual environment, creating user distribution, developing monitoring and management tools, atomising procedures, and systems.
Data centre technologies are based on software development and hardware evolution, however, for adopting these new technologies is necessary a better understanding of functionality and potential vulnerabilities associated with. Training and expertise are there recommended before organisational management may take decision of adopting virtualised working environment or other cloud-based technology [3]. 
The aim of this report is also to presents existing vulnerabilities in a VDC and after, future recommendations for better designing of a secure virtual working environment associated with given study cases.

Research Methodology
Secondary data from technical research publications, various reports and market reviewers was used for report in order to define and present how cloud-based concept of virtualisation displace data centre environment.
These data will conduct to better understanding of necessary elements requested for integrating cloud technology on-premises and what remains in the cloud.
“State of the Data Centre Report” launched recently the conclusions of a private survey where majority of respondents offered similar position in regards of a new movement among global organizations that prefers to “move away from the public cloud” [1].
Alternatively, solutions such as colocation, private data centres and hyperscale are still available while cloud solutions diversify and give alternative on the unregulated market. 
It is relevant to note that the trend is more concerning than encouraging for big data companies, while for small businesses is a great opportunity to declare their independency from an extreme volatile market in terms of prices evolution [1], [5].
The same report suggested that unregulated cloud technology market, as an internet environment consequence, returns uncontrolled monthly payments that are irrelevant for data usage and there so new technology and operational technics are developed, such called: FinOps [1].
FinOps concept refer to deployment of tools and methodologies than enables traffic monitoring, usage measurements, visualise the network status and helps to automatise control activities for reducing costs and resources accessed in cloud [1]. 
[image: ]                                              Fig 2. Technology Adoption, Source [1].
In regards of UWTSD and ABC Data Ltd study cases a Lifecycle Approach [4] is used to suggest security risk management activities from internal organization perspective and IT management system perspective.

Literature Review
Regarding the evolution of data centres are many and variate aspects to be observed and to identify the evolution from old models with traditional infrastructure containing on-premises physical servers to a more ambitious design and implementation of virtual networks. 
Gary Lee describes in his second chapter of the book “Data Centre Evolution” the technological evolution that brings us today from “mainframes to the cloud”, and how new virtualised architecture works, where applications support workloads across tiers and pools structures [6].
Data centres design become business oriented because is designated to host business vital data. Therefor design and implementation are subjects of standardisation in order to comply with high security and operability expectations. Global adopted standard for data centre design architecture is ANSI/TIA-942 [5], [7]. 
Cisco, VMware, Amazon, Microsoft, and many others adopted ANSI/TIA-942 already and use the certification to provide compliance for one or more tiers categories, evaluated and rated for high performance in redundancy and fault tolerance [5], [7].
According with Cisco, these tiers are levelled as follows:
Tier 1- Containing basic centre infrastructure that provides reduced resources such as “single-capacity components” and limited security (“nonredundant distribution path”) in front of fault disruptions or other technical issues [5].    
Tier 2-Containing single, nonredundant network architecture but “redundant-capacity components” that ensure a protective working environment against technical faults [5]. 
Tier 3-Containing scalable and “redundant-capacity” components, offering high protection against fault disruptions, and facilitating maintenance without service interruption [5]. 
Tier 4-Containing “fault-tolerant site infrastructure” which enables superior protection against fault disruptions [5].




Data Centre Technologies 
In regards of data centre technologies there are many hardware and software solutions, such as:
1. Storage technology
Storage layer was always a very important part for cloud business and attracted a fast evolution of hardware devices that enables high storage capacity or high-speed data operations, reliable and redundant [3], [6]. Hard disk drive technology (HDDs) enables storage technology to provide high performance but already reached its technological limitation and in order to replace existing storage formats was developed and introduced solid state drives (SSDs), and non-volatile memory express (NVMe) storage platforms [3]. SSD and NVMe are bringing high speed access and significant improvement in storage capacity but still at very high costs [3], [6].
2. Server virtualization
Data service providers, managed service providers, data centre companies and any other cloud-based service business unified their efforts in order to adopt server virtualisation and even more a software defined data centre technology. This model is a virtualised environment where technology abstracted hardware processes into software formats [3], [6].
Individualised server allocation per each customer, user or application was eliminated and changed with a much more efficient allocation named segmentation. Server segmentation allowed providers to automatically distribute the same host to multiple users [6]. 
Software defined data centre technology is actually the method of transforming data centre in cloud service provider environment [3], [6]. 
Server virtualisation improves data processing and extend the storage utilisation for many more users, reduces hardware, space, and energy consuming [3], [6].
3. Hybrid cloud technology
Public cloud technology proves an increased pressure on business costs and very poor control of spending resources. Therefore, businesses are reviewing their option to combine public cloud technology and on premises solutions [5]. But private infrastructure is as well problematic in regards of management and development. Hybrid cloud enables a personalised and more business-oriented design, with enough performance to provide resources control and data security [3], [6]. 
Hybrid technology creates an environment where companies keep on premises data storage units and important servers with separate access, while public cloud is used only to enable access for processing, marketing, or multi-media applications [3], [6].
4. Edge technology
Edge technology defines Internet of Things (IoT) concept and came to identify the hardware architecture that replace conventional networks and introduce decentralised workloads processing. Edge technology relay on edge networks where resource deployment is locally generated rather than centralised resource management. Reduced latency is the best improvement of edge technology that highly enables performant network of IoT devices. Reduced interruptions increase service deployment for users when trying to access cloud or to stream content over the network [3]. Central servers receive less requests from local networks which maintain locally the services and concentrate more activities for analysis and monitoring data in order to respond to cloud performance actively and automatically. IoT hardware are designed to collect user information and that can support edge-based strategies to better manage edge networks and to deploy only necessary resources [3], [6].
5. Artificial Intelligence
Data centre efficiency was busted up when was introduced artificial intelligence programs as a development strategy to monitor and control data centre infrastructure [3], [6]. Based on predictable data collected from network and environmental monitoring devices overall performance is improved when adjustments are operated, problems are mitigated, or disasters are managed rapidly [3]. Operational history deliver data used to isolate defects or low performant areas and to isolate unused sections of network or unrequested data from storage devices. Energy usage is also in control, cooling infrastructure is scheduled to work when implementing artificial intelligence programs and that generates low costs for data centre management. Replacements, migration, capacity are few more aspects in control of artificial intelligence programs that makes data centre business more predictable and accountable [3], [6].
6. Automation technology
IT professionals are important for data centre business and HR resourcing suggested that is more and more hard to find skilled professionals with business-oriented payment expectations [3], [6]. Therefor was developed technology that automatised remote control, and remote management of common processes. Automation moved on user side the benefit of having solved most commune issues without accessing external support that involved inevitably extra costs and loosing time or even resources [3], [6]. For example, in vXchnge solution control markers are used, in real time, to create flags over potential fault identification and instantly are created monitoring instance, generate alerts, preliminary reports, via mobile applications and suggest potential decisions to be taken by system manager. Predictability, real time monitoring, isolating areas of concerns and evaluating speed of response to fault incidents are great tools that enables business control over their cloud infrastructure [3], [6].
7. Mobile network technology
Edge technology and increased computing performance was available because of the evolution of mobile networks technology such as (LTE, EDGE, xG, etc) that provides more access for users to cloud business facilities and remote controls. Mobile technology moved from voice operational environment to super-fast data utilisation, increased coverage and data accessibility and stimulate mobile devices and mobile applications development [3], [6].
Mobile technology attracted a revolution on data centre technology for improving network components, upgrade hardware devices, and deployment of new software solutions.
Data centre technology updates must be considered as the opportunity of cloud-based businesses to became more affordable for potential customers. 

Virtualisation functionality
In a virtual environment is created a software layer, named hypervisor, with the intention to deploy and manage may others software-based virtual machines. A single computing system is able to host and run multiple operating systems. This architecture is also known as virtual machine because it drives operations with multiple applications over different operation systems while is hosted in a single device. IT operations never been more cost-effective oriented and cloud business never been so efficient in allocating resources, when needed and at a shared cost over users [3], [6]. 
Virtualisation models
Virtual environments may be selected after their targeted facility, such as: applications, desktop/interface, data, network, storage, or any combination of these.
Virtualised applications are integrated into a virtual space where users are running their needed apps totally separate from operating system installed on their machines, such as on Mac OS running Windows apps [3], [6].
Virtualised desktop is a virtual environment where abstract software layer is created on a computing device in order to allowed users access, remotely from their host workstation and enables portability, mobility, and new secure accessibility to centralised data resources [3], [6].
Virtualised data creates environment where users access data without knowing the storage locations, data format or traffic configuration and there enables a multiple source storage capacity, and data availability [3],[6].
Virtual networks are offering an environment where network parameters are optimal used to increase network capacity and to keep a low level of hardware resources. Available bandwidth is segregated and independently assigned to different devices as is demanded and that enables network programming for efficient provisioning of network resources [3], [6].
Virtual storage is based on tiering and pooling process that collocate multiple physical storage devices and interconnects multiple networks in a unified virtual environment. A centralised management platform enables control and deployment of storage operations, automatised or manually administrated [3], [6].

Virtualisation achievements
For on-premises data centres, the main benefit comes from organisational perspective of generating multiple virtual machines and running on limited servers or other computing machines, with the help of a fully manageable hypervisor, for any possible connected users, via same or different networks. These architecture enables cloud computing functionality [6].
Virtualisation enabling cloud computing delivers great benefits for network administration and stimulate automatization process when network utilisation grows and demands for more resources. Operations and storage capacity demands a management software in order to answer to business expansion and put in charge network administrators prepare migration or extension activities [3], [6].
Automated infrastructure provides even more benefits based on virtualisation process, known as scalability, and refers to a controlled distribution of resources, energy consuming and cost planning processes [3], [6].
Pandemic environment requested remote working environment for business to keep going with their activities and virtualisation on cloud-based solutions are there showing one more time the real benefits.
Applications and desktop virtualisation enables users to work from personal devices, outside the office at any time [3], [6].
Carbon footprint is an important marker in business analysis and virtual environments are getting the benefits or reduces energy consume while exploiting the most of simplified hardware environments and networks and of course a lower cost consuming activity [3], [6].
Server experiences are getting to another level of performance in virtualised networks where machine snapshots enable data recovery or determine a better data usage by updating a data usage status and automatically moving and saving data into more or less accessed locations. 
Fast disaster recovery and business continuity are other virtualisation benefits that rely on fast data migration over storage networks and redundant usage of different storage locations [3], [6].
Virtualisation platforms are evolving into a highly creative and supportive environment for more software development when multiple operating systems are used for testing and deploying software products and offer a higher flexibility for business development [3], [6].
Based on these advantages many businesses adopted hybrid cloud solutions to securely deliver their facilities over employees and customers while very private data to be stored in private owned environment and no more as third-party storage facility where data integrity can never be provided [3], [6].

Implementation of Virtualisation versus Cloud Computing
Unifies digital workplace is the goal of virtualising working environment and that brings all the benefits discussed before. Virtual machine and many virtual machines managed by hypervisor layer allows users interaction with a more complex environment at the same simplified perception of physical computers or other computing systems [3], [6].
Highly customisation introduced by virtual machines enables users to move their personal stored data and applications with specific settings as is in real computers, over different operating systems. However, security concerns are raised when personal data move from personal storage environment into a cloud-based environment owned by external entities [3], [6].
Internet is the key for adopting cloud computing services when intending to share computer resources, data, or other software products [3]. 
Virtualisation technology enables any cloud computing facility when introducing software management layer [3], [6].
If we need to find the difference between cloud computing and virtualisation environment then we should refer to pooling resources shared over clouds to any accessed computers and the system and technological background that enables servers to provide access and capacity for many applications, services, environments, etc., [3], [6].

Next scenarios are presenting two different case studies where virtualisation implementation is analysed.
Recommended virtualised architecture and implementation for University of Wales Trinity Saint Davids (UWTSD).
UWTSD case study start from the hypothetical situation when the organisation already decided to adopt virtualisation for building on premises Data Centre.
Scenario Analysis
Organisational interests are business focus goals, such as:
· Single tenancy for Data Centre integrity
· Security
· Workflow control and visibility
· Customisation of network architecture
· Infrastructure development and system scalability (hard to achieve on premises)
· Usage and payment control (hard to achieve on premises)
· Automatization on processes- disaster recovery, backup, business continuity (hard to achieve on premises)
· Zero downtime limitation (hard to achieve on premises)
Adopted strategy must answer to the business expectations and therefor adopting virtualisation software solutions will be a great opportunity to achieve these goals and even better to bring more benefits for organisations such as: flexibility in resource allocation, cost cutting by using limited hardware resources, testing capabilities, programming, provisioning, backing up and restoring virtual machines [8].
Resource control will be facilitated in virtualised environment and the administrator or automatic system may be able to decide who access, from which device, at what resources, at optimal time, and then to increase security as well as accessibility and scalability [8].
Organisational benefits when adopting virtualisation and building on premises Data Centre are accumulated in getting the right infrastructure to support their business model.
Security level is high on premises Data Centre, but overall performance may be limited by limited hardware resources later on when network demands will grow, and user numbers will increase. At that point scalability and migration process may determine interrupting services or other downtime effects [8].
At the same time environmental and business compliance in addition to data security and data privacy politics may produce business disturbance or require additional costs and training, in order to implement legal obligations.
Centralised management of IT infrastructure and IT services are UWTSD goals, and that can be achieved when reduce the costs of maintenance and management of IT infrastructure or creates the environment where software configuration or hardware changes can be done as quickly as possible, at any time. In top of that it can be added the goal of achieving a real time visibility for what is happening in the IT infrastructure as a monitor of the centralized management of the IT environment. Being able to implement or upgrade the management standards of IT environment and standardize company IT services are the key responsibilities from the organisational perspective when decided to adopt virtualisation on their own Data Centre. 
ICL Services specify that monitoring solution of the IT infrastructure secure a real time response to the “occurrence of abnormal situations, as well as proactive predict and prevent them” [9].
ICL recommend many products, such as MS SCOM, CA Spectrum, CA eHealth, IBM Tivoli, HP OpenView, and Nagios are screening the IT environment end facilitate automatization process of treating incidents for different services, in close collaboration with other integratory products, such as: ITSM, CA Service Desk, MS SCSM, HP SIM, ServiceNow [9]. 
Automatization of processes is the second solution facilitated by virtual environments over Data Centres with a high rate of integration nowadays and facilitate the work without human decision [9].
UWTSD servers can be managed with automation tools, able to virtually reproduce containing application software or operating system images and visualised into a centralised monitoring platform.
These tools help to analyse network performance and produce statistics based on data collected from running applications and network devices. In many cases an automatic tool can remotely achieve hosts control and deliver information, in form of reports, about any events that may be part of preprogramed monitoring and incident treatment strategy [9].
MS SCCM, CA Client & Server Automation, Symantec Altiris, and many others are automatization solutions, regularly updated and maintained by software companies, accessible anywhere and compatible with most on IT environments [9].
Monitoring and automatization solutions are successfully integrated in “Enterprise Management” solutions, accessible from vendors such as Microsoft, CA, BMC, IBM, HP, Fujitsu, Symantec, when requested to be installed on premises Data Centre or when is adopted a hybrid cloud version for business [9].

Recommended design for UWTSD
The proposal is also challenging the idea of developing an architecture and service structure in a virtualised environment and also tackle the decision of building their own Data Centre instead of adopting cloud solutions offered by Amazon Web Services (AWS).
AWS Outposts Servers is solution integrated in AWS Outposts Family able to create hybrid cloud environment for business in needs to support their locally IT environment [10].
For adopting Outposts Servers solution is easy to instal and do not necessary request training. AWS is offering technical support and after installation automatically will be delivered computing and storage resources [10]. 
On premises, Outposts Servers provides AWS services such as: Amazon EC2, Amazon ECS, and AWS IoT Greengrass [10].
According with [10], rack configurations contain layers such as:
a. 1U high for wide server units of 19ʺ, and 24ʺ deep, charging an AWS Graviton2 processor, able to deliver 64 vCPUs, up to 128 GiB memory, and 4 TB of local NVMe storage [10].
b. 2U high for standard server units of 19ʺ, and 30ʺ deep, charging an 3rd generation Intel Xeon Scalable for EC2 instances., able to deliver 128 vCPUs, up to 256 GiB memory, and 8 TB of local NVMe storage [10].
Compute instances delivered by [10], include:
a. EC2 C6gd is supporting advanced and intensive workloads, such as: batch processing, ad serving, video encoding, gaming, scientific modelling, distributed analytics, and CPU-based machine learning inference [10]. 
b. C6i is supporting 2:1 memory on vCPU, up to 128 vCPUs per instance [10]. 
Outposts Servers provides up to 4x 1.9 TB raw NVMe SSD instance storage, according with [10].
UWTSD storage cand be accessed when connects local network interface and data can be processed by using “EBS backed AMIs” and use facility such as “persistent volume interfaces for instance storage” [10]. 
Amazon Virtual Private Cloud (VPC) developed by [10] over Outposts Server works in UWTSD premises when will be realised subnetting of VPC and assigning subnets to an Availability Zone in an AWS Region [10]. 
An available network interface (LNI) is connecting local network for AWS service endpoints and enables, according with [10] an IP private communication between other instances hosted on the same VPC [10].
AWS Region services connects to Outposts Servers via ECS, IoT Greengrass, or Sagemaker Edge Manager facilities, locally installed [10].
AWS provides a set of tools in the AWS Region, such as: AWS CloudFormation, Amazon CloudWatch, AWS CloudTrail, Amazon Elastic Beanstalk, and AWS Cloud9 [10]. All these facilities are able to offer users experience similar to cloud environment.
AWS Nitro System is delivering the security for virtualization resources, according with [10], when is locking or limiting access to dedicated hardware and software with the intention of minimizing the vulnerable areas [10].
Data encryption is enabled at default instance for storing, writing, and when are changed between AWS Region and Outposts Servers and immediately deleted when instance finished. 
AWS prices definitely need to be reviewed and negotiated before contracting any services. 
Below is the list of prices operated by AWS in Europe, according with their standards [10].





Table 1. AWS Prices of Outposts Servers, Source [10].
	AWS Graviton2 Compute-optimized

	Resource ID
	Description
	Partial Upfront
	All Upfront

	TBKRBE
	Outposts 1U server with compute optimized instances powered by Graviton2 processors and instance storage and instance storage
	$11,225.47 upfront, $311.82 monthly
	$21,103.88

	Intel Xeon Scalable Compute-optimized

	LMXAD41
	Outposts 2U server with smaller compute optimized instance capacity, powered by Intel Xeon Scalable processors and instance storage
	$14,031.63 upfront, $389.77 monthly 
	$26,379.47

	KOSKFSF
	Outposts 2U server with larger compute optimized instance capacity, powered by Intel Xeon Scalable processors and instance storage
	$21,541.98 upfront, $598.39 monthly 
	$40,498.91




Virtualisation Technology and Data Centre Infrastructure Management overview and Security Policy Design at ABC Data Ltd.

ABC Data Ltd. case study is based on the hypothetical situation when the organisation administrates three data centres and only one being reliable and virtualised, offering cloud storage and paid virtualised services. A fibre network connects all locations owned by ABC Data
Scenario Analysis
Virtualised Data Centre (VDC) use virtualization to abstract physical resources.
VDC goals are to consolidation hardware and software capabilities and to gain accessibility for all users and many more different devices.
According with [4], VDC requires four different networks for data, management, storage, and migration.
The network security zones, required in a VDC, are listed by [4] as follows: public, access, operations, restricted, and management [4].
Virtual Machine Monitor (VMM) has direct access to the system hardware, and according with [4] is responsible for partitioning and scheduling access to the physical server [4]. Also known as hypervisor, VMM purpose is also to securely isolate the VMs [4]. 
Virtual networks contain units, such as:
· Virtual Network Interface Card (vNIC)-set up the VM connection to physical a virtual network [4].
· Virtual Switch (vSwitch)- is a virtual representation of physical switch [4]. 
· Portgroup- is a vSwitch capability that allows it to be partitioned and determine vNICs assignation [4].
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Table 2. Seven layers of VDC, source [4].	
Network resources are also abstracted with Virtual Local Area Networks (VLANs) [4].

VDC Management 
Virtual environment management contain five interest areas, such as: applications, operating systems, virtual machines, infrastructure, and security.
Virtualised Data Centre manage the apps and operating systems similar to traditional computing environments, according with [4]. Difference occurs when in VDC are operating more operating systems in the same host [4].
Virtualization management is created as a new abstract layer specific for VDC [4]. 
Infrastructure management on VDC cover hardware and network capabilities such as routers, switches, network adaptors, network channels [4].
Security management contain aspects of configuring and installing controllers, filters, firewalls, encrypting procedures, copy and backups, etc., [4].
Implementing Storage Area Network (SAN)
ABC Data Ltd own an VDC build on fibre channel (FC) technology.
American National Standards Institute (ANSI) developed FC to support fibre channel protocol (FCP) and higher-level protocols such as SCSI, confirmed [4].
But FC for SAN requires using a separate fibre connection and that for network needs to be updated or selected in this case study. High rate of data transfer, unicity and security will be achieved building the SAN which support three different methods of authentication, according to [4]:
· Diffie Hellman Challenge-Handshake Authentication Protocol (DH-CHAP) [4].
· Fibre Channel Authentication Protocol (FCAP) [4].
· Fibre Channel Password Authentication Protocol (FCPAP) [4].

Security policy 
Security policy design can prioritize security functions and isolate them from each other while a single security application or system is in charge.
Virtual machine introspection (VMI) is also used for security policy design. A specialised method for monitoring the virtual machine is used, a such called introspection of processor registers, memory, disk, and network events [4].
Segregated network security appliances enhanced security by forcing the traffic through security zones where are physical implementation of the boundary [4]. 
VSA enhance security when security zone traffic is directed through a physically segregated implementation of the boundary [4]. VSA can also fully virtualize the boundary and then a host with a common set of VSA can deliver security for all boundaries [4].

Disaster recovery for ABC Virtualised Data Centre
ABC Data Ltd. own a consistent amount of network devices, especially storage devices that ultimately, being physical components will break down someday. Multiple failure on network devices leads to simultaneously loss of database, dedicated servers, SAN failure and customers as well and that is a total disaster. Disaster recovery needs a strategy, a real plan to anticipate potential damage of SAN or other areas and as a responsible organisation need to develop procedure to constantly test and backup, update and develop data centre environment.
VDC needs an adoption of image management that results in limiting the creation of VM and assigning this role to a specific administrator. Image management is functional when are created templates, snapshots and effectively saved in designated locations [4].
In virtualised environment, disaster recovery encapsulates the host, containing operating system, applications, patches, and data into a single virtual server [4]. 
ABC Data Ltd. IT administrators have the options to back up virtual servers outside the VDC or to implement a technology that enables automatic spun of virtual hosts in real time. 
Adopting a Rack Ware Management Module (RMM) is also an option to mitigate disasters and to create resilience for data centre environment with automatic backup.
Conclusions
Increased number of VMs that operates on every physical host machine determine unintentional security risks [2], [3]. 
VDC threats, such as System Management Mode (SMM) rootkits, side-channel attacks, and hyperjacking may be determined by internal staff when misconfiguration or poor management occurs [3].
These safeguards and best practices involve addressing each layer of the virtual 
environment as well as addressing interactions between the various layers [3]. 
“Digital Era” is under construction and so data centres develop and evolute in order to deliver the most relevant aspects of IT technology for business and customers [2].
Because these components store and manage business-critical data and applications, data centre security is critical in data centre design [5].                         
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