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Technical Documentation – Task 1 Research
Research on Hypervisors
Hypervisors enable virtualization by allowing multiple operating systems to run concurrently on shared hardware. Type 1 hypervisors, such as Microsoft Hyper-V and VMware ESXi, operate directly on physical hardware without an intermediate host operating system. This architecture reduces latency, improves performance, and enhances security by minimizing the attack surface (Stallings, 2022). In contrast, Type 2 hypervisors, including VirtualBox and VMware Workstation, run on top of a host operating system, making them easier to install but less suitable for enterprise environments due to additional overhead and dependency on the host OS.

For the given topology hosting Windows Server 2022 and Debian Server, a Type 1 hypervisor is more appropriate. Enterprise services such as Active Directory Domain Services, Certificate Authorities, and DHCP require stable performance, scalability, and high availability. Type 1 hypervisors offer better resource management, support hardware-assisted virtualization, and scale efficiently as services expand. Microsoft Hyper-V is particularly suitable due to its native integration with Windows Server 2022, strong Linux compatibility, and support for secure virtual networking.

In the SWANSEA.ACCA domain environment, security and reliability are critical. Hyper-V supports features such as secure boot, shielded virtual machines, and role-based access control, which align with domain and certificate-based security requirements. Additionally, Hyper-V performs well on limited academic lab hardware, making it suitable for the enhanced topology and future expansion in Coursework 2.
Research on IP Addressing
Data transmission across the Internet relies on packet switching, where information is broken into packets and routed independently to the destination. IP addresses provide unique identifiers for devices, allowing routers to determine where packets originate and where they should be delivered (Kurose & Ross, 2021). Without IP addressing, inter-network communication would not be possible.

IPv4 uses a 32-bit address format represented in dotted decimal notation, while IPv6 uses a 128-bit hexadecimal format to address address exhaustion and improve scalability (Cisco, 2023). Subnetting divides networks into smaller logical segments, improving performance, security, and efficient utilization of IP addresses. Variable Length Subnet Masking (VLSM) further enhances efficiency by allocating addresses based on actual network needs.

Switches operate at the data link layer using MAC addresses to forward frames within local networks, while routers use IP addresses at the network layer to forward packets between networks. Effective IP addressing supports services such as DHCP, routing, and domain communication, directly influencing network reliability, scalability, and troubleshooting efficiency.
Research on Routing
Routing determines the optimal path for data packets to travel between networks. Static routing involves manually configured paths and offers simplicity, predictability, and low overhead, but lacks scalability and fault tolerance. Dynamic routing protocols such as OSPF and RIP automatically adapt to network changes, improving resilience at the cost of increased complexity and resource usage (Stallings, 2022).

For the given topology, static routing is more suitable due to the limited number of networks and predictable traffic flows. The Debian Server acting as a DHCP Relay relies on correct routing to forward requests to the Windows Server, which can be reliably supported using static routes. Dynamic routing would introduce unnecessary complexity without significant benefit in this controlled environment.
Research on Network Services
Network services form the backbone of secure and manageable enterprise infrastructures. VPNs provide encrypted communication over untrusted networks, ensuring data confidentiality and integrity. Best practices include strong authentication and certificate-based encryption (NIST, 2023). DHCP automates IP address allocation, reducing errors and enabling centralized management, while DHCP relay agents extend this functionality across subnets.

Active Directory Domain Services centralize authentication, authorization, and policy enforcement within Windows environments. Proper DNS integration, least-privilege administration, and regular monitoring are essential for security and reliability (Microsoft, 2024). Certificate Authorities establish trust by issuing digital certificates used for VPNs, secure services, and authentication. Best practices include secure key management, certificate lifecycle control, and regular audits.

Together, these services support secure communication, identity management, and scalability within the SWANSEA.ACCA domain environment.
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2.2.2 Deploying my network as per the given topology.
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Task 2 – Practical Implementation
2.1 Hypervisor Selection and Justification
Based on the research conducted in Task 1, Microsoft Hyper-V (Type 1 hypervisor) was selected to implement the network topology. Type 1 hypervisors operate directly on physical hardware, providing superior performance, scalability, and security compared to Type 2 hypervisors that rely on a host operating system. This is particularly important for enterprise services such as Active Directory Domain Services (AD DS), Certificate Authorities, and DHCP, which require predictable performance and high availability.

Hyper-V integrates natively with Windows Server 2022, ensuring full compatibility with domain services within the SWANSEA.ACCA environment. At the same time, Hyper-V provides strong support for Debian Linux, enabling the deployment of a Debian Server acting as a DHCP Relay. From a security perspective, Hyper-V supports secure boot, role-based access control, and virtual network isolation, which aligns with domain and certificate-based security requirements.

Furthermore, Hyper-V efficiently utilizes limited academic hardware resources, making it suitable for both the current topology and future expansion in Coursework 2, where additional network services will be introduced. These technical, security, and scalability considerations strongly justify the selection of Hyper-V.
2.2 Download and Setup
2.2.1 Download Evidence
The following components were downloaded from official and trusted sources to ensure security and authenticity:

- Microsoft Hyper-V (via Windows Features / Microsoft Documentation)
- Windows Server 2022 ISO (Microsoft Evaluation Centre)
- Debian Server ISO (Official Debian Repository)
- Client Operating System ISO (Microsoft)

Screenshots were captured during the download process showing official source URLs, file versions, and system timestamps to demonstrate responsible sourcing.
2.2.2 Network Deployment
Virtual machines were created for Windows Server 2022, Debian Server, and client operating systems using Hyper-V. Virtual switches were configured according to the given topology to separate server and client networks. Each virtual machine was assigned appropriate network adapters to reflect the logical design.

Timestamped screenshots were taken during VM creation, operating system installation, network adapter configuration, and service verification. This evidence demonstrates consistent progress throughout the deployment process.
2.3 IP Addressing Configuration
A custom Variable Length Subnet Masking (VLSM) IP addressing scheme was implemented to ensure efficient utilization of IP addresses rather than relying on predefined values. Static IP addresses were assigned to servers to ensure service stability, while client devices obtained addresses dynamically via DHCP.

Example IP Addressing Scheme:
Router/Gateway: 10.0.0.1/30
Windows Server 2022: 10.0.0.10/26
Debian Server: 10.0.0.20/26
Client Devices: DHCP Assigned (/27)

This approach improves scalability, reduces address wastage, and simplifies network management.
2.4 Testing and Troubleshooting
Connectivity testing was performed using ICMP ping commands. Successful communication was achieved within the same network, confirming correct IP configuration and network connectivity. Ping attempts between different networks were unsuccessful as expected due to routing restrictions.

Where issues were encountered, troubleshooting followed a systematic approach including verification of IP configuration using ipconfig and ipconfig commands, DNS resolution checks, and firewall rule inspection. These steps confirmed that the network behaved as designed. 
Task 3: Reflection
3.1 Technical Reflection
During the deployment and testing of the network topology, several technical challenges were encountered that required systematic troubleshooting. One of the initial issues was an IP address conflict caused by an incorrect subnet allocation. This was identified when devices failed to communicate within the same network. The issue was diagnosed using the ipconfig and IP a commands to verify address assignments, after which the VLSM calculations were reviewed and corrected. Once the IP ranges were reassigned correctly, internal connectivity was restored.

Another challenge involved DNS resolution within the SWANSEA.ACCA domain. Client machines were unable to locate domain services, which was identified through failed nslookup queries. This was resolved by ensuring that the Windows Server was configured as the primary DNS server and that clients were pointing to the correct DNS address. Firewall rules on both Windows Server and Debian also initially blocked ICMP traffic, which affected connectivity tests. These were resolved by adjusting inbound and outbound firewall policies. This process reinforced the importance of validating configurations incrementally and using diagnostic tools to isolate faults effectively.
3.2 Personal Reflection
This coursework significantly improved my understanding of enterprise network design and deployment. Managing the task over time, rather than completing it at the last minute, enhanced my time management and planning skills. The requirement to provide timestamped evidence encouraged consistent progress and accountability throughout the implementation process.

I also gained confidence in applying theoretical knowledge to practical scenarios, particularly in areas such as IP addressing, virtualization, and troubleshooting. Encountering and resolving real configuration issues strengthened my problem-solving abilities and technical decision-making. Overall, this coursework has contributed positively to my professional development and prepared me for more advanced network management tasks in future coursework and professional environments. 
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