Synthesize a solution to a potential real-life scenario

Task 1 — Research and Critical Evaluation of Forensic Tools
Digital forensics is based on fundamental principles such as evidence preservation, integrity, repeatability, documentation, and legal admissibility. However, investigators' tools are always changing as operating systems, mobile devices, encryption, cloud platforms, and file systems evolve. This task demands a thorough analysis of four modern forensic tools, including both commercial and open-source solutions, with comparisons based on costs, functionality, supported file systems, and reporting capabilities. It is also necessary to link the tools to different stages of the CHFI process, such as imaging, analysis and cloud inquiry.

There is no single forensic tool that can be used for all investigations. A tool that excels in forensic imaging may struggle with mobile extraction or cloud artefact analysis. Professional investigators typically employ a toolbox method, in which different tools are chosen based on the evidence source, legal requirements, budget, and technical difficulty of the case.
The four tools used for this analysis are FTK Imager, Magnet AXIOM, Autopsy, and Cellebrite UFED. These tools were chosen to illustrate several aspects of digital forensics, including imaging, commercial all-in-one investigation, open-source analysis, and mobile device extraction.











Comparative Table of Forensic Tools




	Tool
	Type
	Cost
	Key Features
	Supported File Systems / Data Sources

	Evidence Types Analysed
	Reporting Capability
	Best CHFI Phase

	FTK Imager

	Imaging tool

	Free

	Creates forensic images, previews evidence, generates MD5/SHA hash values, supports evidence preservation.

	Local drives, USB devices, CDs/DVDs, files and folders

	Disk images, files, folders, removable media

	Hash reports and image verification reports

	Imaging / Acquisition


	Magnet AXIOM

	Commercial all-in-one forensic suite

	Paid commercial licence

	Recovers, processes, analyses and reports on evidence from multiple sources in one case file.

	Computers, mobiles, cloud services, vehicles, IoT and third-party images

	Browser artefacts, cloud data, mobile data, computer artefacts, chat, media, documents

	Strong professional reporting and case presentation

	Analysis / Cloud / Mobile


	Autopsy

	Open-source forensic suite

	Free

	File system analysis, keyword search, web artefact analysis, registry analysis, timeline analysis.

	NTFS, FAT, ExFAT, HFS+, ISO9660, Ext2/3/4, YAFFS2, UFS

	Disk images, deleted files, web history, registry, user activity

	Generates forensic reports, but less polished than commercial tools

	Analysis / File Recovery


	Cellebrite UFED

	Commercial mobile forensic tool

	Paid commercial licence

	Extracts data from smartphones, feature phones, SIM cards, SD cards, GPS devices, and drones.
	iOS, Android, SIM, SD cards, GPS and other mobile-related sources

	Mobile messages, contacts, app data, call logs, media, deleted mobile data where supported

	Professional mobile extraction and analysis reports

	Mobile Forensics




FTK Imager can be used for evidence collecting because digital forensic investigations follow an organised process in which data must be recognised, recorded, and maintained before any analysis, maintaining the integrity of the original evidence [1]. Imaging tools, such as the FTK Imager, are also critical in obtaining a complete and verified copy of a storage device, allowing investigators to study a copy rather than the original. Magnet AXIOM is appropriate for broader forensic analysis since modern investigations demand the processing and correlation of huge amounts of data from many sources, such as computer systems, mobile devices, and cloud settings [1]. This reflects the growing complexity of digital investigations, as evidence may exist on multiple platforms. Autopsy is an excellent open-source analysis platform since it allows investigators to investigate file systems, recover deleted data, and evaluate digital artefacts such as web activity, installed programs, and user interactions, therefore enabling controlled forensic investigations [2]. Autopsy also supports different file systems such as NTFS, FAT, and exFAT, making it suited for investigating a wide range of storage devices [2]. Cellebrite UFED is best suited for mobile acquisition as digital forensic investigations often involve mobile devices, which generate large amounts of evidence and require the use of specialised tools to extract such data [1].

Tool Evaluation
A. FTK Imager
The main purpose of FTK Imager is to acquire and preserve evidence. Its ability to produce forensic photographs of storage devices while preserving the integrity of the evidence is its main selling point. This is crucial because digital forensic investigations follow a methodical procedure that requires data to be located, obtained, and stored prior to examination [1]. A confirmed forensic image should be made and analysed rather than inspecting the original.

FTK Imager's primary benefits are its dependability and it's easy to use. It can produce photos of files, folders, removable media, even whole drives. Additionally, it generates hash values like MD5 and SHA, which are crucial for demonstrating that the evidence has not been tampered with. This is consistent with established forensic procedures that employ hashing to ensure data integrity during an inquiry [1].

However, compared to complete forensic suites, FTK Imager has limitations. It works well for gathering data but poorly for advanced analysis, reconstructing timelines, interpreting cloud artefacts, and examining mobile devices. As a result, it shouldn't be the only tool used in a complicated investigation. Its best function is to retain the original evidence and produce a verified image that can be examined with programs like Autopsy or Magnet AXIOM.

Magnet AXIOM
A commercial forensic package called Magnet AXIOM was created to gather, handle, examine, and document evidence from many sources. Because it can manage evidence from computers, mobile devices, cloud services, and other digital sources in a single case file, it is more advanced than FTK Imager. This is crucial since enormous amounts of data from various platforms and contexts are involved in present-day digital investigations [1].

Artefact-based analysis is one of Magnet AXIOM's main advantages. AXIOM can detect user activity, including browser history, downloads, cloud access, chat messages, media files, and program artefacts, rather than requiring the examiner to manually filter through raw data alone. This simplifies the forensic process of examining data that has been retrieved in order to obtain useful information from big databases [1].

Magnet AXIOM's biggest issue is its high pricing. As a commercial tool, it may not be available to smaller groups or students without access. It may also require training to operate efficiently. Despite this, its capacity to mix PC, mobile, and cloud artefacts places it as the best tools for complicated scenarios including insider threats and cloud synchronisation.

Autopsy
Autopsy is an open-source digital forensics platform based on The Sleuth Kit. Its main advantage is that it is free while yet providing many useful forensic features. It can analyse disc images, recover deleted files, search for keywords, analyse browser artefacts, and check Windows registry data. This highlights the importance of forensic technologies in inspecting and extracting digital data from storage systems [2].

Autopsy is especially efficient for analysing file systems and recovering deleted files. It supports common file systems such as NTFS, FAT, ExFAT, and HFS+, allowing it to analyse a wide range of devices. It can also detect traces like browser history, installed apps, and user activity, which are critical in gathering evidence in an inquiry [2].

Its downside is that it may not be as refined or automated as commercial solutions like Magnet AXIOM. Reporting is accessible, however the output may require additional manual explanation and formatting. It may also be less effective at advanced cloud and mobile extraction. However, as an independent validation tool, Autopsy is useful since it allows an investigator to confirm findings without relying solely on a single commercial product.

Cellebrite UFED
Cellebrite UFED is a commercial mobile forensics tool used to extract data from smartphones, SIM cards, SD cards, and other mobile devices. It is beneficial in situations where mobile communications, app data, call logs, contacts, and texts may provide evidence.

Its strength is specialised mobile extraction. Mobile devices create significant amounts of data and are becoming more essential sources of digital evidence in forensic investigations [1]. Because of the encryption and security features in modern devices, specific tools are required to extract and analyse this data efficiently.
However, Cellebrite UFED is unsuitable for common computer disc imaging or open-source file system analysis. It is very pricey and often reserved for professional use. In this case study, where just a Windows PC is accessible for evidence, UFED is less important than tools like FTK Imager, Magnet AXIOM, and Autopsy.

Critical Comparison
The tools have quite different purposes, costs, and investigative value. FTK Imager is the most powerful acquisition tool since it focuses on producing certified forensic photos while maintaining evidence integrity, which is an important first step in the forensic process [1]. However, it lacks advanced analytical capabilities.

Magnet AXIOM is better suited for complicated investigations since it can analyse data from numerous sources, including desktops, mobile devices, and cloud settings. This reflects the growing complexities of modern digital forensic investigations [1].

Autopsy offers a lower-cost alternative to professional tools. It is especially valuable for analysing file systems, recovering artefacts, and validating evidence. According to studies, open-source technologies like Autopsy can still effectively identify and analyse digital artefacts, but with more effort than commercial solutions [2].

Cellebrite UFED is highly specialised for mobile forensics, making it important in smartphone investigations. However, it is not the most useful technique in situations where only computer-based evidence is available.
From a professional perspective, these instruments should be used collectively rather than separately. FTK Imager can be used for acquisition, Magnet AXIOM for analysis, Autopsy for validation and file recovery, and Cellebrite UFED for mobile evidence, if needed. This integrated approach mirrors best practices in digital forensic investigations, where various techniques are employed to assure the quality and accuracy of results.

Task 2 – Case Study: Sabotage

Abstract
This case study looks into possible sabotage and data exfiltration by Rich Daley at Cyfusion Mobile Manufacturing Company (CMMC). The inquiry employs digital forensic procedures based on the Computer Hacking Forensic Investigator (CHFI) framework and Association of Chief Police Officers (ACPO) guidelines. The investigation focuses on gathering evidence from a BitLocker-encrypted device, detecting anti-forensic activities, recovering deleted Autodesk Maya files, and inspecting cloud synchronisation artefacts. The findings show that forensic procedures can recover vital evidence and back up claims of wilful misconduct.

Introduction 
Rich Daley, a former CMMC employee, is suspected of removing secret Autodesk Maya design files and transferring them to his personal Google Drive account. The only known source of proof is the company device, which runs Windows 11 and uses BitLocker encryption.

The goal of this investigation is to identify whether sabotage and data exfiltration occurred using known forensic procedures. The inquiry follows the guidelines of the Association of Chief Police Officers (ACPO), which ensure that digital evidence is handled in a way that maintains its integrity and admissibility in court cases. Furthermore, the inquiry correlates with the Computer Hacking Forensic Investigator (CHFI) methodology, which outlines structured ways to current forensic analysis.

2. Forensic Methodology & Investigation Plan

2.1 Evidence Preservation
The investigation begins by securing the gadget in accordance with ACPO principles. These principles emphasise that no action should affect data that could be used in court, and that all acts must be documented.

Device would be:
* Seized and isolated.
* Documented (condition and system details)
* Recorded in the chain of custody.

Justification:
Maintaining evidence integrity ensures that conclusions are credible in court proceedings and protects against contamination.



2.2 Accessing Encrypted Data (BitLocker / Memory)
Full Disc Encryption (FDE), like BitLocker, prevents direct access to stored data without the necessary decryption keys. This presents a major challenge in digital forensic investigations since the data on disc stays unreadable after the device is turned off. However, during live system operation, encryption keys may be temporarily stored in system memory, making live acquisition an important forensic strategy [3].
According to research findings, forensic procedures can recover vital system data even when conventional file system access is impossible. Forensic recovery approaches, in particular, enable investigators to extract critical information when system structures are broken or inaccessible, as is common in encrypted systems [4] This emphasises the significance of obtaining volatile memory before shutting down a system, as it may include encryption keys necessary to unlock protected volumes.

When dealing with encrypted systems, investigators should emphasise live acquisition procedures to avoid losing vital evidence permanently. 



2.3 Examination and Analysis
2.3.1 Wiping Tools and Anti-Forensics

Anti-forensic tactics are frequently used to cover up or erase digital evidence. One common approach is the use of wiping tools which wipe data and prevent recovery. These tools attempt to delete file traces from storage media, rendering typical recovery approaches ineffective.

Anti-forensic techniques, such as file wiping and metadata manipulation, are particularly designed to hide or destroy evidence to avoid forensic recovery [5]. Despite these attempts, such technologies frequently leave system artefacts that can be examined.

Evidence sources include the following:
· Windows Registry (records installed programs and activity)
·  Prefetch files
· The event logs
· Shortcuts (.lnk)
· AmCache/ShimCache

Additionally, forensic analysis of file systems enables investigators to locate hidden or manipulated data. Even when file systems are intentionally corrupted, forensic tools can retrieve valuable metadata and evidence [4].

This is important because, while wiping technologies are intended to remove evidence, artefacts from their use typically remain and might reveal intentional data destruction, which is critical for proving criminal intent.







2.3.2 File Recovery (Carving & Metadata)
When you delete a file, it is not instantly removed from storage. Instead, their references are removed, and the real data can remain in unallocated space. This data can be recovered using forensic technologies like file carving and metadata analysis.

File system metadata is very important since it tracks file activity like creation, modification, and deletion. Metadata recovery allows investigations to continue even if the file system structure is damaged or incomplete [4].

NTFS artefacts, such as $LogFile, also keep track of file system operations which includes creation, deletion, and modification. Even if the original records are missing, the metadata can be used to reconstruct user activity.
This is useful because file carving and metadata analysis enable investigators to recover lost evidence and reconstruct events, which is vital in cases of deliberate data deletion.

2.3.3 Cloud Synchronisation Evidence (Google Drive)
The suspect uploaded files to Google Drive through a web browser. Even if files are removed locally, cloud activity may be traceable, making browser artefacts a valuable source of forensic evidence.

Browser artefacts analysed include browsing history, cookies, cached data, and saved session information. These artefacts can expose user activities such as websites visited, authentication sessions, and data stored for cloud services.

Google Drive URLs, upload timestamps, and account identifiers are all helpful indicators for determining whether files were transferred outside of the organization.

This is essential because browser artefacts give proof of user actions and potential data hacking, assisting in the detection of unauthorised data transmission and immediately connecting the activity to the suspect.





2.4 Tool Justification

	Tool
	Role
	Justification

	FTK Imager 
	Acquisition

	Used to create a forensic image of the encrypted drive while preserving evidence integrity through hash verification, ensuring the original data is not altered during analysis.


	Magnet AXIOM

	Analysis

	Used to analyse system, browser and cloud artefacts, allowing identification of user activity such as file access, deletion and potential data exfiltration.


	Autopsy

	Validation

	Used as an open-source tool to recover deleted files and verify findings independently, ensuring reliability and reducing reliance on a single forensic platform.


	Cellebrite UFED

	Not used

	Not required in this case as no mobile device evidence is present; therefore, its specialised mobile extraction capabilities are not applicable.




The use of multiple forensic tools improves investigation reliability by allowing findings to be verified across multiple platforms, lowering the chance of error and increasing the credibility of the results.

3. Professional Forensic Report

3.1 Executive Summary

The investigation revealed evidence of Rich Daley's intentional sabotage and data exfiltration. Forensic examination revealed the usage of a wiping program, the recovery of deleted file fragments, and browsing activity that revealed access to a personal Google Drive account. These findings point to intentional deletion and unauthorised transfer of company data.





3.2 Investigative Steps

1. Device is secured and recorded.
2. Encryption handled during live acquisition
3. RAM is grabbed to gain encryption keys.
4. Forensic image made with FTK Imager.
5. Hash values were created and confirmed.
6. Analysis was conducted using Magnet AXIOM.
7. Wiping tool artefacts identified
8. Deleted files retrieved using Autopsy
9. Browser artefacts were analysed.

3.3 Findings

Wiping Tool Evidence
* Evidence of Eraser found in Prefetch and Registry
* indicates deliberate deletion.

Recovered Data
* Partial Autodesk Maya files retrieved.
* Linked to project work.

Cloud Evidence
* The browser history shows access to Google Drive.
* Upload activity timestamps were identified.
* Account linked to the suspect.

Interpretation:
The mix of these findings shows both data deletion and data exfiltration.







3.4 Conclusion
This investigation concludes that Rich Daley intentionally sabotaged company systems by deleting critical design files and transferring them to an external Google Drive account. The presence of wiping tool artefacts, recovered file fragments, and browser evidence provides strong forensic support for deliberate data deletion and unauthorised data exfiltration. These findings are consistent with malicious intent and indicate intellectual property theft.

3.5 Appendix – Simulated Hash Log

	Evidence

	MD5 Hash

	SHA1 Hash


	Disk Image

	A1B2C3D4E5F6

	123ABC456DEF


	Memory Dump

	F6E5D4C3B2A1

	DEF456ABC123





4. Professional Invoice
	Service

	Hours

	Rate

	Total

	Evidence Acquisition

	6
	£110
	£660

	Encryption Handling

	4
	£110
	£440

	Forensic Analysis

	18
	£110
	£1980

	File Recovery

	8
	£110
	£880

	Report Writing

	8
	£110
	£880

	Expert Testimony Preparation

	4
	£110
	£440



Total: £5280
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