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[bookmark: _Toc508738961]Abstract
This report demonstrates the process of implementing a BYOD scheme for a company and the policies required to ensure safe use for both employees and the company. These policies include a User Policy, which outlines user privileges and device usage restrictions; a Device Management Policy, detailing supported devices and the registration process they will be subject to for network access; and Security Policy, which attempts to ensure users of the network do not become a weakness in the company’s security infrastructure. This report also provides research on various MDM software available and evaluates their potential efficacy if implemented in a BYOD framework for the scenario provided as well as containing diagrams to demonstrate the implementation of the framework.
[bookmark: _Toc508738962]Introduction
A gold mining company, Golding-Harvest Ltd, requires a BYOD framework for their employees and clients, and with approximately 95% of the existing network being wireless based, an effective BYOD system is important to avoid data loss or leaks instead of an open wireless network for all employees and clients.
[bookmark: _Toc508738963]Policies
[bookmark: _Hlk508740465]When implementing a BYOD framework, policies must be written to define the requirements of users and the organisation regarding its use, to ensure the security, legal integrity of the system, and company infrastructure is protected, whilst also allowing employees and other users sufficient access to perform and complete obligations.
[bookmark: _Toc508738964]User Policy
Devices must be registered with the IT department whereupon certain specifications will be recorded including hardware, installed software and operating system. Device management software, XenMobile, will be installed on the device at this point.
For use of the BYOD system, employees will be required to pay $2.25 per device, per month or $2.89 per user, per month for up to ten devices. Clients will be paid for by the company.	Comment by Sarah: How will employees feel about this? Considering they are also providing their own device?	Comment by Sarah: UK costs?
Users will have privileges assigned based on their role in the company, however most will have basic employee privileges. Clients will have the most restrictive, base privileges: disabling all untrusted software and websites. Available roles include system administrator, with full system privileges; standard employee, the average access level; elevated employee, with greater access than a standard employee: for management staff; client, lowest level of system access.
Users of the network must agree that any data pertaining to the company will be segregated from other data on the device and wiped on theft, loss, discovery of a virus, breach of policy, or departure from the company.	Comment by Sarah: Good!
[bookmark: _Toc508738965]Device Management Policy
The Mobile Device Management software used is XenMobile which supports Windows, Mac OS and Linux operating systems as well as Windows Phone 10, Android, iOS and BlackBerry mobile operating systems. The MDM software requires a fee to be paid (as defined in the User Policy) per device per month that each user is responsible for paying.
Problems with device function are not the responsibility of the company and IT support will not be provided to resolve these faults. Network connectivity issues will be covered by IT support.	Comment by Sarah: Good!
Devices must be registered with the IT department for configuration and set up, which includes the installation of appropriate security and anti-virus software. Upon leaving the organisation this software will be removed and the device will function as intended
The company will not reimburse employees for any percentage of the cost of their device unless clearly damaged in the process of configuration for use on the network or removing software and reconfiguration on leaving the company’s employment.
[bookmark: _Toc508738966]Security Policy
The company requires all devices connecting to the network to be password protected using the in-built features of the device. Passwords must be a minimum of eight characters using both upper and lower cases and including numbers and symbols. Any device must lock itself after a maximum of ten minutes idle and require a password to unlock it. The device must also lock the user out after multiple failed log in attempts to prevent unauthorised access. Passwords are not to be written down or stored in any unobscured or unencrypted form.
Applications may not be downloaded or installed on the device if absent from a list of allowed applications to ensure devices aren’t used maliciously or hijacked. Undesirable or potentially harmful applications will be blocked when accessing the network, depending on user privilege.
On registering a device for employee access to the network, security and anti-virus software will be installed to ensure security of the device and, subsequently, the network.
Unsupported devices will be denied access to the network, as will personal devices of employees that are not registered for use on the network. Employee devices will have company data stored in a partitioned area of the device; Devices of an employee may have this partition remotely wiped if stolen, lost, a virus is found, a breach of policy is detected, or the employee leaves the organisation.
An employee’s access to data on the network is limited by their user role as defined in the user policy.
Deliberate breach of the security policy by an employee may result in disciplinary action, revocation of network access, and possible legal measures which could lead to criminal prosecution.	Comment by Sarah: Well considered policy.
[bookmark: _Toc508738967]Network Diagram
The network diagram (Figure A) depicts the basic profile of the BYOD system to be implemented. A device connects to the system through a Wireless Access Point and is then handled by the WLAN Controller. An access request and device data are then sent through a firewall to the MDM server which then references the Roles database to determine whether a device is allowed and which Role it will be assigned. Once a Role is set, requests by the device will be checked against the privilege of its Role and the Database of allowed connections. Once approved, the request is processed like a standard web request and is passed through the switch and router, which handle all packets on the network, and into the DMZ. Then through a final firewall to the internet.
[bookmark: _Toc508738968]Data Flow Diagram
A data flow diagram (Figure B) was created for the BYOD system concept demonstrating the flow of data for system login, user requests and privilege handling.
[bookmark: _Toc508738969]Mobile Device Management
Mobile Device Management software offers “functions such as  remote  device  administration  and configuration, inventory and asset management, remote-wipe or device lockout, installation of updates on operating system or application level, geolocation of devices, or cost management” and as such is becoming increasingly relevant for organisations as, with the rise of mobile devices and their reliance on internet access for effective use, companies must consider the implementation of BYOD systems which require thorough and potentially intrusive management for system security.
The size of an organisation often affects what technologies are implemented in a system as a larger company will have more assets at their disposal and will therefore have reduced risk when implementing new technology compared to smaller organisations that can’t afford to make risky investments. In the case of Golding Harvest Ltd it is assumed that lack of resources is not an issue.
Despite the company’s ability to pay MDM software charges for each of its employees, these expenses reduce the cost effectiveness of employing a BYOD system instead of simply purchasing devices for every employee, therefore the employee will be responsible for their own usage charges. By charging the employee the charge per device for use of the MDM system the company helps to preserve its organisational performance. It is recommended that clients are paid for by the company to maintain a positive working relationship.
To decide which MDM software to use, the eight best options according to PCMag will be weighed up based on their features, range of supported devices and pricing.
Considering all candidates achieve the base level of security required, support for a wide range of devices is the principal requirement for when choosing which software to use. As such those with no BlackBerry support have been ruled out as well as those that don’t or have limited support for Windows 10 such as AppTec360.
IBM MaaS360 offers all features required for Golding Harvest Ltd including mobile expense management, an option the other candidates don’t offer. These are, however not all included in the base $4 per device, per month, an already expensive price point and, although the company may be able to field the top price of $9.75 per device, per month, employees may not be willing or able. Aside from pricing, the software offers a clean and customisable interface as well as fully configurable automatic report creation and email notifications but is weaker than its competition when managing Windows mobile devices.	Comment by Sarah: UK cost?
XenMobile is the cheapest at $2.25 per device, per month or $2.89 per user, per month for up to ten devices, the cheapest of the three. For this price the software comes with all required features including selective and complete remote wiping, tracking and notifications. The user interface is fully customisable but can become complex with larger systems especially when working with SSO. The app-based registration process is easier to complete than its competition such as MaaS360, which would improve efficiency when implementing the system.
SOTI MobiControl offers the most user-friendly interface of all, using a search tool combined with tabular device data instead of the standard tree view which can get large and confusing with many registered devices. MobiControl doesn’t offer per month pricing but its $72 per year with an additional $18 maintenance, which would be paid by the company, comes to $6 per device, per month, a competitive price considering its wide range of features, covering all required bases. The software includes the ability to install required software “silently without any user interaction” on to network devices, minimising the work and interaction required of IT staff when making changes and updates.
Based on the research and evaluation of available MDM software, XenMobile has been chosen for use in the Golding Harvest Ltd BYOD system. It’s inclusion of all required features at the lowest price of all candidates makes it the best choice as employees will be required to pay the fees for its use and, therefore, the lower the price, the happier and more efficient employees will be. The complexities of the software will be learned and adapted to by IT staff through use and its ease of registration makes for quick implementation.
[bookmark: _Toc508738970]Advantages of BYOD
One obvious advantage and one of the primary reasons for implementation in large organisations is increased productivity: “users work better and increase productivity while feeling more content with the freedom to use their own devices”. Users will also be more familiar with a device of their own which decreases any learning required for efficient use of a device.
Another large benefit is that, once the BYOD system is fully implemented, the company isn’t required to buy personal devices for their employees who are also more likely to take better care of devices they’ve bought themselves. Devices would cost an average of £300 per employee, breakages would have to be replaced by the company and all devices would need upgrading periodically as technology advances: amounting to a cost greater than that of a large organisation implementing and maintaining a BYOD framework that charges the employee for use. Employees are also more likely to be happy with the device they’re using as they have the choice of what device to use (laptop, tablet, smartphone etc.) as opposed to the company buying specific devices for all employees.
By allowing an employee to work on a single device at home and in work, allowing them to access the data they require wherever they are and decreasing the chance of files being misplaced as can happen when switching between devices regularly and forgetting where, and on which machine files are stored.
[bookmark: _Toc508738971]Disadvantages of BYOD
A significant disadvantage for a BYOD framework is the employee is required to pay for both cost of the device and the cost of registering that device with the MDM system. Many employees may not have a device suitable and therefore would be required to buy one if they wish to use the system. Transport of the device regularly to work will also increase the rate of wear and damage of the device, leading to earlier replacements and therefore more cost to the employee.
Whether an employee agrees to a thorough security policy to gain access to the BYOD network, they are still the weak link in the system’s security and despite any punishment for lackadaisical security on behalf of the employee, once data is lost or stolen it may not be recoverable and the costs and repercussions can be large and widespread. Employees are also likely to be worried about the privacy of personal browsing on a device that’s been setup for use on the company network.
Devices chosen by employees may not be suitable for the job they are required to fulfil. This may lead to the IT department being inundated with queries as to recommended device specification when buying a device, questions as to why their device doesn’t work or perform correctly, or requests for support when their device malfunctions despite clear outlining in the policies that these are not the responsibility of the company’s IT department.
[bookmark: _Toc508738972]Conclusion
Implementation of a BYOD network is highly recommended for Golding Harvest Ltd provided the company’s primary objective for organisational performance, profit and competitive advantage is preserved. Productivity and happiness of employees will be improved through its implementation and at a reduced cost compared to other options such as buying employees devices for work use.

[bookmark: _Toc508738973]List of Acronyms
1. IT – Information Technology
2. BYOD – Bring Your Own Device
3. MDM – Mobile Device Management
4. OS – Operating System
5. SSO – Single Sign-on
6. WLAN – Wireless Local Area Network
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Figure A – Network Diagram:
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Figure B – Data Flow Diagram:
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