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I was born in Craiova, Romania.
I had my education in Craiova.
I was born in Craiova, Romania.
I had my education in Craiova.
[bookmark: pag3]All about me !!1
· [bookmark: pag3_1]1.1 Power point Presentation 	
	I was born in Fagaras, Romania close to the Carpathia mountains in a poor but happy family. I have a small brother; he is my soul. I have two little girls, Ioana si Cristiana, them are the light of my life, the most important thing what I achieve in my life. I win the jackpot. I had all what I need it in my life …. But what is too beautiful to be true, is too beautiful to be true … My life was awesome, good friends, family, I see the war, I try all what I believe is awesome in this life. But when you fall from the top you will hit very hard. In 2014 the doctors found cancer on my liver they gave me 17 days to live ….  It was not the end; it was the begging off fight ... And I fought, I won the battle with cancer, but I lost my family, my reason to live …. Only my friends kept me up and made me too don’t abandon me too easy. 
· [bookmark: pag3_2]1.2 Details about me 
		I worked in Romanian army for 12 years, was a beautiful time for me, I was in Afghanistan war, I lose two friends there, and I all most die. After that I was 3 month on psychotherapy, the result of this: no psychical trauma. In the next year I meet the women of my life and she give two beautiful girls. Both of them have my name, Cristian-Ioan  , Cristiana si Ioana ,the most important things of my life. In 2014 the doctors find cancer on my liver, they give me 17 days to live, cancer in last phase. That was the start of the real war from my life , in that war I win the fight with cancer but I lose my family and the reason of life. My friends keep me up and help me to pass much better from agony to life again. So my new goals in life are: the most important person from my life is me, because if I’m ok I will do all the what I think will be the best for my daughters. I came in United Kingdom to work and study, and in future I hope my girls to grow up and take them here to have a better life. I start too study Cloud Computing on University of Wales Trinity Saint David, because I have a background in IT from Romania and because in this country if you have good skills you will earn good money. In the future I want to open my own IT company, in the programming area, especially Cyber security (programs for preventing the cyber-attacks). As backup I have a nursing diploma, I have good skills in that area so I can work in NHS area, but the payment is not the same.  

[bookmark: pag4]1.3. Leader Team Evaluation 
	1. Being a good leader
	Usually
	Sometimes
	Rarely

	Set clear direction and empower people
	x
	
	

	Encourage independence of action
	x
	
	

	Discourage dependent behavior
	
	
	x

	Trust people to be competent and do their best
	x
	
	

	Invest significant time in coaching others
	
	x
	

	Ask for coaching yourself
	
	x
	

	Collaborate effectively with peers
	x
	
	

	Look for win-win relationships rather than win-lose
	
	x
	

	Skilled management of alliances and joint ventures
	x
	
	

	Invest time in internal networking in order to learn from others
	x
	
	

	

	2. Leadership coaching skills capacity
	Usually
	Sometimes
	Rarely

	Establish rapport and open communication with others
	x
	
	

	Clearly explain concepts, techniques, information as needed
	x
	
	

	Give clarification, summaries, responses at the right time
	
	x
	

	Listen actively and positively
	x
	
	

	Observe alertly and accurately
	x
	
	

	Use appropriate questioning
	x
	
	

	Show sensitivity and empathy to the thoughts and ideas of others
	
	x
	

	Give clear, concise, constructive, confidence-building feedback
	x
	
	

	Get acceptance and commitment to performance goals
	x
	
	

	Encourage self-development in others
	x
	
	

	Recognize and adapt to the operating styles of others
	x
	
	

	Actively assist and encourage others with special needs
	x
	
	

	

	3. Critical attributes
	Usually
	Sometimes
	Rarely

	Have a sense of humor
	x
	
	

	Be assertive, not aggressive
	x
	
	

	Be firm, not domineering
	x
	
	

	Be knowledgeable but do not know all
	x
	
	

	Demonstrate self-belief, not arrogance
	x
	
	

	Manage emotions of self and others
	x
	
	

	Act as a motivator/positive role model
	x
	
	


	In conclusion a good leader, because my years from army and my Team Leader Course from army. I try to give and receive all the good things from people and avoid all the bad things or to learn how to escape from the bad area space of human mind. 
[bookmark: pg6_1]1.4 Linkedin Profile
[image: ]
[bookmark: pg6_2]1.5 Conclusion 	 
This is me a person who was down, was up to the sky, who was all most death, but is still alive and in this moment, I will start to rise again a new life for me and my girls. This are my goals to achieve in next 10 years. 
	The worst thing what can happen is like my old cancer to come back and to don’t see my girls growing up. Because if I have a good health, I will do all what I need for them to be ok.
	I don’t say I’m a good or bad person , I’m just a simple man who like to live his life on the edge to the cliff, I will take all from life and I will give back all, because the life take me all and give more back. 
[bookmark: pag7_1]2. Crypto wall 
	The threat typically arrives on the affected computer through spam emails, exploit kits hosted through malicious ads or compromised sites, or other malware.
Once the Trojan is executed on the compromised computer, it creates a number of registry entries to store the path of the encrypted files and run every time the computer restarts. It encrypts files with extensions on the computer and creates additional files with instructions on how to obtain the decryption key.
This threat family attempts to convince the user to pay money in order to get the key to unlock their files. It uses a variety of different techniques in order to encourage the user to pay the ransom.
[bookmark: pag7_2][bookmark: pag8_1]2.1	Infection
The Trojan is mainly distributed through spam campaigns, compromised websites, malicious ads, or other malware.
In Cryptowall spam campaigns, the emails usually contain a malicious attachment and include a message attempting to convince the user to download the file. The email could claim that the attachment is an invoice, an undelivered package notice, or an incoming fax report. If the user opens the attachment, then their computer will be infected with Ransom.Cryptowall.
The Trojan may also be distributed through exploit kits hosted on compromised websites or malicious ads. Some of the exploit kits that have been used to compromise users’ computers with the threat include the Rig exploit kit and the Nuclear exploit kit. Symantec has extensive IPS protections in place against these kits.
The Trojan may also arrive through other threats that have already compromised the computer, such as Downloader.Upatre or Trojan.Zbot .

2.2 Functionality
The Trojan was designed to prevent the user from accessing their files and force them to pay the attacker in order to regain access. It does this by encrypting a wide variety of files on the compromised computer using public/private key encryption with a strong 2048-bit RSA key .
 	Once the files are encrypted, the Trojan displays a text document or HTML page with a message. The message informs the user that their files have been encrypted and gives instructions on how to obtain the decryption key needed to unlock the files. It may also warn users that the decryption key will be deleted after a certain time period to pressure the user into paying sooner. The attacker may demand hundreds of US dollars in payment and the amount may increase after a specified time period.	
[bookmark: pag8_2]2.3 User behavior and precautions
	Be aware of attackers’ social engineering techniques and avoid opening attachments or links in emails that were sent by unknown recipients. Attackers will attempt to entice users into opening attachments or links in their messages in many ways, such as claiming the attachment is a bill, a fax notification, a special offer, or a delivery notice.
Do not download archive files (.zip, .jar, .tar, .7z, .msi, etc.) or executable/script files (.com, .exe, .scr, .bat, .js, .jse, .vb, .vbe, .wsf, .wsh, .cmd). Companies should not need to use these file types when distributing a document.
	Do not click on any links or advertisements if it’s unclear if they come from trusted sources. The web browser will normally show where the link leads to when the user hovers over the link with the mouse. Users can also check online website rating services.
[bookmark: pag9]2.4. Recommendations
· Use a firewall to block all incoming connections from the Internet to services that should not be publicly available. By default, you should deny all incoming connections and only allow services you explicitly want to offer to the outside world.
· Enforce a password policy. Complex passwords make it difficult to crack password files on compromised computers. This helps to prevent or limit damage when a computer is compromised.
· Ensure that programs and users of the computer use the lowest level of privileges necessary to complete a task. When prompted for a root or UAC password, ensure that the program asking for administration-level access is a legitimate application.
· Disable AutoPlay to prevent the automatic launching of executable files on network and removable drives and disconnect the drives when not required. If write access is not required, enable read-only mode if the option is available.
· Turn off file sharing if not needed. If file sharing is required, use ACLs and password protection to limit access. Disable anonymous access to shared folders. Grant access only to user accounts with strong passwords to folders that must be shared.
· Turn off and remove unnecessary services. By default, many operating systems install auxiliary services that are not critical. These services are avenues of attack. If they are removed, threats have less avenues of attack.
· If a threat exploits one or more network services, disable, or block access to, those services until a patch is applied.
· Always keep your patch levels up-to-date, especially on computers that host public services and are accessible through the firewall, such as HTTP, FTP, mail, and DNS services.
· Configure your email server to block or remove email that contains file attachments that are commonly used to spread threats, such as .vbs, .bat, .exe, .pif and .scr files.
· Isolate compromised computers quickly to prevent threats from spreading further. Perform a forensic analysis and restore the computers using trusted media.
· Train employees not to open attachments unless they are expecting them. Also, do not execute software that is downloaded from the Internet unless it has been scanned for viruses. Simply visiting a compromised Web site can cause infection if certain browser vulnerabilities are not patched.
· [bookmark: pag11]If Bluetooth is not required for mobile devices, it should be turned off. If you require its use, ensure that the device's visibility is set to "Hidden" so that it cannot be scanned by other Bluetooth devices. If device pairing must be used, ensure that all devices are set to "Unauthorized", requiring authorization for each connection request. Do not accept applications that are unsigned or sent from unknown sources. References: [4] Schwartz, E I (1997) Webonomics, London: Penguin Books Ltd
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