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Financial services organisations face increasing cybersecurity threats due to the growing sophistication of cyberattacks and the widespread adoption of cloud technologies and hybrid working models. Vigilant Trust & Asset Management has recently experienced security incidents, including advanced phishing attacks and an attempted ransomware infection, highlighting the limitations of traditional perimeter-based security approaches. This report proposes a comprehensive security framework based on the Zero Trust model, which operates on the principle of “never trust, always verify.”
The report identifies key modern threats such as Ransomware-as-a-Service (RaaS), AI-powered social engineering, supply chain attacks, and risks associated with cloud and remote working environments. It then outlines a set of Zero Trust–aligned security policies informed by recognised frameworks, including the NIST Cybersecurity Framework and ISO/IEC 27001. Practical technical and administrative mitigation measures, such as multi-factor authentication, endpoint detection and response, and security information and event management systems, are proposed to address these threats.
In addition, the report presents a proactive monitoring and incident response strategy incorporating continuous security monitoring and automated response capabilities. Finally, the importance of ongoing employee training and security awareness is discussed, emphasising the role of human factors in modern cybersecurity. Overall, the proposed framework aims to enhance the organisation’s security posture, reduce cyber risk, and support a resilient and adaptive approach to cybersecurity.
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Financial services organisations are prime targets for cyberattacks due to the high value of the financial and personal data they manage. Vigilant Trust & Asset Management, a medium-sized financial services company, has recently experienced multiple security incidents, including a sophisticated phishing campaign that bypassed traditional email security controls and an attempted ransomware infection. These incidents demonstrate that traditional perimeter-based security approaches are no longer sufficient to protect modern organisations.
In response to these threats, the organisation’s board has mandated the development of a comprehensive security framework based on a Zero Trust approach. Zero Trust is founded on the principle of “never trust, always verify,” assuming that threats may exist both inside and outside the network. This security model is strongly recommended by recognised cybersecurity authorities such as the National Institute of Standards and Technology (NIST), the Cybersecurity and Infrastructure Security Agency (CISA), and the European Union Agency for Cybersecurity (ENISA).
This report identifies current and emerging cyber threats relevant to Vigilant Trust & Asset Management, proposes Zero Trust–aligned security policies, outlines technical and administrative mitigation measures, describes a proactive monitoring and incident response strategy, and presents a continuous training and security awareness programme.
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Cyber threats have evolved significantly in recent years, driven by automation, artificial intelligence, and increased reliance on cloud technologies. The following threats are particularly relevant to the organisation.
Ransomware-as-a-Service (RaaS)
Ransomware-as-a-Service (RaaS) is a criminal business model in which ransomware developers provide tools and infrastructure to affiliates in exchange for a share of ransom payments. This model has increased both the frequency and sophistication of ransomware attacks. Financial institutions are especially attractive targets due to their operational dependency on data availability and their perceived ability to pay ransoms quickly. RaaS attacks often begin with phishing emails, stolen credentials, or exploitation of unpatched vulnerabilities (CISA, 2023).
AI-Powered Social Engineering (Phishing and Vishing)
Artificial intelligence has significantly enhanced social engineering attacks. Attackers now use AI to generate highly convincing phishing emails and conduct voice phishing (vishing) using realistic, AI-generated voices. These attacks can bypass traditional email filters and exploit human trust, leading employees to disclose credentials or authorise fraudulent transactions. ENISA (2023) identifies AI-driven social engineering as a major emerging threat, particularly within the financial sector.
Supply Chain Attacks
Supply chain attacks occur when attackers compromise a trusted third-party supplier or software provider to gain access to a target organisation. These attacks are difficult to detect because they originate from legitimate and trusted sources. As Vigilant Trust & Asset Management relies on third-party vendors, cloud platforms, and financial software providers, supply chain compromises present a significant risk. NIST highlights supply chain risk management as a critical component of modern cybersecurity.
Cloud and Hybrid Work Risks
The increasing use of cloud services and hybrid working arrangements has expanded the organisational attack surface. Employees working remotely may connect through unsecured networks or use personal devices, increasing the likelihood of credential theft and unauthorised access. Additionally, misconfigured cloud services can expose sensitive financial data to the internet. These risks require security controls that extend beyond traditional network boundaries. [1]
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To address these threats, Vigilant Trust & Asset Management must implement modern security policies aligned with Zero Trust principles and best practices from NIST CSF and ISO/IEC 27001.
Identity and Access Management Policy
This policy ensures that all users, devices, and applications are authenticated and authorised before accessing organisational resources. Multi-Factor Authentication (MFA) is mandatory for all users and systems, including email, cloud services, and remote access platforms. Access is granted according to the principle of least privilege, ensuring users only have access to the resources necessary for their job role. [2]
Device and Endpoint Security Policy
Only approved and compliant devices are permitted to access corporate systems. All devices must have updated operating systems, security patches, and endpoint protection software installed. This policy reduces the risk of malware infections and unauthorised access from compromised devices.
Data Protection and Information Classification Policy
Organisational data is classified based on sensitivity, such as public, internal, or confidential. Sensitive financial and customer data must be encrypted both at rest and in transit. Access to critical data is logged and monitored to support auditing, compliance, and incident investigations.
Third-Party and Supply Chain Security Policy
All third-party vendors must meet defined security requirements before being granted access to systems or data. Regular risk assessments and security reviews are conducted to identify and manage supply chain risks. This approach aligns with NIST and ISO 27001 guidance on supplier security management.
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To support these policies, a combination of technical and administrative security controls is required.
 Multi-Factor Authentication (MFA)
MFA will be implemented across all user accounts, requiring users to verify their identity using at least two authentication factors, such as a password and a mobile authentication application. This significantly reduces the risk of successful phishing and credential theft attacks.
 Security Information and Event Management (SIEM)
A SIEM solution will collect and analyse log data from endpoints, servers, network devices, and cloud services. The SIEM enables real-time detection of suspicious activities, such as abnormal login behaviour or unauthorised data access, allowing for rapid response to potential threats.
 Endpoint Detection and Response (EDR)
EDR solutions will be deployed to all endpoints to continuously monitor system behaviour. These tools can detect ransomware activity, isolate infected devices, and prevent lateral movement within the network.
Cloud Security Posture Management (CSPM)
CSPM tools will be used to continuously assess cloud environments for misconfigurations, excessive permissions, and compliance violations. This reduces the risk of data exposure caused by configuration errors.
Administrative Controls
Administrative measures include regular user access reviews, structured patch management processes, and routine testing of backup and disaster recovery plans. These controls ensure that security measures remain effective and up to date.
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Vigilant Trust & Asset Management will operate a Security Operations Centre (SOC) to provide continuous monitoring of security events. The SOC will utilise SIEM and Security Orchestration, Automation, and Response (SOAR) tools to detect, analyse, and respond to incidents in real time.
Incident Response Process
The incident response process follows NIST best practices and ensures rapid containment and recovery.
[Security Event Detected]
            |
            v
        [SIEM Analysis]
            |
            v
    [SOAR Automated Response]
            |
            v
     [Containment & Isolation]
            |
            v
     [Investigation & Recovery]
            |
            v
      [Lessons Learned]

This structured approach minimises operational disruption and supports continuous improvement of security controls.
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Technology alone cannot prevent cyber incidents; therefore, employee awareness is critical.
Training Programme
The organisation will implement a continuous training programme that includes quarterly phishing and vishing simulations, interactive e-learning modules, and short security awareness updates. These activities help employees recognise modern attack techniques and respond appropriately.
Building a Security Culture
Employees are encouraged to report suspicious activity without fear of blame or punishment. This positive reporting culture supports Zero Trust principles and strengthens the organisation’s overall security posture. [1]
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This report has demonstrated the need for a modern and resilient cybersecurity framework for Vigilant Trust & Asset Management in response to recent security incidents and the evolving cyber threat landscape. Traditional perimeter-based security controls are no longer sufficient to protect financial services organisations from sophisticated attacks such as Ransomware-as-a-Service, AI-driven social engineering, supply chain compromises, and risks associated with cloud adoption and hybrid working.
By adopting a Zero Trust security model, the organisation can significantly reduce its exposure to cyber risks by ensuring that all users, devices, and systems are continuously verified and granted only the minimum level of access required. The proposed security policies, aligned with recognised standards such as the NIST Cybersecurity Framework and ISO/IEC 27001, provide a structured and best-practice approach to protecting sensitive financial and customer data.
The recommended technical and administrative controls, including multi-factor authentication, endpoint detection and response, security information and event management, and cloud security posture management, offer practical and achievable measures to mitigate identified threats. In addition, the implementation of proactive monitoring and a well-defined incident response process enhances the organisation’s ability to detect, contain, and recover from cyber incidents quickly and effectively.
Finally, the report highlights the importance of continuous security training and awareness to address human-related risks and promote a strong security culture. Overall, the adoption of a Zero Trust framework represents a strategic investment in cyber resilience, supporting operational continuity, regulatory compliance, and long-term trust with clients and stakeholders.
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