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Abstract 
This project proposes a scalable multi-modal artificial intelligence framework for harm detection in children using dataset fusion, temporal tracking, and escalation mechanisms. The system integrates textual, visual, and behavioural data sources to improve the accuracy and robustness of harm prediction. Individual deep learning models are trained for each modality, and their outputs are transformed into unified risk scores. A late-fusion architecture combines these scores to generate an overall harm classification, while temporal tracking identifies progression patterns over time. The final output categorises risk into Low, Medium, High, and Critical, supporting early intervention and safeguarding decision-making.


Introduction and Background
The rapid growth of digital platforms has increased children’s exposure to harmful content and behaviours online, including cyberbullying, exploitation, and inappropriate media. Traditional safeguarding systems often rely on single-modality analysis, such as text-only filtering or image-based detection, which limits their ability to capture the full context of harmful interactions [1]. As online environments become more complex, there is a growing need for intelligent systems that can analyse multiple data types simultaneously and track behavioural changes over time.

Recent advances in artificial intelligence, particularly deep learning, have enabled significant progress in natural language processing, computer vision, and sequential modelling. Transformer-based models such as BERT have improved text classification, while convolutional and vision transformer architectures enhance image understanding. Similarly, recurrent neural networks and LSTM models allow behavioural sequence analysis. However, most existing systems operate in isolation and lack a unified framework for combining these modalities effectively [2].

This project addresses these limitations by developing a scalable multi-modal AI framework that fuses textual, visual, and behavioural data. By incorporating dataset fusion, temporal tracking, and escalation mechanisms, the system aims to provide a more holistic and dynamic approach to harm detection, supporting early identification and improved safeguarding outcomes for children.








Problem Statement 
Current harm detection systems are limited by their reliance on single data modalities, such as text or image analysis, which reduces their ability to accurately identify complex and evolving harmful behaviours. These systems often fail to capture contextual relationships between different types of data and do not account for behavioural changes over time [3]. As a result, early warning signs may be missed, leading to delayed intervention. There is a need for a scalable, multi-modal artificial intelligence framework that can integrate diverse datasets, track temporal patterns, and escalate risk levels dynamically to improve accuracy and support effective safeguarding decisions for children [4].


Literature Review

Introduction
Artificial Intelligence (AI) has increasingly become integrated into safeguarding, security, healthcare, and online moderation systems to assist in identifying harmful behaviour and supporting early intervention processes. The growth of digital communication platforms and online social interaction has increased concerns regarding the exposure of children and young people to harmful content, cyberbullying, exploitation, grooming, and self-harm influences. As a result, researchers and organisations have explored the use of AI technologies to improve the speed, accuracy, and scalability of harm detection systems.

This literature review provides an overview of the major research areas relevant to the proposed project, including AI-based harm detection, multi-modal artificial intelligence, dataset fusion, temporal tracking, escalation mechanisms, ethical considerations, and scalability challenges.


Artificial Intelligence for Harm Detection
Current research demonstrates that AI-based systems are increasingly being used to identify harmful online interactions and behaviours. Machine learning and Natural Language Processing (NLP) models have been widely applied to tasks such as cyberbullying detection, toxic language identification, sentiment analysis, and online threat detection.

Many existing systems primarily focus on text-based analysis, using transformer-based language models and classification algorithms to detect harmful communication patterns [6]. While these approaches have shown promising performance levels, much of the current research remains limited to isolated forms of data and lacks broader contextual understanding. This has led researchers to investigate more advanced AI systems capable of analysing multiple forms of information simultaneously.
Multi-Modal Artificial Intelligence
Multi-modal AI refers to systems capable of processing and integrating different forms of data such as text, images, video, audio, and behavioural metadata. Recent developments in transformer architectures and deep learning models have accelerated interest in multi-modal frameworks due to their potential to improve contextual awareness and detection accuracy.

Researchers argue that combining multiple modalities can provide a more comprehensive understanding of harmful behaviour compared to single-modality systems [7]. For example, harmful intent may not always be fully identifiable through text alone and may require visual, behavioural, or temporal context. Despite these advantages, multi-modal systems introduce challenges relating to data synchronisation, computational complexity, and cross-modal representation learning.


Dataset Fusion and Data Integration
Dataset fusion has become an important research area within AI due to the increasing availability of heterogeneous data sources. Existing studies suggest that integrating multiple datasets can improve robustness, increase contextual understanding, and reduce reliance on isolated data environments [8].

Current literature discusses different fusion strategies, including early fusion and late fusion techniques, for combining structured and unstructured data. However, researchers also highlight several limitations associated with dataset fusion, including inconsistent annotations, class imbalance, data quality issues, and bias propagation across datasets [7] [8]. These challenges are particularly important within safeguarding applications where inaccurate predictions could have serious consequences.

Temporal Tracking and Behavioural Analysis
Traditional harm detection systems often analyse isolated interactions or static snapshots of behaviour. However, recent research suggests that harmful behaviour frequently develops progressively over time rather than appearing within a single event [9] [10].

Temporal tracking models such as Recurrent Neural Networks (RNNs), Long Short-Term Memory (LSTM) networks, and temporal transformers have therefore gained increasing attention within behavioural analysis research [10]. These models allow AI systems to analyse behavioural progression, contextual sequences, and evolving risk indicators. Within child safeguarding contexts, temporal analysis may improve the identification of long-term behavioural patterns associated with grooming, emotional distress, or escalating harmful activity.


Escalation Mechanisms and Risk Prioritisation
In addition to identifying harmful behaviour, researchers increasingly emphasise the importance of escalation and risk prioritisation systems within safeguarding technologies. Existing literature suggests that effective safeguarding systems should be capable of categorising incidents according to severity levels and escalating high-risk cases appropriately [11] [12].

Human-in-the-loop frameworks are commonly proposed to maintain ethical oversight and ensure that safeguarding professionals remain involved in final decision-making processes. However, many current systems lack adaptive escalation mechanisms capable of dynamically responding to evolving risks and behavioural changes in real time. This creates opportunities for further research into intelligent escalation frameworks integrated with temporal and multi-modal analysis [11] [12].


Ethical, Legal, and Privacy Considerations
Ethical and legal considerations remain central to the development of AI safeguarding systems, particularly when involving children and vulnerable individuals. Existing research highlights concerns surrounding privacy, consent, bias, transparency, and explainability within AI-based monitoring technologies [13].

Researchers continue to debate the risks associated with false positives, discriminatory outcomes, and over-reliance on automated systems [12] [13]. Consequently, Explainable AI (XAI) and responsible AI governance frameworks have become increasingly important research areas. Legal frameworks such as the General Data Protection Regulation (GDPR) also place significant responsibilities on organisations handling sensitive user data [13].


Scalability Challenges in AI Systems
Scalability represents another major challenge identified throughout the literature. Many AI safeguarding systems are developed and tested within controlled environments using relatively small datasets, limiting their ability to operate effectively in real-world settings [14].

Current research highlights issues relating to computational cost, infrastructure requirements, latency, and real-time processing limitations. As safeguarding systems increasingly require continuous monitoring across multiple platforms and modalities, scalable AI architectures become essential for maintaining system performance and operational reliability [13] [14].


Summary
The current body of literature demonstrates significant progress in AI-driven harm detection technologies while simultaneously identifying several limitations within existing systems. Much of the current research remains fragmented, modality-specific, and limited in scalability and contextual awareness. Furthermore, many systems fail to incorporate temporal behavioural analysis and adaptive escalation mechanisms within a unified framework.

This project aims to explore the development of a scalable multi-modal AI framework that integrates dataset fusion, temporal tracking, and intelligent escalation mechanisms to support more comprehensive and context-aware child harm detection processes.

Research Gap

Introduction
Although significant advancements have been made in Artificial Intelligence (AI)-driven harm detection systems, existing research continues to reveal several unresolved limitations within safeguarding technologies. Current studies demonstrate promising performance in isolated detection tasks; however, many existing approaches remain fragmented, modality-specific, and difficult to scale effectively within real-world safeguarding environments. This section identifies the major research gaps relevant to the proposed project and highlights areas requiring further investigation.


Limitations of Single-Modality Detection Systems
A major limitation within current literature is the heavy reliance on single-modality AI systems, particularly text-based detection models. Many existing safeguarding solutions primarily focus on Natural Language Processing (NLP) techniques for identifying harmful language, cyberbullying, or toxic communication patterns [15].

While these systems can achieve strong classification performance under controlled conditions, they often fail to capture the broader contextual information associated with harmful behaviour. Harmful intent may not always be identifiable through text alone and may instead require visual, behavioural, audio, or temporal context. Consequently, existing single-modality approaches may produce inaccurate predictions, false positives, or missed safeguarding risks [15].

This creates a research gap for more comprehensive multi-modal systems capable of integrating multiple forms of data within a unified framework.
Insufficient Integration of Dataset Fusion Techniques
Although dataset fusion has gained increasing attention within AI research, many existing studies continue to rely on isolated datasets collected from controlled or domain-specific environments. Current literature demonstrates limited exploration into large-scale fusion of heterogeneous safeguarding datasets capable of improving contextual understanding and generalisability [16].

Additionally, challenges relating to inconsistent annotations, varying data quality, class imbalance, and cross-platform interoperability remain insufficiently addressed within existing research. The lack of standardised approaches for integrating multiple safeguarding datasets reduces the effectiveness of many current systems when applied to real-world scenarios.

As a result, there is a clear research gap surrounding scalable and robust dataset fusion strategies specifically designed for safeguarding and child harm detection applications [15] [16].


Limited Use of Temporal Behavioural Analysis
Another significant research gap identified within the literature is the limited use of temporal behavioural tracking within safeguarding systems. Many current AI models analyse isolated interactions or static snapshots of data without considering how harmful behaviour develops progressively over time [17].

Existing research demonstrates that behaviours associated with grooming, emotional distress, exploitation, and online harm often emerge gradually through repeated interactions and evolving behavioural patterns. However, relatively few safeguarding systems incorporate advanced temporal modelling techniques such as sequential analysis, behavioural progression tracking, or real-time contextual monitoring [16] [17].

This limitation creates opportunities for further research into AI frameworks capable of continuously analysing behavioural evolution and identifying long-term safeguarding risks.










Lack of Intelligent Escalation Mechanisms
Current safeguarding technologies primarily focus on detection rather than intelligent response management. While some systems generate alerts when harmful behaviour is identified, many lack adaptive escalation mechanisms capable of prioritising incidents according to severity, confidence, contextual risk, or behavioural progression [17] [18].

The literature also reveals limited integration between detection systems and human decision-support frameworks. Many existing approaches do not sufficiently address how AI systems should assist safeguarding professionals in making informed intervention decisions while maintaining ethical accountability [18].

This highlights a research gap for intelligent escalation frameworks capable of combining automated detection with dynamic risk prioritisation and human-in-the-loop safeguarding processes.

Ethical and Explainability Limitations
Ethical concerns continue to represent a major unresolved issue within AI safeguarding research. Existing literature highlights ongoing challenges relating to transparency, fairness, explainability, bias, privacy, and accountability in automated harm detection systems [19].

Many advanced AI models operate as black-box systems, making it difficult for safeguarding professionals to understand how decisions are generated. This lack of explainability can reduce trust, increase ethical concerns, and create difficulties in high-risk safeguarding environments where decision accountability is essential.

Furthermore, limited research currently exists regarding the ethical implications of large-scale multi-modal child safeguarding systems, particularly in relation to privacy protection, consent, and responsible AI governance [19] [21].












Scalability and Real-World Deployment Challenges
Although many existing AI safeguarding models demonstrate promising experimental performance, relatively few studies address large-scale deployment and operational scalability. Current research frequently relies on small datasets, controlled testing environments, or computationally expensive architectures that may not perform efficiently within real-world systems [19] [20].

Challenges relating to infrastructure requirements, real-time processing, latency, and cross-platform integration remain insufficiently explored. As safeguarding systems increasingly require continuous monitoring across multiple modalities and environments, scalable architectures become essential for practical implementation [19] [20].

This creates a research gap for scalable AI frameworks capable of maintaining performance, reliability, and contextual accuracy within real-world safeguarding applications.

Summary of the Research Gap
The current body of literature demonstrates substantial progress in AI-driven harm detection while simultaneously revealing several important limitations. Existing systems often remain fragmented, modality-specific, reactive rather than predictive, and insufficiently scalable for real-world safeguarding use cases.

There is therefore a clear research gap for the development of a scalable multi-modal AI framework capable of:

· Integrating heterogeneous datasets through dataset fusion techniques;

· Analysing behavioural progression using temporal tracking models;

· Supporting intelligent escalation and risk prioritisation mechanisms;

· Maintaining ethical accountability and explainability;

· Operating effectively within scalable real-world safeguarding environments.

This project aims to address these limitations by exploring the design and development of a unified AI framework for context-aware child harm detection

Rationale and Justification
This project is justified by the increasing need for advanced safeguarding systems capable of detecting harm in children across complex digital environments. Existing approaches are often limited to single data types, reducing their effectiveness in identifying nuanced or evolving risks [21]. 

A multi-modal AI framework addresses this gap by combining textual, visual, and behavioural data to produce more accurate and context-aware predictions. The inclusion of temporal tracking and escalation mechanisms further enhances early detection of risk progression. This research is important because it contributes to the development of scalable, real-time, and ethically responsible AI systems for child protection in online environments [21].

Aims, Goals and Desired Outcomes 
The aim of this project is to design and develop a scalable multi-modal artificial intelligence framework for detecting harm in children using dataset fusion, temporal tracking, and escalation mechanisms. The goal is to integrate textual, visual, and behavioural data into a unified system capable of producing reliable risk classifications. The desired outcome is a functional prototype that accurately categorises harm levels into Low, Medium, High, and Critical. The project also aims to demonstrate improved performance over single-modality systems and provide a foundation for future research in AI-driven safeguarding and real-time risk monitoring applications.

SMART Objectives
The project objectives are Specific, Measurable, Achievable, Relevant, and Time-bound. First, to collect and preprocess at least three multi-modal datasets (text, image, behavioural) within the initial phase. Second, to develop and train separate deep learning models for each modality achieving a minimum F1-score benchmark. Third, to implement a late-fusion mechanism that combines outputs into a unified risk score between 0 and 1. Fourth, to integrate a temporal tracking module for detecting escalation patterns over time. Finally, to evaluate system performance using accuracy, F1-score, and ROC-AUC within the project timeline to ensure reliable and scalable harm detection outcomes.







Methodology
This project adopts a mixed-methods machine learning approach to develop a scalable multi-modal AI framework for harm detection in children. The methodology integrates three data modalities: textual (harmful language datasets), visual (image-based risk detection datasets), and behavioural (temporal interaction data) [22]. Each dataset is independently pre-processed, cleaned, and normalised before being used to train specialised models. NLP models such as transformer-based architectures are used for text classification, CNN/ViT models for image analysis, and LSTM/GRU networks for behavioural sequence learning. Outputs from each model are converted into standardised risk scores. 

A late-fusion mechanism is then applied to combine modality-specific outputs into a unified harm risk prediction. Temporal tracking is incorporated to analyse progression over time, enabling escalation detection. The system is evaluated using accuracy, F1-score, and ROC-AUC, alongside robustness testing across datasets to ensure generalisability and scalability across real-world scenarios [22].

Project Design
The project is designed as a modular, multi-layer AI framework consisting of three primary components: data processing pipelines, individual modality models, and a fusion + escalation layer [23]. Each modality (text, image, behaviour) is developed as an independent model pipeline to ensure scalability and flexibility. The architecture follows a late-fusion design where outputs from each model are transformed into risk scores between 0 and 1. These scores are then passed into a temporal tracking module that analyses changes over time to identify escalation patterns. A final decision layer classifies overall risk into categories such as Low, Medium, High, and Critical. 

The system is built using Python with deep learning frameworks such as PyTorch or TensorFlow. The design prioritises extensibility, allowing additional datasets or modalities to be integrated without restructuring the entire system. This modular structure supports research reproducibility and aligns with real-world deployment scenarios in safeguarding systems [23].

Data Collection Methods and Justification 
Data is collected from publicly available benchmark datasets suitable for harm detection tasks. These include textual datasets for harmful content classification, image datasets for identifying abusive or unsafe visual content, and behavioural datasets capturing sequential interaction patterns. All datasets are sourced from ethically approved repositories and pre-labelled for supervised learning. This approach ensures reliability, reproducibility, and academic validity while avoiding the need for primary data collection involving children [24]. Using multiple datasets enables multi-modal fusion, which improves prediction robustness. Pre-existing datasets also reduce bias introduced by manual annotation and allow the model to generalise across different real-world scenarios.
Development Methods
The system is developed using an iterative machine learning lifecycle [25]. This includes data preprocessing, exploratory data analysis, model selection, training, hyperparameter tuning, and evaluation. NLP models such as BERT or DistilBERT are used for textual harm detection, while CNN/ViT architectures handle image classification. LSTM networks process behavioural sequences. Each model is trained independently before integration into a fusion layer. TensorFlow or PyTorch is used for implementation, with Scikit-learn supporting evaluation metrics. Version control is maintained using Git, and experiments are tracked for reproducibility. The development process follows agile principles, allowing incremental improvements and iterative testing of model performance [25].


Risks, Limitations, Ethical and Legal Issues
A key risk in this project is dataset bias, as publicly available datasets may not fully represent real-world diversity in children’s online behaviour. This can lead to skewed model predictions and reduced generalisability. Another limitation is the complexity of multi-modal fusion, where inconsistencies between text, image, and behavioural outputs may reduce accuracy. Computational cost is also a concern due to the use of deep learning models, particularly transformers and vision architectures.

Ethically, the project involves sensitive subject matter related to child safety [26] [13]. Although no real child data is directly collected, the use of simulated or labelled harmful content raises concerns about exposure to disturbing material during training. Care must be taken to ensure responsible handling of datasets and compliance with ethical AI principles such as fairness, transparency, and accountability.

Legally, compliance with data protection regulations such as GDPR is essential, even when using anonymised datasets. There is also a risk of misuse if the system is misinterpreted as a fully autonomous safeguarding tool rather than a decision-support system. The model must therefore be clearly framed as assistive, not authoritative, to avoid legal liability and over-reliance in real-world deployment [13] [26].

Resources
This project requires computational resources capable of training deep learning models, including GPU-enabled hardware such as NVIDIA CUDA-compatible GPUs or cloud platforms like Google Colab Pro or AWS SageMaker. Software resources include Python, PyTorch or TensorFlow, Scikit-learn, Pandas, and NumPy for data processing and modelling. Additional tools include Jupyter Notebooks for experimentation and Git for version control. Storage is required for large multi-modal datasets. Access to pre-trained transformer models (e.g., BERT) and vision models (e.g., EfficientNet or ViT) is also necessary. Academic resources such as journals and datasets from Kaggle or institutional repositories support research validity and benchmarking.
Project Timeline
The project is structured over a 15-week period from 12th May 2026 to 25th August 2026, with key milestones aligned to proposal submission, development phases, evaluation, and final reporting.

Phase 1: Planning and Proposal Development (12 May – 12 June 2026)
The initial phase focuses on refining the research topic, conducting preliminary literature review, and finalising datasets and methodology. System architecture design and feasibility analysis are completed during this stage. The project proposal is developed and submitted by 12th June 2026.

Phase 2: Data Collection and Model Development (13 June – 20 July 2026)
This phase involves dataset acquisition, preprocessing, and cleaning for all three modalities (text, image, behavioural). Individual deep learning models (NLP, CNN/ViT, LSTM) are developed and trained. Early experimentation and hyperparameter tuning are carried out to optimise performance.

Phase 3: Fusion and Temporal Tracking Implementation (21 July – 5 August 2026)
Outputs from each modality are integrated using a late-fusion architecture. A temporal tracking module is implemented to monitor behavioural changes over time and enable escalation detection. Initial system testing is performed.

Phase 4: Evaluation and Refinement (6 August – 15 August 2026)
The full system is evaluated using accuracy, F1-score, and ROC-AUC metrics. Errors are analysed, and model improvements are applied. The escalation mechanism is refined to ensure reliable risk classification.

Phase 5: Presentation Preparation (16 August – 20 August 2026)
A structured presentation is developed showcasing methodology, architecture, and results. Visual diagrams and performance graphs are prepared. The presentation viva is delivered on 20th August 2026.

Phase 6: Final Report Writing and Submission (21 August – 25 August 2026)
The final dissertation is completed, including all chapters, evaluation, and discussion. Proofreading and formatting are completed before final submission on 25th August 2026.
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Vision
The long-term vision of this research extends beyond the development of a single prototype framework and instead reflects the future potential of artificial intelligence within safeguarding and real-world decision-support environments. As technology continues to evolve, future systems may eventually be capable of integrating hundreds of datasets and multiple interconnected AI models to provide far more accurate, contextual, and proactive safeguarding analysis than is currently possible today. Advances in computational power, explainable AI, behavioural modelling, and large-scale data integration could allow future safeguarding systems to better understand complex human behaviours, emotional indicators, environmental influences, and long-term risk progression across multiple domains simultaneously.

This research recognises that current technological, ethical, and legal limitations may restrict what can realistically be achieved at present. However, even if the proposed framework is only partially successful, the project aims to contribute towards a broader foundation for future innovation and interdisciplinary research. The vision is that future generations of scalable multi-modal AI systems may eventually support professionals in making safer, faster, and more informed decisions capable of addressing complex real-life safeguarding challenges while maintaining ethical responsibility, transparency, and human-centred oversight at the core of technological advancement.


Module Integration
This project integrates knowledge and skills developed throughout the MSc programme by combining multiple academic modules into a single interdisciplinary research framework. Concepts from Artificial Intelligence and Machine Learning are applied through the development of predictive and multi-modal AI models, while Data Analytics and Data Warehousing knowledge supports dataset fusion, preprocessing, and behavioural analysis. Research Methods has informed the overall methodology, evaluation strategy, and academic structure of the proposal. Ethical Computing and Cybersecurity principles are integrated through consideration of privacy, bias, GDPR compliance, and responsible AI usage. Additionally, Systems Design and Human-Computer Interaction concepts contribute towards the scalable architecture and explainable escalation mechanisms. Overall, the project reflects the practical integration of technical, analytical, ethical, and research-focused skills developed throughout the course.


Conclusion

This project has presented a scalable multi-modal artificial intelligence framework for harm detection in children, integrating dataset fusion, temporal tracking, and escalation mechanisms to support early identification and response to risk. By combining heterogeneous data sources such as textual signals, behavioural patterns, and visual indicators, the framework demonstrates how multi-modal learning can improve detection accuracy compared to single-source approaches. The fusion layer plays a critical role in consolidating outputs from independently trained models, enabling a unified risk representation that can be translated into meaningful severity scores.

Temporal tracking further enhances the system by capturing changes in behaviour over time, allowing the model to distinguish between isolated incidents and persistent harmful patterns. This longitudinal perspective is essential for reducing false positives and improving real-world reliability. In addition, the escalation mechanism provides a structured pathway for translating AI predictions into actionable outcomes, categorising risk levels into low, medium, high, and critical to support decision-making processes.

Overall, the framework highlights the potential of artificial intelligence in safeguarding vulnerable populations when designed with scalability, interpretability, and ethical considerations in mind. Future work could focus on improving dataset diversity, refining real-time deployment efficiency, and strengthening explainability to ensure responsible adoption in sensitive environments.
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