[image: ]
University of Wales Trinity Saint David
School of Computing
02/01/2021/ACCA6024
Assignment 1
Cloud-Based Web Services
By Kieran John Ayres









Kieran John Ayres	P149775	Cloud-Based Web Services


2

[bookmark: _Toc60846323]Table of Contents  	
Table of Contents
Table of Contents	2
1.	Introduction	3
2.	Testing the Dynamic Webpage	4
2.1.	Testing the Read Operation	5
2.3.	Testing the Update Operation	6
2.4.	Testing the Delete Option	6
3.	Web Services	7
4.	SOAP Web Service	8
5.	REST Web Service	9
6.	GraphQL Web Service	11
7. A Comparison of the Web Services	12
7.	Conclusion	13
References	14


 



1. [bookmark: _Toc55849588][bookmark: _Toc60846324]Introduction
The focal point of this assignment is to design and develop a dynamic webpage which utilises AJAX and a REST API. The webpage will make use of the CRUD operations, which are create, read, update, and delete. The second section of the assignment will be to research and write a report about different web services, specifically, SOAP, REST and GraphQL. The report will then have a section to compare these before drawing a conclusion.  

   


2. [bookmark: _Toc60846329]Web Services 
Firstly, a web service is something that uses core web protocols to exchange data over the internet. Commonly, this is done in XML, which is short for Extensible Markup Language. These are used online so two applications can communicate with one another [1]. [2] One of the reasons these are as good as they are is because they are independent of language, meaning that two applications written in different programming languages could still communicate over the internet [2]. 
There are other web services than the aforementioned ones. For example, there is UDDI, this is an abbreviation for Universal Description, Discovery, and Integration. This one was designed as a business registry where companies would be able to use it to add themselves to the online “yellow pages”. UDDI had businesses list themselves in categories in which other businesses can find them by. One of the categories this may include would be the product they sell. It also offers a framework for integration, these use protocols such as HTTP and DNS. [1] [3]. The point that is being gravitated towards is that, web services are vast in numbers and within reason, any public web development that goes live would utilise, at the least, one of these to help run themselves. 
An example of some common HTTP status codes can be seen below in the table [4].

Figure 1
	100
	Continue

	200
	OK

	204
	No Content

	400
	Bad Request

	401
	Unauthorized

	403
	Forbidden

	404
	Not Found

	500
	Internal Server Error

	503
	Service Unavailable

	504
	Gateway Timeout



 



2.1. [bookmark: _Toc60846331]REST Web Service
[bookmark: _Hlk60598581]REST is a web service, which is an abbreviation for Representational State Transfer. It was designed to be utilised in an architectural style way when developers are using it in their webpage. REST, in general, normally will use HTTP as its main protocol to function. HTTP has 3 important steps when it is used, first the client will verify the connection with the server via a TCP connection. TCP is the most common connection protocol. The client, for this example, can be a web browser. Once this is established, the client will send a request for data to the server, this can be done through an API, for example it could be clicking a button to request some music to be played. Once the server receives the request, it sends back with a status code and then the data which has been requested, if it has all connected correctly. This can be repeated if it fails as they are easily re-established. REST utilises HTTP when the CRUD operations are used on the webpage, these are Create, Read, Update and Delete, which were explained in the test case sections. These are known as HTTP methods. [2] [4] When it does transfer data, it transfers it in Extensible Markup Language, or XML for short, or it can transfer it in JavaScript Object Notation, or JSON. [5] REST doesn’t have limitations on content, so the content can be web pages, videos, or pictures. 
To continue, there are many advantages to the REST service. One of them being that they grow the client and server components separately, so there can be more focus on growing a specific side to the application, such as the user interface. The fact that the client and server are separate components in the architecture allows it to be more scalable because they can be built on separately. [2] REST is also good as there are so many APIs available. Developers can always find one for a purpose that they want, whether it’s for personal or professional use, for these there are websites dedicated to open source APIs. The other advantage of REST is that it has simplicity, through research, it is referred as lightweight to learn, which means that experienced developers who haven’t used this could learn it in a minimal amount of time and implement professional solutions using REST, making it a good source for companies to use for their business solutions. [2] [6] 
A disadvantage of REST is that it has a lack of standard security so it’s more useful as a public API in comparison to a private one. Another disadvantage that it is stateless, this means that transmission requests aren’t saved, it’s not the worst feature but it’s not necessarily great in other cases, for example, if an e-commerce site was being developed, it would need a feature which can store the shopping cart, this would rely on the client having to store and keep this state which results in the client application being harder to preserve and keep updated. [2] REST can also be viewed as unreliable because they aren’t used on professional industry applications such as financial banking services, due to characteristics such as no standard security, also it isn’t good for transferring large amounts of data over a network [7]. 


2.2. [bookmark: _Toc60846332][bookmark: _Toc60846330]SOAP Web Service
SOAP is short for Simple Object Access Protocol. It is a protocol that is used in Web services. SOAP mainly transfers data with the HTTP protocol but has used others such as SMTP. It sends data in XML format. SOAP at its core, is simple, simple in the sense of what it is built for, it is built so nodes can send and receive data. But it can be developed to get multiple responses [6]. The SOAP follows a simple standard, it has 3 sections to complete it, there is the “service provider, service registry, and service requester” [8]. The provider is the part where it accepts the requests from the, for example, application, the application can also be viewed as being the “service consumer” [8]. The service registry is the place where it contains all the possible services that can be accessed. The consumer would send a request, and then the registry would find the service in the directory and then that is followed by the provider then publishing the service requested. [8] These are sent across the network in a form of, in SOAP terms, an envelope. Envelope which contains the messages. 
There are many benefits and drawbacks of SOAP. One of these benefits are the security that is included as standard, this means that SOAP is good where confidentiality of data is involved. It is built with a standard extension of security to SOAP. This is WS – Security or the WSS, it’s a framework for protecting the service, for example, by having this it can encrypt the XML that is travelling over the network. This makes the device communication more secure [9]. Another benefit to soap, is that it has great freedom when it is being built, as it has operating system and programming language independence. This means that the developer doesn’t need a specific known language to implement a solution for it [6]. An advantage to soap as well is that is when it fails, it has an automatic pre-built logic when a failure occurs to retry. This saves a major implementation of this when programming it [2]. 
One of the big drawbacks to using SOAP, is the technicality of SOAP, when there is changes to the system with SOAP, usually it required technical and difficult code on the client side, so the person who was in charge of this would need good knowledge of the service [6]. Another drawback to SOAP is that it commonly only sends in XML format which makes the data size much larger, which results in the smallest of requests being slower than what a user may want [10]. A final drawback to SOAP is that, when it sends a request, it uses a POST method, this then means that it requires a difficult XML request to be made, this is a drawback as it then makes response-caching very difficult, response-caching is in place to minimise the amount of requests that are sent across the network [6].


2.3. GraphQL Web Service
GraphQL is a relatively new web service, it is a type of query language built for APIs which was introduced as a good solution to some problems that were arising in the technology world. One of these was that as time goes on, people rely on their mobile devices so the increased data usage meant that there was a need for technologies that could meet more efficient loading expectations. Facebook responded by publishing something they used at their headquarters, which is GraphQL. It isn’t as popular within the web services sector. However, it is growing. GraphQL will format in JSON. It is built as a client-side web service, where the back-end development is built in a way which it is used to query databases for specific data. It can then tell the API how the data needs to be shown to the client [11] [12] [13]. 
One of the advantages to GraphQL is that, as it only queries for specific data and because of this, it responds with no less or no more other than the precise data requests that the user has made which makes GraphQL very efficient in its transference of data across the internet. 
Another advantage is that because it has grown massively in the last few years it now means many languages support GraphQL, such as Python which makes this web service much more accessible for developers who couldn’t use this before. GraphQL also has a really good feature, which is highly detailed error messages. This is great because it can refer exactly to the problem and possible ways to fix it, this is particularly useful for someone who hasn’t had as much experience with GraphQL as this will make it easier to become familiar with the sort of errors that you see [14]. 
One of the main disadvantages to GraphQL is caching, the service doesn’t follow the HTTP specification for caching, which means that a developer would have to implement caching into the system. One that is viewed as a disadvantage is the complexity behind the queries. As GraphQL is built as a query language, it was developed in a way that it can perform really specific requests, so when a user makes a query that instead, requests a lot of fields it becomes more difficult for the application to hold. When using GraphQL, developers have to implement a system that specifies a maximum request limit to avoid this. Another disadvantage is that it’s got a smaller community of followers, as it is a newer technology in comparison to some other web services in the community, there isn’t as much support and it may not be seen as reliable as them due to this [11] [14] [15] [16].


2.4. [bookmark: _Toc60846333] A Comparison of the Web Services
[bookmark: _Toc60846334]To begin, the first similarity that was noted was that all three web services uses HTTP as their standard protocol for transferring data. Another similarity that SOAP and REST share is that they are both stateless. However, REST is naturally stateless. SOAP can support it if it is implemented in such a way. The first comparison that was observed during the research was that SOAP was clearly a better service in terms of security, in comparison to REST and GraphQL. Many sources pointed that REST wasn’t good for the transference of confidential data, and GraphQL can sometimes go wrong if authorisation and validation aren’t implemented properly. Whereas, with SOAP, it has the WS-Security extension, which makes the service much more secure, allowing it to deal with data that needs protection, thus, making it a good service for business applications such as financial businesses. The next point is the efficiency issue when transferring data. There are two factors, GraphQL is for querying databases, and it’s good because when bringing data, then GraphQL can be more efficient than what SOAP and REST are, this is due to a user being able to query for specific data. However, some users can request more data than what they needed, on accident. Which would cause it to be less efficient, but this would still be more efficient than always getting more data than what you needed if you were to use a service like REST. SOAP is the least efficient out of the three, as it only uses XML, which does not transfer as fast as JSON. Which is what GraphQL uses which mean a faster rate of transfer and REST excels in that, as it can parse XML or JSON. For these reasons, from the 3, SOAP will consume more bandwidth. A difference in GraphQL that is worth mentioning is that it doesn’t require the latest update. One of the strong points of SOAP, is that it has a built-in feature for where a failure will happen, it will try again whereas these sorts of features would need to be implemented within GraphQL and REST. SOAP can be seen as a more trusted service. This is due to GraphQL and REST not being around for as long. This isn’t to say however, it is the easiest to work over as the general mention from the research was that REST was easiest to learn and it is also one of the most popular ones. [2] [6] [8] [7] [13] [16]



3. Conclusion
In conclusion, it has been good to see how a dynamic webpage can use an API to interact with data. Through research, it has been clear to see that the web services that can be used when web developing are all good. However, in reality there isn’t one better than the other in most cases, as they all are strong for different types of applications. But some, such as SOAP and REST web services have similarities, which means when you are implementing one of these, the choice should be down to the type of application and based on which the developer is more familiar with.
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Appendix

Index.html
<html>
 
<head>
    <title>Movie Enthusiast</title>
</head>
    
 
<body>
    <h1> Move Enthusiast </h1>
 
    <h2> Type in your favourite Movie to see the poster</h2>
    <input onkeyup="getanswer(document.getElementById('qurybox').value)" id="qurybox"> <div id="answer"></div>
    <script src="https://cdnjs.cloudflare.com/ajax/libs/jquery/3.2.1/jquery.min.js">
    </script>
    <script>
        var data;
        function getanswer(q) {
            $.get("https://www.omdbapi.com/?s=" + q + "&apikey=ba1f4581", function (rawdata) {
                var rawstring = JSON.stringify(rawdata);
                data = JSON.parse(rawstring);
                var title = data.Search[0].Title;
                var year = data.Search[0].Year;
                var imdburl = "https://www.imdb.com/title/" + data.Search[0].imdbID + "/";
 
                var posterurl = data.Search[0].Poster;
                document.getElementById('answer').innerHTML = "<h1>" + title + "</h1><br> <img src= '" + posterurl + "'><br><p> Year Released:" + year + "</p> <br> <p> IMDB page: <a href='" + imdburl + "'target='_blank'>" + imdburl + "</a></p>";
            });
        }</script>
    <br />.<br />
 
    <h2> Type Your Name</h2>
    <input type="text" id= "Name" />
    <h2> Type your Favourite Movie</h2>
    <input type="text" id= "Fav_Movie" /> 
    <input type="button" id = "Post" />
    
    <h2> Delete Post </h2>
    <input type= "text" id="Delete"/>
    <input type="button" id="DeletePost"/>
 
    <p id= "PrintPost">  </p>
 
 
    <script src="jquery-3.2.1.min.js"></script>
    <script src="showAjaxFunctionality.js"></script>
 
</body>
 
 
</html>

showAjaxFunctionality.js
$(function () {
	$.ajaxSetup({ cache: false });
 
 
	$("#Post").click(function (e) {
		SendPost();
		e.preventDefault();
		return false;
	});
 
	$("#DeletePost").click(function (e) {
		Delete();
		e.preventDefault();
		return false;
	});
 
	
});
 
function GetPosts() {
	$.ajax({
		cache: false,
		type: "GET",
		url: "https://jsonplaceholder.typicode.com/posts",
		data: '',
		contentType: "application/json; charset=utf-8",     // <-- may need to remove charset=utf-8 for IE
		dataType: "json",
		success: GotAllPosts,
		error: (req, status, error) => window.alert("AJAX error")
	});
}
 
 
 
function SendPost() {
	var data = {
		Name: $("#Name").val(),
		FavouriteMovie: $("#Fav_Movie").val(),
	};
 
	// Important: resource will not be really 
	// updated on the server but it will be faked as if.
	$.ajax({
		cache: false,
		type: "POST",
		url: "https://jsonplaceholder.typicode.com/posts",
		data: JSON.stringify(data),
		contentType: "application/json; charset=utf-8",     // <-- may need to remove charset=utf-8 for IE
		dataType: "json",
		success: GotPostResult,
		error: (req, status, error) => window.alert("AJAX error")
	});
}
 
function GotPostResult(json, status, req) {
	var html = "";
	console.log(json);
 
	html += "Favourite Move" + json.FavouriteMovie + "<br/>"
		+ "Name:" + json.Name + "<br/>"
		
 
	$("#PrintPost").html(html);
}
 
function Delete() {
	var postId = parseInt($("#Delete").val());
 
	$.ajax({
		cache: false,
		type: "DELETE",
		url: `https://jsonplaceholder.typicode.com/posts/${postId}`,
		data: '',
		contentType: "application/json; charset=utf-8",    
		dataType: "json",
		success: (json, status, req) => $("#PrintPost").html("<p>Deleted!</p>"),
		error: (req, status, error) => window.alert("AJAX error")
	});
}
 
function GetPost() {
	var postId = parseInt($("#getid-text").val());
 
	$.ajax({
		cache: false,
		type: "GET",
		url: `https://jsonplaceholder.typicode.com/posts/${postId}`,
		data: '',
		contentType: "application/json; charset=utf-8",     
		dataType: "json",
		success: GotGetResultById,
		error: (req, status, error) => window.alert("AJAX error")
	});
}
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