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Introduction

Network security is a set of rules that aims to protect and prevent unauthorized entry into a company’s network. It is a process of taking precautionary measures for the software, to defend the underlying network infrastructure from unauthorized access. Network security has a basic plan which consists of protection, detection, and reaction.  This paper is presenting the advice that Jones-Smith Truman Consultants (JSTC) is offering to the County Council of Snowdenia on information security management. An attack was launched on their network using three-pronged incursion based on the Man-in-the-Middle (ARP poisoning) attack, password cracking, and access through the Wi-Fi provided for the employees, who are performing all the tasks from home. The JSTC offers advice to the County Council on what loopholes could have occurred in their networks that led to an attack. JSTC also gives the Council a basic approach that can be used to test how well protected is their network.
Organizations are under constant threat of cyber-attacks. The hackers have become more and more sophisticated in the way that they conduct attacks on organizations' networks. Therefore, it is the organization is in charge to ensure that their information is secure from the hackers by providing the best security measures to prevent these attacks (Miller,2018). The Council requires a sophisticated method of protecting the privacy, honesty, and accessibility of their data. Multiple layers of hardware and software can be used to stop and prevent attackers from damaging the computers and launching an attack on their network (Wright, 2020).
[image: ]
Fig.1 – Explain the relationship between confidentiality, integrity, availability, and network security.

Most of the network users are unaware or, sometimes, not concerned about the privacy, honesty, and accessibility of data, when they are using these networks (Miller,2018). This is a vulnerability that the cyber attackers will look for, when they are launching an attack. 
Based on the analysis that has been made, it was found a solid evidence of how the networks used by the users, who are less concerned about the vital elements of network security, are being put at a great cyber security risk. Therefore, the first requirement of the Council is to initiate a cyber-awareness program to educate their own users about how to use, communicate and interact. This could be done by using the Council’s networking in order to decrease the level of cybersecurity incidents and mitigate the associated risk more effectively.


Software Updates

There are several basic requirements that the Council has to maintain, in order to secure their network against the potential attacks. The attacker of the Council’s network was able to do so, because the Council was not updating the security system (Chen, Oshiba & Chiong, 2016). 
In most cases, attackers look for loopholes and vulnerability in the operating system, software applications, and website browsers. When the software is not updated, the attackers can find the weak spot and launch the attacks on the network, thus accessing the Council network and producing leaks of vital information (Wright, 2020). 
The IT department of the Council should keep inventory to ensure that the devices are updated regularly, including network hardware. The Council can also ensure that their Windows or other systems have set the updating system enabled all the time.

Strong Passwords

The easiest way for the attackers to launch a cyber-attack, is by breaking the passwords. Usually, most of the users are aware of how to secure their passwords and to not keep them written on post-it notes and leave them sticked on their desk. 
Network hackers have developed their own ways by which they can crack passwords and launch the attack (Cohen, 2018). Therefore, the best way to secure these passwords is by creating a password that cannot be detected by either a human or a computer. A simple description of a sturdy password is that which has at least six characters or more and uses an arrangement of numbers, symbols, lower-case and upper-case letters. 
The Council should not use passwords that are from the dictionary or even a foreign language. The password should not be from any guessable entities such as: phone numbers, or street numbers (Cohen, 2018). To make sure that their passwords are safe, the Council should change all the passwords every two months (Chen, Oshiba & Chiong, 2016). Also, the users accounts should be blocked out for a certain period, after three failed logging attempts.

Secure VPN

The security of the VPN is essential for every network user. Securing the data encryption and the uniqueness authentication are some of the safest ways of securing a VPN (Cohen, 2017). Because the Council is using an open network connection, the hackers can use this as an opportunity to sneak into the network. 
Also, the information is more vulnerable when is traveling over the Internet.  Therefore, the Council’s certification of their servers and VPN software should be reviewed in order to ensure that they have a strong protocol for encryption and authentication. 
The most secure authentication method is the use of multifactor authentication. When their system is accessed, the Council should ensure that the users take several steps to prove their identity. In addition to passwords, the Council can take extra secure measures and implement the PIN numbers for the users to access the network (Chen, Oshiba & Chiong, 2016). 
Another measure that could be adopted is a random code generator, that is produced by a key-fob authenticator, that could be used together with the password or the PIN. The Council can also use a firewall to separate the VPN network from the rest of the Council's network. 
Finally, they can ensure that the network users have a secure network in their homes, as the malicious software that has affected their home network can attack the Council’s network via VPN.
[image: Case Study #2: Offering Two-Factor Authentication]
Fig.2 - Random code generated by a key-fob authenticator.

The County Council should set clear user-access privileges (Cohen, 2017). The network was attacked by one of their staff because the access to the network was not restricted. Inappropriate access to the network can pose a great network security risk. Employees access to critical data should not be overlooked by the IT department of the Council (Chen, Oshiba & Chiong, 2016).  
Recent research found out that the employees of the most institutes are accessing confidential data that is not included in their job requirements. Business data such as spreadsheets and emails are at risk of being seen or used without permission, and they could be released to the public. Therefore, the County Council should ensure that system access privileges are given only to the employees that are authorized (Cohen, 2017)

Detecting Attacks

Corresponding to the computer networks and systems, ARP looting or ARP poisoning is a technique where an attacker sends (stored) a Determination Protocol (ARP) message to a local network (Abad, 2007). 
Usually, the goal is to link the invader’s MAC link with the IP address, so that all the traffic from that IP address is sent to the attacker. ARP looting can enable an invader to block data frames on the Internet, adapt traffic, or discontinue all traffic. Attacks are frequently used as a starting point for other crisis, such as a denial of use, an attack on human identity theft, or other type of theft (Abad, 2007). This attack can only be used on a network that uses ARP and requires the attacker to access the part of the internal network directly (Abad, 2007).
The software that detects ARP looting usually relies on some type of audit or ARP response check. Then, unconfirmed ARP responses will be blocked. These technologies can be integrated with the DHCP server to authenticate dynamic and static IP addresses. 
This function can be performed on a single host, or it can be embedded in Ethernet switches or in another network device (Abad, 2007). The presence of multiple IP addresses associated with a unique MAC address may indicate an attack on ARP looting, although this configuration has valid uses. Remarkably, the device listens to ARP responses on the web and sends notifications via email when ARP entries change. Anti-ARP also provides Windows-based fraud prevention at the kernel level (Abad, 2007). 
[image: C:\Users\APOLLO\Downloads\pic\arp poisponing.jpg]
Several cognitive environments also provide a security system to prevent MAC looting among visitors that are running on the host. Also, some Ethernet adapters provide anti-looting functions for MAC and VLANs (Abad, 2007).
In password analysis and computer security, password fraud is the process of obtaining code word from numbers that are stored locally or carried by a computer system. 
The most common method (brute force attack) is to try to recreate passwords and check them against password calculation (Pernicha, 2018). The purpose of password hacking may be to help users to find forgotten passwords (the security risk of installing new passwords is small, but includes system management privileges), unauthorized access to the system, or a blocking role (Abad, 2007). 
 On a file-by-file basis, password frauds are used to obtain digital proofs. When individual file permissions are restricted, it will be allowed the access to the digital evidence.
The best way to prevent passwords from being compromised is to make sure that attackers can't even get a quick password (Pernicha, 2018). On the modern Unix system, the passwords are stored in the shadow file and only applications with enhanced privileges can access the passwords. 
This way, it's hard for malicious users to get passwords straight from the beginning, but despite protection, many password collections have been stolen easily (Juels,2013). 
Another reliable method is to use specific web keys in conjunction with a password prompt, even if it is quickly speeded up to prevent the recovery of plain text passwords (Juels 2013). 
Access to the Internet through open Wi-Fi networks is becoming more common. It is best to take several steps to protect yourself from unexpected crashes. Connecting to that public network with a potential attacker makes it easy for the attacker to work (e.g.: they could access a computer to steal files, data, or information). Enable two-step verification method (via SMS or mobile app) for a platform that provides authentication could be an efficient solution. For example, Gmail has this type of checking, which means that if an attacker has access to an individual’s password, they will not be able to use the password to access the email account (Juels 2013).
Performing auditing tests for data protection is essential for every organization. The Council should adopt auditing, since it plays a key role in educating and assisting the organization. The consensual and compulsory audit is conducted by ICO (Information Commissioner’s Office) to assess the processing of personal information, and provides practical advice to the Council on how to deal with network issues (Juels 2013). 
One approach that the ICO has used to determine data compliance audit is a risk-based and targeted approach, to audit and fallow a by-exception approach to reporting. This helps the ICO to know if the Council is complying with the data protection policy (Pernicha, 2018). Also, the risk can be identified by the number of complaints that the commission has received concerning any form of breaches. In case of a complaint, the ICO will check on the compliance history of the Council by using business intelligence, such as media reports and other relevant information (Navarro, 2019).

Conclusions

The security is a dynamic process that must respond effectively to new vulnerabilities, threats, and constant changes that occur in the operating environment. A successful approach will combine elements of a technological, procedural and human nature, by using a structured process that integrates information security and risk management activity into the life cycle of systems’ development.
In conclusion, network protection is important for all organizations. The hackers look for all the possible loopholes in the network system to start an attack. Therefore, every organization should ensure that their own data is protected. Also, having the employees to understand the risks to which they may expose the organization by not observing the data regulations, will help reduce the chances of an attack. Therefore, the companies should conduct a regular audit on their data protection to ensure that there are no gaps left that could put the Council at risk.
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