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Figure 1 – Login Page
The login page is called index.php and is located in the root directory of the website, this ensures it is the page that is loaded when the user navigates to the domain of the website.
[bookmark: _Toc33784768]Redirect to Home if logged in.
The login page will only load if there is no current logged in browser session. It checks this by invoking the session with session_start() and checking if there is a value in “uName” session variable:
[image: ]
Figure 2 – login page redirect
If there is a logged in user, it redirects to the home page.
The opposite happens on all other pages in the site. If the user navigates to a page other than index.php whilst not logged in, they are automatically redirected back to the login page:
[image: ]
Figure 3 - home page redirect
[bookmark: _Toc33784769]Login
When the user tries to log in, the username is checked against the database by “checkUsername”, then if that returns true, the password is checked against the username using “checkPass”. If the user is correct, they are logged in and redirected to the home page, if not they are redirected back to the login page with an error message:
[image: ]
Figure 4 – login functions
“checkUsername” checks if the input username matches a user in the database:
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Figure 5 – checkUsername function
The “checkPass” function gets the hashed password for the user from the database, then hashes the entered password and compares them: 
[image: ]
Figure 6 – checkPass function



[bookmark: _Toc33784770]Logout
Clicking logout on any of the site pages destroys the browser session and redirects to login page:
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Figure 7 – logout function
[bookmark: _Toc33784771]Home Page
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Figure 8 – Home Page


[bookmark: _Toc33784772]Check for files
The “data” folder is checked whenever the home page is reloaded using the “checkforFiles” function, this can be forced using the “Check for new files” button:
[image: ]
Figure 9 – hame page function calls
“checkforFiles” uses FileSystemIterator to recursively search through the directory and return the file names, which are then filtered by file type to only .txt to exclude any miscellaneous files:
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Figure 10 – checkforFiles function
When the “Import Files” button is pressed, the “importAndDeleteFiles” function is called, this takes the array of data file names and imports them to the database, then deletes the files:
[image: ]
Figure 11 – importAndDeleteFiles function
The importAndDeleteFiles function iterates through the data files returned by checkforFiles and extracts the data, imports the data into the database and deletes the data file. This is under the assumption that the sensor nodes would populate the files locally and periodically send new files to the central server, rather than the nodes populating the files on the central server in real time.
[bookmark: _Toc33784773]Useful stats
Stats are displayed on the home page through various functions:
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Figure 12 – stats functions
The wettest day is retrieved by formatting the timestamp of the records to only the date and grouping on this value:
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Figure 13 – wettest day function
The wettest location is gathered in a similar way, by grouping on the location:
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Figure 14 – wettest location
The average rainfall is calculated using the SQL AVG() function:
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Figure 15 – average rainfall
[bookmark: _Toc33784774]Table Page
The table page allows the user to filter the data in various ways and display it in a table format. On load the table shows all of the data in the database.
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Figure 16 – Table Page
[bookmark: _Toc33784775]Table filters
The user can filter on any combination of the following:
· Reading ID (e.g. readings 1 to 500)
· Location (e.g. only readings from location 1, or 1 and 3)
· Date of reading (e.g. between 01/01/2019 and 01/03/2019)
· Rainfall value (e.g. only return records with a rainfall value between 50mm and 100mm)

When the filters are submitted, the SQL query is created by “setTableFilters” function, then the SQL query is run against the database in “filterTable” and finally the table is displayed by “createTable”:
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Figure 17 – table PHP functions
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Figure 18 – filterTable function

[image: ] [image: ] [image: ]
Figure 19 – setTableFilter function
[image: ] [image: ]
Figure 20 – createTable function

When a filter is applied the filters stay in the fields to allow the user to edit their queries rather than starting again:
[image: ]
Figure 21 – table filters

This is done by using the GET variables to re-fill the fields once submitted:
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Figure 22 – table filter field code
[bookmark: _Toc33784776]Table sort
By clicking on the table headers, the user can sort the filtered data by any of the fields, either ascending or descending:
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Figure 23 – sorted by rainfall
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Figure 24 – sorted by reading ID

This is done using JavaScript and bubble sorting the HTML table row elements by their value:
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Figure 25 – JavaScript table sort function
[bookmark: _Toc33784777]Graph page
The graphs page shows the data by month for each location, and also shows each day of the wettest month on record for each record.
[bookmark: _Toc33784778]Month graphs
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Figure 26 – monthly rainfall graph for location 1
The rainfall by months graphs are created using “makeGraphMonths.php” using hard-coded get variables for the location and graph title:
[image: ]
Figure 27 – graphs page graph images
The makeGraphMonths.php file includes the phpMyGraph5.0.php library for creating graphs. It formats the “TimeOfReading” field of the rainfalldata table to only the month and year, then groups on this value and sums the “ReadingValues” to get the data in the correct format for the phpMyGraph library to read and turn into a png file:
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Figure 28 – makeGraphMonths.php
[bookmark: _Toc33784779]Day graphs
The wettest month on record was May 2019, so the graphs show the rainfall for each day in May for each location:
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Figure 29 – wettest month graph for location 1
The makeGraphDays.php file first gets the wettest month on record by grouping the records by month and summing the “ReadingValue” values:
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Figure 30 – makeGraphDays.php getting wettest month
Then this wettest month value is used to filter the database values which are grouped by day, summed and displayed in the graph
 [image: ][image: ]
Figure 31 – makeGraphDays.php filtering by wettest month and grouping values by day

[bookmark: _Toc33784780]Account page
The accounts page shows some of the user data stored in the database and also allows the user to change their password:
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Figure 32 – Account Page
[bookmark: _Toc33784781]Displaying information
The account details are displayed by calling functions “get_uFullName” and “get_uJobTitle”:
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Figure 33 – echo the result of “get_” functions
These functions use the session variable “uName” for the current logged in user to query the database for the other information tied to that user:
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Figure 34 – getting first and last name using the username
[bookmark: _GoBack][image: ]
Figure 35 – getting the job title using the username

[bookmark: _Toc33784782]Changing password
They must put their current password in correctly and put the same new password in twice to successfully change their password, otherwise an error message is shown:
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Figure 36 – current password incorrect
[image: ]
Figure 37 – new passwords don’t match
[image: ]
Figure 38 – successful password change
This is achieved using the “error_message” session variable:
[image: ]
Figure 39 – echo error message on page reload
The password change function first uses “checkPass” to check the current password is correct, then compares the two new passwords to check they are the same. If they are then the password is updated using the “updatePass” function. If the current password is wrong or the new passwords don’t match an error message is displayed using “error_message” session variable:
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Figure 40 – change-password.php
[image: ]
Figure 41 – updatePass function

[bookmark: _Toc33784783]Show/hide passwords	
The passwords can be toggled to be hidden or shown:
[image: ]
Figure 42 – Passwords showing
[image: ]
Figure 43 - passwords hidden
This is done using a JavaScript function that when the “show passwords” button is pressed toggles the input types of the three text boxes between text and password:
[image: ]
Figure 44 - showPasswords JavaSript function
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<2php session_start();?>
<html lang="en-gb">
<head>

#region meta tags

<titlesRainfall data | Login</title>

#region Stylesheet imports

</head>
<body>

<2php
iF(@$_SESSION[ "uName”]!="") {
header (" location:pages\home. php’

if already Logged in

3 // redirect to home page

show username and password f
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<2php session_start(); // accessing existing session_cache_expire
1F(@9_SESSTON[ "uName { // if Logged in.
include_once "../functions/db-connection.php”;
include "../functions/check-for-data.php”;
include "../functions/general-functions. php”;

6 b
7 else { // if not Logged in...
header("location: ... \index.php"); // redirect to Login page

»
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<?php session_start(); // start or access existing session

/% FUNCTION: Login
= METHOD:
hd check if the entered username is in the database, then checks the entered password against the database password hash
hd if the username and password pair matches a DB record, redirect to the home page, if not, redirect back to Login page
= Iweuts:
hd $_POST["username”] - user entered username
hd $_POST["password”] - user entered password
= RETURNS:
hd NONE
/

include_once “password-functions.php”;

SaryNane
SaryPass

strtolower($_POST["usernane”]); // get user entered username and set to Lower case
$_POST[ "password™]; // get user entered password

if (checkUsername($qryName)) { // if username is in DB
if (checkPass(SqryName, $qryPass)) { // if P hash matches D& hash

$_SESSION["uName™] = $qryName; // set session username to entered username
header("location: ../pages/home.php"); // redirect to homepage

b

else { // if password incorrect.
$_SESSION["error_message’] = "Invalid username and/or password"”
$_SESSION[ "uName’] = ™; // clear session usernane

7/ lset error message

header(*location: ../index.php"); // redirect to Login page
b

}

else { // if username is incorrect
$_SESSION["error_message’] = "Invalid username and/or password”; // set error message
$_SESSION[ "uName'] = ™" // clear session username
header(*location: ../index.php"); // redirect to Login page

¥

2
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function checkUsername($qryName) {
/% FUNCTION: checkUsername

= METHOD:
b check if the input username is in the database, return true/false
= INeUTS:

b SqryName - user inputted username

= RETURNS.

b True/False

*/

Squery = "SELECT * FROM people WHERE u_name like ‘$qryName

$result = mysqli_query($GLOBALS['link'], $query);
$numrous = mysqli_num_rous($result);

if ($numrows
return True;

1) { // if there’s a user in the DB

b
else { // if there is more than one user or none
return False;
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function checkPass($qryName, $qryPass) {
/% FUNCTION: checkPass

= METHOD:
b get password hash from DB given input username, hash input password, compare input hash to DB hash, return true/false
= INeUTS:

b SqryName - user inputted username

b S$qryPass - user inputted password

= RETURNS:

b True/False

*/

Squery = "SELECT pass_hash FROM people WHERE u_name like '$qryName®

$result = mysqli_query($GLOBALS['link'], $query);
$row = mysqli_fetch_array($result);
$DBHash = $row["pass_hash”];

$alg - "shas12'; // hashing algorithm to use
SuHash = hash($alg, $qryPass); // hash the user entered password

if (strcmp($uHash, $DBHash)
return True;

®) { // compare the user entered password to the stored one

b
else {

return False;
b
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f2php session_start();
$_SESSION["uName™]=""; // set session username variable to empty
session_destroy(); // remove current browser session
header("location: ..\index.php"); // redirect to the Login page
2
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<hs class="card-title">Check for new files</hs>
<p class="card-text">
<2php

$files = checkforFiles(); // Looks for any .txt files in the data
folder
if (lempty($files)) { // if there are Files to import..
echo "Files currently in data folder:<br>";
b
else { // if there aren’t any files to import...
echo "There were no new files<br>";

foreach ($files as $fileName) { // List all the files to import
echo "<br> $fileName”;

if (isset($_GET[importFiles'])) { // if the “imort file
button is pressed, import all the files into the DB, delete the
files, and ‘unset’ the import files button
importAndDeleteFiles($files);
unset($_GET["importFiles’]);
b
»
<form action="home.php" method="post"> <!-- refreshes the page,
which calls checkForFiles function -->
<input type="submit” name="checkFiles" value="Check for new
Files™>
</Form>
<form method="get"™> </-- refreshes the page, which calls
checkForFiles function, then calls importAndDeleteFiles function
mportFiles” value="Tmport Files">

<input type="submit” name=
</form>
</p>
</div>
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function checkforfiles() {
/% FUNCTION: checkforFiles

= METHOD:
b Checks data directory for .txt files and populates an array with txt files names
= INeUTS:

b NONE

= RETURNS:

b String containing HTML to create a table

*/

include_once "db-connection.php™; // Link to database
clearstatcache(); // clear cache so filesize() works properly
$Files = array();
$x = 05
$FilesysTt
data folder
foreach ($ilesysIt as $fileinfo) {
//echo Sfileinfo->getPathnane(). "<br>";
if ($fileinfo->getExtension() == "txt™) { // if the current file is a .txt
$files[$x] = $Fileinfo->getFilename(); // add the current file to the array (as a string
of it's filename)
$x 4= 15
¥
¥
return $files;

}

new FilesystemIterator("../data"™); // set SfilesysTt as array of all files in
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function importAndDeleteFiles($files) {

/* FUNCTION: importAndDeleteFiles

= METHOD:
b takes array of file names and imports them to the database (then deletes them)
= INPUT:

b $files - an array of file names in the data directory

= RETURNS:

b NONE

*/

foreach ($files as $fileName) { // Loop through all text files in data folder
$Filepath = "../data/". $FileName;
$filelink = fopen($Filepath, "r") or die("Unable to open Fil
reading
if(filesize($FilePath) > @) { // check there is something in the file
$data = fread($filelink, filesize($filePath)); // read whole file, store in Sdata
fclose($filelink); //close Link to file
$fileLines = array(); // init file array
$fileLines = explode(chr(13), $data); //split file data into array of Lines
foreach ($FileLines as $line) { // iterate through each Line in the file
$line = trim($line); // trim any whitespace on the Line
if (Sline ) { // if the Line has data (Last Line of each file is blank)
Stempdata = explode(” ", $line); // split current Line e.g. "72 2619-12-31
14:45:43.425003" into 3 array indices (6 - value, 1 - date, 2 - time)
StimeStamp - $tempdata[1]. " " .$tempdata[2]; // stick datestamp back together in one
variable ($timestamp)
$value - trim($tempdata[e]); // Rainfall reading
$location = substr($FileName, 8, 1); // get first character of file name (Location)
$location = (int)$location; // cast location to int for database import
Squery = * INSERT INTO
Rainfalldata(Readingvalue, TimeOfReading, Location)
VALUES($value, ‘$timestamp’, $location)
mysqli_query($GLOBALS['link'], $query); // write to database
¥

/7 open Link to File for

b
echo "<br>Data from $fileName has been imported to the DB”;
¥
else { // if the file is empty
echo "<br>File $fileName was empty”;
¥
unlink($FilePath); // delete the current file
¥
}
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‘card-body">
"card-title">Records and useful data</hs>
<p class="card-text">

<table class="table">

<tbody>
<tr> <!-- display the in the databa:
<th scope="row">Wettest day on record</th>
<td><2get_Wettestbay()?></td>
<str>
<tr>< est Location in the database -

<th scope="row">Wettest locations</th>
<td><2get_WettestLocation()?></td>

<str>

<tr>< the database -

<th scope="row">Average rainfall in Location 1</th>
<td><2get_AverageRainfall(1)?></td>

<str>

<tr><

<th scope="row">Average rainfall in Location 2</th>
<td><get_AverageRainfall(2)?></td>

<str>

<tr><

<th scope="row">Average rainfall in Location 3</th>
<td><get_AverageRainfall(3)?></td>
<str>
</tbody>
</table>

</p>
</div>
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function get_WettestDay() {
/% FUNCTION: get_Wettestbay

* METHOD.
* Echos the wettest date on record with the rainfall value
= INPUTS,

* NoNE

= RETURNS

* NoNE

E4

" SELECT
CAST(TimeOfReading AS DATE) as DateField,
SUM(Readingvalue) as SumField
FROM

rainfalldata
GROUP BY.

CAST(TimeOfReading AS DATE)
ORDER BY.

SunField
DESC
LIMIT 175
// casts the DateTime field "TimeOfReading” as only a
date, groups the records by the date, then suns all of
the rainfall values for that date, then Limits to only
return the top value

$result = mysqli_query($GLOBALS['link'], $query); // query DB
$numrous = mysqli_num_rous($result);

if ($numrows !
query
echo "Error getting data”

1) { // if the wettest date is not returned from the

b
else {
$row = mysqli_fetch_array($result); // only one row is returned
$value = $row["SunField"];
$date = $rou["DateField"];
echo gdate. " - " .$value. "mm"
b
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function get Wettestlocation() {
/% FUNCTION: get_ettestiocation

* METHOD.
b Echos the Locations on record with their summed rainfall
values, ordered highest to Lowest
= INPUTS.
b NONE
= RETURNS.
b NONE
/
Squery = " SELECT
Location,
SUM(Readingvalue)
FROM
rainfalldata
GROUP BY.
Location
ORDER BY.
SUM(Readingvalue)
DESC";

// Groups records by the Location, then sums all of the
rainfall values for that Location, then sorts the
highest value to the top

$result = mysqli_query($GLOBALS['link'], $query); // query DB
$numrous = mysqli_num_rous($result);

while (Srow = mysqli_fetch array(Sresult)) { // Loop through
Locations, echoing the name and values

$location = $rou["Location"];

$value = $row["SUM(Readingvalue)”];

- $location . " - " . $value . "mm on

echo "Location

record<br>’
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function get AverageRainfall($location) {
/* FUNCTION: get_AverageRainfall

* METHOD.
b Echos average rainfall for the input Location
= INPUTS.
b $location - Location to return the average rainfall for
= RETURNS.
b NONE
/
Squery = " SELECT
AVG(Readingvalue) AS Value
FROM
rainfalldata
WHERE

Location LIKE "$location™";

$result = mysqli_query($GLOBALS['link'], $query); // query DB
$numrous = mysqli_num_rous($result);

If ($numrows 1= 1) { // if the average is not returned from the query
echo "Error getting data”

b

else {
$row = mysqli_fetch_array($result);
$value = $row["Value”
echo $value. "mn";

b
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Home Table Graphs Account Log out

Table filters

Select the filter you require and click submit to update the table. To disable a filter, leave the fields blank. (Max table rows set to 500 to limit

load times)
n Lowest ID Highest ID
Locations Location 1
Location 2
Location 3
Date of reading dd/mm/yyyy dd/mm/yyyy
Rainfall Lowest rainfall Highest rainfall

Filter Table

Equivalent SQL query: SELECT * FROM rainfalldata
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Reading ID @

Location

NI

Time of Reading
2019-01-01 15:00:50
2019-01-02 15:00:50
2019-01-03 15:00:50
2019-01-04 15:00:50
2019-01-05 15:00:50
2019-01-06 15:00:50
2019-01-07 15:00:50
2019-01-08 15:00:50
2019-01-09 15:00:50
2019-01-10 15:00:50
2019-01-11 15:00:50
2019-01-12 15:00:50

Rainfall (mm)
97
19
89
98
63
90
52
41
31
17
71
30
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<@
$query - setTableFilters(); // create SQL query from selected filters
echo "Equivalent SQL query: $query <br<brs”; // echo selected query
$filtereddata = filterTable(Squery); // database result from SOL Squery

>
<p class="alarm">
<2 // if the filter function returns an error message, display it here, then clear error message variable
if (isset($_SESSION["error_message’])) {
echo $_SESSTON[ "error_message’];
unset($_SESSTON[ "error_message']);
¥
»
</p>
</divs
</div>
</div>

line-break”></div>

echo createTable($filteredData); // echo crafted HIML table from $filteredbata
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function filterTable($query) {
FilterTable

/% FUNCTIO!

= METHOD:
b Returns the square of the Largest of its two input values
= INeUTS:

b Squery: SOL query as a string

= RETURNS:

b The mysqLi_guery array for the SQL string query

*/

$gryResult = mysqli_query($GLOBALS[ 'link'], $query);
//8qryArray = mysqLi_fetch_array($qryResult);

return $gryResult;

/lprint_r $result;
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function setTableFilters() {
/* FUNCTION: setTableFilters

* METHOD.
88 b Creates an SQL query as a string using the various $ GET table filters on ../pages/table.php
= INPUTS.

b NONE

= RETURNS:

b String containing SO query to match § GET fields

/

if (lempty(s_GET)) {

$lowID = htmlspecialchars($_GET["1owID"]);
$hightD = htmlspecialchars($_GET["highID"]);

$lowdate = htmlspecialchars(s_GET["lowDate"]);
if (lempty($lowdate)) {
$lowdate = "'" . §lowbate . " 00:

:@8°"; // casts Slowbate from datetime to string, also adding time component so date range is inclusive not exclusive

Shighbate = htmlspecialchars($_6ET["highbate"]);
if (lempty($highbate)) {
Shighbate = "*" . $highDate . " 23:59:50

s // casts $lowbate from datetime to string, also adding time component so date range is inclusive not exclusive

$lowRain = htmlspecialchars($_GET["lowRain"]
$highRain = htmlspecialchars($_GET["highRain"]);

$query = "SELECT * FROM rainfalldata WHERE"; // select all the records
3 if ($lowd XOR $highd == "") {
$_SESSION[error_message’] = "You must enter both values to filter by ID";
¥
if ($lowRain == "" XOR $highRain == "") {
$_SESSION[error_message’] = "You must enter both values to filter by rainfall”;
¥
if ($lowbate == "" XOR $highbate == "") {

$_SESSION["error_message’] = "You must enter both values to filter by date”;
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if ($lowID

if (substr($query, -5)

$query.
¥

" AND

AND $highID

) { // if the ID inputs aren’t empty

Squery .= " ID BETWEEN $1ouID AND $highID"; // add 10 Filter to query

¥

WHERE") { // if the query already has criteria, add an AND

if (isset($_GET["loc1"]) OR isset($_GET["10c2"]) OR isset($_GET["loc3"]) OR isset($_GET["loca™])) {
7/ if any of the Locations are ticked
"WHERE™) { // if the query already has criteria, add an AND

if (substr(Squery, -5) !

Squery .
¥

" AND

if (isset($_GET["loc1"])) {
// if Locations 1 1is ticked

if (substr($query, -5)
Squery .

¥
$query.
¥

" OR

" AND " AND substr(Squery, WHERE") { //

" Location LIKE 1";

if (isset($_GET["loc2"])) {
// if Locations 1 1is ticked

if (substr($query, -5)

Squery .= " OR

¥
$query.
¥

" Location LIKE

" AND " AND substr(Squery,

WHERE") { //

if (isset($_GET["loc3"])) {
// if Locations 1 1is ticked

if (substr($query, -5)
Squery .

¥
Squery .
¥

OR

Location LIKE

1= " AND " AND substr($query,

WHERE") { //

if (isset($_GET["loca™])) {
// if Locations 1 1is ticked

if (substr(Squery, -5) !

Squery .= " OR
¥
$query .= "
¥
¥
if ($lowbate !

" AND $highDate !

if (substr($query, -5)

$query

= AND

" AND " AND substr(Squery,

WHERE") { //

Location LIKE 4";

") { // if the ID inputs aren't empty

if one of the

if one of the

if one of the

if one of the

WHERE") { // if the query already has criteria, add an AND

other

other

other

other

Locations

Locations

Locations

Locations

is

is

is

is

ticked,

ticked,

ticked,

ticked,

add an

add an

add an

add an

or

or

or

or
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¥
Squery .= " TimeOfReading BETWEEN $lowDate AND $highDate™; // add ID filter to query

¥
if ($lowRain != "" AND $highRain != ") { // if the ID inputs aren't empty
if (substr(Squery, -5) != "WHERE") { // if the query already has criteria, add an AND
Squery .= " AND
¥
Squery .= " ReadingValue BETWEEN $lowRain AND $highRain"; // add ID filter to query
¥

if (substr(Squery, -5) == "WHERE") { // if the query ends in where, reset to all records
$Squery = "SELECT * FROM rainfalldata”;

return Squery;

b
else {
return "SELECT * FROM rainfalldata”;
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function createTable($array){

/% FUNCTION: createTable
* METHOD.
. Creates HTML string that will build a bootstrap table containing data from Sarray input
* INPUTS.

Sarray: mysqli_query array

* RETURNS:

7

String containing HTML to create a table

// start table

$html = ‘<table class="table rainfall-table table-striped thead-dark table-sm" i

// header row

$html
$html

$html
$html
$html
$html
$html

$html
$html
$html
$html
$html

$html
$html
$html
$html
$html

$html
$html
$html
$html
$html

$html
$html

.= thead class="thead-dark™>";
=t
.= <th onclick="sortTable(8)">";

*Reading 10 *;

*<img src="..\images\arrou-down.png” widtl
.= <ing src="..\images\arrow-up.png" width:
=ty

.= "<th onclick="sortTable(1)">";
.= "Location
.= <ing src

- .\images\arrou-down.png” widtl

*<img src="..\images\arrou-up.png" width=
</thy
.= <th onclick="sortTable(2)">";
*Time of Reading ';
*<img src="..\images\arrou-down.png” widtl
.= <ing src="..\images\arrow-up.png" width:
=ty

.= <th onclick="sortTable(3)">";
.= "Rainfall (mm) ';

.= <ing src="..\images\arrou-down.png” widtl
*<img src="..\images\arrou-up.png" width=
</thy

o= RET3
.= "</thead>';

15px” clas:
5px” clas:

15px” clas:
15px” class=

15px” clas:
5px” clas:

15px” clas:
15px” class=

“table-img’

“table-is
“table-img’

“table-is
“table-img’

“table-is
“table-img’

" id="tbl-id-up™>';

mg” id="tbl-loc-down">";

id="tbl-loc-up™>";

mg" i

id="tb1-time-up™>

mg” id="tbl-value-down">';

id="tbl-value-up">';

‘rainfallTbl">";

“tb]-time-down">";




image26.png
7/ data rows (max 500 rows)

while(($row=mysqli_fetch_array($array)) & ($x < 500)) {

Shtml .= *<tbody>";

$x = 0;
$html .= "<tr>';
$html .= "<td>*
$html .= "<td>*
$html .= "<td>*
$html .= "<td>*
$html .= "</tr>"
$x 4= 15

b3

$html .= "</tbody>";

htmlspecialchars($row["ID"]) . *</td>’; // sanitise the values so it doesn't break the htmL
htmlspecialchars($row["Location”]) . "</td>’; // sanitise the values so it doesn't break the html
htmlspecialchars($row["TimeOfReading"™]) . "</td>'; // sanitise the values so it doesn't break the html
htmlspecialchars ($row["Readingvalue™]) . "</td>"; // sanitise the values so it doesn't break the html

// finish table and return it

$html .= "</table>’;
return $html;
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Table filters

Select the filter you require and click submit to update the table. To disable a filter, leave the fields blank. (Max table rows set to 500 to limit
load times)

D Lowest ID Highest ID
Locations Location 1
Location 2
“ Location 3
Date of reading 01/01/2019 31/01/2019
Rainfall Lowest rainfall Highest rainfall

Filter Table

Equivalent SQL query: SELECT * FROM rainfalldata WHERE Location LIKE 3 AND TimeOfReading BETWEEN '2019-01-01 00:00:00' AND '2019-01-
31 23:59:59"
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row”>ID</th>

<td> <!-- if the ID field has a value, keep that value after the submit -->
<input type="number” name="lowID" id="lowID" placeholder="Lowest ID" value=

number” name="highID" id="highD" placeholder="Highest ID" valu

<2 if(isset($_GET["lowID"])) {echo htmlspecialchars($_GET["1owID"]);} 2>">
<2 if(isset($_GET["highID"])) {echo htmlspecialchars($_GET["highto"]);} 2>">

row”>Locations</th>
<td> <!-- if the checkbox is checked, keep that value after the submit -->

checkbox” name="loc1" <2 if(isset($_GET["loc1"])) {echo "checked";} 2>> Location 1<br>
<input type="checkbox" name="loc2" <? if(isset($_GET["1oc2"])) {echo "checked";} ?>> Location 2<br>
checkbox” name="loc3" <2 if(isset($_GET["10c3"])) {echo "checked";} 2>> Location 3<br>

row”>Date of reading</th>
<td> <!-- if the date field has a value, keep that value after the submit -

<input type="date” name="lowDate” placeholder="0ldest reading” value="<? if(isset($_GET["lowdate"])) {echo htmlspecialchars($_GET["lowbate"]);} >">
<input type="date” name="highDate" placeholder="Newest reading” value="< if(isset($_GET["highDate"])) {echo htmlspecialchars($_GET["highDate™]);} ?>">
</td>.
</tr>.
<tr>

<th scope="row">Rainfall</th>
<td> <!-- if the rainfall field has a value, keep that value after the submit -->
<input typ lowRain” placeholder="Lowest rainfal <2 if(isset($_GET["lowRain"])) {echo htmlspecialchars($_GET["lowRain"]);} 2>
<input typ “highRain" placeholder="Highest rainfall” value="<? if(isset($_GET["highRain"])) {echo htmlspecialchars($_GET["highRain"]);} >>">
</td>.
</tr>.
</tbody>
</table>
<input type="submit” name="submitFilter" value="Filter Table">

number” name valu

number” name
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Reading ID
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732
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Location
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Time of Reading
2019-01-13 16:21:40
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function sortTable(n) {
var table, rows, switching, i, x, y, shouldswitch, dir, switchcount

var i;

var ing array = document.getElementsByTagName("img"); // get all of the images into an array

for (i = ; i < img_array.length; i++) { // hide all arrows on page Load
ing_array[i].hidden = true;

table = document.getElementByTd("rainfallTbl

switching = true;
Set the sorting direction to ascending.
dir

/7 Make a Loop that will continue until no switching has been done: */
while (switching) {
// Start by saying: no switching i
suitching = false;
rows = table. rous;

done.

/% Loop through alL table rows (except the first, which contains table headers): */
for (1 =15 1 < (rows.length - 1); i++) {
// start by saying there should be no s
shouldswitch = false;
/% Get the two elements you want to compare, one from current row and one from the next: %/
% = rows[i].getElementsByTaghame("T0") [n];
y = rows[i + 1].getElenentsByTagame("TD")[n];
/% Check if the two rows should switch place, based on the direction, asc or desc: */
if (dir = "asc”) {
img_array[(n * 2) + 1].hidden
img_array[(n * 2) + 2].hidden

e corr

arrow

false; // only sh
true; //

Ly show the correct arr

if (n == 2) { // if the user wants to sort by date (alpabetical jsort)
if (x.innerHTHL.tolowerCase() > y.innerHTHL.tolowerCase()) {
// If so, mark as a switch and break the Loop:
shouldswitch = true;
break;

b
else { // if the user wants to sort by ID, Location, or value (mumeric sort)
if (Number (x.innerHTHL) > Number(y.innerHTHL)) {
shouldsuitch = true;
break;
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45 b

a else if (dir == "desc”) {

4 img_array[(n * 2) + 2].hidden
a img_array[(n * 2) + 1].hidden

false; // only show the correct arrow
true; // only show the correct arrow

E if (n == 2) { // if the user wants to sort by date (alpabetical jsort)
if (x.innerHTHL.tolowerCase() < y.innerHTML.tolowerCase()) {

2 // If so, mark as a switch and break the Loop:

3 shouldswitch = true;

4 break;

b
else { // if the user wants to sort by ID, Location, or value (mumeric sort)
if (Number (x.innerHTHL) < Number(y.innerHTHL)) {
shouldswitch = try
break;

4 b3

s if (shouldswitch) {

/% If a switch has been marked, make the switch

and mark that a switch has been done: %/
rows[1].parentNode. insertBefore(rows[i + 1], rows[i]);
switching = true;

// Each time a switch is done, increase this count by 1:
switchcount ++;

72 }
e else {
74 /% If no switching has been done AND the direction is "asc”,
7 set the direction to "desc” and run the while Loop again. */
7 if (switchcount == @ && dir ") {
77 dir = "desc”;
78 switching = true;
7 b

b
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Rainfall by Month

Rainfall By Month — Location 1
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col-sm">

<div class="card rounded-@ card_main">

<div clas:

card-body text-center”>

<h5 class="card-title">Rainfall by Month</h5>

<ing class="ing-fluid"

<br><br>
<ing class="ing-fluid"
<br><br>
<ing class="ing-fluid"
</divs
</div>
</div>

</div>

st

- ./functions/makeGraphtonths . php? loc-1&title-|

-/functions/makeGraphhonths . php?loc=28title-}

- ./functions/makeGraphHonths . php? loc=2&title-|

infal 1%20By%20Month%20-%26Locat ion%201">

infal 1%20By%20Month%20-%26Locat ion%202">

infal1%20By%20Month%20-%26Locat i0n%203">
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2 /% FUNCTION: makeGraphtonths

4 = METHOD:
hd get the sum rainfall for each month on record for the given Location,

6 hd display the months as a phpMyGraph

7 = Iweuts:

8 hd $ GET["title"] - graph title
hd $_GET["Loc"] - graph Location

10 = RETURNS.
hd NONE - this file is called as an image in a HTML tag and displays the graph
/

include_once *../functions/phpMyGraphs.@.php™; // Link to Library file phpiyGraph 5.6
14 include_once *../functions/db-connection.php”;
15> Fregion Full config List

70 if (isset($_GET["loc"])) { // check if the Loc get variable exists
1 $location = §_GET["loc™]; // SET graph Location from get variable

4 if (isset($_GET["title"])) { // check if the title get variable exists
stitle - htmlspecialchars($_GET["title"]); // SET graph title from get variable

$cfg ["title'] - $title; //Configure title
7 $cfg ['width'] - 668; //number of pixels horizontally
80 $cfg [“height'] - 568;  //number of pixels vertically
8 $cfgl "title-visible'] = true;

$cfgl"title-font-size'] = 6;

$cfg ['value-visible'] = true;

Squery = ™ SELECT
DATE_FORMAT(TimeOfReading, '%Y') AS Year,
DATE_FORMAT(TimeOfReading, "% %Y') AS Month,
TineofReading,

8 SUM(ReadingValue) AS SumField

0 FROM

rainfalldata
WHERE

Location LIKE "$location’
GROUP BY.

Honth
ORDER BY
9 TimeOfReading ASC";
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98 // formats the date field to only the month and year value, then groups by this value, sums the rainfall values, filters by input Location
100 $data = array(); // init data array

101 SMonthRain = array(); // init month value array

102 SnonthNane = array(); // init month name array

163

104 $result - mysqli query($link,$query); // query DB

105 //var_dump($result);

$numrows = mysqli_nu
$x = 05

rous($result);

if ($numrows <= 1) { // if the wettest month is not returned from the query
echo "Error getting data”;

}
else {
while ($row - mysqli_fetch array($result)) { // Loop through the records
$monthName[$x] = $rou["Month"]; // sets the bar Label to the month name
$MonthRain[$x] = $rou["SunField"]; // sets the bar value to the sum gLl all readings for that month
$data[$monthNane[$x]] = $MonthRain[$x]; // put data into array
$xit;
b
¥

header (“Content-type: image/png"); // display file s an inage
Sgraph = new phpMyGraph(); // create new graph instance
$graph-> parseVerticalColumnGraph ($data, $cfg); //create graph using data array and configs

>
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Wettest month by Day

Wettest month - May 2019

Wettest Month — Location 1
1958

10071
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2 /= FUNCTION: makeGraphDays

4 = METHOD:
E hd get the wettest month on record for the given Location,
hd get all of the days in that month for the given Location,
7 hd display the month as a phpMyGraph
8 = Iweuts:
hd $ GET["title"] - graph title
16 hd $_GET["Loc"] - graph Location
1 = RETURNS.
12 hd NONE - this file is called as an image in a HTML tag and displays the graph
/

include_once *../functions/phpMyGraphs.@.php™; // Link to Library file phpiyGraph 5.6
include_once *../functions/db-connection.php”; // Link to D&

#reg

FuLL_config

if (isset($_GET["loc"])) { // check if the Loc get variable exists
$location = §_GET["loc™]; // SET graph Location from get variable

7 if (isset($_GET["title"])) { // check if the title get variable exists
78 stitle - htmlspecialchars($_GET["title"]); // SET graph title from get variable

Scfg ["title']
Scfg ['width']
$cfg ["height'] = 56;
$cfgl"title-visible']
$cfgl"title-font-size']
$cfg ['value-visible']

stitle; //Configure title
600; //number of pixels horizontally

//nunber of pixels vertically
true;

88 $data = array();

/7 get wettest month
Squery = " SELECT
DATE_FORMAT(TimeOfReading, ‘%n’) AS Month,
SUM(ReadingValue) AS SumField
FROM
rainfalldata
GROUP BY.
Honth
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8 ORDER BY

SunField

160 DESC

101 LMt 17

162 // formats the date field to only the month value, then groups by this value, sums the rainfall
. values, and Limits to the top month

104 Sresult = mysqli_query($link,$query); // query 0B
105 $numrous = mysqli_num_rous($result);

1 if ($numrows 1= 1) { // if the wettest month is not returned from the query
168 echo "Error getting data”;

1 3
else {
$row = mysqli_fetch_array($result);
$month = $row[ "Month® ]
1 3

// get days from wettest month
11 Squery = ™ SELECT

1 DATE_FORMAT(TimeOfReading, '%d") AS Day,
SUM(ReadingValue) AS SumField

111 FROM

rainfalldata
WHERE
DATE_FORMAT(TimeOfReading, ‘%n’) LIKE '$month’
A0
Location Like ‘$location’
GROUP BY.
12 DATE_FORMAT(TimeOfReading, '%d")
ORDER BY
Day
12 ascT;
130 // formats the date field to only the day value, then groups by (this value, filters to only the
. input Location and the wettest month, ordered by the date

132 Sresult = mysqli_query($link,$query); // query 0B
133 $numrous = mysqli_num_rous($result);

1 if ($numrows <= 1) { // if the query fails
1 echo "Error getting data”;
137 }

138 else {
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while ($row=mysqli_fetch_array($result)) { // Loop through the days in the wettest month
$data[intval ($row[ ‘Day’])] = $row[‘SumField']; // assigns the integer value of the day to the index of

the data array, and the reading value to the value of the index

header (“Content-type: image/png"); // display file s an inage
Sgraph = new phpMyGraph(); // create new graph instance
$graph-> parseVerticalColumnGraph ($data, $cfg); //create graph using data array and configs
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Home Table Graphs Account Log out

Your Profile details

Full name James Ball
Username Jballot
Job title Apprentice

Change password

To change your password, please enter your current password.

Current password =
New password

Confirm new password

Show Passwords

hange Password
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"card-body ">
card-title>Your Profile details</hs>
card-text”>
table”>

<tbody>
<tr>
<th scope="row">Full name</th>
<td><lecho get_uFullName($_SESSTON["uName"])?></td>
</tr>
<tr>
<th scope="row">Username</th>
<td><%echo $_SESSION["uName™]2></td>
</tr>
<tr>
<th scope="row">Job title</th>
<td><echo get_uJobTitle($_SESSTON[“uName™])?></td>
</tr>
</tbody>
</table>
</p>
</divs
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function get_uFullName($uName) {
/% FUNCTION: get_uFullName

* METHOD.
- using username, get first and Last name from the database
* INeuTS.

- $uName - current user’s username
* RETURNS.
- SfullName - database first and Last name concatenated
7
Squery = * SELECT
_nane,
s_name
FRon
people
VHERE

u_name like *Sullame’";

$result = mysqli_query($GLOBALS['link'], $query);
$numrous = mysqli_num_rous($result);
$result = mysqli_fetch_array($result);

if ($numrows == 1) {
$fName = $result["f_name"]
$sName = $result["s_name"];

$fullName = $fName. " " .$shame;
return $fullNan

b

else {
return

b
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function get_uJobTitle($uName) {
/% FUNCTION: get_uJobTitle

* METHOD.
b using username, get job title from the database
= INPUTS.

- $uName - current user’s username

= RETURNS.

b $job - database job title of current user

/
Sauery

SELECT
Job_title
FROM

people
VHERE

u_name like SuName’

$result = mysqli_query($GLOBALS['link'], $query);
$numrous = mysqli_num_rous($result);
$result = mysqli_fetch_array($result);

if ($numrows == 1) {

$job = $result["job_title"];
return $job;

b

else {
return

b
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Change password

To change your password, please enter your current password.

Current password
New password
Confirm new password

The current password is incorrect.

Show Passwords
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Change password

To change your password, please enter your current password.

Current password

New password

Confirm new password

New passwords do not match

Show Passwords

word
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Change password

To change your password, please enter your current password.

Current password
New password
Confirm new password

Password updated succesfully

Show Passwords

Change Password

Current Password

New Password

New Password Confirm
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<@
if (isset($_SESSION["error_message’])) {

if (strcmp("Password updated succesfully”, $ SESSION[ 'error_message']) == @) {
.$_SESSION[ "error_message"]. "</p>"; // if the password change was successful, set the message to green

echo "<p style= color:green;

}
else {
echo "<p style= color:red;>” .$_SESSION["error_message']. "</p>"; // if the password change was unsuccessful, set the message to red
¥
unset($_SESSTON[ "error_message']); // unset error_message so that on reload the message disappears
¥
»

<input type="checkbox" onclick="showPasswords()">Show Passuords
<I-- toggle showing the passwords -->
<br>

<dnput type="submit" name="changePassword” value="Change Password">




image49.png
1 <2php session_start(); // start or access existing session
2 /= FUNCTION: change-password
4 = METHOD:
5 hd checks the current database password hash against the input password - using the browser session username variable to find the database record
6 hd then compares the two new passwords, if they are the same, updates the database with the new password hash
7 = Iweuts:
8 hd $_POST["currentPassword"] - user entered current password
9 hd $_POST[ "newPassword"] - the new password the user wants to change to
16 hd $_POST[ "newPasswordConfirn"] - same as newPassword to confirm it is correct
1 = RETURNS.
12 hd S$response - in the form of a session variable
3 /
14
15 include "password-functions.php”;
16 include_once “general-functions.php”
17
18 SuName = $_SESSION["uName™];
19
20 SuCurrentPass = $_POST["currentPassword™]; // get user entered current password
7n
2 if (checkPass(SuName, SuCurrentPass)) { // if the user entered current password is correct
3 SuNewpass = $_POST["newPassword™]; // get user entered password
2 SuNewpassConfirm = $_POST[ "newPasswordConfirm"]; // get user entered confirmed password
25
26 if (strcmp($uNewpass, SuNewpassConfirm) == @) { // if both new passwords are the same
27 updatePass(SuName, $uNewpass); // update the users password
Sresponse = "Password updated succesfully”;
b
else {
$response = "New passwords do not match,
b

}
else { // if the current password 1is incorrect
$response = "The current password is incorrect

$_SESSTON["error_message”] = $response;

header("location: . ./pages/account.php”); // redirect back to account settings page

a2




image50.png
function updatePass($qryName, $qryPass) {
/*  FUNCTION: updatePass

* METHOD:
b update the hash in the database given a username and a password
= INeUTS:

b SqryName - user inputted username

b S$qryPass - user inputted password

= RETURNS:

b NONE

*/

$alg - "shas12'; // hashing algorithm to use
SuHash = hash($alg, $qryPass); // hash the user entered password

" UPDATE
people

$query.

SET
pass_hash = *$uHash’
WHERE
u_name like *SqryName’

mysqli_query($GLOBALS['1ink'], $query); // update user's password in the database
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Change password
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Change password
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<script>
function showpasswords() {
var passInputl = document.getElementById("CurrentPass
var passInput2 = document.getElementByTd("NewPass™);
var passInput3 = document.getElementByTd("NewPassConfirm");

if (passInputl.type
passInputl.type
passInput2.type
passInput3.type

“password™) { // if the passwords are currently hidden, unhide them

ext
‘text”;
ext™;

¥

else { // if the passwords are currently

hide them

passInputl.type = "password”
passInput2.type
passInput3.type

b

</script>
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