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Data security is the practices, policy and technologies employed by organisations to protect data and information that they hold, especially personal and sensitive information. This could refer to the general integrity of data security, such as controlling unauthorised access to data by employees of an organisation or measures made especially to defend against attacks to steal data. As such, data security should aim to adhere to the confidentiality, integrity, and availability of data (CIA). Such examples may include encryption, firewalls, access controls and regular auditing of data.
As the world becomes more data driven, governments have had to modernise and have produced legislation to the handling of data. As such, compliance in this sense is ensuring organisations adhere to the standards and regulations set out in government policy and regulations. This provides incentive to businesses to act in an appropriate way when handling data, whether that be through good data policies or through punishment for failing to follow laws and safeguard their client data. An example of this is the UK GDPR (General Data Protection Regulation) which outlines the classification of data and what steps should be taken to safeguard it.
Data security and compliance is essential to modern organisations in several ways. A data breach is possibly one of the worst things that can happen to a business, as there are multiple shockwaves of damage. For example, if a pension organisation is compromised, clients may no longer trust that company, which will lead to a loss of immediate profits if their customers leave immediately, and the revenue loss that may come as a result of tarnished reputation would be significant [1]. 
The government may also issue statements and fines that affect the operations of a business that may not be following good practice in their management and protection of personal data they are working with.
However, there are also benefits to business for following effective data security practices. On top of averting catastrophic data breaches, which will save revenue for the business by preventing negative impacts, businesses can also gain client trust by demonstrating the integrity of their systems and policies. This can increase customer interest and attract new clients [1]. It will also show that the company follows a good code of conduct, increasing the good reputation of the company [1]. 
Due to this, it is safe to safe to say that data security and compliance in today’s organisations is critical to their success
Organisations must address certain premises when ensuring data security and compliance. 
Protection refers to the use of strategies designed to safeguard sensitive data and applications and mitigate the damage from unauthorized access, data breaches etc [2]. Examples of protection include encryption and firewalls.
Detection centres on recognizing security incidents or breaches as they happen or in advance. It emphasizes maintaining awareness of threats in real-time or through analytical methods [2]. Some technologies designed for detection include intrusion detection systems (IDS), threat intelligence platforms such as Microsoft defender.
Reaction occurs once a threat is detected. This involves taking immediate action, mitigating damage caused by an attack and then restoring security of systems [2]. Incident response plans and automated threat containment are examples of these policies.
Finally, safeguarding of applications is essentially the integrating security into the development, deployment and maintenance lifecycles. In today’s age, this is crucial due to the internet of things (IoT). This includes regular security testing and maintenance patches. This could include operating systems bugs, as was the case with Microsoft Windows operating system vulnerability in 2017.
This report aims to review why modern organisations need to create and maintain an environment of sound data security through the above premises.
[bookmark: _Toc194670823]2. Literature Review
There are many threats faced by modern organisations today as a result technological progression. Cyberattacks become more sophisticated, targeting any and all vulnerabilities an organisation may have. This could be network vulnerabilities, or unaware employees [3][4].
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Figure 1: Security Vulnerabilities [4]
Therefore, the identification of threats to the business should be identified and contingencies created to resolve them, as well as using security technologies to combat them [4].

As such, a strong security policy should be created based on existing frameworks such as the NIST cybersecurity framework, Zero Trust Architecture, ISO/IEC etc. Companies should also make use of security technologies such as IDS, firewall advancements, Automated Threat Containment etc.

[bookmark: _Toc194670824]3. Security Frameworks

NIST Cybersecurity Framework
The NIST Cybersecurity Framework (NIST CSF) is a framework that helps companies protect their information and manage cybersecurity risks.
It was created by NIST, a U.S. agency that helps improve technology and standards.
The framework is flexible, so businesses in any industry can use it. It’s a great starting point for improving security and managing cyber threats, especially for companies in the U.S. private sector [5]. 
The NIST framework is regularly updated to deal with the progressive types of threats encountered online today. 
The framework has a core structure that has been developed to touch on different aspects, and functions of an organisation’s security policy should address these principles.
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Figure 2: NIST Core Framework [6]
Govern focuses on setting and overseeing a company’s cybersecurity policies and strategies. It ensures that cybersecurity is aligned with the organization’s goals and risk approach. This includes defining roles, responsibilities, and supply chain risks, and how the rest of the cybersecurity functions are managed [6].
Identify is about understanding what needs to be protected. It involves knowing the organization’s key assets, systems, and risks to build a strong foundation for cybersecurity [5][6]. As such this useful and demonstrates the versatility of the framework.
The Protect concept focuses on the security measures needed to establish and enforce safeguards for key infrastructure. This includes areas like identity management, access control, security awareness training, protective technologies etc [5]. This is again very important for companies, large ones especially. Access control is a very simple policy to implement and is very effective in maintaining organisational security/integrity. A simple password on a computer is a start [4].
Detect involves setting up systems to alert an organization to potential cyberattacks. This includes monitoring for anomalies or adverse events, security measures, and ongoing detection processes [5][6].
Respond focuses on an effective reaction to cyberattacks and incidents. Key areas include response planning, communication, analysis, mitigation, and continuous improvement [5][6].
Finally, Recovery involves implementing and executing plans to maintain resilience, ensuring an organisations continued operation after an incident. Key activities include recovery planning, improvements, and communication [5][6].
The NIST Framework also acknowledges that organisational integrity is not achieved overnight, it also outlines how an organisation can implement the framework and measure its progress through a tier system [6].
The NIST Cybersecurity Framework also offers a process to improve information security. First, it helps define the project’s scope, set priorities, and assess business goals and risk tolerance [6]. Then, it guides the organisation to review its assets, systems, and potential threats. The next step is creating an organisation profile to see how the organisation is managing risks. A risk assessment, which is vital, follows to evaluate threats. The organisation then sets its goals in a target profile. By identifying gaps in the current and target profiles, an action plan is made. Finally, the plan is put into action to strengthen cybersecurity risk management [5][6]. 
To conclude, the NIST framework provides a comprehensive and flexible framework to be used by a variety of organisations as well as clear guidance on cybersecurity practices to implement. It also promotes continuous improvement in its guidelines, with the use of current and target profiles. However, it is resource intensive. So although it is versatile, smaller business may find certain aspects difficult to implement, as well as the lack of specific tools and technology suggestions.

Zero Trust Architecture
Zero Trust Architecture (ZTA) refers to the design, implementation, and application of Zero Trust principles within an organization’s IT infrastructure. It offers the technical framework that organizations use to enforce Zero Trust policies [7]. 
The principles of Zero Trust include verifying identity. Every access request starts with confirming the identity of the user or entity trying to gain access [7][8].
Determine destination, the system verifies the requested destination to ensure it is legitimate and secure [7][8].
Assess risk, this utilises AI and machine learning to analyse the access attempt, considering factors like user behaviour, device security and location to assess risk [8].
Enforce policy, policies are applied in real time each session, granting, denying, or adjusting access based on the assessed risk to ensure the least amount of access is granted [7][8].
In conclusion the ZTA framework emphasises security by continually validating users in the organisation. This is especially effective in modern industry where remote working and BYOD is becoming the norm, allowing organisations to maintain organisational integrity. It is also very adaptive and can be implemented in a variety of environments. It also allows organisation so easier compliance with regulation such as GDPR with its strict access controls.
However, similar to the NIST framework, ZTA can be expensive, and smaller businesses may not be able to implement this framework.
[bookmark: _Toc194670825]4. Conclusion
· Summarize key findings from the analysis.
Both frameworks provide their own benefits and drawbacks. The NIST framework allows for the continual improvement of the organisation it is implemented in, however this would rely upon the cybersecurity team to implement the suggestions and provide threat/risk management.
The ZTA architecture is very modern form of data security. It focuses on reducing the attack area of an organisation [8]. With the focus of continual monitoring and verification, it provides a highly secure environment. The adherence to access control may also save expenses on staff training in information security as employees are given only the access they need.
In future, both frameworks will continue to improve, however ZTA will become significantly more effective due to the advancements in AI and machine learning.
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Due to the increasing threat of cyber incidents and data breaches, it is important to set-up an information security unit (ISU) to protect the organisation’s digital assets, and to ensure compliance with data regulations.

[bookmark: _Toc194670827]Organisational Structure
The structure of the ISU will be as follows
Chief Information Security officer – This person will develop and oversee the entire unit and will ensure that security aligns with business objectives. As such, reports directly to executives

Security Operation Officer – This person will be responsible for monitoring of network activity, detection and response, utilising security systems.

Risk Management and Compliance – This role will be responsible for ensuring compliance with data regulations, as well as conducting risk assessments and audits. 

Security Architect/Engineer – This role will be responsible for designing IT systems, evaluating new technologies and managing security policies ( such as firewalls, ant-virus).
Security Awareness and Training Officer – This role will be responsible for information security training of employees on the best security practices as well as conducting phishing simulation campaigns on the employees to promote a security consciousness.

[bookmark: _Toc194670828]Policies and Procedures
Access Control Policy
Due to the nature of the business, it is suggested that the organisation adopts an access control policy. 
Access to systems must be requested and approved. Employees in the company must have their own unique username and password to be able to access the network. Passwords must be 12 letter long and contain a number and special character. An active directory will be set up, with domains created for different functions of the department. 
This will allow for role-based access implanted into user accounts so that they are only able to access what data they need for their roles, for example managers will have specific access to data relevant to their role. This reduces the risk of insider threats. This policy will adopt aspects of ZTA frameworks, with continuous verification of user roles and devices to maintain security, as only secure channels are used to access the network.
Violations of this policy may result in disciplinary action. This policy will be reviewed annually and changes made if needed
Acceptable Use Policy
User must use organisational resources for primarily organisation-related purposes. Th will include not accessing websites for recreational purposes which may contain adware or other undesirable code, which is a potential vulnerability. 
Physical Security Policy
Access to facilities must be limited to those employees with authorisation. This will prevent people who mean to steal data or exploit physical access point on site. This can be enforced via the use of access cards and electric locks on doors. This also reduces the risk of insider threat as critical area will be restricted to those with access.
Badges must be visible so that unauthorised personnel can be spotted, visitor badges can be given to visitors as authorisation.
Crucial equipment must be securely stored correctly. For example, laptops must be secured when not during work hours. This reduces ease of access for hackers.
Environmental control must be implemented where necessary. For example the server room should have air condition to maintain an optimal operating temperature, which will reduce the risk of fires and data loss.
User Awareness and Training Policy
All employees should complete a security awareness training course within a month of employment, and every 2 years after that. 
The training cover topics such as phishing, spear phishing and social engineering awareness, physical surety, acceptable use, data privacy and handling, incident reporting and safe internet usage. This will increase the awareness of employees and therefore the security and integrity of the organisation as a whole.

[bookmark: _Toc194670829]Data Protection and Compliance
Data security and compliance must respected to operate as an ethical organisation and to not break data regulation such as GDPR, when handling the data of clients.
 In the interest of corporate social responsibility, the company must be transparent in how we use the data of our customers. This creates trust for our customers.
In terms of handling data, we should adhere to GDPR guidelines. Access to personal data of customers should only be accessed by relevant employees. 
Personal data should only be used for its intended purpose and retained for however long that takes. By conveying this, it may reduce the risk of cyber attacks on the company. 
In terms of storage of the data, we must keep it in a secure location, both physically and digitally. The server room should be locked and accessed only by those with authorisation and data only seen by those with access. The data should be encrypted, and our network vulnerabilities reduced.
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TASK 2

Due to the increasing threat of cyber incidents and data breaches, it is important to set-up an information security unit (ISU) to protect the organisation’s digital assets, and to ensure compliance with data regulations.

Organisational Structure
The structure of the ISU will be as follows
Chief Information Security officer – This person will develop and oversee the entire unit and will ensure that security aligns with business objectives. As such, reports directly to executives

Security Operation Officer – This person will be responsible for monitoring of network activity, detection and response, utilising security systems.

Risk Management and Compliance – This role will be responsible for ensuring compliance with data regulations, as well as conducting risk assessments and audits. 

Security Architect/Engineer – This role will be responsible for designing IT systems, evaluating new technologies and managing security policies ( such as firewalls, ant-virus).
Security Awareness and Training Officer – This role will be responsible for information security training of employees on the best security practices as well as conducting phishing simulation campaigns on the employees to promote a security consciousness.

Policies and Procedures
Access Control Policy
Due to the nature of the business, it is suggested that the organisation adopts an access control policy. 
Access to systems must be requested and approved. Employees in the company must have their own unique username and password to be able to access the network. Passwords must be 12 letter long and contain a number and special character. An active directory will be set up, with domains created for different functions of the department. 
This will allow for role-based access implanted into user accounts so that they are only able to access what data they need for their roles, for example managers will have specific access to data relevant to their role. This reduces the risk of insider threats. This policy will adopt aspects of ZTA frameworks, with continuous verification of user roles and devices to maintain security, as only secure channels are used to access the network.
Violations of this policy may result in disciplinary action. This policy will be reviewed annually and changes made if needed
Acceptable Use Policy
User must use organisational resources for primarily organisation-related purposes. Th will include not accessing websites for recreational purposes which may contain adware or other undesirable code, which is a potential vulnerability. 
Physical Security Policy
Access to facilities must be limited to those employees with authorisation. This will prevent people who mean to steal data or exploit physical access point on site. This can be enforced via the use of access cards and electric locks on doors. This also reduces the risk of insider threat as critical area will be restricted to those with access.
Badges must be visible so that unauthorised personnel can be spotted, visitor badges can be given to visitors as authorisation.
Crucial equipment must be securely stored correctly. For example, laptops must be secured when not during work hours. This reduces ease of access for hackers.
Environmental control must be implemented where necessary. For example the server room should have air condition to maintain an optimal operating temperature, which will reduce the risk of fires and data loss.
User Awareness and Training Policy
All employees should complete a security awareness training course within a month of employment, and every 2 years after that. 
The training cover topics such as phishing, spear phishing and social engineering awareness, physical surety, acceptable use, data privacy and handling, incident reporting and safe internet usage. This will increase the awareness of employees and therefore the security and integrity of the organisation as a whole.

Data Protection and Compliance
Data security and compliance must respected to operate as an ethical organisation and to not break data regulation such as GDPR, when handling the data of clients.
 In the interest of corporate social responsibility, the company must be transparent in how we use the data of our customers. This creates trust for our customers.
In terms of handling data, we should adhere to GDPR guidelines. Access to personal data of customers should only be accessed by relevant employees. 
Personal data should only be used for its intended purpose and retained for however long that takes. By conveying this, it may reduce the risk of cyber attacks on the company. 
In terms of storage of the data, we must keep it in a secure location, both physically and digitally. The server room should be locked and accessed only by those with authorisation and data only seen by those with access. The data should be encrypted, and our network vulnerabilities reduced.
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