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	First Marker’s General Comments and Original Mark

Generally appropriate report, a bit limited in scope and challenge.  The student made successful application of tools and the results demonstrate this.

	
51%

	Second Marker’s General Comments and Original Mark

The aim and objective set by the student were very interesting. 
However, involvement in experimenting towards achieving the goal was lacking. 
Very basic evidence was documented. More efforts could have made this project worthy.   
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	Comment After Consultation With Other Marker & Final Agreed Mark

Agreed after discussion.
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	1.Research-informed Literature
	
	
	
	

	Introduction
	/5
	/5
	3.5/5
	/5

	Literature Review
	/20
	/35
	9/20
	/15

	Comments:

The scoping is a bit limited.  The objectives are well thought out and constructed in a logical and sensible approach.

Decent explanation of some of the usual cybersecurity attacks and vulnerabilities of WiFi systems.  The summary of existing work on penetration testing lacks depth.  The references used are a bit limited for a final year project, but are cited and presented properly and in good form.
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	2. Knowledge and Understanding of Subject
	
	
	
	

	Methodology
	/5
	/5
	3.5/5
	/5

	Survey Design
	/15
	 -
	 -
	 -

	Requirements/Design
	 -
	 -
	 -
	/5

	Comments:

The underlying methodology is basically sound, and the approaches taken are appropriate to it.  The actual attacks implemented are somewhat basic, but probably reflect much of the risk in most home networks.  The discussion considers the validity and reliability of experiments.

The design is sound, but limited in that the attack set is equally limited.  The student implemented Kali Linux on Apple Mac OS successfully.
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	3. Analysis
	
	
	
	

	Results & Discussions
	/25
	/25
	11/25
	/25

	Conclusions and Recommendations 
	/10
	/10
	5/10
	/10

	Comments:

The results are presented appropriately.  The two tests conducted were successful.  This is a limited range of attack methods.  The discussions pick up on the key point, that out-of-the-box security on ISP routers is not particularly robust.  They evaluate the success of the testing within its limited remit.

The conclusions drawn are valid.
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	4. Practical Application and Deployment
	
	
	
	

	Development
	 -
	 -
	 -
	/15

	Experimental Design
	 -
	 -
	9/15
	 -

	Comments:

The work done was successful and demonstrated by the results presented in the report.  The implementation and application of Kali Linux is effective.  There is effort in overcoming the usual trials and tribulations with the application software in getting the penetration tests to work.
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	5. Skills for Professional Practice
	
	
	
	

	Reflection
	/10
	/10
	5.5/10
	/10

	Quality of Report
	/10
	/10
	4.5/10
	/10

	Comments:

The discussion of approach and the problems with starting is open and honest.  Overall, the commentary on the learning is well couched.

The report is for the most part appropriately presented and generally well written.  There are a few minor issues (the Contents List contains things that aren’t present, the use of figure numbers replicates usage).  Overall, OK.
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