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Abstract


This study explores the positives of network security tools being implemented on smaller range networks. The aim for this project was ‘Create a network scanner that notifies the user for potential attacks or malicious activity.’ This tool detected attacks such as denial-of-service attacks by analysing the traffic data to determine if the activity is malicious. Objectives were made to meet this aim which include Research current solutions to find research gaps, list the tools and resources that are needed, begin development with continuous tests, final prototype will be tested with ethical hacking tools. Waterfall methodology was used to meet the final product. As for research methods positivism was used for the philosophy and deductive was the main research method.

The software was developed using python and a networking-based library called ‘scapy’. This allowed for network traffic to be captured and manipulated. Development was done on Microsoft visual studio as any libraries could be quickly installed.

Research showed certain networks are being targeted more than others, those being companies partnered with larger organisations. Hacker's hack into these companies' networks in the hopes to find a way into the larger organisation they are linked too. Research also showed small networks that provide free wi-fi are still very unsafe due to the lack of security tools implemented. Having a tool that could detect malicious activity will improve the security of this network.

Major findings showed that network attacks such as denial-of-service attacks and man-in-the-middle attacks can be detected using tools developed in python. When implemented onto small networks this software can improve security drastically as there are usually little security measures put in place on smaller networks such as businesses that provide free Wi-Fi.

A network traffic scanner has been developed which detects malicious activity on a network, this project could be expanded onto larger networks however continued research would be needed.
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The project delves into how beneficial security software can be for a network. New threats are always emerging, so new security software is always being made. Every computer network is very likely to be a victim of hackers using a range of attacks. That’s why network security software is integral to keep the users on a network safe.

Many big corporations have the best cyber security solutions at hand as they are the main victims to cyber-attacks. However, smaller businesses may not have as strong defences against these attacks, and some do not have any security measures at all. This can then lead back to the big corporations if they work with smaller businesses. For example, a small engineering company may work with a big company to help build their products. If the smaller engineering team were victim to a cyber-attack and had their data leaked the bigger company would also have their data leaked. By providing a simple software solution it could benefit corporations of every size. Other smaller networks like coffee shops providing free Wi-Fi are very much at risk of attacks as anyone can connect to the network. Would these types of networks benefit with security software implemented?



AIM:
Create a network scanner that notifies the user for potential attacks or malicious activity.

OBJECTIVES:
Research current solutions to find research gaps.
List the tools and resources that are needed
Begin development with continuous tests
Final prototype will be tested with ethical hacking tools

Coming up in this report is research into current solutions and the research gap, and the methodologies that will be used and how the final program was developed. The design and implementation of the software that will be used for the experiment will be documented. Final chapters will evaluate the findings from the experiment and reflections will be had on what could have been done differently and what was done well.











[bookmark: _Toc2052164671][bookmark: _Toc1202672768][bookmark: _Toc228368761]Literature Review


What are network Scanners?

Network scanners are a security measure that can find vulnerabilities within a network that an attacker may exploit [1]. One of the most common network scanners is nmap which is an ethical hacking tool [2]. This software can scan ports, see what versions the services being used are, what operating systems are being used and more. Port scanning is when a software checks what ports on a computer are open, if the port is closed traffic cannot be sent to that port [3]. With NMAP you must use the tools to find the vulnerabilities, however with tools such as Nessus it lists all the vulnerabilities it can find and rank them depending on their level of severity [4]. For organisations they need to pay for this service, so smaller companies may not want to use such solutions because of the cost. The image below shows the port scanner feature being used on Nmap, as you can see it shows the use of every port being listed.
 [image: ]







What are network attacks?

Network attacks are usually malicious software used to disable a network, gain unauthorised and steal data [5]. A very common type of network attack is a distributed denial of service attack (DDos) [6]. This is where more than one computer sends an immense amount of traffic to a network in the hopes to overwhelm it and temporarily disable it. There are different variations of this attack such as ICMP flood [7]. This denial-of-service attack uses ICMP echo-request packets to overwhelm the network, this can affect performance for users on the network or temporarily shut down the network. Other versions include HTTP flood attack, DNS flood attack, UDP flood attack and SYN flood attack [8]. This is a common attack used in multiplayer video games. An attacker aims to temporarily disable the victim's router so they are kicked from the game meaning the attacker will win. The difference between a DDOS attack and a DOS attack is the number of computers being used. A denial of service is one computer sending the large amount of traffic, whereas a DDOS has multiple perpetrators. The traffic that is being sent can range from tcp and udp packets, icmp packets, http requests and more [37]. A DDOS attack is more commonly used against business servers because it needs more traffic to overwhelm than an ordinary router. The image below shows the sudden increase of packets that appear during one of these attacks [9].
[image: 1.5 billion packets per second DDoS ...]

Another example of a common network attack is called man in the middle [10]. For this attack there are a few ways it can be done, one of those ways takes advantage of public Wi-Fi [11]. Attackers set up Wi-Fi connectivity that look like they belong to a business, however once connected they can spy on your online activity. This can be very common in places where you would expect public Wi-Fi to be available. Another way this attack can be done is with ARP requests. A router needs to know where devices are on a network to be able to keep communications steady. The ARP protocol is used to tell the router where the device is on the network. Hackers can use a method call ARP spoofing which sends false information to the router [12]. It tells the router that one of the devices on the network is the hackers device. So, when the router tries to send data to the victim’s device it is sent to the hacker’s device. This form of attack is usually used on public Wi-Fi networks that have little to no security measures put in place. Many of these networks that use free public Wi-Fi usually have no security measures set up which means they are a popular target for attacks [13]. If the victim does not have sufficient VPN software on their device, then their personal data is at risk [38]. For example, if they try signing in to a website while the man-in-the-middle attack is taken place the username and password could be stolen [39]. Without any security put in place this attack can go unnoticed meaning it could be repeated to multiple victims.

Phishing scams are another way attackers can steal information. This is where a hacker is impersonating someone the victim may know or a reputable business. A text message or email is sent which contains a link to a deceitful website usually with a login page [18]. Some may have a form where the user can enter financial data. If any data is entered on this website the hacker has successfully stolen personal data. This is because anything that is entered on the fake website, they will be able to see as it is theirs. Phishing scams are considered a social engineering attack, which means they aim to fool someone to gain access to personal data [19]. Social engineering is a very common attack that has been used many times in 2025 alone.





History of Network Attacks:


Ever since computers and networks were introduced into the workplace big companies have been the primary target of cyber-attacks. The goals of these attacks range from stealing money, sensitive data or other agendas the attacker may have. In 2025 alone there have been many successful breaches on the biggest companies in the world, which shows this is going to be a constant battle. As one company improves their security, attackers find another vulnerability to exploit. Here are some examples of attacks that happened in 2025.

First is Marks & Spencer, this breach led to 46 days of outage that took place in April -May. This breach began when a hacker group targeted a third-party supplier to gain access [14]. Social engineering was used to trick employees into handing over access to their systems. With this they were then able to find a way into the M&S networks. Once they were in the systems the attacker's installed ransomware which meant customers personal data had been stolen, and the online store had to go on hiatus for 46 days while the problem was resolved.  In April the M&S team told investors that the breach would likely last till July and the company would lose £300 millions of its annual profit.

This attack shows us that third party suppliers also need good security measures put in place otherwise it can lead to big companies suffering big data breaches. This means that new security measures will constantly be needed as there will always be a vulnerability, even if it’s a third-party supplier. M&S will recover but many customers had personal data leaked which led to them being targets of more cyber-attacks. Four people were arrested in the UK that were allegedly behind this attack and others [15]. However, there may be more partners that helped in the attack that have not been found yet.

The next cyber-attack happened in the end of August to Jaguar Land Rover. This led to a heavy financial loss of £485 million as they had to shut down their computer networks meaning production had stopped [16]. Production had stopped from September to early October. It is believed that the main strategy used was social engineering [17]. With stolen credentials they were able to make it far into the systems due to poor security measures. For example, multi factor authentication was missing in parts of the system and outdated passwords from 2021 still worked in 2025. This allowed the hackers to gain access to very sensitive systems. Within the computer networks there were a lack of monitoring used, which allowed for a large amount of data to be stolen before detection. With sufficient monitoring tools in place certain behaviours on the network would have been instantly detected. For example, single users extracting extreme amounts of data, those same users tunnelling data through tor and traffic spikes from abnormal IP ranges.

This attack is a good indicator that network scanners and monitors are detrimental for detecting abnormal behaviour on a network. The quicker the attack is identified the less damage will be dealt. Some people have the opinion that larger corporations are very safe from cyber threats due to the amount of money they put into security. However, these two examples have shown that they are still very much at risk, and the problem of network attacks are still at large. Eventually larger corporations will prefer to use third party suppliers that have good security measures put in place, so these smaller businesses will be looking for such software which means there is a gap forming. They may not have as much money to get certain solutions so they will turn to a more affordable easy to use software. This year has shown that businesses who have a connection to a larger business will be big targets, as they will be used as an entry point. This is referred to as a supply chain attack [40].



Research into network traffic scanners:


Through the years there have been many methods used to spot these attacks with a good level of accuracy however, there have been gaps in these software's. Some software and methods are outdated which means they are not used anymore. A common approach that will be continued to be used in the future is machine learning and artificial intelligence [41,42]. In machine learning there are different models that are commonly used, these are LR, SVM, KNN, MLP and DT [20]. Different models have positives that differ from the others, if your software wants to focus on flexibility the SVM approach is a good option. Machine learning models use datasets which contain known attack types. The models then use these datasets to train AI to get better at detecting attacks improving the overall accuracy detection [43]. It helps determine what is normal network traffic and what is malicious. More general datasets contain different types of floods which shows big spikes in traffic, these are easier to spot. Other features include source/destination IP’s, packet counts and system metrics [21].  There are SDN datasets that are used for machine learning, the goal is to determine whether the traffic is normal or not using machine learning algorithms [22]. This helps determine the accuracy of detection.

With intrusion detection there are usually three methods that are put in place those being misuse-based, anomaly based and mixed mode [23],[45]. Anomaly-based establishes a baseline for normal traffic, this means when the network traffic deviates from this baseline it can be identified [44]. This method usually incorporates machine learning meaning it can adapt to new network attacks [24]. Misue-based is similar but only detects known attacks or malicious activity. So, if a new attack is used on this network, it will not be recognised because it is not a well-known attack. New attacks are always forming meaning this method can sometimes be less effective. Mixed mode combines the two so known malicious activity can be quickly identified, and new emerging threats can also be identified [25]. As seen in examples of network attacks the quicker the attack is caught the less damage will be done. Which is why the misuse-based method is not a good option here. Anomaly-based and mixed mode is a better option as it can be implemented into a range of different networks and still provide a strong level of accuracy detection [26]. For example, it will take less traffic to perform a DDOS attack on a smaller network than a large company’s server. Also, a slow DDOS attack will be harder to spot as it still sends enough traffic to slow the server down but not enough to completely shut it off making it harder to spot [27]. Which means there is not one baseline for all networks the malicious activity will always differ.


Normal traffic is different for every network; a game company’s server will have a much larger amount of traffic than a normal home wi-fi network [28],[29]. This means the software should be able to calculate what malicious traffic is for a range of network types to ensure a good level of accuracy. The software should recognise what is normal traffic by monitoring it and collecting data, the more data it collects it can better understand what is unusual [30],[31]. For example, if the average amount of packets being sent through a home network is around 200 every second if there is a sudden spike and there are now 2000 packets sent through the network every second the software can identify this is unusual for this specific network [32]. However, for another network 2000 packets every second may be the norm. This is why machine learning is a common approach for traffic monitoring moving forward, the security software needs to be able to adapt [33].



What are the research gaps?

After conducting research into network attacks and measures put in place there are research gaps in this field. These being third party suppliers, poor security measures still put in place and outdated methods. Third party suppliers have been targeted multiple times in 2025 and will continue to be targeted [34],[35]. This is because they are a good way of forming an attack on larger corporations. Small networks have poor security measures put in place and sometimes none, people would feel more comfortable using their Wi-fi if there were security measures put in place [36]. Some methods that are used have big disadvantages and would be a poor option to be implemented on a wide variety of networks.

[bookmark: _Toc746035901][bookmark: _Toc1414878654][bookmark: _Toc228368762]Research/Development Methodology:


The development method that will be used is the waterfall methodology. This method approach consists of phases that only start when the last one is finished. Each phase helps flow into the next hence the name. The phases typically consist of requirements, design, implementation (coding in this scenario), testing and finally maintenance.  

I have chosen this method because it can be implemented for an individual project. It is a suitable method for when there are fixed requirements, in this scenario those requirements are accurately spotting malicious activity. The requirements will not have massive changes throughout the project which means waterfall is a good choice. Some requirements change through the project which is why options like agile are better for those scenarios. The main negative for this methodology is the adaptability. Once a phase has been completed it takes a lot of time to go back and make changes which would take time away from development. However, this methodology is easier to manage due to the lack of changes.


The research philosophy this project will follow is positivism. This philosophy is common in fields regarding computer science as algorithms and mathematical models are often used. We have a specific goal to reach with this software which is why this philosophy is being used. Deductive research approach will be used as the hypothesis/theory already exists and we are testing it with new software.


The experimental hypothesis is “will a network traffic scanner provide better security for a network that has no security measures put in place”. It is important to clarify that the test will be done on networks that have no security measures put in place. This is because the focus of this project is to see the true benefit of security software, so we can best see these results when no security is put in place.

Microsoft visual studio code is being used to develop this software, this development software allows for packages to be easily installed for a wide range of programming languages. This can be done two ways, installing packages through the extensions tab or install packages through the built-in terminal.  It also supports the programming language that will be used but also provides support for many others. Recent updates provide an AI assistant to help developers digest long and complex pieces of code, which can help speed up development. This can be especially useful when implementing code that the programmer is not used to. There are very good options for specialized development for one specific programming language. I did not want to use those options however as I did not want to limit future development to only one language. This allows for more changes to be made to the software in the future using different programming languages and packages. Kali linux will be used for testing the software, this is because it becomes pre-installed with ethical hacking tools. Another virtual environment is needed to act as the victim's device for the tests, this can be a normal Windows 10/11 system. For example, hping3 which can perform denial of service attacks that the software can detect. The attacks are being performed on virtual environments meaning making the whole test more secure. Another attack that can be simulated is man in the middle attacks using Arp spoofing.

Limited hardware is needed for the development for this project. A device that can run up to date versions of visual studio code is needed. For testing, a PC is needed that can run virtual environments. This is because Kali linux is needed to run tests on the software meaning virtual environments are needed and another virtual environment to act as the victim in these tests that will have the software installed and running. Tests could be done on an actual router and victims' device, but permission is needed for whoever owns the devices.

The primary language that is being used for development is python. This language I have the most experience in allowing for a more efficient development process. Python also have sufficient networking packages and libraries that allow for this software to be made. For example, Pyshark, socket and scapy. Pyshark is a python version of the network analyser Wireshark which allows for packet analysis and to save network traffic into ‘.pcap’ files. Socket can scan open and closed ports which can be important for finding potential network vulnerabilities. Scapy is an open source and free networking library. The capabilities consist of capturing live network traffic, packet manipulation and decodes a wide range of protocols. Scapy will be the solution that is utilised the most due to its extensive range of capabilities that fit the needs of the software. The inputs for the experiment will be ethical hacks such as a denial-of-service attack. Kali linux provides tools so we can perform hacks on the network with the software installed to see if the attacks will be detected.

As for the validity of the experiment, it is an accurate way to see the benefit of such software. We already know that with no security measures put in place attacks will go unnoticed, so if the software detects the attacks, we will have a solid conclusion. Reliability is important because otherwise the data that is given at the end of the experiment does not mean anything. To ensure reliability I will ensure that the attacks work first before the tests, once the attacks have been verified then the software can be implemented. This can be done with other tools such as Wireshark; with this we can see if certain packets are being sent as intended. It will also capture packets with attacks like man-in-the-middle. This experiment can be replicated on every network if permission is received, otherwise you are not legally allowed to use the hacking tools.

Three virtual machines are needed for the experiment; one installed with kali linux to use the hacking tools and the other two to simulate a small network. One of those machines will be a Windows server and will act as a router in the scenario, so this is the machine will have the software installed. Finally, the last machine will just act as a client that will receive and send data to the server. The final machine is needed for the experiment because more attacks can be performed such as a man-in-the-middle attack. Different type of flood attacks will be performed on the server to ensure the software is detecting different variants of the same attack. A man in the middle attack will be performed by sending spoofed packets to the server with the hopes of traffic being diverted to the hacker's machine. Again, there are different variants of man-in-the-middle attacks; by incorporating more of those attacks, it shows a better level of accuracy detection. Then malicious activity can be replicated, for example repeated login attempts which could be an example of an attacker trying to gain access to the network. Other examples of malicious activity can be unusual network traffic involving sudden spikes in traffic and communications with unknown IP addresses. So, to summarize a range of attacks will be simulated which will then give us results that can then be used to answer the hypothesis.
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Design for the software begins with the first two objectives, which are research current solutions to find research gaps and list the tools and resources that are needed. The first objective is very important when it comes to design. Not only can you find research gaps you can discover solutions other people have implemented which helps give a better understanding on what you need to complete your project. During this research different methods were discovered that are usually used for intrusion detection. The two methods that would be best fit for the software would be anomaly-based and mixed methods. I decided on these two methods as they allow for better accuracy detection, this is because they can detect new emerging threats that would not normally be recognised. Another important factor that was discovered during research was the implementation of machine learning. This was a common implementation with the two intrusion detection methods that were previously discussed. Random forest machine learning algorithm came up a few times in different network intrusion detection models. This combines the output of multiple decision trees to reach one single result. I believe this is a good machine learning algorithm to incorporate as it fits the needs of the software. By using multiple indicators, a better accuracy level of detection will be achieved. It is also known for its ease of use and flexibility which shows it is a good option to implement this algorithm. Research is also essential before building as more information is gathered on how to better identify attacks and irregular activity. For example, spikes in network traffic and packet loss. Without this knowledge pieces of the software may be unable to perform as intended.

With the knowledge on what methods and algorithms need to be implemented then the tools and resources need to be chosen. First the programming language was chosen, which was Python. This decision was based on the networking libraries that is has and its ease of use. It also is widely supported meaning there are many solutions out there to find. One of the pythons libraires that was chosen was called ‘scapy’, this has many network abilities such as packet sniffing and packet manipulation. Which can be effectively implemented into the software. With tools and resources chosen the project the software design can start. The flowchart below shows the structure of how the software will operate.
[image: ]


The information that is stored contains IP addresses which can help find perpetrators for malicious activity. With a flowchart made the overall structure of the software is planned out. The flow of the software keeps scanning the traffic but outputs any irregularities, the more times the traffic is scanned the more accurate the baseline will be. As for calculating the baseline different indicators will be used such as traffic spikes, packet loss, irregular IP addresses. The software will calculate if these indicators show evidence for any malicious activity, and if there is the user will be quickly notified so they can act accordingly. It is important the activity is quickly reported as this can help defend against zero-day attacks.

To allow the software to loop and repeat traffic scans while loops will be implemented. This allows for the traffic to keep being scanned and checking for attacks. Then the while loop will be excited when the user wishes to close the software. Below is a simple pseudo code that shows the decisions that will be made by the software.



[image: ]





The critical level will be used to show the severity of the situation, when every indicator is being flagged the network is in a dangerous state. There will be many decision trees that will show us if an attack is being performed or not. Another pseudo code example below shows the processes for calculating malicious activity in terms of traffic spikes.

Begin Scan
Store number of packets captured
Create average with the new data that has been captured
 
if packets captured > baseline * 1.5 THEN
if packets came from same IP address
Output potential denial of service attack and the IP address responsible
ELSE
Moderate traffic spike
END IF
 
if packets captured > baseline * 3.5 THEN
Output denial of service attack and IP address responsible


The baseline is being multiplied here because a 150% increase is referred to as a medium threat and a 350% increase is referred to as a high threat level. The nested if statement checks if the packets were coming from the same IP addresses. For example, if an IP address appeared a lot more than normal and was responsible for the increase in traffic that is evidence for a potential attack. So, the IP address can be reported, and actions can be taken accordingly. Regardless the increase of traffic is outputted. As for the 350% increase this is quickly reported as it is a large increase of traffic.

Plans need to be made to identify different types of network attacks. As mentioned previously a very common denial of service attack is called a flood attack, which is where a device sends a large amount of the same packet. This means we need to be able to see if IP addresses are sending multiple amounts of the same packet. By incorporating this extra feature, the accuracy level of detecting denial of service attacks is increased. This is because we can see if there are traffic spikes and if majority of the traffic is coming from one address. The python function “counter” will allow us to count the number of times an IP address sends the same packet type. Which means we will have a number that can be used to indicate if the number of packets is irregular.

For the user interface, a command line interface will be implemented. To ensure the user is not overwhelmed with information the outputs will be simplified. For example, when outputting packet loss data if the image below is displayed the user may be confused on what it means.
[image: ]
If the screen is cluttered with unimportant information the user may be unsatisfied with the software. This is a very important as it links back to the project requirements. Target audience are companies that may not have high levels of knowledge when it comes to network security. So, providing a good amount of ease of use is essential. Image below shows flowchart on how this part will operate.
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Next a common indicator for malicious activity is unsuccessful login attempts. Another good reason why scapy is a good option is because it can filter ftp login attempts. More importantly failed login attempts as they indicate brute force attempts trying to gain access to the network. There are codes that correspond to whether the user was able to successfully login or not. The code “230” is used for successful logins and “530” for failed logins. Whether or not the number of failed logins is irregular or not depends on the size of the network. However, it is irregular for the same person to attempt to login and fail multiple times regardless of the size of the network. Using this logic, we can implement code that identifies how many logins come from the same IP address instead of looking at the amount of login attempts. Which can provide better levels of accuracy as this will work across many different networks.



Development:

Once development began issues started to arise, the first issue began with storing the network traffic so it can then be manipulated. For example, when the traffic had been scanned I could not take specific data like IP source addresses. Without this the software cannot accurately determine if traffic is irregular or not. To fix this research was done on how to data can be stored from the scan for later use. The solution was putting a function in the scan command; in this function there was code to store source IP addresses into a list. The image below shows this updated code.
[image: ]
With the data stored I was able to find the most IP addresses that appeared and make averages on those numbers. This helped with making a normal network traffic baseline.


A big part of this software is detecting denial of service attacks, to do this the software must detect if an IP address is sending a large amount of the same packets. Initially a dictionary was going to be implemented because two sets of data needed to be stored, the source IP address and protocol. Very quickly this was not going to work as duplicate values are not added to dictionaries. This means if an IP address send the same packet 100 times it will only appear in the dictionary once. Which is fine for seeing what type of traffic is being processed but for what this software needs another solution was needed. The counter function was used to count every time an IP address sent a packet. With this I was able to find the most common packets sent and make averages accordingly. The previously mentioned callback functions were used to store the source IP address and packet protocol then counted every time they appeared. When running the code, it accurately counts the number of packets sent from the same address. The results from the test are below, as you can see it provides the count to show how many times it appeared in the scan.

[image: ]
As you can see some IP addresses appear more than once, but the protocol is different. This allows us to see if a flood attack is taking place as the same packet will be sent from the same address a lot more than the rest. The counter function also allows us to select multiple of the most common items, in this code I have selected five. I also store the most common item into a variable so it can be compared to later to check for irregular traffic. An average is also generated to help determine what is the normal number of duplicate packets for a network. 

Something that affected the code was not realised until a few tests were completed. The IP address of the device which was running the code would appear the most. This would affect the average and the results outputted because we know this IP address is not malicious. In different parts of the code the most common IP address is stored to be compared with other network metrics. To help improve the accuracy of the code the devices IP address is ignored, an example of this is below.
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Depending on what device the software is running on the IP address will be different. Meaning the IP address in the image above will have to change for every device. A way to do this is to implement input, so when the software first starts running it asks what the devices IP address is. It can then store this so it can be used throughout the code. Updated code is below. This means the code does not have to be manually changed for every different network it is implemented into.

[image: ]
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Next section to code was FTP logins, this was important to add as monitoring who's attempting to login is essential to network security. To do this research was done to find out what code represented successful and failed logins. Even with this knowledge the code still did not work I could not filter packets to find ftp logins. The solution was to save the payload section of the packet into the variable. With this stored if statements can be used to filter through them to find these potential logins. The code for a successful login is 230 and for an unsuccessful login the code is 530. Now we can store unsuccessful logins to see if the number of attempts is irregular. Again, the number of attempts will vary depending on the network. That is why the software cannot give a specific number to identify irregular ftp login attempts. However, you can monitor if these attempts are coming from the same IP address. Regardless of the size of a network if someone fails to login around 5 times there is now a high chance someone is trying to brute force their way onto the network. Previously mentioned libraires can be used for this, for example the counter function. Any failed login attempts will be saved to a list then the counter function can count how many times it appeared within a specific timeframe. By outputting the address, the user can better defend their network in real time.

While working on that segment I discovered a common issue in the code. This revolves around the counter function. The counter function acts as a sort of dictionary where it shows the item and then the number of times it appeared. We need the number so it can then be used again to determine instances such as the number of times someone has appeared on a network. The code that was used throughout the program is below.
[image: ]

This did not cause any errors to occur because the “count” variable was used earlier in the code for a separate reason. Which meant an error would not occur, but the data that was added to the list was irrelevant. The fix was easy, but it showed how important variable names can be. If not noticed the quality of the software would plummet, so some time was taken to rename variables and add more comments, so the code was a lot easier to follow. This is important practise for software being developed regardless of the field. All variables were checked to ensure the correct data is processed.

Packet loss can be detected with scapy which is another reason why it is great for networking programs. Packet loss was recorded by storing the expected stream ID sequence number and comparing it to the current stream ID sequence number.

The next big indicator which is used for detecting malicious activity is IP geographical data. 
If an IP address is sending many packets from a different country, it could be signs of malicious activity.  There are free API’s which can identify where public IP addresses are from.  Once implemented there were errors that appeared that stopped the flow of the program. This was because it was sometimes picking up private IP addresses, so the country of origin could not be found. A simple try and except method were implemented which meant the program would just continue if a private IP address was found. The image of this code is below.

[image: ]





Testing:

Tests were done on different networks to see how the software reacts to different levels of traffic. One of these networks were using virtual machines where ethical hacking tools were used. The operating systems used were Windows and Linux. Another test was done on a device in the University while a large update was taking place to see how it reacts to other types of activity on a network.

The first test was a simple denial of service attack using the hping 3 tool on kali, the attack was done on the Windows virtual machines. Before the test connectivity was checked to make sure the two machines could ping each other. The image below shows the software recording the network during this attack.
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As you can see before the attack there are no packets being sent on that network, then suddenly there is a massive increase of packets being sent. The software picks this up and informs the user of the high level of malicious activity. These results are expected and it can successfully pick up sudden increases of traffic. Slight problems were encountered with picking up packets from the same IP address, because of this issue only a high-level warning is given instead of a critical warning. There should be because this is a direct network attack. Multiple indicators are used to give the warnings and how many indicators are triggered determines the severity of the warning. So, the results were only half expected the spike in traffic was noticed however where the attack was coming from was not. The next image shows the same test with fixed code.
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Now it outputs that the packets are being sent from the same IP address and is showing that there are critical levels of malicious activity. If the software can detect an unusual number of packets coming from the same device it is a lot more likely it’s a coordinated attack. Which is why the critical warning is given. It comes to this conclusion by using multiple indicators in this scenario it looks at the spike in traffic and where it is coming from. Now we know that a denial of service can be picked up which were the expected results. Next the image blow shows a network where a device is doing a large installation/update. The important part is that the level of malicious activity is being shown. A flood attack was used which can disable or slow down a network. So, it is certainly a malicious attack, and this was accurately shown to the user. An interesting correlation was how the software responded to the attack in the first two tests. When the flood attack started it would pick up that there was an attack but then slow down due to the volume of packets that had to be processed. This was not considered during research and development of the software, but the performance of the computer is crucial. The PC was running two virtual machines with one of them running the program which may have been why there were some problems. However, it was still able to output that there was an attack before slowing down which means the user can act accordingly.
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As you can see packet loss is being picked up on the device, so we know packet loss can be recorded. It also recorded a slight increase in traffic which can happen during installing and updating software. So again, these aspects are working as intended.


The next test was a man in the middle attack using an Arp spoof attack on two window devices. Image of the test results are below.
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The software can accurately detect ARP requests within the traffic. If there is an abnormal amount of these requests, it will be accurately detected. This is now another indicator which can be used to determine if network activity is malicious or not. When the amount of ARP requests is a more than the usual amount on the network that is when the software notes this behaviour.

After these tests were completed, evidence has been gathered which shows the software can detect different types of abnormal activity on a network. When there have been multiple indicators of malicious activity the critical level was being outputted to the user. This helps determine how bad the situation is, when the software detected a denial-of-service attack it gave the critical level warning.

Multiple experiments have supported each other in some ways. In the literature review there were different methods of detecting malicious activity such as anomaly based and misuse based. Anomaly based was chosen which has proven to be an effective method. Different networks were used in the tests meaning that there would not be one baseline for what is normal or not. The literature review suggested that this method is more adaptable which has been the case. Each experiment detected what it was meant to.
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After doing several tests on the software different conclusions can be drawn from this data. The different tests simulated different types of network traffic and malicious activity to see how the software would handle it. There are positives and negatives to be addressed.

First test that was done was a denial-of-service attack using hping3 on a kali linux device, the attack was performed on a windows device that had the traffic scanner installed. These devices were virtual machines so the test could be conducted in a safe environment. The attack was successfully identified but there were some issues within the code linked to identifying the IP address of where packets are coming from. The test was done again with the fixed code, the attack was identified again, and a critical level warning was given. There were slight changes that were needed but the outcome was as expected. Denial of service attacks are very prevalent, and they can now be detected by the scanner. However, after the software had detected the attack, it had slowed down considerably. Usually, it updates every 3-5 seconds, but when the attack was happening it took longer for the results to be given. Eventually the software froze until the attack stopped. This presumably happened because the code scans through every individual packet so when there was a large amount of them the software was overwhelmed. Also, the PC may have been overwhelmed by running the two virtual machines that were conducting the test. So, the specs of the device this software will be running on will have to be considered. Most importantly the attack is identified and reported urgently to the user, however this test has shown that potential larger networks will need to run the software on devices with stronger processing power. Wireshark showed that packets continued to be sent even after the software slowed down, so this means the software slowing down was not caused by the network being overloaded. Using this information, we can more accurately pin this issue which seems to be the software struggling to scan through every packet especially with many packets. The packets are not just being stored they are being calculated and manipulated to gather information to create a baseline of normal activity on a network.

A flood attack is going to cause the software to slow down or freeze regardless as that is what is made to do. Either the software cannot deal with the large number of packets or the network is disabled. These tests have shown if there are many packets on the network there may be performance issues. However, the main aim is still met as the program notifies the user of the flood attack before it gets overwhelmed. Results are what was to be expected apart from the slowing down issue, but it is not detrimental to the program. It just shows that more consideration and research needed to be done on what computer specifications are needed.


This software was always intended for smaller networks, but it is something to consider if it was going to be implemented on larger networks. Even for smaller networks a minimum guide should be given for this software to run. Similar tools and their specification guides can be used for guidance.


Specification Guidance:

Processor: 64 bit dual/quad core processor (intel core i5/i7 or AMD ryzen 5/7)
Mid-range processor to high end tier

RAM:  16-32GB recommended.

Storage: Either hard drive or SSD with enough space to install the software.

These specifications are like the ones used on the PC for testing. However, virtual machines take parts of the main machine to run. For example, you give it a certain amount of memory from the hard drive/SSD and a certain number of processors from the CPU. The virtual machine that was running the program was given 4 processors out of the 12 the device has. Which is one of the main reasons there were performance issues. By following the specification guide the software should be able to detect attacks on smaller based networks. Larger networks will need a lot stronger performance to deal with the larger amount of traffic.


Moving onto the next test which was conducted on a standard device while an update for some software was taking place. Now we can see how the software reacts to different activity and there is more likelihood of packet loss taking place so that portion of the code can be tested. These results were slightly as expected there were times where there was a slight increase of traffic which is to be expected when installing or updating software. It shows the packet size analysis gives a good reflection of the network activity. Also, there was packet loss that was accurately detected. When using the device, it seemed there was connection issues when using a browser and the software outputted that there were large amounts of packet loss, which correlates to the slow connection speeds. However, the one unexpected result was the failed ftp login attempts that were coming from the device the test was being run on. It was also followed by an error about variable types. So, the software can detect ftp login attempts but there are improvements that are needed for that section of the code.

Lastly the final test introduced a man in the middle attack which was done with three virtual machines. The results were as expected, an abnormal amount of arp requests were picked up. The arp spoof attacks several of these requests every second, so the influx of requests was accurately picked up.

The information I gathered during the literature review helped improve the accuracy and quality of the software. Different indicators were included into the software such as packet loss, the more indicators that are included the more accurate the detection can be.

After conducting several tests, the results can be compared to the aims and objectives. The original aim and objectives are below.





AIM:
Create a network scanner that notifies the user for potential attacks or malicious activity.

OBJECTIVES:
Research current solutions to find research gaps.
List the tools and resources that are needed
Begin development with continuous tests
Final prototype will be tested with ethical hacking tools


Two very common attacks were simulated, and they were accurately detected so the software met the aim. When the attack is detected, it is reported urgently so the issue can be dealt with as quickly as possible. Going through the objectives they were all met and led to the final prototype.

If this project was to be repeated more research would be done into how other similar tools calculate averages. This would help me improve accuracy and find other improvements that could be made within this field. Research would also be done into what specifications are needed for different size of networks. This would help determine what is needed to use this software in other scenarios.
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To conclude a software has been developed that meets the aims and objectives for this project. That software being a network traffic scanner that detects network attacks and malicious activity which can help improve the security of that network.  By making the aims and objectives they acted as a guide for the entire project to ensure a good level of quality was met at each stage.

Starting with the literature review this was an integral part of the project as research was done into what was needed and gaps in this area. This is where the programming language was decided as other similar projects were made with python. Different methods on how to detect the malicious activity were researched to determine which would be more effective for the scenario. The vulnerability of smaller networks was discovered and chain reactions of companies being compromised to gain access to larger companies. This was a research gap that was discovered which could be helped with the introduction of the software. Many projects were created with machine learning and AI to improve the accuracy of the model. One that stood out was called the random forest as this was something that could be implemented within the time frame for the project and was used to detect attacks such as denial-of-service attacks. As the software was aiming to detect a wide range of activity many different methods for detection was researched, two that stood out were anomaly based and mixed method. These methods allowed for new attacks to be discovered instead of just known indicators, this allowed for more adaptability within the software. By doing thorough research into past projects, gaps and future ideas these could then be implemented into the design and development. The literature review contributed to meeting the first objective which was researching current solutions to find research gaps. With research gaps and current solutions found the remainder of the project could be built around them.

Next was research methodology, this is where different approaches were explained and how the experiment was going to be carried out. This also included information on what hardware and software would be used for the experiment. For overall methodology the waterfall approach was chosen as this is a good choice when there are fixed requirements put in place. For research philosophy positivism was chosen which is very common in computer science related fields. Deductive research was what the project would follow as a hypothesis was made to collect results to analyse them against existing theories.

After that was design and implementation of the software itself. First the libraires other tools were addressed before building. The main python library that was addressed was scapy as that allowed to record traffic info and manipulate that data. Flowcharts and psuedo code were used to get an idea of how the code should operate before beginning development. Other aspects were considered such as interface, eventually a command line interface was chosen even though a graphical user interface may have been more user friendly. However, it was not a reasonable option due to the timeframe, but it is something that could be improved in the future. In the development stage instead of going straight to developing the prototype each section was made separately before being put into the prototype. This gave time to make sure each part was working as intended and then they were all put into the same code. Tests were done on each section to make sure there were no errors before being fully implemented. During design and implementation, the next two objectives were met which were ‘list the resources that are needed’ and ‘begin development with continuous tests.’

When the final prototype was made the tests or experiments could be conducted. These tested different parts of the software and simulated network attacks to see if it could be accurately detected. The experiments were a success, and the malicious activity and attacks were detected and informed via the command line interface. With this the final objective was met which was ‘test the final prototype with ethical hacking tools.’

After completion there is one main area for further research and that is implementing this onto larger scale networks. As there are a lot more traffic variables there may be more code needed to accurately detect malicious activity. When there is less traffic going through the network it is easier to identify signatures of attacks or unusual behaviour. However, when the traffic is a lot bigger it will be harder to accurately determine what is malicious or not. As stated previously if this was going to be implemented on a larger scale network the device the software is running on will need a lot higher specs. This is to deal with analysing each individual packet. Some attacks would still be easier to detect such as one device performing a denial-of-service attack, but someone trying to brute force their way into a server can be more difficult to spot when there is a large amount of activity on the network.
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Many lessons were learnt during this project due to the countless issues faced.  These issues allowed for skills to develop such as time management. More practical skills such as programming were improved as new areas had been explored. Before this project I had very little experience in network programming, so this project has created experience that will be beneficial in the future. I had experience in programming but specifically network programming was new. Other skills such as using ethical hacking tools on kali were expanded on. This was needed to test the software, so my usage of these tools was tested. Experience with this tool will be very useful moving forward.

A very important skill that has been improved during this project is researching. Without this the final software would not work as intended. Finding quality sources of data and information is crucial especially if you are using that data to help develop software. The more quality resources you find the better understanding of the topic you will have. In this project it allowed me to find methods that would be best suited for the project. Gaps can also be found in the topic area where a solution can be made. Different approaches to research were used for the first time which was a good experience. For example, research philosophy was a concept that was not explored in previous projects. So, my personal knowledge on different research methodologies has expanded due to this personal project. This helped to find great resources that greatly helped with design and development. Some research was done into emerging trends such as the inclusion of AI in some projects, having knowledge on emerging trends gives you a better understanding of where technologies are headed.

Time management was a very important skill as it meant every task was completed to allow enough time for the next to be completed. Which also meant no task was rushed so there was a good level of quality met with every section. Tools such as Gantt charts were used to help give an idea on when every task should be completed by. A general schedule was also made and was used to give a goal for myself to complete each task. My time management skills meant no task was rushed and each section of the project had a reasonable amount of time allocated. For example, developing the software would need more time than other sections of the project. However, if I rushed certain sections, it could have had negative knock-on effect for the rest of the project.

I also learnt about the issues at hand in this area, for example how companies were being targeted as a gateway into larger companies. So, my knowledge on current affairs has been expanded. Which is beneficial in future endeavours regarding cyber security. This project has changed me as the experiences I have gathered will aid me in future projects. Confidence has been achieved as I have proved what I am capable of, I will know how to tackle similar issues faced in this project in the future. 

If this project were to be repeated I would put my programming abilities to the test by experimenting with other programming languages and the networking tools they provide. Python was chosen as it had networking capabilities and that was the language I had the most experience in. Time could have been lost learning new languages however this may have limited the capability of the software. Other options may be out there which are better suited for the projects aim. As some research has been done into machine learning during this project if it were to be repeated different machine learning models could be implemented. This allows for the software to adapt, and many similar projects incorporate this. Aspects of the random forest machine learning was used by incorporating multiple indicators to get different results.
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While user input is yes THEN

Begin scan

Store info

Adjusts baseline with info that was gathered

IF current traffic count > baseline THEN
Critical Level + 1

Output to user traffic spike

END IF

Ifirregular IP activity Then

Critical Level + 1

Output to user irregular IP activity
END IF

If current packet loss >
Critical Level + 1
Output irregular packet loss
END IF

THEN

Ifirregular packet activity THEN
Critical Level + 1

Output irregular packet acti
END IF

If Critical level >3 THEN
Output dangerous activity alert
END IF

OUTPUT "Do you wish to scan again "
INPUT user input
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def callback(packet):
if I in packet:

source_ip = packet[IP].src

ip_list.append(source_ip)

packets = sniff(prn = callback, iface = "Wi-Fi

counts = Counter (ip_list).most_common(3)

‘timeout =

for item, count in counts:
amounts. append(count)

total = sun(amounts)
count = len(amounts)
average - total/count

print("The average amount of times the most common IP address appears in traffic every 3 seconds is,

3)

, average)
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if mostIpCommonNum > TPaverage * 2 and storeAddress != "192.168.9.175":

print("IP irregular”)
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DevicesAddress = input(“What is your devices IP address:
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if mostIpCommonNum > TPaverage * 2 and storeAddress !- DevicesAddress):
| print("IP irregular”)
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for item, count in counts:
amounts. append(count)
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try:

handler = ipinfo.getHandler("7a13390@bbddde" )

details = handler.getDetails(storeAddress)

print (details. country)

if details.country != ("GB"
criticallevel +1

except ZerobivisionError:
print("Cannot find Ip location”)
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® PS C:\Users\s2305662\AppData\Local \Programs\Microsoft Vs Code> & "C:\Progran Files\Python313\python. exe”
what is your devices TP address: 172.29.1.83
[X] Failed login attempt at 13.167.6.156
WARNING: Socket <scapy.arch. libpcap.L2pcaplistensocket object at @xe@@@828BOEAS6B16> failed with ‘unsupported operand type(s) for +: “int’ and 'str'’. It was closed.
Large packet loss
Large packet loss
[X] Failed login attempt at 172.20.1.83
WARNING: Socket <scapy.arch. libpcap.L2pcaplistensocket object at @xe@@R828BOEOF2EDG> failed with ‘unsupported operand type(s) for +:
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Slight increase in traffic
Large packet loss

[X] Failed login attempt at 172.20.1.83

WARNING: more Socket <scapy.arch. libpcap.L2pcaplistensocket object at @x@@@620BOEB14F58> failed with ‘unsupported operand type(s) for +: ‘int’ and ‘str’’. It was closed.
Lange packet loss

Lange packet loss

Lange packet loss

Exiting

PS C:\Users\s2305662\AppData\Local \Programs\Microsoft Vs Code> []
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$ nmap 192.168.1.7
Starting Nmap 7.91 ( https://nmap.org ) at 2021-07-01 14:00 EDT
Nmap scan report for 192.168.1.7 (192.168.1.7)

Host is up (0.0089s latency).
[Not shown: 977 closed ports |
PORT STATE SERVICE

21/tcp  open ftp

22/tcp  open ssh

23/tcp  open telnet

25/tcp  open smtp

53/tcp  open domain

80/tcp  open http

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysql

5432/tcp open postgresql
5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 6.78 seconds




