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[bookmark: _Toc119356360]Background of Ansible
Ansible, a popular Infrastructure-as-Code platform, offers reusable task collections known as roles. Third-party contributions are common, and roles, like general-purpose libraries, change. As a result, new releases of roles must be labelled with version numbers, and Ansible advises using the semantic versioning standard. Roles, on the other hand, differ greatly from general-purpose libraries, and it is not yet clear what constitutes a disruptive change or the addition of a feature to a role. As a result, clients of a position and great role contributors may be confused. To address this issue, we conduct a qualitative study on semantics version control in Ansible roles to identify the types of modifications that cause types of versions bumps. We will install the Oracle VMBox and we will install one server and 2-3 Virtual Machines with Linux Ubuntu/Fedora.Following that, we conduct a quantitative investigation of the status of semantic version control in Ansible functions and determine the most often altered components. We then train a Random Forest classifier to anticipate suitable version spikes for Ansible role releases using the architectural difference metrics. Finally, we use a developer poll to validate our empirical findings. Our observations reveal that, while most Ansible role programmers adhere to the semantic versioning style, they do not always adhere to the same guidelines when deciding which version bump to apply. [1]
It is time-consuming and error-prone to deploy, configure, and manage computers in a computing infrastructure manually. Architecture as Code (IaC) [2] functions enable the automating such as configuration and management of computing architecture.
One of the main applications of the IaC tools today is still maintained by the Ansible. [3] [4]
Ansible has started as a project in February 2012, that was the replacing for Puppet automation. The growth of the automation of Ansible was possible by allowing everyone to contribute as a community.
Ansible is now fully operational; we have a sizable firm backing it up and, more importantly, producing excellent products on top of it, and Ansible is the most starred and forked configuration management tool on GitHub.[5]
[bookmark: _Toc119356361]Analyse the features of Ansible

Ansible is a well-known Infrastructure-as-Code (IaC) programme for automating the deployment and configuration of large-scale infrastructure. Ansible developers construct playbooks that comprise a set of operations that may be done automatically on a collection of hosts to establish the necessary architecture. Installing a database driver, establishing a web server, and so on are examples of such procedures. Such actions are frequently reusable across playbooks; for example, installing a database driver is frequently a comparable process independent of usage scenario or platform.[1]
The primary goals of Ansible are simplicity and usability. It also has a significant emphasis on security and stability, with a minimal number of moving elements, the use of OpenSSH for transport (with other transports and pull modes as alternatives), and a language built for auditability by humans—even those unfamiliar with the programme. [6]

As a first step we will have to install the Oracle VM VirtualBox on the main computer that will allow the virtualization for the environments suitable for demonstrating the functions of Ansible on Linux, Ubuntu (x64).
The installation of the software was made on the official website where is the VirtualBox software available for all the Operating Systems.
https://www.virtualbox.org
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Figure 1 Installation of the VM's
In figure 1 we can see how we have finished the installation of two clients running on Ubuntu 64x and one client running on Fedora 64x, and the server that runs on Ubuntu 64x.
The first step after the installation is to allow sudo command on the Ubuntu.
When system is restarting you will need to go into the Advanced options for Ubuntu as shown in Figure 2.
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Figure 2 Advanced Options Ubuntu
After entering the menu we will have to select the Recovery mode Ubuntu, with Linux as shown in figure 3.
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Figure 3 Selecting the Recovery Mode
We will then go to the Recovery menu, there we will need to go into the root file
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Figure 4 Selecting Root File
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Figure 5 Running the recovery mode as a Root User

The following command lines will need to be inputted as a root user in the Recovery Mode:
# mount -o remount, rw/
From this line we will select for the root file system in read/write mode.
If we will want to add a user, we will need to use the command
# adduser sk sudo (if we are the only users is not necessary)

After allowing the root user using the sudo commands we will need to type exit to leave the root file and we will press on the resume button to boot the System.
[image: Text

Description automatically generated]
Figure 6 Normal Boot Ubuntu[image: Text
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Figure 7 Exiting the Recovery Mode
After the rebooting we will need to install the openssh-server on all the machines (clients and servers) using the following command line:
$ sudo apt install openssh-server

After the installation of the openssh server we will now create a key, named id_ed25519 that it will be stored in the ~/.ssh/id_ed25519 file:

$ ssh-keygen -t ed25519 -c “text”

This is a fundamental protocol that will safeguard the organisations' and systems' ability to interact with one another. A public key signature known as ED25519 has extremely quick signing, generation, batch verification, and single-signature verification speeds. [7]
After the installation of the key, we will need to copy the Public Key on the other machines allowing them to communicate.

After the generation of the ssh key we will need to install Ansible on the Server machine that will allow us the automation for the entire network. 

$ ssh-copy-id -i ~/.var/ssh/id_ed25519.pub and id of the client.
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Figure 8 Keys on the Server and Virtual Machines[image: Graphical user interface
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Figure 9 Accesing the Server from the client with SSH
[bookmark: _Toc119356362]Installation and configuration of Apache Server

In our case we will create a directory named AnsibleHosts, in the home directory using the command:
$ mkdir AnsibleHosts

After creating the directory, we will need to create a .txt file with the editor using the:

$ Gedit users.yml 

In the text editor we will need to specify the ip for the clients machines that will allow us to run the command without specify the ip every single time.

1.[users]
2.10.38.88.226
3.10.38.88.227[image: Graphical user interface, application
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Figure 10 Files created on the server


For the installation of the Apache Server and configuring we will need first to know for every single machine the ip address, also for the server.
The installation is possible using the Ansible Playbooks by creating a file, in AnsibleHosts.

Ansible uses a list or collection of lists known as inventory to operate simultaneously against a few managed nodes, or "hosts," in your infrastructure. Using patterns, you can choose which hosts or groups you want Ansible to run against after defining your inventory. [8]

After the installation of the Ansible is recommended to give the command:

$ sudo apt update
Or
$ sudo apt upgrade

We will need also to create the ansible.cfg file (as shown in figure9):
$ Gedit ansible.cfg 

1.[defaults]
2.inventory=~/AnsibleHosts/users
3.private_key_file=~/.ssh/id_ed25519.pub

Having the Invetory file will allow us to copy the key much easier:

$ ansible all --key-file ~/.ssh/id_ed25519.pub -i ./hosts -m ping
We can also install some files from the library such as:

$ ansible all -m apt -a name=vin-nox --become --ask -become-pass

Inserting the password for the server will allow us to install on all the clients the program.
Other files that we will need to install for later is “python3” and “gzip”
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Figure 11 Installation of Gzip file

For the Apache Server to Install it we will need to create a new file in the AnsibleHosts directory, using the commands:

$ Gedit install_apache_all.yml 
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Figure 12 Apache all Playbook


· The first line should have only three lines

· Second line should start with a line, a space and specify the hosts

· Third line will allow changes, but it will have 2 spaces this time where the line on second command is.

· Fourth line will indicate the tasks that Ansible Playbook will run on the machines.

· On the fifth line will start the same from the fourth line with a line, a space and name of the step that we will take.

· On the sixth line we will have the apt command, this is a powerful command-line tool that integrates with Ubuntu's Advanced Packaging Tool (APT) and can be used to upgrade the entire Ubuntu system as well as install new software packages and update existing ones. [9]
And on the seventh line we will need to give the name of the file from the library. This can be found on the https://docs.ansible.com [image: A screenshot of a computer
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Figure 13 Installing of the Apache Server
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Figure 14 Apache and PHP Mod
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Figure 15 Apache running on the machines

When installing If we don’t need the gathering facts on we can deselect them. [image: ]
Figure 16 Deselecting the Gathering facts



[bookmark: _Toc119356363]Installation and configuration of My SQL

For the installation of the MySQL we will need to create another Playbook.
[image: ]
Figure 17 Installation of Mysql
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Figure 18 Installation of PHP
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Figure 19 Installing and changing files
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Figure 20 PHP syntax running on the server from the client
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Figure 21 Running the phpinfo() on the client

The root file for the PHP is /var/www/html/ this is the file directory where the local host is operating.
The display on the local host was possible after we created some file index.php in the public domain file /var/www/html
If there will be some problems running the file, there will be need for restarting the apache server:

$ sudo systemctl restart apache2-services







[bookmark: _Toc119356364]Installing the phpMyAdmin
The installation of the phpMyAdmin is going to be possible by installing on every machine from the browser the file from the website: https://www.phpmyadmin.net

After the installation the file will need to be moved with the command 

$ mv 

And the name of the public directory /var/www/html/

When we will have the directory saved in the public file, we will then need to change the name into phpMyAdmin for an easy identification of the file.  

From the mysql we will need to change the root password by:
[image: ]
Figure 22 Changing the root password
This will allow us to access the phpMyAdmin with the root user and with the password that we want to choose. 
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Figure 23 phpMyAdmin working on the client Machine

[bookmark: _Toc119356365]Evaluation of Ansible as a Network Programming and automation tool.
The two fundamental objectives of Ansible are simplicity and usability. Additionally, it places a high priority on security and dependability, using OpenSSH for transport (with some other protocols and pull modes as options) and a language that is built to be auditable by humans even those who are unfamiliar with the program.
The design of the Ansible include big environmental sizes and is really to use when handling big networks.[8]
Ansible maintains machines without the need of agents. There is never any confusion about how to update remote daemons or the issue of being unable to control systems because daemons have been removed. 
Ansible is decentralised, relying on your current OS passwords to handle remote machine access. Ansible can easily connect to Kerberos, LDAP, and other centralised authentication management systems if necessary.

[image: ]
Figure 24 Ansible, Puppet Bolt, SaltStack
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Figure 25 Average configuration time when configuring 3 changes on the physical router
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Figure 26 Average amount of bytes sent when configuring three changes on physical routers

In the end we can say that the Ansible Automation tool is a Open Source Network Administrator tool that will always be in touch with the new trends having support for every Playbooks online, and it will be really easy to use having the docs.ansible available.
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be elsewhere in the file depending on the exact syntax problen.

$ gedit install_apache_all.yml

:-$ apache
d 'apache' not found, did you mean:
and 'apache2' from deb apache2-bin (2.4.52-1ubuntud.1)
udo apt tnstali <deb name>
S

! /home /vboxuser /AnsibleHosts/install_apache_all.yml

\pplications

| B B@UGERmc

$ ansible-playbook --become --ask-become-pass i

PLAY [QL1] #¥#kbkbhbhbbhbhkbhhhkbkhkhkbkbhkbk b kb kA kAR AR R R AR R AR R AR R R AR

*

TASK [GAthering FACts] *#*#skdskskbhksibhhskhhhskhhhhihhhhkhhhhkhhhhhhhbhkhhbsk

*

@ ma v 6 6

[

IS

TASK [INStalling apache web Server] *+idkksikkksksrksishhsihhhskhhhshhhhshhhisk
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vboxuser@client2: ~ Q - & x

vboxuser@client1: ~ el @ O €

s ipa
a 1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defau
1t qlen 1000
ink/loopback 0:00:00:60:00:00 brd 00:00:00:00:60:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_Lft forever
inet6 ::1/128 scope host
g valid_lft forever preferred_Lft forever
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP g
roup default qlen 1000
link/ether 08:00:27:6b:50:60 brd ff:ff:ff:ff:ff:ff
inet 10.38.88.226/24 brd 10.38.88.255 scope global dynamic noprefixroute en
pos3

&
@
B
A

valid_lft 601261sec preferred_lft 601261sec
let6 fe80::c037:3eda:f6faz4abc/64 scope link noprefixroute
valid_lft forever preferred_Lft forever

Activities () Terminal 170ct 14:34 & O :°$ sudo systemctl restart apache2
GEESE) (o ChmeEen
vboxuser@serverVM: ~/AnsibleHosts Q = - o x Yy again.
ooy ibcxuseri
s

TASK [AN apt Update] *+ksskskbkkskbhhsihhhhkhhhhkhhhhkhhhhkhhhhkhhbhihhbhkhhbss
*

changed: [16.38.88.227]

changed: [16.38.88.226]

TASK [INStalling apache web Server] *+itkksikkksishksihhhsihhhskhhhsihhbshhhhsk
B:

VirtUalEex

TASK [INStalling Apache -PHP mod] #*#kskkkkkkskhhhsihhhsihhhskhhhhhhhbshhhbsk

‘w *

178
L —
K
s changed: [160.38.88.226]
.= changed: [16.38.88.227]
St PLAY RECAP 4k ikok sk ks ks ke bk ok ok bk ok kb ke kb kb kb
4
10.38.88.226 H changed=2 unreachable=6 failed=0
skipped=0 rescued=0 ignored=0
10.38.88.227 H changed=2 unreachable=6 failed=0
AP skipped=0 rescued=0 ignored=0
B $
DY CIEE
L) g AP e
@ ma v 6 6 & 7°C Partysunny A DD NG B
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E
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cd: [home /vboxuser /var /wmi/: No such file o directory
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Mo such file or directory

P

9 fvar/htnl/
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Mo such file or directory
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e
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No package m:
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1: Lo: <LOOPBACK,UP,LOER_UP> ntu 65536 qdlsc noqueue state UNKNOKN group defau F: Fatled to execute child process “dbus-launch” (No such file or directory)
1t qlen 1000
nk/Loopback 00:00:00:00:00:00 brd 00:60:00:00:00:00
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valid_Lft forever preferred_Lft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LONER_UP> ntu 1508 qdisc fq_codel state UP g

—
BB T et dten aooo

(gedit:14921): deonf. - fatled to connit changes to dcon

<
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(gedit:14921): dconf. - fatled to comnit changes to dcon
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(gedit:14921): dconf - falled to conntt changes to dcon
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(gedit:14921): dconf. - fatled to connit changes to dcon
valld_Lft co1150sec preferred Lft 601150sec £: Fatled to execute child process “dbus-launch” (No such file or directory)
tnets feso: :55b2:d507:2184:d3d9/64 scope Link nopref
Valld_Uft forever preferred_Lft forever
S cat /var/wa/hEnl/tndex. php

e Set docunent metadata falled: Settl
:gedit-spell-language not supported

<zphp Activities_® Firefox Web Browser 1Nov 1227
sstr="16" e Set docunent metadata falled: Settl
stnt=20 10.38.88.227/index.php + :gedit-encoding not supported
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f: Fatled to execute child process “dbus-launch” (No such file or directory)

2l

[sudo] password for vboxusel (gedit:35332): dconf- - fatled to comntt changes to dcon

Failed to execute child process “dbus-launch” (No such file or directory)

(gedit:14239): dconf
1 : ! 12 Fatied to execute child (gedis35232): deont. - fatied to comnit changes to dcon
f
¢

Fatled to execute child process “dbus-launch” (No such file or directory)
gedit:14239): dconf

£: Fatled to execute child (gedit:35332): deonf - falled to comntt changes to dcon
F: Fatled to execute child process “dbus-launch” (No such file or directory)

(gedit:35332): deonf o : fatled to connit changes to dcon
F: Fatled to execute child process “dbus-launch” (No such file or directory)

** (gedit:35332) Set docunent metadata fatled
ng attribute netadata::gedit-position not supported

,

settt

Fatled to execute child process “dbus-launch” (No such file or directory)
ysal
. Document ERROR 1045 (28006): Access dented for user 'vboxuser'@'localhost' (using passwo

| 5 mysql -u root -t

2 tadata fatled: setti

it changes to dcon
e or directory)
¥ Netwrk e

phpinte .

| Rantostop A @ @) @46

525
e




image23.png
Activities

15:12

Tuesday 1 November

Clickor press a ey to unlock

(gedit:14239): dconf

f

(gedit:14239): deonf.

f

(gedit:14239): deonf.

f

(gedit:14239): dconf.

f

(gedit:14239): dconf

f
ng
ng

ng

(gedit:14239): dconf

f

[sudo] password for vboxusel

Activties_® Firefox Web Browser 1Nov 1523

) Termina

Fatled to execute child
Fatled to execute child
Fatled to execute child
Fatled to execute child
Fatled to execute child

(gedit:14239) 5
attribute netadata: igeds)

(gedit:14239) q
attribute netadata: :gedi]

(gedit:14239) e Set docunent metadata fatled: Setti
attribute netadata: :gedit-position not supported

: fatled to comnit changes to dcon
Fatled to execute child process “dbus-launch” (No such file or directory)
i s

FISE 100 U

52
o




image24.png
Ansible Puppet Bolt SaltStack
Operating System Linux, macOS Linux, macOS, Windows | Linux, macOS
Initial Release February 2012 October 2018 March 2011
Current Release 5.0.1 (2021-12-02) | 3.22.1 (2022-03-30) 3004.1 (2022-03-28)
Written in Python Ruby Python
Source code Open Open Open
Declarative/Imperative Both Both Both
Agent/Agentless Agentless Agentless Agentless(Proxy agents)
Push/Pull Push Push Both
Communication Protocol | SSH SSH/WinRM SSH and SCP
Script language YAML YAML/Puppet Language | YAML/SLS(Salt State File)
License GNU GPL-3.0 Apache-2.0 Apache-2.0
Terminology Playbook /Hosts Manifest /Targets States/Pillars
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GNU GRUB version 2.02

Ubuntu

Advanced options for Ubuntu

Use the T and | keys to select which entry is highlighted.

Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or for a command-line.
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Ubuntu, with Linux 4.15.0-24-generic (recovery mode)

(recovery mode)

Use the T and | keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or for a command-line. ESC to return

previous menu.





