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1. Introduction
In this worksheet, a Type 2 Hypervisor software called Oracle VirtualBox will be used to create 4 different VM’s (Virtual Machines). There will be 2 Server VM’s which will both contain the operating system of Windows Server 2019 and there will be 2 Client VM’s that will both contain the operating system of Windows 10. 
The user will be installing the Microsoft Active Directory Network Directory Service and showing which network directory object are essential to apply. Some techniques would include renaming the machine, turning off the Firewall, applying and using a strong administrative password within its minimum complexity requirements, selecting an appropriate Domain name (DNS Zone), creating a non-administrative, failsafe user account and adding user account conditions and object / class attributes 

Below will be a diagram from the worksheet brief showing the planning of the configuration for the network on the VMs.
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2. Task 1: Pre-Requisite Tasks
2.1. Checking Firewall & IP Address
In the images below, there is evidence that the IP Address on each PC is unique and the Firewall is turned off on every PC as this was completed on the previous worksheet.
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PublicNet IP Address						PrivateNet1 IP Address
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Firewall Turned Off
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PrivateNet1 IP Address					Firewall Turned Off
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PublicNet IP Address						PrivateNet2 IP Address
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Firewall Turned Off




Client 2:
[image: ][image: ]






	PrivateNet2 IP Address					Firewall Turned Off



2.2. Renaming PC – Server1 
The user will first need to start the Server1 VM, right click This PC and choose Properties
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Next, the user will need to select Advanced system settings on the left-hand side. The user will have to select the Computer Name tab and select the Change button.
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The new name for this PC will be DC1-NWT as the user will need to enter this name in the text box and click OK. After that, the user will need to restart the PC as this will allow the PC to update the specific changes as this is need to be done to complete the task. 
[image: ][image: ]









[image: ]







After the user has restarted the PC and log back in, the computer name for Server1 has successfully changed with no problems. 



3. Task 2: Deploying Active Directory as a role or feature based installation.
3.1. Adding A Role – Server1
The user will first need to select the Server Manager application on the start menu, choose Dashboard and click on Add roles and features as this will be the starting process to add roles on the server. 
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[image: ][image: ]Next, the user will be prompt with a Setup Wizard window so the user would need to click next. Then, the user will need to select Role-based or feature-based installation and click next as this will allow the user to add new roles to the server. The user will have to select the server with the name DC1-NWT and click next as this is the specific server the user is adding the new role. Next, the user will need to choose Active Directory Domain Services as a new server role. The user will then be prompt with a new window giving details that other features will need to be added as well. For this task, the user will need to click Add Features and click next as this will allow the Active Directory Domain Services to be added as a new server role. A new window will show up telling the user what is Active Directory Domain Services is and what it can do, the user will need to click next and then install as this will start to install and the new server onto the server. Once the Active Directory Domain Services has been installed, the user will need to click next. (Please refer to the images below)
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This has showed that the Active Directory Domain Services server role for Server1 has successfully been added and installed with no problem.



3.2. Adding A Forest – Server1
The user will first need to select the Notifications icon on the top toolbar and click on Promote this server to a domain controller as this will be the starting process to add a forest on the server. After this, the user will need to select Add a new forest and enter the Root domain name ‘nwtraders.msft’ and click next.
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Next, the user will be prompt with a Domain Controller Options windows. For this task, the user needs to select Windows Server 2016 for both Forest functional level and Domain functional level. Also, the user will need to select Domain Name System (DNS) server and Global Catalog (GC) as both of these will need to be checked. The user will need to enter a Directory Services Restore Mode (DSRM) password in order to complete this task. The password for this task will be N3tW0rk1, then click next. 
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A warning window will show up as the user will need to ignore this and click next. The user would need to click next again when the Additional Options window shows up.
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Then, the user will go on the Paths windows where it will show the location of the AD DS Database folder, Log files folder and the SYSVOL folder. The user will not need to make any changes and click next. This is important because the user will need to where the location is for these specific folders. The user will next need to double check the options that was made on the Review Options window and click next. 
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After that, the user will prompt with a Prerequisites Check window as this will prevent any issues towards this task. Once that is done, the user will need to click install where it will take the user to an installation page. When the installation has finished for this task, the PC will need to restart in order to update the changes. Once the PC has restarted, the user will need to enter the Server1 PC password that was created in worksheet 1. 
[image: ][image: ]






[image: ][image: ]







[image: ]







This has showed that a new Forest and a Network Domain for Server1 has successfully been added and installed with no problem.



4. Task 3: Creating user account objects using Active Directory Users and Computers snap-in console.
4.1. Active Directory Users and Computers: Creating A New User – Server1 
The user will first need to select the Administrative Tools application on the start menu and double click on Active Directory Users and Computers as this will be the starting process for this task. The user will then need to select nwtraders.msft on the left hand side as this will how more details of the user domain and its containers and objects. After that, the user will need to click on Domain Controllers and check if the server DC1-NWT is showing on that category as this is the specific server that was created earlier on and the server to add the Active Directory for this task. 
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Next, the user will need to click on the Users container / option on the left-hand side, click on the Type section as this will filter the objects / options and place them in a tidy and organised way which it will be easier for the user to look at the objects on the right-hand side.
For this task, the user will need to double click Domain Admins as this is the high level of the privilege group towards the Active Directory forest and the activities that take place on the server are not limited. The user will need to check if the Administrator account is only being shown by selecting Members tab on the top navigation bar and click ok as during this task, the user will need to create a new user account on the server as this could prevent the Administrator account is being hacked or the password has been lost or removed 
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[image: ][image: ]To do this, the user will need to right click the Users container on the left-hand side, select New and select User as a new user account will be added on to the server. Then, the user will need to enter their First name box (Zaeem) and Last name box (Gulammamodo) while the Full Name box field will be entered automatically. Also, the user would need to enter the User logon name box with their initials on the end. For this task, the user will need to enter NWT-ZG for this box field and click next. This is important because this will be the user account user name. 












Next, the user will need to create a password for the new user account but the password must meet the Microsoft’s Minimum complexity requirements. The Microsoft’s Minimum complexity requirements will include: 
· Letters that are uppercase (A-Z) [1]
· Letters that are lowercase (A-Z) [1]
· Numbers (0-9) [1]
· Must be more than 8 characters [1]
· Characters that are special (~!@#$%^&*_-+=`|\(){}[]:;"'<>,.?/)  [1]
· No GBP and Euro symbols (£) [1]
· Characters that are Unicode but not in uppercase and lowercase [1]
· The password must not have the user account full user name [1]
[image: ]The password for this task will be uwtsdZG26.09.00? as this specific password does meet the Microsoft’s Minimum complexity requirements by using lowercase and uppercase letters, special characters and numbers. Also, the user would need to unselect the option User must change password at next logon and select the option Password never expires and click next as the user would be creating a permanent password not a temporary password on the new user account.







The user will be prompted with a new window showing a summary of the choices that was made during the process of creating a new user account on the server. Once the user has checked this, click finish and a new user account will be created onto the server. 
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This has showed that a new user account for the network server on Server1 has successfully been created with no problem.

4.2. Active Directory Users and Computers: Adding New User In Domain Admins Group – Server1
The user will first need to double click the Domains Admins group object, click the Members tab and click the button called Add as this will be starting process for this task.
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Next, the user will need to enter the new user account user name (Zaeem) and click Check Names. If the specific user has showed up like in the images below, click ok and ok again and after that, the new user account has been added as a Domain Admin account in the nwtraders.msft network server. 
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This has showed that the new user account for the network server on Server1 has successfully been added as a Domain Admin account with no problem. 

5. Task 4: Object Attributes Of Interest
5.1. Domain User: Creating A New User Account – Server1
The user will first need to double click on Active Directory Users and Computers as this will be the starting process for this task. The user will then need to select nwtraders.msft on the left hand side as this will how more details of the user domain and its containers and objects. After that, the user will need to click on Domain Controllers and check if the server DC1-NWT is showing on that category. 
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Then, the user will need to right click the Users container on the left-hand side, select New and select User as a new user account will be added on to the server. Then, the user will need to enter their First name box (Lee) and Last name box (Cobley) while the Full Name box field will be entered automatically. Also, the user would need to enter the User logon name box with their initials on the end. For this task, the user will need to enter NWT-LC for this box field and click next. This is important because this will be the user account user name.
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Next, the user will need to create a password for the new user account but the password must meet the Microsoft’s Minimum complexity requirements (this was mentioned earlier). 
[image: ]The password for this task will be uwtsdLC12.03.21? as this specific password does meet the Microsoft’s Minimum complexity requirements by using lowercase and uppercase letters, special characters and numbers. Also, the user would need to unselect the option User must change password at next logon and select the option Password never expires and click next as the user would be creating a permanent password not a temporary password on the new user account.









The user will be prompted with a new window showing a summary of the choices that was made during the process of creating a new user account on the server. Once the user has checked this, click finish and a new user account will be created onto the server. 
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The user can check if the new user account has been created by double clicking the Domain Users object and selecting the Members tab. The user Lee Cobley should be showing on this page as this is done by default when creating a new user.
[image: ][image: ]







This has showed that a new user account for the network server on Server1 has successfully been created with no problem.


5.2. Active Directory Users and Computers: Restrict User Logon Hours – Server1
The user will first need to right click on the user called Lee Cobley and select Properties as this will be starting process for this task. 
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The user will need to select the Account tab on the top navigation bar and click the Logon Hours button. Below will be a diagram to show the logon hours that has been set by default for the new user account as each timeslot identifies as 1 hour.
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[image: ]For this task, the user can only logon the new user account from 8am to 5pm every Monday to Thursday but they cannot logon the account at 1pm and 2pm every Monday to Thursday. The diagram shows blue timeslots and white timeslots on certain days and timings as the blue timeslots represents the user is allowed to logon within that time period and the white timeslots represents the user is not allowed to logon within that time period. Also, Friday, Saturday and Sunday are showing white slots, this is because the user will not be allowed to logon on those days. Once the user has done this, the user will need to click ok. 




Then, the user will need to select User cannot change password option and click ok as it will not allow the user to set a new password for the new user account because this is a security element towards the Network Admin level and this will help protect the network server.
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This has showed that logon hours have successfully been configure on the new user account for the network server on Server1 with no problem.



6. Task 5: Adjoining The Domain & Testing User Logins
6.1. Creating A Workstation Account – Server1
[image: ]The user will first need to click on the Computers containers and check if there are no items showing as this will be starting process for this task. 






Next, the user will need to right click in the middle of the page, select New and click Computer as a new workstation account will be added here.
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The user will be prompted with a window asking the user what the computer name will for the new workstation account. For this task, the computer name will be WS1-NWT and click ok as this account will be for the first workstation. After this, the user will need to connect this workstation to the domain and to do that, the user will need to use the Client 1 PC VM as this is the first client PC.
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This has showed that a new workstation account has successfully been created for the network server on Server1 with no problem.

6.2. Adding A Workstation Account On The Domain – Client 1
[image: ][image: ]The user will first need to logon the Client 1 VM by using the password that was created in the first worksheet.  The user will need to right click This PC on the search bar and select Properties.







The user will need to scroll down on the page next and select Advanced system settings. The user will be prompted with a new window showing the System Properties. The user would need to select the Computer Name tab on the top and click Change as the user will be changing the PC name to match the workstation account’s name.
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[image: ][image: ]The user would change the computer name to WS1-NWT and click ok as this matches the workstation account’s name that was created on Server1 PC VM earlier. The user would need to restart the Client 1 PC to update the changes that have just been made.
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[image: ][image: ]Next, the user will need to sign back in using the Admin account and open the program called Control Panel.  After Control Panel has loaded up, the user will need to click View network status and tasks as the user will be modifying the network connection details. 
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Then, the user will need to click on Change adapter settings on the left-hand side and double click PrivateNet1 and select Properties as the user will be adding a DNS Server address for this task. 
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The user will need to double click Internet Protocol Version 4 (TCP/IPv4) and the user will need to enter 198.268.100.1 as the preferred DNS server and click ok for this task. 
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The user would need to right click on This PC and select Properties. Then, the user will need to scroll down the page and click Advanced system settings, select the Members tab and click Change as the user will be adding the Client 1 workstation to nwtraders.msft domain.
To do this, the user will need to select the Domain radio button and enter nwtraders.msft as the domain and click ok.
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After that, the user will be prompted with a user logon verification screen where the username will be Administrator and the password will be P@ssw0rd and click ok as the username and password was created in the previous worksheet.  The user would be prompted with another window showing that the workstation has connected to the specific domain successfully as this will now allow the user to logon locally like before or logon to the nwtraders.msft domain. To update these changes, the user will need to restart the Client 1 PC.
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Once the PC has restarted, the user will need to select Other user and enter NWT-LC as the username and uwtsdLC12.03.21? as the password and click the right arrow showing on the screen as the user will be logging on the non- administrative user account that was created and connected to the network server earlier for this task to be completed. 
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Logon for this specific user account is successful on the Client 1 PC VM.
This has showed that the workstation account has successfully been added on the domain for the network server on Client 1 PC with no problem


6.3. Logon With Same Non-Administrative User Account – Server1
The user would like to try to logon with the same non-administrative user account onto the Server1 PC VM but first, the user will need to logout of the Administrator user account on the Server1 PC. The would need to select Input on the VM top navigation menu, Keyboard, click Insert Ctrl+Alt+Del and select Sign out on the screen.
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Once the user has sign out of the Administrator user account, the user will need to unlock the PC and select Other user. The user will need to enter NWT-LC as the username and uwtsdLC12.03.21? as the password and click the right arrow showing on the screen as the user will be trying to logon to the non- administrative user account that was created and connected to the network server earlier on the Server1 PC. 
[image: ]







This shows that the user will not be successfully granted into the non-administrative user account on the Server1 PC VM as only Domain Admin level user accounts will be allowed to logon to machines with the Domain Controller role. 



7. Task 6: Observational Tasks
7.1. 6 a) DNS (Domain Name System)
DNS (Domain Name System) would be a process that allows the user to link to websites by pairing readable domain names with its unique ID of the database which a website is hosted such as bbc.com. [2]
[image: An Introduction to the Domain Name System (DNS) And How it Works]Assume the DNS system like a contacts list on the internet. Rather than displaying user names with their contact details, it shows domain names with their matching identifications, named IP addresses. This looks at the IP address and links individuals to the specific place where the website is located whenever a user has entered a domain name such as bbc.com on their computer. [2]
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7.1.1. DNS – How Does It Work?
The World Wide Web would be a large web portal. A specific IP address is provided to every device accessing the internet, this lets several devices recognise it.  Essentially, DNS converts all domain names into IP addresses and indicates the correct path for the user computer. A DNS record would be a combination of a domain name and its IP address. [2]
How DNS works in simple steps:
1. The user will need to open the internet browser and input www.bbc.com into the URL address bar before pressing Enter. A fast search is performed to see whether the user has already accessed the website. [2]
When the DNS records are detected in the user's DNS cache, the remainder of the DNS lookup would be bypassed and the user is directed to www.bbc.com immediately. [2]
2. While no DNS records are detected, the user's local DNS server is reviewed. This would be usually the Internet provider's server, and it's referred to as a "attempting to solve nameserver." [2]
3. When the DNS records aren't maintained on the attempting to solve nameserver, the notification goes to a "root nameserver" to find the records. Root nameservers seem to be dedicated servers located all over the world which contain DNS information and store the system running smoothly. The user PC maintains the DNS record until it has been detected on the root nameserver. [2]
4. Once the DNS records have been found, a link to the website's server would be created, and www.bbc.com will be shown on the user's display screen. [2]
Below will be an image from wpbeginner.com to illustrate how DNS works in a step by step method on a different website for a computer user. 
[image: How domain names and DNS work]
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7.1.2. What’s The Significance Within Active Directory Domain Services?
DNS network authentication resources are used by Active Directory Domain Services (AD DS) to allow users to find domain controllers and domain controllers which handle the directory service to interact with one another. [3]
The Active Directory namespace can be successfully added through an existing DNS namespace using AD DS. Active Directory added DNS areas, for example, make it easy for users to access DNS by removing any need to create additional areas and then modify area transfers. [3] 




7.2. 6 b) Role Or Feature Based Installation
7.2.1. DHCP Server
A DHCP (Dynamic Host Configuration Protocol) Server would be a network server which applies IP addresses, default gateways, and other network conditions to user machines on a regular basis. To react to broadcast requests from users, it uses the DHCP as a standard protocol. A DHCP server will send the appropriate network configuration to users so that they can interact correctly upon that network. Without that, the network administrator must manually configure each user who enters the network and this can be time-consuming, particularly in big networks. Every other user is typically identified by a unique dynamic IP address by DHCP servers, that updates whenever the user's usage for that IP address ends. [4]
[image: A DHCP server, such as the Infoblox Trinzic appliance, is a network server that automatically provides and assigns IP addresses, default gateways and other network parameters to client devices.]
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7.2.2. DNS Server
As mentioned before “DNS (Domain Name System) would be a process that allows the user to link to websites by pairing readable domain names with its unique ID of the database which a website is hosted such as bbc.com. [2]
Assume the DNS system like a contacts list on the internet. Rather than displaying user names with their contact details, it shows domain names with their matching identifications, named IP addresses. “ [2] 
The Domain Name System relies heavily on Domain Name Servers. A Name Server would be a Web Server that focuses in providing information about the position of a Domain Name's different resources. In simple terms, Name Servers understand the main DNS provider for user’s domain. Usually a query for something specific to its Domain Name is forwarded to one of the name servers by the user. The DNS server responds by returning the IP Address. This happens to the domain name's Web Page, Mail Servers, and everything else towards it as well. [5]
[image: What Is a DNS Server?]
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7.3. 6 c) Why It Is Important To Have Different Levels Of Access / Roles Within The ‘Built in’ Network User Account Groups
A network infrastructure would be a set of software and hardware components used to link devices in a company as well as link the company from other companies and the Internet. The physical hardware and software elements of the network infrastructure are required to include a variety of network features, such as connectivity, routing and switching capabilities, network security, and access control. Until a number of servers are required to maintain programs which users require can be implemented into a networking environment, the network or network infrastructure must operate. [6]
When Windows Server 2003 is installed on a system, it comes with a range of tools and features. To provide the resources and functionality which the company and its users need, extra functions and features should be installed on a server. In general, the system would not be used as users expect unless these extra features and functionalities allow those services accessible. [6]
Server roles are essentially groups of administrative tasks that include a particular functionality or purpose for network design. Unless a server becomes built for a specific server role in Windows Server 2003, a range of extra facilities, features, and resources are implemented on the server. [6]


7.3.1. Domain Users
Domain Users would be a Global Group Security Group containing all user accounts throughout a domain by default. When the user creates and maintains a user account in a domain, it is automatically assigned to this category. [7]
The majority of techniques may not show whether or not a user belongs to the "main" category. "Domain Users" will be the "main" category to many users. The memberOf element of user objects and the member attribute of group objects, in particular, would not shows "key" group membership. The member element of the "Domain Users" category is practically closed in most domains, so it's fair to say that all users belong towards this category. [7]
[image: ]







7.3.2. Domain Admins
Domain Admins would be users of a group which manage the domain completely. On all Domain Controllers, Domain Workstations, and Domain Member Servers once they are connected to the domain, the group would be a member of the Administrators group automatically. This category includes the Administrator account by default. The user must insert users with care as this group will have full authority over the domain. [8]
[image: ]









7.3.3. DHCP Admins
On any DHCP server, the DHCP Admins group would be formed as a local group. Most elements of the DHCP server can be managed by users within this group.  This offers the opportunity to build, delete, and enable server scopes, as well as the opportunity to produce user reservations, as well as specific user and provider scope options, as well as the opportunity to back up and recover the DHCP database.  This category, however, will not have the kind of privileges of local Administrators as they could only perform administrative tasks related to DHCP. Users of this group could include Systems Administrators or those in charge of day-to-day server functions and maintenance, as well as individuals to which the user wants to assign responsibility just for DHCP servers. [9]
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7.4. 6 d) AGDLP & AGUDLP
7.4.1. AGDLP (Accounts, Groups, Domain Local, Permission)
Microsoft's preferred protocol for introducing role-based access control in a Windows domain is pointed as the AGDLP. In a nutshell, it states that system and user accounts (A) should belong to global categories (G) which recognise company positions. the global task groups include representatives of domain local groups, that are used to manage access control (DL) and asset permissions (P). [10]
The following include some of the benefits of AGDLP: [10]
▪ This allows implementing user and category permissions via involvement throughout the domain local group fairly simple. [10]
▪ Authorisation is sometimes easily updated through the Active Directory console by inserting memberships, considering the appropriate categories to every asset that still exist. [10]
▪ Since all ACL entries belong to categories, the chance of losing abandoned user records in ACLs is decreased.  [10]
The most major downside of AGDLP will be that the required configurations will be individually produced in the Active Directory console due to the lack of basic management system. As a result, the process remains labour yet expense so the whole system is, sadly, vulnerable to problems. [10]
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7.4.2 AGUDLP (Accounts, Groups, Universal, Domain Local, Permission)
AGUDLP would be a multi-domain / multi-forest variant of AGDLP, with a universal group applied to the networking sequence. With less difficulty, the user can update role groups (Global Groups) from many other domains to these universal groups. [11]
A successful networking technique, like AGDLP or AGUDLP, provides a user with a clear picture of who has certain authorisation, that can be effective in cases like audits. This configuration is also advantageous as it reduces the use of debugging in the event that anything fails. Finally, it eliminates administrative workload by keeping it simple to grant access to several domains. [11]
Often use AGDLP when the user does not need to allocate access across different domains. If necessary, AGDLP merged groups could be modified to AGUDLP, which requires less effort to run. When the user is unsure, the user can use AGDLP. [11]
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