1. Evaluate the role of police in counter-terrorism policing, and examine how intelligence gained in the investigation of other types of criminality might inform counter-terrorism policing. Your answer must be based on academic research, although you may make reference to recent, relevant case studies. 

Counter terrorism policing can be defined as the collaborative work of UK police forces alongside the UK intelligence community, to help protect the national security as well as smaller communities by preventing, deterring, and investigating terrorist activity (Counter Terrorism Policing, 2022). Terrorism is defined under the Terrorism Act 2000 (Legislation.gov.uk, N.D), stating that terrorism is the act of using or threatening violence, with the violence being serious and targeted at a person or property, to influence the government or intimidate the public. The use of threat must also be used in an attempt to advance a religious, political, ideological or racial cause (The Crown Prosecution Service, N.D).
	In 2011, the UK’s national strategy for counter terrorism (CONTEST) was created and aims to reduce the risk to the UK and its people as well as overseas interests from terrorism and has since updated its strategy in 2018. The latest CONTEST strategy explains how the threat of terrorism has risen since its creation in 2011 due to the fast rise of “Daesh” as well as the persistent threat of Al Qa’ida and at the time of release in June 2018, CONTEST deemed the UK threat level from terrorism as “Severe” meaning that an attack was highly likely. This was likely due to 5 high profile terrorist attacks that were carried out in 2017 in London and Manchester, leading to the deaths of 36 innocent people and injured more (GOV.UK, 2018). 
	To note, the threat level of terrorism is a constantly changing variable and is dependant in intelligence, terrorist capabilities and intentions, and timescales. The level is decided by the joint terrorism analysis centre (JTAC) and they are designed to give a broad indication of the likelihood of a terrorist attack occurring. The levels can be seen below (Security Service MI5, N.D):
· Low means an attack is highly unlikely
· Moderate means an attack is possible but is not likely
· Substantial means an attack is likely to occur
· Severe means an attack is highly likely to occur
· Critical means an attack is highly likely to occur within the near future

It has been argued that the involvement in local policing is critical and essential to combat terrorism as it is not much different to other crime (Kelling & Bratton, 2006), and that local police can assist in the initial response to a terrorist incidents, identify potential terrorists operating within their jurisdiction as well as to help protect vulnerable targets (Clarke & Newman, 2007).
CONTEST outlines how the UK will respond to terrorism going forward, stating that the tried and tested “4 P’s” framework will be used. Prevent is the first tactic used which focuses on stopping people from becoming involved in terrorism or supporting terrorist organisations. Pursue is the second tactic and focuses on stopping terrorist attacks. Protect is the third tactic used and focuses on strengthening the protection against terrorist attacks and finally Prepare is the final tactic which aims to mitigate the impact of a terrorist attack (GOV.UK, 2018).
	Focusing mainly on the first and second of the 4 P’s “Prevent” and “Pursue” due to its nature of police involvement in prevention as well as the involvement of intelligence to assist in pursuit of terrorists and their operations. Prevent has seen an increase in funding compared to “Pursue, Protect and prepare” from its initial introduction around 2006 having a £6 million investment to around £140 million in 2009, this is it due to being successful and organisations such as local authorities and community organisations among other groups helping to deliver information surround “Prevent” (BRIGGS, 2010). The police’s role is critical in delivering Prevent due to their ability to bring partnership agencies together to work as a team to support delivery of the projects and to prevent radicalisation of an individual. To apply Prevent procedures, the police often patrol their local neighbourhoods and jurisdictions as well as functions in safeguarding such as Prevent referrals. These referrals can be submitted by any organisation and is given to the police whereby a risk assessment is then taken place, considering if the person the referral is linked to has genuine vulnerabilities and if it is terrorism related. If it is the case that both of these things are true, then the police then forward the referral onto a multi-agency level where a discussion is held to obtain further information on the subject of the referral, to agree on the level of vulnerability and support that would be needed for the subject (GOV.UK, 2018). Statistics show that the level of Prevent referrals made in the year ending March 31st 2022 increased by 30% from its previous year to 6406 referrals, the increase is likely caused by the covid pandemic and people living in isolation, leaving them more vulnerable to radicalisation (GOV.UK, 2023), but with this, the increase in statistics shows how the Prevent referral scheme can be a successful tool in helping to prevent radicalisation in terrorism.
	A recent case study shows the success of the police role in Prevent referrals, with a 14-year-old boy becoming drawn into a school massacre ideology. His teacher initially noticed it after seeing the websites the boy was in in class and immediately shut the website down. The teach placed a referral into police who risk assessed the child, searching databases for information on the child to determine if channel support was required. The police found no evidence of ideological risk or vulnerabilities but chose to go ahead with the referral, raising it to a multi-agency level. The outcome of which gave the school reassurance that the Prevent referral had been completed and the young boy had been safeguarded (Gov.UK, 2022).
Intelligence led policing can also assist in identifying individuals who are at risk of being radicalised or are already involved in some sort of terrorism. intelligence is a resource heavily used by police organisations, aiding in solving investigations and bringing offenders to justice (Edwards, 2012) . It is also critical in the prevention of crime, decision-making processes, and the planning of targeted operations. Without intelligence the police would not be able to function effectively as they depend on intelligence for minor all the way to severe offences (Peterson, 2005). The collection of data from incidents such as domestics, traffic stops, arrests, gang activity and criminal records allow police to run analytics against the data and over time builds a larger picture of an offender, their associates and the type of criminal behaviour they partake in (LeCates, 2018). So how does the development of intelligence for other crimes notify the police and counter terrorism organisations of potential terrorist offenders? 
American political scientist Lorenzo Vidino has researched that 57% of offenders involved in terrorist attacks within North America and Europe, between the dates of June 2014 and June 2017, prior to carrying out their attacks had been involved in criminal activity unrelated to terrorism (Malik, 2019). In order to fund attacks, terrorists must frequently involve themselves in law breaking to help facilitate plots. To do so they participate in drug and human trafficking, smuggling, arms dealing and corruption. Not only this but a significant number of terrorists are ex-convicts, sometimes of which have been radicalised within the prison system itself whilst serving time for unrelated offences. Recruitment of criminals also makes sense to terrorist organisations as these people can sometimes have specialist skills that can be applied to terrorist activities (Mullins & Wither, 2016). Terrorists are more times than not treated as if they emerged out of nowhere, but in fact offenders who committed some of the UKs most recent, horrific terrorist attacks also have a long history of domestic violence. Khalid Masood, the male responsible for conducting the Westminster bridge attack in London on the 22nd of March 2017, was well known to the police and had an extensive 20 year long criminal record, all unrelating to terrorist offences before he committed his attack (Smith, 2019).
The link between terrorism and other crime is now clearly obvious, due to lack of support, they become involved in lucrative conventional crimes in order to support themselves and to fund their terrorist activities, as well as becoming involved in crimes in order to procure themselves means to conduct terrorist activities in the absence of normal access to the means (Dandurand & Chin, 2004). As such, this goes to show how the correct use of intelligence and prevention methods provides many opportunities to be able to identify those people who are becoming radicalised or are involved in organised crime and terrorist activities.
Now that the link between terrorism and other crimes can be made, it is important to evaluate how successful the police and counter terrorism organisations are, especially in relation to CONTEST, and the 4 P’s. Statistics show that Since 2001, over twelve planned terrorist attacks in the UK have been stopped, and between the years 2001 and 2008, over 200 individuals were successfully prosecuted for supporting, inciting, or planning terrorism (BRIGGS, 2010). Following the 2011 Government’s publication of the Counter Terrorism Strategy, comprehensive action has been taken to address the risks both in the UK and in other countries. With its help, the police, alongside security services have stopped 25 Islamic terrorist plots since June 2013, and four extreme right wing terror plots in the year between 2017 to 2018 alone. Since the 2017 Westminster attack, the police and the security and intelligence agencies have also successfully prevented another12 Islamist plots from going ahead, saving an unknown number of lives and damages. Statistics on arrests also show that since 2010, there has been a steady increase in the number of arrests made for terrorism related activities with a total of 2092 arrests between 2010 and 2017, with 412 of those being in 2017 alone (GOV.UK, 2018).
Although these statistics show how successful the implementation of CONTEST and the 4 P’s have been, there are a number of suggestions that have been made. The “Prevent” limb of the 4 P’s has come under scrutiny due to its attempts to address radicalisation and some have the opinion that it has in fact been a failure, stating that until assessments can be made as to why people become radicalised, what motivates them to become involved in crime, then completely negating the radicalisation process will not work (Brady, 2016). Not only this but (BRIGGS, 2010) makes 3 suggestions on improvements around CONTEST and the 4 P’s, suggesting that firstly communities need to be brought in and trusted by police and partner agencies, and that information needs to be shared with them. Secondly, agencies need to have a shared understanding of an issue and the best way to respond to it in relation to “Prevent”, as agencies may have understood policies differently, causing confusion between them. Thirdly, the ability of local authorities to deliver the “Prevent” agenda is suffering due to the poor relationships they hold with their target groups.
To conclude, the police clearly have an important role when it comes to counter terrorism. The use of intelligence gathered through partnership working, community engagement and liaison as well as dealing with organised crime can point out individuals already involved in terrorist activities, allowing for police to take positive action to stop planned attacks before they even happen. Not only this, but the police are also heavily involved in the prevention of radicalisation of vulnerable people and bringing it to the attention of partner organisations in a hope to help the individual see the wrongdoings of their actions. Although suggestions have been made to improve CONTEST and the 4 P’s it is clear to see that when correctly implemented and used, terrorism can be stopped, and most importantly, lives can be saved, and offenders are brought to justice.


Word count: 1950
	










2. Outline the key issues and challenges of operational policing in the UK, and consider how these challenges can affect the investigation of volume and priority crime.

The policing role within the 21st century put simply is to prevent crime; uphold the law fairly and firmly; to bring to justice those who break the law; to keep the Queens peace; to help, protect and reassure the public and to do all of this with common sense, honesty, and fair judgement. However, whilst the polices purpose remains relatively unchanged, several factors in the 21st century have dramatically changed police activity and the way in which it takes place.  (www.parliament.uk, 2008). The police service is not perfect and there are things that need to get better. Inconsistencies between police organisations can be seen, with some organisations crime detection rates very low, even deteriorating instead of improving. Not only this but police effectiveness and efficiency has not improved to the extent the public would reasonably expect. Some of this is because of the reduction in police numbers, which is now thankfully being reversed but is also because of the increase in changes of demand on the workforce (HMICFRS, 2022). In this text, I will outline a number of key issues and challenges that face operational policing not only at the current date, but in future years, and consider how these challenges may impact of the investigation of crime.
	The key challenges and issues facing police at present and in the near future can be broken down into a number of separate categories. These are shaping the future police workforce; operating in increased complexity conditions; policing digital disinformation; building trust in a digital era and balancing the risks and benefits of artificial intelligence (AI) in an emerging surveillance society (College of Policing, 2020). 
	First, the police workforce has in itself become a massive challenge for operational policing, particularly over the last decade due to financial constraint. A report by the house of commons shows that police organisations within England and Wales have experienced a reduction in funding of nearly a fifth since 2011 and that there are also nearly a fifth less officers and staff within the workplace (House of Commons, 2018). The result of reduction in police numbers and resources has affected the ability of police services to be able to respond to and investigate crimes thoroughly and gather enough evidence to secure convictions. Statistics show that the number of offences recorded by police in the year ending March 2022, excluding computer misuse and fraud offences, was around 5.3 million which is an increase of 16% from the previous year. Not only this but the proportion of crimes with a summons or charge fell around 5.6% (GOV.UK, 2022). The decrease in officer numbers can also have a detrimental effect on officers’ safety currently within the role. In 2017, one police officer was stabbed in the arm by a knife wielding offender and was alone without a colleague at the time of the incident, explaining that cutbacks had left the officer no choice but to work alone that day. Further surveys have also been conducted with 90% of officers stating they are understaffed, and 79% of those stating they feel anxiety or stress within the last 12 months, 94% of that being due to work (Westbrook, 2019). This then creates a vicious cycle, as research shows that low levels of job satisfaction can have negative effects upon an individual’s duties and their performance in the workplace. This is especially relevant in a police organisation as the levels of job satisfaction are directly correlated to the on-the-job officer performance (Hackman & Oldham, 1976), which also leads to a breakdown in relationship with other colleagues and the general public who become dissatisfied with the police and lack of trust starts to set in (Gächter, et al., 2013), showing that areas with higher crime rates also showed higher rate of public distrust within the police (Yesberg, et al., 2021).
	Furthermore, challenges with developing and internet facilitated crimes continue to cause issues for police organisations. Cybercrime continues to become more complex and is rising in scale, effecting businesses and essential services around the UK which is costing billions of pounds (National Crime Agency, 2023). Cyber crime has become so prevalent that in the UK, it is having more of an impact on the general public than traditional acquisitive crimes such as car thefts and burglary (Anderson, et al., 2012). There is no clear definition of cybercrime, but it can roughly be described as any crime that has been facilitated by the use of a computer and it is an instrumental tool, or where a computer is a target of crime (Sarre, et al., 2018). Members of cybercrime units in Australia noted 3 challenges that they faced when dealing with cybercrime. They stated that they struggled with the increasing quantity of cybercrime related workload, the resourcing of the units has not increased with demand and the level of training within the units is insufficient to tackle the unique and growing complexities of cybercrime (Harkina, et al., 2018).  Not only this, but the fact that cybercrime is easier to access and get into for criminals as well as the fact that it is used globally and is borderless in nature means that governments and even independent victims can be targeted from across the globe without the offenders having a high level of technical ability. This creates complications with the response from criminal justice organisations, with most responses to cybercrime cases are too late, and this is assuming the police can even detect the crime at all. International co-operation between the public sector, academic organisations and other partner agencies is needed to be able to tackle cybercrime.
	These challenges also have an impact on how priority and volume crime is investigated by the police. Analysed data from groups of frontline police officers show that a key theme related to cybercrime investigations, split into two sub themes, are that first there is a frustration and lack of power when dealing with cybercrime. Officers regularly stated they felt that the investigation was pointless and that offenders are never brought to justice. Secondly that the difference between the speed of development of cybercrime and the slow development of investigation processes is challenging, stating that there were constant changes in new applications and different techniques popping up making them feel like they were “one step behind” (Hadlington, et al., 2021). On looking at statistics, a picture can be built of just how much of an impact cybercrime has developed and expanded into such a big issue in recent years, due to the Covid 19 pandemic, businesses found themselves transferring to online work environments. Cyber criminals took advantage of this and in 2020, malware attacks rose by 358% compared to 2019, with global cyberattacks increasing by 125% through 2021, and finally the UK having the highest number of cybercrime victims per million internet users, with the number of 4783, a 40% increase from 2020 (AAG, 2023). These statistics are even more shocking when you take into consideration that in the UK, less than 1% of cybercrime and fraud resulted in prosecution of an offender, despite cybercrime making up around 50% of all crime (New Zealand Police Association, 2022). 
	Finally, policing digital disinformation is another modern challenge facing police organisations, with the amount of disinformation that the public have access too, which could impact greatly on the ability to build public trust in the police, and countering it will become increasingly important for public reassurance. Social media and other platforms are now linked closely with politics, and it plays an important role in allowing anyone to share political opinions and news, seek information and discuss and make decisions, as well as engage with political parties or other organisations. Social media platforms are becoming increasingly seen as spreading misinformation and fake news and are subject to manipulation (Staniforth, 2022). Furthermore, with the development of technologies such as artificial intelligence and “deep fakes”, offenders are now able to use powerful technologies easily with the potential to commit serious offences such as online fraud, blackmail, harassment, and domestic related crimes. A very recent example can be seen with the unfortunate case of Nichola Bully, who was reported as missing and later found deceased in a local river. The family of Nicola has criticised the way media outlets covered the story as well as members of the public branded as “armchair detectives” and “conspiracy theorists”, stating that they accused Nicola’s partner of wrongdoing and vilified and misquoted family and friends (Vinter, et al., 2023). Further to this, a statement made from assistance chief constable, Peter Lawson of Lancashire police, criticised online users for spreading false information and rumours around Nicola Bulley’s disappearance. He explained that police had been “inundated with false information, accusations and rumours” about the disappearance, and that the disinformation is potentially damaging to the investigation, causing information overload to officers who are investigating crimes, with lines of enquiry that are inaccurate or are outright false which delays them getting to lines of enquiry with actual benefit to the investigation. Not only this but disinformation is also hurtful to the family (Lynch, 2023). This again creates further distrust in the police as they fail to meet deadlines for highly covered incidents that are covered by news outlets and social media, and as more people consume information surrounding policing, they will see “realities” that enforce their own beliefs even it may not be truthful and accurate (College of Policing, 2020).
	To conclude, the next few decades are clearly going to be a challenge for police organisations across the country. In this text, three key issues have only been touched upon around how they cause challenges for the police and the effects that those challenges have on criminal investigations. Understaffing caused by underfunding of police organisations, as well as the rapid increase in the digital era and internet facilitated crime and cybercrime have all clearly taking its toll on the police with evidence showing less officers within the workforce, and without the necessary training to expand on their skills to be able to combat cyber related crimes. This in turn has led to cybercrime spiralling out of control with no clear way in sight of police forces taking a firm grasp in tackling it. Disinformation spread across these platforms further challenge police by increasing demand on recourses which in turn increases the time it takes to get successful outcomes for investigations and victims of crime, if a successful outcome can even be obtained at all. It is clear that more funding for staffing levels, as well as better training in cybercrime and the development and use of technologies such as artificial intelligence that can be used to tackle it are essential in the police being able to claw back public trust. However, it is also accepted that many of the challenges that policing faces can’t be resolved by police alone (College of Policing, 2020).
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