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[bookmark: _pi7cyq2cedry]1.Introduction	Comment by Carlene Campbell: 
Introduction can include background literature of the subject area.
This report will go over bringing your own technology (also known as BYOT) for your/a company. This report will develop its own procedures, policies, guidelines as a document based off of research done on leading experts.
[bookmark: _a2p1d4b45mye]2.Related work
[bookmark: _x2otl6q4kl2]2.1. Overview
Many websites use cookies to track logins, statistics, advertisements and more. These websites, be it a blog, e-commerce or other require some sort of privacy policy according to [1]. The Information Commissioner's Office (ICO) runs and ensures that companies/persons are following the United Kingdom General Data Protection Regulation (UK-GDPR). They define the differences between a “data controller” and “data processor”, which is the fundamentals of writing website security policies.

Websites have many different areas to assess for their security policy, such as password protection, emails, ethics, data breach response and more. According to [2] there is confusion between certain words used, so they outline the difference between policy, standards and guidelines. A policy is typically a document that outline requirements or rules that must be met. A standard must be met by everyone such as operating systems applications, or the operating system itself (only use Windows 10 as an example) and certain security applications are to be used such as Norton. [2] Go on to state guidelines are usually specific procedures for best practice.


2.2. How to comply with policy?
[bookmark: _ad23z4n6hooy]2.2.1. Wireless and wired devices
Devices that can connect to other technologies and to the internet via wireless have been and are still popular to be compromised which will leave a weak link in a network. Some networks want you to go through some authentication when attempting to connect to them, some do not. The ones that may not require authentication to connect to their network could be open zones for free Wi-Fi, such as Cafés. Private networks that require authentications are usually for homes or business – this is not a requirement however, anyone with administration rights can remove a password for the network.

Public networks such as Cafés, usually remove the password to connect and change their SSID (Service set identifier) to “Free Wi-Fi” as an example. This in turn, makes those networks open for attacks, according to [4], 53% of smartphone users stated in a survey that they use public Wi-Fi hotspots, the attacker does not need to attack the host but the persons on the network – what is meant by this, is that the attacker can just target users instead of sifting through the host. [4] States that this can result in this information of the user being stolen, common information can be their personal information such as name, date-of-birth (dob), finances and passwords.

[5] States that one of the dangers of public Wi-Fi is that the data sent is usually unencrypted and unsecured resulting in a potential man-in-the-middle attacks, this is when a cybercriminal exploits security flaw(s) in a network, giving the hacker access to sniff out information that passes between the user and the network access point.

A way to resolve this could be to add authentication such as a password for the network. For restaurants, changing the password regularly can help but even with this password it does not stop an attacker gaining access to the network.
So, setting up security for the network, this can be the way the I.P (internet protocol) addresses are set up and setting up encryption for connecting devices. With all this said, for private networks such as homes, it is advised to change the default password, as it is not secure usually. This can result in someone outside of the household access the private internet, giving the attack access to what happens on the network.

These issues are not just for wireless devices, wired devices need to be protected for their own security via the network. Windows does a good job by having a firewall and a built-in virus protector, but more security is best.
[bookmark: _o15073n4qlqe]

2.2.2.USB devices
The main concern about USB devices are the potential malicious content that might be held on them. This concern is primarily for computers that allow the public to access them however it can be extended to school, companies and other institutions. How exactly do you deal with this, how do you allow them to use USB flash drives without stopping them and how do we detect harmful software?

[bookmark: _txurz5319zhr]According to [6] they state the you can automatically scan removable media and devices, this includes USB flash drives, portable drives and DVDs. It checks the files on them first, before allowing the device to work, if anything that is deemed malicious then it is quarantined.

The other issue you should consider is that if you download a virus, the virus can spread to all storage devices such as internal drives and external drives. Dependant on the virus, it could encrypt all your data or do something worse.
2.2.3. Websites
[bookmark: _sukrbudnf0ud]2.2.2.1. Website security
2.2.2.1.1. Cross site scripting
Cross site scripting (XSS) is code that an attacker writes for a legitimate website for their victims to loads the site and execute code that can be malicious according to [7]. Commonly occurring where user generated content is available to be entered and the website had failed or does not escape the contents users enters, resulting in the code being ran and is essentially marked as legitimate website code.

This can be dangerous as you can send sensitive data such as cookies or input fields with data into the attacker's site. [7] States to avoid this, the website should either stay away from HTML input fields or validate and sanitize the data the user enters.


2.2.2.1.2. Cross site request forgery
Cross site request forgery (XSRF/CSRF) is an attack against a website where an already authenticated user has an action performed that they were not aware of. [8] Explains exactly the process of an attacker doing a CSRF attack but for simplicity, the user is directed to do an action either on the site where the site has been attacked using XSS or on a 3rd party site.

The attacker might ask the user to submit a form or use code that runs when the page loads, that sends what is known as a post request to the hosts site. For this example, the attacker has chosen to delete the users account and on this example site, all that is required would be a post request of a variable being true. The host might use a get request or post request to run the delete account feature, if it is a get request then the attack can redirect the user to the site that deletes the account or they can send post data to the site and delete the account – the host site will think the user really wants to delete their account.

[8] States that one of the ways to prevent CSRF is to add a token to each session. The token should be randomly generated, so if you hypothetically wanted to delete your account, the website would add the token to the form as a hidden input. When submitted, the website will know it is valid due to the token matching the servers token – if an attacker attempted to redirect you or run code to send a post request to the host, unless they knew the token value, this attack has been prevented. This is all based on the way you generated your tokens; this report suggests that you should generate a twelve-character random string every hour or after each action however, some sites generate one token each time you login.
2.2.2.1.2. SQL injections
SQL (Standardised query language) is code for doing actions on databases such as adding rows and so much more with code that is essentially English. SQL injections occur when user-input variables that concatenate with SQL are executed and, if they are syntactically valid, they will just run according to [9].

What is the issue then? Quite simply, and dependant on the skill level of the attacker, they can effectively pull every record from your database. The reason for this is that, where a user can use an input field to search for something, if that data is not sanitized then they could add an apostrophe which will mark the SQL statement as invalid. By doing this, you can input your own SQL statement, finding structures, tables and more.

Due to this being down to user-input, [9] state that you should validate all the user text before using it for the SQL, but you can still do more! According to [10] you can use what is known as a prepared statement, the benefits for this is that you are protected against SQL injection attacks and less overhead for parsing the statements each time.


2.2.2.2. Collecting information for 3rd parties
If your site uses a login with another sites system, for example “login with Facebook” and/or advertisement is displayed, then those 3rd party sites are gaining information about the user and what users visit your site. Due to this, those 3rd parties and your site should state to the users who visit, a privacy policy for what is stored, what 3rd parties may have access to etc.

[bookmark: _i9eai0ywph8g]Privacy policies are not only applicable for websites, anything that records information about a custom or other person should be outlined in a document explaining what is stored. An example of what could happen when 3rd parties abuse the trust, users and data sent to them could be Cambridge Analytica, according to [11] they used and stored information on 87 million Facebook users which contained personal identifiable information. All this to personalise experiences, to optimise sales and maximizing their returns -- therefore you must think what you want to give to these 3rd parties, the common believe is that Facebook was deceived to give this information to that company, but this has not been proven.
2.2.2.3. Collecting information for the company
Holding data of customers, staff or other persons come with risks, these being but are not limited to: database breaches, exploits on the site to obtain information, malice employees intending to abuse their power; so you should consider what access certain department, job roles and persons get and also determine what data requires to be made sensitive, so they could be encrypted or hashed.

[bookmark: _74ojgyu29wzi]Many companies use “login with” feature that other sites offer such as Google and Facebook. They do this by asking the user if they want to use either or, then whichever one they click, that site will handle the login request. Once a response of being logged in is returned, the site is given the go ahead to allow them in – by doing this, it offloads the website you wish to login to, ever holding your personal information such as name and passwords. It also means that if that site got breached, your password or email is never seen by an attacker.

2.2.4. Encouraging new and updating policy
The policies you write should be updated where needed and should be reviewed after a certain period has elapsed. The reason for this is that, within the industry new threats are emerging, you should always have security and the users in mind when making these policies. The threat that you are susceptible now might have been used many months ago, so because of this informing user on the threats is one way away from data theft or misuse.

Reviewing older policies would also be ideal for the user, if something is automatically protected by a system or is no longer required to be on the policy then you do not want the user reading it and making their life difficult as it might encourage them not to read the policy because some of the stuff is no longer applicable.
2.2.5. Policy on theft or loss of data
Every company or institution that holds information on customers, clients, staff or other should have policy on if data they hold is lost or is stolen. In the event data is lost, they should investigate how it became lost, what data was lost, the persons it affects, to inform victims and to improve from their mistakes.

An example of this could be, a CD containing staff names, date-of-birth and financial information is being backed up to be taken to an offsite storage facility. While in transit, the holder loses the CD disk and the disk is not encrypted. Due to this, all of what is on the disk could be accessed resulting in those on it now susceptible to identity theft, financial trouble or other. So, policy on how to transfer data, what is best to archive and what content is appropriate to be kept would need to be decided.

[bookmark: _tro43yvwdbr6]The same applies to if the data was stolen, however security should be taken more strongly with this by introducing firewalls, keeping certain data offline and only accessible inside the building etc.
2.2.6. Enforcing policy
The ability to enforce policy after management have approved or amended the policy is something needs to be done otherwise the policy is useless. The policy that had been written should outline the issue or potential issue, the reason to protect or use it and what happens if it is breached.

An example of this could be, a member of staff downloads a custom database and uploads it to the internet. The policy should outline what happens if someone breaches it, either a board reviews the breach or management can take certain action against them – the policy must outline that custom data cannot be uploaded to a public environment without approval.

An example of a security policy comes from, [12] outline the information, they collect such as device information, personal information and they also state how the information is shared, how they use the information and more. This policy, although long for the public to read, outlines everything the user requires to know.
[bookmark: _81fa3tllv0ed]

[bookmark: _kbq8bhenny7k]3.Implementation
[bookmark: _5wy1xab5zbcd][bookmark: _f7yc6w3jl4i1]As an example, this report has written its own security policy for a website. The policy outlines everything you should take into consideration about your own security policy. This can be found in the appendix.
4.Conclusion
In conclusion, reviewing security policy every so often, while adding and/or updating policies, concluding what it is the user needs to know in regard to what you store, who has access to it, how to deal with potential breaches and so forth will ensure your security policy is strong. By doing so, you limit the factor of being attacked, however if you do get attacked then the policy will outline what you do, if the attack was successful or not.

If you fail to keep user data secure and/or a data breach occurs then the ICO will investigate, and liability could be issued to the data controller, if your policy was not strong.
[bookmark: _todx14yr0gbf]5.References
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6.Appendix
	CoffeeCapulus

	Website security policy
	Created
	16 April 2020

	
	Next review
	16 October 2020
In 6 months

	
	Authorised by
	N/A

	
Key points
· What data is held;
· Password protections;
· Personal information (names, dob etc.);
· What data is shared;
· Within departments;
· 3rd parties;
· Access control;
· Action on lost or theft;

What data is held
The data held by us are the following:
· Passwords;
· Name (first, middle and last);
· Finial information (sort-code and account number);
· Home address;
· Email address;
All data held, including sensitive information such as but not limited to password, email address; are encrypted in some way, to prevent anyone viewing raw text.

What data is shared
We share your name, dob, email and home address to Human Resources and the Finance office. Persons who may have access may be considered as administrators or data controllers who inherently have access.
We may share how many staff we have with third parties however personal information is never issued without HR and your approval.

Access control
To access your data, the control would be within HR, finance, administrators or data controllers. No one is authorised to have access.

Action on loss or theft
If data is believed to have been compromised, then a list of those it has affected will be compiled and you will be informed. Investigation overseen by an internal board and a separate investigation by the ICO will be conducted. We have been independently reviewed to follow GDPR and the ICO.

	Signed:

Name:
	Date: 16 April 2020


Jericho Uzzell (1702201) - Internet Security - Sem 2 - Assignment 1 - 06/04/20 - UWTSD

11


	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Limited references which are only websites. Need to improve this area by using peer reviewed articles by utilising the university online resources and journals. Did not demonstrated diversity of sources and materials used.   (Grade mark: 40.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]6

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Need to demonstrate more depth of the research, see comment above which can help in this area You did not use the IEEE report format (Grade mark: 40.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]6

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your report only focus on Policy. No MDM software, DFD and design network considered,. No research discussion on BYOT. (Grade mark: 37.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]15

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]No practical design done (Grade mark: 0.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]0

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your report could be aligned justified. Writing need improvement (try to read more peer reviewed articles and emulate the writing style).  (Grade mark: 48.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]4.8

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]32%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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