1
Running Head: NETWORKS AND CYBER SECURITY ESSENTIALS
2
NETWORKS AND CYBER SECURITY ESSENTIALS











NETWORKS AND CYBER SECURITY ESSENTIALS

Table of Contents
1. Introduction	3
2. Cybersecurity Threat Assessment	3
3. Cybersecurity and Data Governance Policies	5
4. Threat Mitigation Strategy	7
5. Network Monitoring and Incident Response Plan	9
6. Cybersecurity Awareness and Training Programme	11
7. Conclusion	12
Reference List	13
Appendix	16



[bookmark: _Toc237029081]1. Introduction
	The use of Industry 4.0 technologies has changed the landscape of manufacturing, introducing smart manufacturing systems, Industrial Internet of Things (IIoT) devices, cloud-based manufacturing platforms, and connecting the manufacturing process with digital supply chains, which have improved the efficiency of manufacturing processes, real-time decision-making, and manufacturing flexibility (Atieh et al. 2023). But the growing convergence of operational technology (OT), information technology (IT) and external networks has greatly increased the cyberattack surface, putting manufacturing organisations at risk of operational disruption, IP theft and data breaches. SteelForm Manufacturing Ltd. (SFM) is a small to medium sized manufacturer in the automotive and aerospace industries and recently has implemented a number of IoT enabled sensors, automated machines and a cloud-based production management system but has experienced Malware infections, phishing attacks and attempts to hack the system. 
This report will give a complete cyber security and data governance policy that includes security controls, threat mitigation, continuous monitoring, incident response plans, staff awareness plans and more, based on industry recognised cyber security frameworks. Specifically, the report is to identify cyber risks, provide cyber security policies and mitigation options, establish a cyber monitoring framework and enhance the organisation's cyber resilience in SFM's Industry 4.0 environment.
[bookmark: _Toc237029082]2. Cybersecurity Threat Assessment 
	The environment at SteelForm Manufacturing Ltd. (SFM) is very much connected (also known as Industry 4.0) with operational technology (OT) seamlessly passing data to information technology (IT), Industrial Internet of Things (IIoT) devices and cloud platforms. This convergence further exposes the organization to a host of internal and external cyber threats while making the impact of these threats on the operations of the organization greater. Insider threats, employee negligence, weak authentication, privilege abuse, misconfigured systems, lack of patching, and human error/Shadow IT can all be factors that affect production integrity and can leak sensitive engineering data within the company. For instance, there are other vulnerabilities that can be exploited by an attacker by either installing unapproved software on programmable logic controllers (PLCs) or by not updating the software in a timely manner that might lead to PLC malfunction or even jeopardizing the production (Rahman et al. 2023; Alqudhaibi et al. 2025). Likewise, too many user privileges make it easier to accidentally or deliberately change manufacturing settings, which can impact product quality and continuity (Tang et al. 2024).
Attacks from outside the organization, such as phishing, ransomware, supply chain attacks, industrial espionage, advanced persistent threats (APTs), attacks against the IIoT, cloud attacks, zero-day exploits, credential theft, and distributed denial of service (DDoS) attacks, are all serious threats. Ransomware may be used to encrypt information on manufacturing systems, while phishing might be used to access supply chain accounts to commit fraud. In addition, actors behind cybercrime are exploiting loosely coupled devices and platforms to establish a long-term presence within manufacturing environments to exfiltrate or sabotage (Al-Hawawreh et al. 2024; Umer et al. 2024). The CIA Triad can be used to assess the effect of these threats, as illustrated in Table 2.1.
Table 2.1: CIA Triad 
	Threat
	Confidentiality
	Integrity
	Availability
	Business Impact

	Insider threats
	High
	High
	Medium
	Intellectual property theft and data leakage

	Ransomware
	Medium
	High
	High
	Production downtime and financial losses

	Phishing
	High
	Medium
	Medium
	Credential compromise and fraud

	IIoT attacks
	Medium
	High
	High
	Equipment disruption and safety risks

	Supply chain attacks
	High
	High
	High
	Operational disruption and compromised suppliers



	The impact of cyber incidents is more significant in manufacturing environments, as the potential repercussions of breaches may result in the direct disruption of physical manufacturing systems, unlike banking or retail environments where the impact is more likely to be on digital information assets (Alqudhaibi et al. 2025). If an attack occurs it can impact automated machinery, damage industrial equipment, pose safety risks at the work location and delay customer deliveries. So, Cyber risks may be financial or loss of engineering know-how, regulatory consequences, and downtime of manufacturing activities as well, which needs comprehensive Cyber security governance to ensure Resilient manufacturing operations (Rahman et al. 2023).
[bookmark: _Toc237029083]3. Cybersecurity and Data Governance Policies 
	Cybersecurity policies are the governance that outlines the principle of the risk management, responsibilities and accountability in the organisation but doesn't specify individual technical control. The policies should be aligned with the ISO/IEC 27001:2022, NIST Cybersecurity Framework (CSF) 2.0, and should follow the principles of GDPR for a structured approach of protecting operational technology (OT), information technology (IT), and manufacturing data (Toussaint et al., 2024). An Information Security Policy should include structures, roles/duties, sign-off that support the security objectives and processes for the security protection of critical manufacturing assets. This governance reduces the possibility of insider threats and aids in ensuring consistency of security measures across the production environments.
Access Control Policy should include role-based access control (RBAC), least privilege and multi-factor authentication (MFA), privileged account management. For instance, manufacturing engineers could only be granted access to manufacturing systems and programmable logic controllers, and procurement people could only be granted access to procurement and supplier systems, limiting access and lateral moves if a credential is compromised (Vangala et al. 2024). IT-OT network segmentation, remote access via virtual private networks and proper management of firewalls to block ransomware spread and unauthorized access to industrial control systems should be provided by a Network Security Policy.
To ensure security and protection of proprietary engineering designs and operational records, and to keep regulatory compliance, a Data Governance Policy should include data classification, data owner, data retention, data encryption, data backup, and data disposal. Likewise, to alleviate risks of interdependent sensors and smart manufacturing equipment, an IoT Security Policy should mandate regular firmware updates, robust device authentication, secure baseline configurations and complete inventories of devices. Finally, a Third-Party Security Policy should involve vendor risk assessments and supplier cyber security evaluations and contractual requirements for security measures to mitigate supply chain attacks.
If viewed in combination, these policies establish a direct connection between the threats identified in section 2 and access governance, between ransomware and network segmentation and back-up controls, between IoT attacks and IoT device security and between threats from the supply chain and governance of the supply chain. This comprehensive approach to policy fortifies confidentiality, integrity, and availability and also ensures resilient manufacturing operations and sustainable cybersecurity governance in SFM (Alqudhaibi et al. 2025).
[bookmark: _Toc237029084]4. Threat Mitigation Strategy 
	The cyber-security strategy in the industry 4.0 environment of SteelForm Manufacturing Ltd. (SFM) should involve a combination of preventive, detective and corrective controls. The recommended mitigation measures are given in Table 4.1.
Table 4.1: Recommended Mitigation Measures
	Threat
	Mitigation
	Implementation
	Expected Benefit
	Framework Supported

	Ransomware
	Network segmentation
	Separate IT, OT, and IoT networks using VLANs and firewalls
	Limits lateral movement and production disruption
	NIST CSF, ISO 27001

	Credential theft
	Multi-factor authentication
	Enforce MFA for privileged and remote accounts
	Prevents unauthorised access
	NIST CSF

	Malware
	Endpoint Detection and Response (EDR)
	Deploy behavioural detection on endpoints and servers
	Detects sophisticated malware early
	NIST CSF

	Advanced attacks
	SIEM
	Centralise log collection with real-time correlation and alerts
	Improves threat visibility and incident response
	ISO 27001

	Data loss
	Secure backups
	Maintain encrypted, offline, immutable backups with recovery testing
	Ensures rapid business recovery
	ISO 27001

	Software vulnerabilities
	Vulnerability and patch management
	Conduct regular vulnerability scanning and prioritised patch deployment
	Reduces exploit opportunities
	NIST CSF

	Insider threats
	Zero Trust Architecture
	Continuously verify users, devices, and applications using least-privilege access
	Minimises lateral movement
	NIST SP 800-207

	Intellectual property theft
	Encryption and Data Loss Prevention (DLP)
	Encrypt sensitive data and monitor unauthorised transfers
	Protects confidential engineering information
	GDPR, ISO 27001

	Supply chain attacks
	Vendor risk assessment
	Perform supplier security audits and contractual compliance reviews
	Reduces third-party cyber risk
	ISO 27001



	Currently, ransomware has adopted the new tactics of fileless attacks and zero-day exploits and the use of legitimate administrative software, so the traditional signature-based anti-virus is no longer enough to protect against ransomware attacks (Liu et al. 2024). Thus, SFM should adopt a multi-layered defence approach, which involves preventative controls like network segmentation, MFA, patch management, detective controls such as EDR, SIEM and vulnerability scanning and corrective controls such as secure backups and incident recovery (Al-Hawawreh et al. 2024). This comprehensive solution helps to minimize the spreading of attacks, improve detection rate and ensure operational resilience. 
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Figure 4.1: Layered Security Architecture
In addition, when considering the Zero Trust strategy, vendors are continuously evaluated, and the continuous assessment of the environment can provide a deeper level of protection in an interdependent IT/OT/IoT environment, it can help to minimize risks and the impact of advanced cyberattacks while maintaining the ability to continue production processes (Alqudhaibi et al. 2025).
[bookmark: _Toc237029085]5. Network Monitoring and Incident Response Plan 
	Security Information and Event Management (SIEM), Intrusion Detection Systems (IDS), Intrusion Prevention Systems (IPS), Security Operations Centre (SOC) capabilities, threat intelligence, centralised log management, vulnerability scanning, and endpoint monitoring should all be a part of a continuous monitoring strategy in the case of SteelForm Manufacturing Ltd. (SFM) (Giustozzi et al. 2024). IDS/IPS detect and prevent bad activities in the network while SIEM enables them to correlate security events from multiple sources (Ban et al. 2023). Continuous vulnerability scanning/endpoint monitoring identifies misconfigurations, malware and unauthorised changes before they can impact manufacturing processes. Threat intelligence also provides an extra level of monitoring by alerting to new attack patterns that are relevant to Industrial Environments and enabling Proactive Defence (Alem et al. 2023).
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Figure 5.1: Incident Response Flowchart
Incident response should be performed in accordance with the NIST lifecycle, and tailored to the manufacturing processes at SFM. Planning should involve preparing security policies, response plans, backup policies and employee roles. Detection includes analysing SIEM alerts and endpoint telemetry to detect suspicious activity, and the analysis to understand the extent of the attack, affected assets and impact on operations. Containment prevents the lateral spread from a breached IT/OT asset without an unacceptably long delay in production. Eradication rids of malware, locks up system loopholes and checks system integrity. Recovery - Rebuilds operations from the proven backups and monitors for any recurring threats. Lastly, lessons learnt should be documented to capture the findings of the incident, retain the forensic evidence, review the effectiveness of the response and update security controls, staff training and security policies as needed (Ban et al. 2023; Alem et al. 2023).
In the manufacturing sector, where production lines are becoming increasingly automated and can halt production, degrade product quality, cause harm to industrial assets, and create risks to employees, it is all the more critical to detect cyber incidents early. In traditional workspaces, however, disruptions can impact the delivery of the product to customers and the functioning of the plant. Continuous monitoring, combined with a well-defined incident response process, can help reduce recovery time, financial losses, operational continuity and increase the resilience of the organization to the ever-evolving threats in SFM's Industry 4.0 ecosystem (Giustozzi et al. 2024).
[bookmark: _Toc237029086]6. Cybersecurity Awareness and Training Programme 
	SFM (SteelForm Manufacturing Ltd) should adopt a role-based cybersecurity awareness programme, instead of a one-off annual compliance training programme. Induction training on phishing awareness and password management, incident reporting and policies should be carried out for all new hires, quarterly awareness training for all staff and annual refresh training for all staff. What is needed is some more specialized social-engineering and supplier-fraud training for procurement staff, more secure OT/IoT practices from production operators, and ransomware, data breach and incident decision making training for executives. The study shows that also the knowledge in the field of cyber security decreases over time which makes it clear that it is necessary to conduct training continuously, and not only specific ones (Sikolia et al. 2023).
Regularly (quarterly) run simulated phishing exercises and provide scenario-based exercises and short remedial modules so that employees can spot and report phishing attempts. Mungo (2024) also emphasizes the need for the appropriate training frequency, training content, and employee motivation to strengthen the phishing identification skills. Success of a programme should, therefore, be measured by training completion, assessment results, phishing click rates, reporting rates and rate of policy violations reoccurring. There is a need for behavioural training in addition to technical safeguards, as human behaviour remains a critical factor as no technical solution can be developed to stop/slow down the exploitation of trust and decision-making processes in the form of social engineering.
[bookmark: _Toc237029087]7. Conclusion 
	This report identifies the insider threat, ransomware attacks, phishing attacks, supply chain attacks and the vulnerabilities of the Industrial Internet of Things as the biggest cyber threats. In response to these threats, a full data governance and cybersecurity framework in line with the recognised international frameworks was suggested along with a layered technical and administrative mitigation framework. The following systems should be in place: a cybersecurity awareness programme to help build employee awareness and resilience and a framework for continuous monitoring and incident response to help build threat detection and response and resilience. All these recommendations support the security of any organization, the continuity of their business, protection of appropriate manufacturing resources and safe and resilient digital transformation in Industry 4.0 settings.
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1. Introduction

« Industry 4.0 is an improvement of manufacturing efficiency by using
interconnected digital technologies and automation.

« Today's organisations with a multitude of connected IT, OT and IIoT systems
have a larger cyber-attack surface.

« Recently, SteclForm Manufacturing has implemented cloud production and
automation technologies as well as 0T manufacturing technologies.

«  Comprehensive governance, mitigation, monitoring, incident response and

awareness strategies are provided.
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2. Threat Assessment
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3. Cybersecurity and Data Governance
Policies

Key Frameworks

IS0 27001, NIST CSF, GDPR etc. are key frameworks that encapsulate cybersecurity governance
frameworks (Toussaint et al. 2024).

Access Controls

These help to minimize the chances of unauthorized access with role-based access and least privilege,
as well as using MFA (Vangala et al. 2024)

Infrastructure Protection

Network Segmentation, Data Governance, IoT Security offer complete protection of manufacturing
critical infrastructure.

Third-Party Governance

Third party governance adds to the organisation-wide confidentiality, integrity, availability and
operational resilience (Alqudhaibi et al. 2025)
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4. Threat Mitigation Strategy

Threat

Ransomware & Malware
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Expected Business Benefit

Prevents attack spread, enables rapid recovery,

‘minimises production downtime

Prevents unauthorised access and limits lateral
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Protects intellectual property, secures sensitive data,
and reduces third-party cyber risks (Al-Hawawreh et
al. 2024)
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5. Network Monitoring and Incident Response Plan
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6. Cybersecurity Awareness and Training Programme

Role-Based Training

Sikolia et al. (2023) suggest that contimmuous fraining in this manner based on roles can improve cybersecurity awareness across the organization.

Phishing Simulations
It also improves the chances of vulnerability discovery through simulated quarterly phishing attacks and helps to keep employees safe.

Safe Employee Behaviour
Tt also improves the chances of identifying vulnerabilities by simulating quarterly phishing attacks and ensuring safe employee behaviour (Mungo, 2024).

Specialised Training

Specialised training and new employees can be of great assistance to executives, procurement and production operators.

Assessment Metrics

Assessment based on completion rate, rate of phishing, reporting, assessment, and compliance of policy.
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7. Conclusion

Comprehensive Cyber Security Framework

Comprehensive Cyber Security Framework consists of three
components: Manufacturing Threats, Governance Resilience and

Operational Continuity.

Ongoing Monitoring & Response

There is also little disruption and faster recovery time with

ongoing monitoring and incident response.

Multi-Layered Security Controls

The multi-layered approach to security controls offers protection
throughout the IT OT IIoT environment.

Employee Awareness Programmes

Secure behaviour is integrated into employee awareness

programmes, which are key to sustainable digital transformation.
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