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[bookmark: _Toc227682425]TASK1 RESEARCH IN DATA SECURITY AND COMPLIANCE
[bookmark: _Toc227682426]Governance of AI and Machine Learning Systems: Managing risk, ethics, and compliance for AI data and models.
[bookmark: _Toc227682427]INTRODUCTION
Data security and compliance have become critical priorities across sectors such as healthcare, finance, and the public domain, driven by increasing regulatory demands. To meet these requirements and counter escalating cyber threats, organisations are adopting Security Information and Event Management (SIEM) solutions. SIEM provides real‑time monitoring, threat detection, and incident response, helping organisations strengthen their security posture while aligning with industry and regulatory standards [1]. In this research, we will go through the contemporary challenge area of Governance of AI and Machine Learning Systems: Managing risk, ethics, and compliance for AI data and models. We will analyse and critically in this research evaluate how modern organisations can create an environment that anticipates, protects, detects, and automatically responds to threats.

[bookmark: _Toc227682428]1 Why AI and Machine Learning Systems governance is a contemporary challenge?
Modern organisations face rapidly evolving cyber threats while increasingly relying on AI and machine learning, which strengthen defence capabilities but also introduce new risks. Staying secure and compliant requires protecting traditional IT systems and applying strong governance to AI data and models, with clear attention to risk, ethics, and regulation. This requires a proactive security posture that can anticipate, prevent, detect, and automatically respond to threats while ensuring AI systems remain transparent, accountable, and compliant throughout their lifecycle. Effective AI governance supports this by embedding fairness, transparency, accountability, and privacy into every stage of model development. Techniques such as fairness testing, bias mitigation, and explainability methods, including Shapley values and counterfactuals, enhance model transparency, while tools like Fair Learn, Interpret ML, and cloud‑based toolkits help organisations evaluate fairness and improve interpretability in practice [2].

[bookmark: _Toc227682429]2 Risks in AI and Machine Learning systems
AI and ML systems have unique vulnerabilities that differ from traditional IT, including failure modes across the model lifecycle. These risks require specialised analysis and threat‑modelling approaches. Frameworks like STRIDE‑AI (Spoofing, Tempering, Repudiation, information disclosure, Denial, Elevation of privilege) adapt traditional security methods to the AI context by linking model‑specific failures to potential threats, enabling more targeted risk management [3].

STRIDE‑AI applies an asset‑centric view across the ML lifecycle and uses FMEA to link ML failure modes to STRIDE threats, helping identify vulnerabilities unique to ML systems such as adversarial inputs and data poisoning that don’t appear in traditional IT [4]. 
The following diagram provides a visual representation of these risks.
[image: ]

[bookmark: _Toc227682430]2-1 Technical and operational risks
AI and ML systems introduce distinct technical and operational risks, particularly model failure modes that can lead to incorrect or unreliable outputs. These vulnerabilities require careful assessment and specialised risk‑management approaches to ensure system reliability and security [5].
· Model risk: Includes opaque or hard‑to‑explain models, performance drift over time, susceptibility to adversarial attacks, data poisoning, and unpredictable behaviour in edge cases.
· Data risk: Involves managing sensitive data, poor data provenance, unclear consent or licensing, and the possibility of re‑identifying individuals.
· Machine Learning Ops risk: Arises from uncontrolled model updates, missing versioning, insufficient testing, and the use of unapproved “shadow AI” tools outside formal governance processes.

[bookmark: _Toc227682431]2-2 Ethical risks
Ethical concerns in defence arise from the autonomy and learning capabilities of AI, making it essential to apply governance frameworks grounded in AI ethics and Just War Theory to ensure responsible and accountable use [6].
· Bias and discrimination: Occur when skewed data or design choices systematically disadvantage protected groups.
· Lack of transparency and explainability: Stakeholders are unable to understand or challenge the decisions produced by AI systems.
· Erosion of trust: Harmful or unfair AI outcomes undermine public confidence, regulatory trust, and an organisation’s social licence to operate.

The governance challenge lies in the fact that these risks span legal, technical, and ethical domains, making it impossible for any single function, such as IT, legal, or data science to manage them in isolation.

[bookmark: _Toc227682432]3 Frameworks and Structures
AI governance frameworks aim to balance innovation with ethical and regulatory demands. They integrate market‑driven, state‑driven, and rights‑based models, supported by core controls such as data governance, risk management, and human oversight. Their effectiveness also depends on international coordination and broad stakeholder engagement to keep pace with rapid technological change and ensure responsible AI deployment [7].
[bookmark: _Toc227682433]3.1 AI and ML Governance Frameworks 
AI and ML governance frameworks aim to protect public safety and human rights while still enabling innovation. They establish the policies, processes, and institutional structures needed to ensure accountability and oversight across AI technologies, services, and devices. [8] 
NIST(National Institute of Standards and Technology AI RMF(Risk Management Framework): Introduces a “Govern Map Measure Manage” cycle focused on building trustworthy AI, emphasising validity, safety, security, accountability, explainability, privacy, and fairness. [9]
Systematic AI governance literature: Emphasises defining clear accountability who owns decisions, what assets are governed (data, models, processes), when governance applies across the lifecycle, and how it is enforced through tools, policies, and oversight structures. [10]
Enterprise frameworks: Present AI governance as a structured blend of risk management, legal compliance, ethical oversight, and operational monitoring to enable responsible, scalable AI deployment. [11] [12] [13]

[bookmark: _Toc227682434]3.2 AI and ML Governance Structures 
AI and ML governance structures bring together ethical principles, organisational roles, regulatory requirements, and technical controls to ensure responsible development and deployment. These frameworks continue to evolve as organisations work to address the complex societal and business challenges posed by advanced AI technologies. [14]
AI governance boards: Offer strategic oversight, manage risk, and ensure alignment with business goals and ethical standards. AI governance boards provide essential strategic oversight, ensuring AI initiatives align with business goals and ethical standards. They oversee the design, development, and deployment of AI systems, addressing ethical, technical, and reputational risks while promoting a responsible AI culture. This responsibility includes establishing strong governance structures, integrating AI expertise at board level, and strengthening existing committees, such as Social and Ethics Committees to support effective AI oversight. [15]

Ethics committees: Focus on fairness, transparency, and privacy in high‑risk use cases, often with external or civil‑society representation. Ethics committees often called Institutional Review Boards (IRBs) protect human research participants by independently reviewing the ethical acceptability of studies involving people. Mandated in authorities, they oversee all human‑subject research, with particular attention to vulnerable groups. They also educate researchers on ethics, scientific integrity, and the prevention of misconduct and conflicts of interest. [16] [17]

Organisations establish ethics boards and principles but fail to resource them properly or integrate them into product decisions, resulting in superficial “ethics theatre” rather than meaningful oversight.

[bookmark: _Toc227682435]4 Life Cycle Governance Principles
Lifecycle governance turns principles into practice by integrating oversight mechanisms across every stage of a project or system. In power‑grid contexts, lifecycle auditing illustrates this approach by embedding governance and sustainability considerations from project initiation through post‑completion review. [18]
[bookmark: _Toc227057647][bookmark: _Toc227682436]4.1 Integrating Governance across the AI Lifecycle
[bookmark: _Toc226410960][bookmark: _Toc226413178][bookmark: _Toc226416083][bookmark: _Toc226418929][bookmark: _Toc227057648][bookmark: _Toc227357301][bookmark: _Toc227449625][bookmark: _Toc227682437]Integrating governance across the AI lifecycle means applying oversight from design through deployment and retirement. Because AI systems evolve through continuous data use, learning, and probabilistic outputs, effective governance must be adaptive rather than static. This lifecycle approach ensures reliability, ethical integrity, and regulatory compliance as technical and operational conditions change over the system’s lifespan. [19]
[bookmark: _Toc226410961][bookmark: _Toc226413179][bookmark: _Toc226416084][bookmark: _Toc226418930][bookmark: _Toc227357302][bookmark: _Toc227449626][bookmark: _Toc227680393][bookmark: _Toc227682438]AI lifecycle governance ensures responsible practice from concept to retirement.
· [bookmark: _Toc226410962][bookmark: _Toc226413180][bookmark: _Toc226416085][bookmark: _Toc226418931][bookmark: _Toc227357303][bookmark: _Toc227449627][bookmark: _Toc227680394][bookmark: _Toc227682439]Ideation & design: Risk and impact assessments ethical, societal, and human‑rights determine whether a use case is acceptable and at what risk level.
· [bookmark: _Toc226410963][bookmark: _Toc226413181][bookmark: _Toc226416086][bookmark: _Toc226418932][bookmark: _Toc227357304][bookmark: _Toc227449628][bookmark: _Toc227680395][bookmark: _Toc227682440]Data collection & preparation: Data governance enforces provenance, consent, minimisation, and quality, supported by bias and privacy impact checks before training.
· [bookmark: _Toc226410964][bookmark: _Toc226413182][bookmark: _Toc226416087][bookmark: _Toc226418933][bookmark: _Toc227357305][bookmark: _Toc227449629][bookmark: _Toc227680396][bookmark: _Toc227682441]Model development & training: Responsible MLOps introduces mandatory gates such as versioning, documentation, robustness testing, and fairness evaluation.
· [bookmark: _Toc226410965][bookmark: _Toc226413183][bookmark: _Toc226416088][bookmark: _Toc226418934][bookmark: _Toc227357306][bookmark: _Toc227449630][bookmark: _Toc227680397][bookmark: _Toc227682442]Deployment & operation: Continuous monitoring tracks performance, drift, bias, and security issues, with human oversight for high‑risk systems.
· Retirement: Structured decommissioning and audit trails ensure decisions remain reviewable and data is handled according to policy.
[bookmark: _Toc227682443]4.2 AI Governance Methods and Tools
AI governance methods and tools combine frameworks, principles, and practical techniques to ensure ethical, trustworthy, and compliant AI development. One approach strengthens AI governance by integrating ethics principles with established information‑governance practices. For example, the ECCOLA method originally focused on ethical AI software development can be enhanced by incorporating Generally Accepted Recordkeeping Principles, such as retention and disposal, to improve governance effectiveness early in the development lifecycle. [20]
AI governance relies on tools and techniques that address fairness, transparency, and operational control. 
· Fairness metrics, bias‑mitigation methods, and tools like Fair Learn help assess disparate impact.
· Explainability techniques such as feature importance, Shapley values, and counterfactuals make models more auditable and contestable.
· Operational tools, including model registries, lineage tracking, and monitoring platforms, connect AI governance to existing security and compliance systems. 
Tools alone are insufficient; without clear accountability, incentives, and enforcement, they risk becoming mere “checkbox” exercises rather than meaningful governance.

[bookmark: _Toc227682444]5 Integrating AI Governance with Security, Risks and Compliance
[bookmark: _Toc227682445]5.1 Governance vs. security
Integrating AI governance with security, risk, and compliance requires recognising the varied risk profiles of different AI applications and applying tailored regulatory and ethical controls. High‑risk systems demand strict oversight and compliance to prevent harmful outcomes, while lower‑risk uses still require transparency and accountability to maintain trust. [21]
Governance and security are complementary but distinct. 
Security protects data, models, and infrastructure through controls such as access management, encryption, and adversarial‑robustness measures. 
Governance defines how AI decisions are made who owns risk, what policies apply, and how ethical and legal obligations are met. Effective organisations treat them as part of a unified risk fabric, integrating AI risks into enterprise risk management, mapping them to existing frameworks like ISO 27001 and NIST CSF, and monitoring them alongside traditional cyber risks.

[bookmark: _Toc227682446]5.2 Regulatory and compliance pressures
AI regulatory and compliance pressures highlight the need to balance innovation with legal certainty, accountability, and robust ethical safeguards. Approaches vary across jurisdictions, making global harmonisation difficult. The EU, for example, favours stricter rules that strengthen trust and legal certainty but can raise compliance costs and slow innovation. [22]
Global AI regulations such as the EU AI Act and sector‑specific guidance are raising expectations for risk‑based classification, detailed documentation, and strong human‑oversight and transparency mechanisms. Governance, ethics, and compliance are now central to sustainable AI adoption, yet many leaders remain unsure how to govern AI at scale. The key tension persists overly rigid controls can push innovation into “shadow AI,” while overly lax controls increase the risk of incidents, penalties, and loss of trust.

[bookmark: _Toc227682447]6. Critical evaluation and practical recommendations
Evaluating AI systems requires looking beyond technical performance to their wider social and organisational effects. A holistic framework grounded in principles like epistemic pluralism, democratic authority, contextual responsiveness, temporal awareness, and reflexive critique challenges narrow technocentric approaches and helps organisations in diverse cultural settings assess AI implementations more effectively. [23]

[bookmark: _Toc227682448]6.1 Key shortcomings in current practice
· Principle–practice gap: The gap between AI ethics principles and real‑world practice persists, as organisations struggle to turn high‑level values into concrete technical and operational actions. Ethical ideals often fail to align with the practical realities of AI development, sustaining this principle–practice divide. [24]
· Fragmentation: Fragmented regulations and differing national priorities hinder the EU’s push for unified AI governance, risking a splintered market and inconsistent ethical standards that complicate sustainable, region‑wide AI adoption. Ethics, security, legal, and data science teams often work in isolation, resulting in inconsistent decisions and duplicated effort. [25]

· Underestimation of socio‑technical risk: AI’s socio‑technical risks are often underestimated due to complex, emergent behaviours and real‑world interactions. Relying solely on developers leaves many issues unaddressed, underscoring the need for adaptive, ethically informed risk management across the entire AI lifecycle. Technical robustness dominates AI oversight, leaving societal risks like discrimination, manipulation, and power imbalances under‑governed. [26]
[bookmark: _Toc227682449]6.2 The effectiveness of AI governance measures
The effectiveness of AI governance relies on flexible frameworks, well‑defined regulatory requirements, and strong institutional oversight. Because AI’s sociotechnical impacts, legal disruptions, and geopolitical dynamics evolve rapidly, static governance models quickly lose relevance. Effective governance therefore requires flexible regulatory instruments, and regime designs capable of responding to fast‑moving technological and political change. [27]
Treat AI as a first‑class risk category: Within enterprise risk management, with clear ownership and reporting lines to senior leadership
Establish empowered AI governance structures: A board and ethics committee with authority over high‑risk use cases and integration into product and change‑management processes
Adopt a recognised risk framework: (e.g., the NIST AI RMF) and tailor it to the organisation’s context, aligning with existing security and compliance controls
Embed governance into the lifecycle: Through mandatory risk assessments, data‑governance checks, fairness and robustness testing, and deployment approval gates
Invest in monitoring and continuous improvement: Using technical tools fairness, explainability, and drift detection supported by audits, incident reviews, and stakeholder feedback.



[bookmark: _Toc227682450]CONCLUSION
AI and ML governance is a modern challenge because it sits at the intersection of security, ethics, law, and business value. Traditional IT governance is no longer sufficient organisations must manage AI‑specific risks to data and models, embed ethical principles across the lifecycle, and integrate AI oversight into broader risk and compliance structures. When done well, AI governance becomes an enabler of trustworthy, scalable innovation, allowing organisations to anticipate and manage risk rather than respond only after harm occurs.


[bookmark: _Toc227682451]TASK2 Case Scenario

[bookmark: _Toc227682452]INTRODUCTION
MediTrust Analytics Ltd develops advanced HealthTech systems that process highly sensitive medical and IoT‑based patient data through a hybrid, multi‑cloud environment. As the company expands into the EU, it must comply with GDPR, DORA, and NIS2 while addressing risks related to AI training data, access control, and third‑party software dependencies. To meet these challenges, MediTrust requires a unified security governance framework built on Zero Trust principles. This report outlines a strategic, forward‑looking security programme to support the establishment of the new EU Information Security Unit
[bookmark: _Toc227682453]1. Zero‑Trust Security Programme for MediTrust Analytics Ltd
A Zero Trust–aligned security programme is built on the premise that no user, device, or network component is trusted by default. It enforces continuous verification and adaptive access controls, replacing static perimeter defences with dynamic, context‑aware protection informed by identity, asset importance, and system conditions [28].
[bookmark: _Toc227682454]1.1. Strategic Vision 
The overarching objective of MediTrust’s security programme is to establish a unified, zero‑Trust–driven framework capable of safeguarding highly sensitive healthcare data, ensuring operational resilience, and meeting the stringent regulatory expectations of the EU market, including GDPR, DORA, and NIS2. This strategic vision elevates security from a technical function to a core enabler of clinical trust, business continuity, and sustainable global growth.
The programme is anchored in four core principles:
· Never trust, always verify: All users, devices, applications, and workloads must undergo continuous authentication and authorisation, regardless of their location or network context.
· Assume breach: The architecture is designed with the expectation that compromise is always possible. Controls therefore prioritise rapid detection, automated containment, and minimisation of attacker dwell time.
· Minimise blast radius: Through micro‑segmentation, least‑privilege access, and strong identity governance, the organisation limits lateral movement and reduces the potential impact of any security incident.
· Security as a business enabler: Security controls are aligned with MediTrust’s clinical safety requirements, service availability commitments, and the trust expectations of healthcare partners and patients. The programme supports innovation while ensuring compliance and resilience.

[bookmark: _Toc227682455]2. Organisation Structure
[bookmark: _Toc227682456]2.1 Regulatory Context
MediTrust’s expansion into the EU healthcare market subjects the organisation to several critical regulatory frameworks that govern data protection, cybersecurity, and operational resilience.
[bookmark: _Toc227682457]2.2 General Data Protection Regulation (GDPR)
The GDPR protects personal data and privacy, especially for children, by requiring parental consent, clear child‑friendly privacy information, and rights such as data erasure, helping prevent unauthorised data use and improving transparency [29].
GDPR sets strict requirements for managing personal and special‑category data, especially in healthcare. Key obligations include:
· Ensuring the lawful and transparent processing of patient data
· Adhering to data minimisation and purpose limitation principles
· Implementing robust access controls, encryption, and other technical safeguards
· Demonstrating accountability, supported by comprehensive audit trails and documentation
[bookmark: _Toc227682458]2.3 Digital Operational Resilience Act (DORA)
DORA is an EU regulatory framework designed to strengthen the digital operational resilience of financial entities. It assigns clear responsibilities to management bodies, requiring them to continuously update their ICT risk management and operational resilience frameworks [30].
DORA establishes a harmonised framework for ICT operational resilience across critical service providers, including those operating in the healthcare technology ecosystem. Its core requirements include:
· Implementing a comprehensive ICT risk management framework
· Establishing effective incident reporting and response mechanisms
· Maintaining business continuity and disaster recovery capabilities
· Conducting regular operational resilience testing to validate preparedness
[bookmark: _Toc227682459]3. Policies and procedures
Policies and procedures provide essential organisational structure by aligning daily operations with the organisation’s mission, values, and culture. They should remain clear, consistent, and easy to use, follow a standard format, and undergo regular review typically annually, or more frequently when external requirements or emerging issues evolve rapidly [31].
MediTrust’s Zero Trust programme depends on formal policies as much as technical controls. As the organisation expands into the EU and aligns with DORA and NIS2, these policies ensure consistent security, regulatory compliance, and operational resilience. The framework establishes mandatory controls across three domains: AI Usage, Secure SaaS Configuration, and BYOD to operationalise Zero Trust and support the secure development and operation of AI‑enabled healthcare systems.
[bookmark: _Toc227682460]3.1 AI Use Policy 
AI governance policies regulate the ethical, legal, and societal impacts of AI, aiming to balance innovation with public trust and safety. They prioritise issues such as bias, transparency, accountability, and the need for adaptive regulatory frameworks that can keep pace with increasingly complex AI systems [32].
MediTrust adopts a rigorous AI governance policy to ensure the safe, ethical, and compliant use of machine‑learning systems within clinical environments. The policy mandates:
· Data provenance and integrity validation for all training datasets to prevent the ingestion of corrupted, manipulated, or unauthorised data sources.
· Security controls against model poisoning, data drift, and adversarial manipulation, including automated anomaly detection and continuous monitoring of model performance.
· Strong cryptographic protection for all AI training data, requiring encryption both at rest and in transit across all environments.
· Mandatory explainability and bias‑testing procedures to ensure clinical transparency, fairness, and alignment with regulatory expectations for high‑risk AI systems.
· Comprehensive logging and auditability of all model access, inference requests, and administrative actions to support forensic investigations and regulatory reporting.
This policy ensures that AI systems remain trustworthy, resilient, and compliant throughout their lifecycle.

[bookmark: _Toc227682461]3.2 Secure SaaS Configuration Policy 
Secure SaaS configuration policies ensure that multi‑tenant cloud applications can meet varied customer requirements while maintaining strong security controls and consistent service quality [33].
To safeguard sensitive healthcare data processed through cloud‑based applications, MediTrust enforces a secure configuration standard for all SaaS platforms. All SaaS solutions must:
· Support enterprise‑grade identity and access management, including SAML/OIDC for authentication, SCIM for automated provisioning, and phishing‑resistant MFA for all privileged and clinical users.
· Provide robust security and compliance capabilities, including detailed audit logs, configurable data residency options, and strong tenant‑isolation guarantees to prevent cross‑customer data exposure.
· Undergo formal security assessments, consisting of annual reviews, contractual assurance checks, and continuous monitoring through a Cloud Access Security Broker (CASB) to detect misconfigurations, anomalous behaviour, and policy violations.
This policy ensures that SaaS platforms meet Zero Trust expectations and maintain compliance with GDPR, DORA, and NIS2.

[bookmark: _Toc227682462]3.3 BYOD Policy for Hybrid Workforce
A BYOD (Bring Your Own Device) policy for a hybrid workforce must address the security risks introduced when personal devices access both on‑premises and cloud corporate resources. Research emphasises the need for robust security controls that protect organisational data while preserving employee confidence and comfort in using their own devices [34].
To support a secure hybrid working environment, MediTrust enforces a Zero‑Trust‑aligned BYOD policy that governs the use of personal devices for accessing corporate and clinical systems. The policy requires:
· Device attestation and compliance validation, including OS version checks, security patch verification, and mandatory installation of enterprise‑approved Endpoint Detection and Response (EDR) tools.
· Strict data protection controls, prohibiting the local storage, caching, or offline retention of any patient or clinical data on personal devices.
· Access through secure virtualised workspaces only, ensuring that all interactions with sensitive systems occur within isolated, centrally managed environments.
· Automatic session revocation and access denial for devices that fall out of compliance, exhibit suspicious behaviour, or fail posture checks.
This policy ensures that personal devices do not introduce security gaps and that Zero Trust principles are consistently applied across MediTrust’s hybrid workforce.

[bookmark: _Toc227682463]4. Compliance Strategy (GDPR, DORA, NIS2)
[bookmark: _Toc227682464]4.1 DORA (Digital Operational Resilience Act)
MediTrust must implement:
· ICT Risk Management Framework (aligned with NIST CSF 2.0).
· Operational resilience testing (e.g., Threat‑driven penetration testing).
· ICT incident classification and reporting within strict timelines.
· Third‑party risk management for cloud and AI vendors.
· Business continuity and disaster recovery with evidence of testing.

[bookmark: _Toc227682465]4.2 NIS2 (Network Information Security Directive2)
NIS2 requires:
· 24‑hour early warning for significant incidents.
· 72‑hour detailed incident notification.
· One‑month final incident report.
· Mandatory:
· Access control and MFA
· Secure development practices
· Supply chain security
· Logging and monitoring
· Cryptographic controls
These requirements ensure that MediTrust maintains high levels of cybersecurity maturity, operational resilience, and regulatory accountability across its EU operations.

[bookmark: _Toc227682466]4.3 GDPR (General Data Protection Regulation)
· Minimise and pseudonymise all data used for AI training.
· Conduct DPIAs for every AI/ML system that processes patient information.
· Enforce strict access controls with full auditability.

[bookmark: _Toc227682467]5. MediTrust Governance & Strategy (NIST CSF 2.0)
Mapping  National Institute of Standards and Technology Cybersecurity Framework NIST CSF 2.0 to MediTrust Business Goals
	Function NIST CSF 2.0
	Strategic Objective
	Business Alignment

	Identify
	Identify and assess all critical assets, associated risks, and system dependencies.
	Supports regulatory compliance & audit readiness

	Protect
	Implement Zero Trust controls
	Protects patient data & IP

	Detect
	Real‑time threat monitoring
	Reduces dwell time & clinical disruption

	Respond
	Coordinated incident response
	Ensures operational resilience (DORA)

	Recover
	Restore AI models, cloud services, and data
	Ensures continuity of clinical services

	Govern
	Oversight, policies, risk management
	Aligns security with business strategy



NIST CSF 2.0 is the updated 2024 cybersecurity framework that helps organisations manage cyber risk through six core functions, adding a new focus on governance and enterprise‑level accountability.


[bookmark: _Toc227682468]6. Risks Assessment
Risk assessment involves identifying hazards, estimating their likelihood and impact, and evaluating them against defined criteria to determine necessary controls, using methods such as JSA, FMEA, and expert analysis [32].

[bookmark: _Toc227682469]6.1 Key Risks of MediTrust
· Poisoned AI models: Attackers introduce malicious data into training pipelines to manipulate and degrade model behaviour.
· Vulnerable open‑source dependencies: exploitable components, such as Log4Shell‑type flaws, embedded in clinical systems.
· Cloud misconfigurations: Exposed cloud storage (such as public S3 buckets) and overly permissive IAM roles expand the organisation’s attack surface.
· Compromised third‑party research partners: weak security controls in external collaborators introducing supply‑chain risk.
· Insider threats: misuse of privileged access by remote developers or internal staff.

[bookmark: _Toc227682470]6.2 Risk Treatment Strategy 
MediTrust adopts a proactive risk‑treatment approach that integrates modern security controls across the software supply chain, cloud environment, and data‑handling processes. Key measures include:
· Mandatory Software Bills of Materials (SBOMs) for all internally developed and third‑party software.
· Software Composition Analysis (SCA) and dependency scanning embedded within CI/CD pipelines to detect vulnerable components early.
· Cloud Security Posture Management (CSPM) delivers continuous monitoring and automated detection of cloud configuration weaknesses.
· Zero Trust Network Access (ZTNA) to secure all remote user connections and eliminate reliance on traditional VPNs.
· Data Loss Prevention (DLP) controls to protect sensitive clinical and research datasets from unauthorised exfiltration.

The programme enforces Zero Trust, meets DORA and NIS2 requirements, and protects MediTrust’s critical data and AI assets while supporting secure EU expansion.

[bookmark: _Toc227682471]7.MediTrust Protection Mechanisms (Modern Zero‑Trust Controls)
MediTrust Protection Mechanisms must cover all below:
Identity & Access
· Phishing‑resistant MFA (FIDO2, Passkeys)
· Just‑in‑time privileged access
· Continuous authentication using device posture and behavioural analytics
Endpoint & Network Security
· EDR/XDR with automated response
· Micro‑segmentation for cloud workloads
· Zero Trust Network Access (ZTNA) replacing VPNs
Cloud & SaaS Security
· CSPM for continuous misconfiguration detection
· CIEM for multi‑cloud identity governance
· CASB for SaaS visibility and control
Monitoring & Detection
· SIEM with healthcare‑specific detection rules
· UEBA for insider‑threat detection
· ML‑driven anomaly detection for IoT medical devices

MediTrust’s Zero Trust controls strengthen security across all domains, ensuring resilient and secure healthcare operations.
[bookmark: _Toc227682472]COCLUSION

MediTrust’s expansion into the EU requires a modern, Zero‑Trust‑aligned security programme that strengthens governance, protects sensitive clinical data, and meets the regulatory demands of GDPR, DORA, and NIS2. By establishing dedicated security roles, implementing strong policies, adopting NIST CSF 2.0 as a governance model, and deploying advanced controls such as CSPM, SIEM, EDR, and phishing‑resistant MFA, the organisation can address key risks across its AI, cloud, and supply‑chain environments. This approach enhances operational resilience, supports regulatory compliance, and enables MediTrust to scale securely and confidently within the EU healthcare market.
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