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[bookmark: _Toc7801417][bookmark: _Hlk7561514][bookmark: _Toc38767192]Abstract
[bookmark: _Hlk32220596]The term ‘Smart Buildings’, the Internet of Things (IoT), is gaining popularity and becoming more widely used than before, with technology developing very quickly and noticeably. It can be seen that there is a huge connection between smart buildings that depend entirely on this technology and must be developed more.
This paper aims to clarify the meaning of the word ‘smart’ in the context of buildings through an approach based on an in-depth review of the literature and related studies, as well as of documents and research that define what smart building is and the main dimensions and elements that distinguish smart building and its importance in our current world and its benefits, in which we must invest in order to preserve our natural resources and limit our constant and unnecessary consumption of energy. Moreover, is the paper includes a study of the differences between smart and current buildings, where modern smart buildings adjust the lighting, heating and cooling outputs to maximize efficiency and to provide better physical security, as providing energy sources that are used randomly leads to a huge waste of this energy, So one of the main objectives in this project that is to investigate how can the human reduced this consumption. Simulating smart buildings can show us the benefits of the new technologies represented by the Internet of Things and how they can help us to save our resources and money to invest them in other ways. So as a result of this research and by following the required methodologies to implement it such as positives in the philosophy and deductive in the approaches for the research methodologies with following the feature-driven development for the development methodology, the project will deliver a simulation of the smart building that represented in two ways physical hardware simulation and another software simulation to by using several different devices and resources, and through this simulation, the user will be able to see how can the smart building managed and controlled automatically and by a website and how the smart building can reduce the energy by implementing this technology. 
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1. [bookmark: _Hlk37020023][bookmark: _Toc38767196][bookmark: _Hlk37020017]Introduction
The world's population is increasing rapidly every day and cities are expanding more quickly than before. Today, more than 50 percent of the world's population lives in cities, and this number is increasing quite rapidly, with a prediction of it reaching about 70 percent by 2050 [1]. Therefore, we should consider the structure of the cities that we will live in the near future and prepare them to be easy for all human beings to live in. Moreover, we perceive the extent of technology growth and how quickly our world changes using it, so it is natural for us to keep pace with this progress in order to be more able to cope with the population increase. Furthermore, with the increasing population, the demand for natural resources will continue to increase and, therefore, it is necessary to link technology with our world, starting with buildings, in order to become more effective for humankind. However, as already mentioned, due to the huge increase in demand for resources on the planet, other solutions must be found to help people reduce their consumption and to provide alternative solutions to secure or improve these resources.
The main global issue currently is not war, power, oil or influence. The biggest issue is the wastage of natural resources and energy, alongside climate change. Excessive energy usage is one of the elements, in one way or another, that leads to an increase in greenhouse gas emissions because power generation utilises many resources, including coal, oil and gas, which results in significant carbon dioxide concentrations in the atmosphere [2]. Therefore, a positive way should be found to conserve our planet and its natural resources to enable sustainability to preserve the resources for as long as we can. One of the ways to conserve natural resources is to reduce their total usage by reducing energy consumption, as electricity is the largest consumer energy source. In only the United Kingdom (UK), the electricity system loses around £9.5 billion per year in wasted energy, mainly through heating [3] and, according to a report by the Association for Decentralised Energy, 54% of the energy produced in the country is wasted [3] from unnecessary use, which also affects the human race in multiple ways, starting with the high non-environmental costs of generating electricity and ending with emissions that negatively affect the Earth and the humans that inhabit it [4].
With all these huge numbers, it is evident that we have to find a way to reduce this energy consumption to conserve natural resources for the future. 
This study’s author has identified that one of the most important and effective solutions for reducing consumption of these resources is the use of smart buildings. Therefore, this study’s aim is to demonstrate that smart technology, built from commonly available components, can be used to control a building’s energy use. This will be achieved by building a simulation that will allow several objectives to be met, starting theoretically by investigating smart buildings and the impact of the IoT and then analysing and evaluating the benefits of using the IoT in the smart building. Furthermore, designing and creating a smart building simulation using a packet tracer software and a test scenario based on Arduino will show the ability to control these devices. The study will be also investigating the impact of automation and smart building technology in energy use compared to normal buildings.
This report starts by investigating the smart building and the IoT, followed by the methodologies and resources that are going to be used in these projects and any risks that there might to be. This will be followed by a description of the requirements that will be used and how the author will perform the project design by including a flowchart and diagrams in the implementation section to show each element of building the project. Finally, because of the importance of the results, the author has included a section in this paper that explains the evaluation and analyses and a conclusion and recommendations have been included to provide any suggestions for the future. The paper concludes with a personal reflection by the author.

2. [bookmark: _Hlk37020619][bookmark: _Toc38767197]Smart Buildings
[bookmark: _Toc38767198]2.1 Introduction
[bookmark: _Hlk37020784]This section will begin by explaining the definition of smart buildings, this type of building’s history and why they are important to us as human beings. The section will continue with a wide description of the basic technology that was used previously, alongside the advantages of using automation technology in smart buildings. This will be followed by the definition and history of the IoT, with a description of how this technology works and its main concepts. At the end of this chapter, a describes included of the importance and future of using smart building technology and the IoT.
[bookmark: _Toc38767199]2.2 Definition of Smart building 
There is no agreed definition for the term 'smart building' and the smart building concept is an inclusive term that has recently been used to indicate the many different technologies that are being introduced into buildings [5].
The smart building term is used interchangeably with other names such as intelligent building, but the difference between a smart building and the other forms is that the former has gone a step further than just turning things on and off. A smart building can collect data about a structure and can provide real-time information on the building’s condition. Using a network of cameras and sensors, the system can know the number of occupants in the building at any time and track and record this data for use in many different ways, such as what the busiest time is or where the congestion is located, and, by using this data, the building's managers can see the previous and current use and anticipate future use. The result of this is expected to be that the managers can manage and reduce congestion by planning staff levels to meet demand at certain times [5].
Based on the research, it can be said that a smart building is any construction or structure that uses an automated system to automatically control a building’s operation, including lighting, heating, air conditioning, security, ventilation and any other control systems, by using sensors, actuators and microchips to collect data and then manage and control this data according to the business' functions and services [6][7].
[bookmark: _Hlk22031466]Using this approach in the infrastructure helps operators, facilities managers and owners to increase their asset’s reliability and effectiveness, leading to a reduction in energy use and, thus, the building’s environmental effect [8]. Therefore, with the connected smart building, the building’s living or working environment will have a positive impact, making it more productive, in relation to thermal comfort, lighting, air quality, sanitation, physical security and many other features, at a lower cost and with even less impact on the environment than the old building that is not connected [9][10][11].
[bookmark: _Toc38767200]2.2.1 History of smart building
When the term ‘smart building’ or ‘smart home’ is used, it appears that they are new and modern concepts in our world but the history of the smart building is not a new concept and, in fact, it goes back a long way. It is thought that smart buildings began to emerge when the forerunner of heating, ventilation and air conditioning (HVAC) [12] appeared with Cornelis Drebbel’s work in the 17th century. Drebbel invented a mercury thermostat that automatically maintained a constant temperature in an area [13]. His invention was considered as one of the first feedback-controlled devices recognized in history and, by using salt as a cooling agent, he was able to develop the first known system of air conditioning [14]. Based on Drebbel's ideas a French scientist named René Antoine Ferchault de Réaumur invented a temperature-controlled incubator in the 18th century, which also he invented the thermometer[15][16]. In the 20th century, the rise of digital computing was considering as being integral to advancements made in smart building expertise, giving rise to the technology that can be seen currently. 
Since the beginning of the 21st century, smart building technology and building automation have been on the increase, while the market continues to rise as many companies and homeowners notice their buildings’ positive impact, energy efficiency and sustainability. Nowadays, this technology has proved its effectiveness and efficiency not only through building automation or HVAC system controls, but through the addition of many features, such as the building’s security, face recognition and identification, energy management and many other features that can also be operated remotely and controlled from computers and tablets, or even smartphones [17].
[bookmark: _Toc38767201]2.2.2 Small buildings and large buildings
Smart building design differs from one building to another so there cannot be a standard design for all buildings. According to Hans Scholten, Vice President of Corporate Real Estate at Capgemini a company that works in construction and also in the delivery of smart technology in buildings, when dealing with the IoT to construct smart buildings, our attention should be on people, not just on technology [18][19]. This means that we need to consider whether the building is going to be a small building, like a house or a small office, a large building, like a big company or a hospital, or any other sort of building. The number of people is different in small and large buildings and, therefore, the buildings’ performance will also be different [20]. For instance, if a house is occupied by 5 or 6 people, the air quality inside this structure will be different from another building that is occupied by 50 to 100 people, and the same applies for heating, cooling [21], humidity, security and any other smart technology that is used in the building. A building’s complexity also plays a role in the smart technology's performance in terms of dividing, designing and distributing the rooms and floors and where each device or sensor should be placed and these differences between the buildings or how they are built  should be taken into consideration in applying smart technology to receive the benefits of using it in an appropriate way [19][22][23].
[bookmark: _Hlk29472806][bookmark: _Toc38767202]2.2.2.1 Commercial buildings (office blocks etc)
While the author has previously mentioned the smart building definition and how such a building works, commercial buildings, , which include offices, blocks, companies, shops and any places, small or large, that are used for commercial purposes, are discussed in this section. As businesses across the world are looking to maximise their profits and minimise their expenses by making their buildings more efficient and reducing their energy costs [24][25][26], and also because of commercial buildings’ negative impact on the environment [27], making these buildings sustainable should be considered. Smart buildings can provide businesses with the opportunity to achieve their goals by applying smart technology.
In addition, the Welsh government introduced the Well-being of Future Generations Act in 2015, with climate change being one of the drivers [28], and the UK government made pledges and set a target to help fight climate change by bringing all greenhouse gas emissions to net zero by 2050 [29][30]. As a result, the demand for sustainable and smart buildings will be greater than ever because the technology that they use can help the buildings to improve their sustainability, with many other benefits, such as [31]:
Reducing the cost of HVAC and energy used: HVAC and lighting comprise up to 59% of commercial energy use and just using control sensors can help to cut the energy use by 40%, resulting in saving a huge amount of money [32].
Workplace wellbeing: Smart technology can help to create environments that support an alert and energised workforce, whereby the sensors can monitor the water and air quality and the temperature, light and noise levels. These techniques can detect and fix many of the known issues, such as the lack of natural light or poor air quality, which affect the workers’ concentration levels [33].
Work smarter: By collecting the data from sensors and other devices to monitoring the environmental factors, it helps the manager of the building to actionable insights on how to improve the performance of the building and make it more productive and reactive to work in a smart way, providing many benefits such as effectiveness, vitality and activity to building owners, employees, occupiers and investors[34].
Air Quality: With increasing the air quality, that means increasing happiness and productivity for the occupants in the building, but these sensors not just increasing the air quality, it can detect if the air is contaminated or contains gases, carbon monoxide or other harmful emissions that humans cannot detect immediately[35][27].
Physical Security: The smart technology can provide companies with more security systems including movement detectors,  security cameras, access management stations and digital identification devices. and by applying these digital devices[35].
Improving workplace experiences: the applications in the smart building can provide the workplace with more advantages of using the apps to order foods or drinks, reserving parking spaces or book gym sessions, allowing the employees to control ambient settings, as well as providing intelligent ways of communications and collaborating with colleagues and clients[34].
Therefore, using the smart office can help to attract and retain talent, by providing spaces where people like to work and, while attracting workers with environmental values, sustainable and modern offices can help promote a corporate brand’s values and establish a progressive company culture [34].
Currently, it can be noted that many large companies have made their buildings smart, such as Google, Microsoft, Cisco, Huawei [36] and the Crystal building in London for Siemens Global Engineering, which has obtained the highest Leadership in Energy and Environmental Design (LEED) and Building Research Establishment Environmental Assessment Method (BREEAM) certificates, aimed at improving a building’s environmental performance in areas such as water efficiency, CO2 emissions reduction and energy savings [37]. Furthermore, The Edge in Amsterdam has been called the smartest office space ever constructed, as the building relies on tens of thousands of sensors to gather data [38].
[bookmark: _Toc38767203]2.2.2.2 Healthcare buildings (hospitals etc)
In the healthcare field, many countries across the world are suffering from a lack of money to improve their healthcare. One of these countries is the UK, which always faces real issues in its National Health Service (NHS) [39][40][41], and one of the biggest issues to improve their system is that the lack of funding . Therefore, solutions are needed to help it to save money that could then be used to improve other parts of the NHS [42][43].
Smart technology can have a significant effect and can play an important role in several ways in the healthcare sector in reducing healthcare delivery costs and improving care quality. Therefore, the author has highlighted a few benefits of how smart buildings can improve the traditional healthcare delivery [44][45][46]:
Improving Efficiency and Performance: the hospital's management can monitor any administrative barriers that might slow efficiency and hinder performance by using devices connected to the network, like ID badges or smart wristbands that used by the patient as in Leeds Teaching Hospitals, which can also provide data analytics and through this data diagnosis can support the researches including population health variability [47][48].
Encouraging Favourable Treatment Results: smart technology can help healthcare providers in decision making and administering the correct treatments through collecting real-time data by using sensors connected to cloud computing [48][49]. There is an existing company that provides this service, called SHYFT Analytics, a Medidata company, which is the leading platform in business and real-world data analytics, with products specifically designed for the biotechnology, pharmaceutical and medical device industries [50].
Monitoring Internal Conditions in Real-Time: using a management system to track and monitor the energy used, such as temperature [51], humidity, electricity, gas and air quality, can reduce energy consumption [52] and regulate the HVAC services, for instance, by increasing or decreasing the temperature in certain rooms based on preferred settings or switching off unused lights in empty rooms. By providing real-time data the management system can help to uncover the sources of energy waste or inefficiency in energy use, which can make up as much as 30% of the total energy used in the building, according to the United States Environmental Protection Agency (EPA) [48][53][54].
Helping the Building’s Occupants with Directions: the management system can assist the ease of access of patients and other visitors, like medical officers or suppliers, by automatically sending directions or parking areas [55] [56] [48]. YeeFung is considered to be the first company to introduce a smart parking system, in Shenzhen, China, which was devised to solve a parking issue for a nearby hospital parking [57].
Reducing carbon emissions: between 10%-15% of carbon emissions come from non-residential buildings, such as hospitals [58], and using sensors can reduce the carbon emissions, which would contribute to the wellbeing of the urban environment [48].
In addition, the healthcare sector can gain many other benefits from using smart technology, such as security [59][60], saving patients’ time, monitoring personal health and heart rates [61][62] or even using robots in surgeries [63][64].
[bookmark: _Toc38767204]2.2.2.3 Education buildings:
The educational sector is no less important than the healthcare sector. In fact, it is considered as more important because ignorance and lack of awareness and knowledge could destroy entire countries while, with education and knowledge, whole communities could be built. Therefore, it is very important to take care of the education sector by improving the educational environment and providing the best technologies to set up comfortable places for students, which can help them to focus better, gaining more skills and experience, and can produce an intelligent generation. Smart technology can provide extensive resources to improve educational buildings to make them as smart as a student's need and the most important benefits of using smart buildings in education are that they help students to work smarter, ensure staff and student safety and reduce the building operations costs, which saves money for other projects and promotes increased efficiency [65] [66] [67].


[bookmark: _Toc38767205]2.2.3 Smart homes 
According to the definition in a research project carried out by Intertek for the Department of Trade and Industry (DTI) [68], a smart house is a term that refers to modern house that contains a collection of different appliances connected to each other by a communication network implemented inside the house, which allows the user to remotely control, monitor and access any device by smartphone, tablet or laptop over Wi-Fi. Each of these devices has a different function, like controlling lighting, the climate, like heating or AC, entertainment or security systems. Using these devices can control equipment inside the house, like fridges, dryers, toasters or washing machines, leading to saving money and making the house more comfortable for its occupiers. 
[image: ]
[bookmark: _Toc38765431]Figure 1: Amazon Alexa ecosystem [69]

Home automation with security controls has entered the market as the demand for energy-efficient solutions has grown due to concerns about enhancing security for what initially began with wired technologies and which became wireless technologies, such as ZigBee [70], Z-Wave [71], EnOcean [72] and others. The global market value of home automation and security controls was $5.77 billion in 2013 and is expected to reach $12.81 billion by 2020. This market is expected to grow at a compound annual growth rate (CAGR) of 11.36% between 2014 and 2020 Some of the example of those devices in current days that one of them the voice assistant, like Amazon Alexa [73] or Google Home [74], which was created to communicate with humans and have some functionality inside the home [75], with another example of a smart device that is commonly used currently is the doorbell [76]. 
     	[image: Image result for google home pdf]			[image: ]
[bookmark: _Toc38765432]Figure 2: Google Home assistant [77]			Figure 3: Amazon Alexa [77]


[bookmark: _Toc38767206]2.2.3.1 Electronics and computing geeks/enthusiasts
In the past, the term ‘geek’ was used to refer to a person who worked in a sideshow in the circus and who performed strange or frightening movements. Over time, the meaning has become very different [78] and is used to describe anyone with an obsession and enthusiasm for computing and electronic equipment [79], who has a strong interest in technology and is devoted to intellectual or academic activity[80] and even, sometimes, is used as a compliment to indicate the high level of efficiency [81],
The enthusiasts in computing and electronics played an important role in producing and developing many different technologies. Many of them had attained patents for their innovations without even have completed their university studies, because they had the enthusiasm, motivation and passion to explore and learn more about the subject that they loved Currently, there are many enthusiastic and successful people, like Bill Gates, the co-founder of Microsoft, who left university to build his own company and was the richest man in the world for 13 successive years [82]. Many successful people were geeks in the computing field, like Mark Zuckerberg, the co-founder of the Facebook website [83], Evan Williams, the co-founder and former chief executive officer (CEO) of Twitter [84], Steve Jobs, co-founder of Apple [85], and many others. In addition to proving their presence and genius in many areas, they also achieved impressive success in these areas.
[bookmark: _Toc38767207]2.2.4 The importance of smart building
As the author mentioned in the definition of the smart building, its benefits will be for its owners and the occupants and the organisations’ workers within. These benefits range from reducing and saving the energy used to increase the staff productivity and to supporting the sustainability efforts and enabling the environment to enhance the decision-making across the company or organisation [86].
So, in brief, these are some advantages of using the smart building[87][88][89]:
· Managing and controlling all the house devices from one place
· Increase the security system
· Increasing the efficiency of energy and reducing the cost of use
· Remote control in the building's functions
· The flexibility for new devices and system
· Home management insights 
· Improve and increase appliance functionality
· Extreme convenience
· Contributes to the economy
· Safety on your appliances and lighting system
· It can help save precious time
· Increases promote peace of mind
[bookmark: _Hlk38735436]In addition, there has been a large amount of research into how the use of smart technologies influences the built environment, involving the development of many aspects, such as measuring the temperature, humidity, water, savings, consumption, occupancy, revenue, energy prices, total cost, carbon emissions, operating hours, tenant satisfaction, advanced analytics, reporting, cash flow, efficiency, automated control, peak usage, renewables, utility rates, demand, supply, electricity, vacancy rates, solar power, and many other elements [90]. This research also covers sustainability, infrastructure operations and user experience.
[bookmark: _Toc38767208]2.3 Basic technology / automation
[bookmark: _Toc38767209]2.3.1 Definition
Before the current technology revolution and the innovation of smart devices and the IoT, there have been many different techniques and methods used in home automation or in the industry. However, before going more deeply into the basic technology or primitive automation in-home or in any other building, we need to know what exactly is meant by the term ‘home automation’. Automation means any techniques or methods that are used to automatically operate or control equipment, such as machines, devices, factory processes, steering and stabilization of aircraft or ships, boilers and heat treating ovens and/or any other applications with the limited human intervention [91][92].
[bookmark: _Toc38767210]2.3.2 History
[bookmark: _Hlk27657385]While the mathematical basis of the control system concept goes back to antiquity, the formal analyses say that it began in the eighteenth century with the physicist James Clerk Maxwell’s dynamic analysis of the centrifugal governor in 1868. Until the 1970s, central control stations for huge commercial buildings and all their controls (valves and thermostats ) were pneumatic. After a decade, in the 1980s [93], the transition to electricity began with digital computers taking control and, after that, the central controller started communicating with the Internet in 1995, after which the concept developed quickly, until current times [94]. 
Automation covers many different applications, ranging from a home thermostat that controls a boiler up to a huge industrial control system that includes thousands of input measurements and output control signals. The control’s complexity also ranges across various levels of complexity, starting from basic operating controls to highly variable multi-level algorithms [95] [96].
Automation is accomplished by multiple means, including electrical, pneumatic, hydraulic, mechanical, electronic and computer devices, which are usually combined. Complex systems, such as modern aircraft, ships and factories, use all these combined technologies. The automation’s features include accuracy, improvements in quality, material cost savings, savings in electricity costs and labour savings [97].

[bookmark: _Toc38767211]2.3.3 Advantages of use automation
The advantages of using automation is that it can make life much easier and less complex for humans in many different ways, such as through higher production rates and increased productivity, reduced factory lead times, shorter working weeks for the labour and a decrease in laboratory costs, improved safety, better product quality and more efficient use of materials [98].
The significant reasons for justifying automation’s support and use are higher output and increased productivity. Despite excellent manufacturing and high product efficiency from humans, automated systems usually lead to a manufacturing process with minimal fluctuations compared to the human workers, which leads to maximal consistency and control of output quality. In addition, when the process’ control is increased it produces more efficient materials' use, thus reducing wastage. 
Other advantages can be added to the use of automation, such as running more tests, reducing human errors and the possibility of employing relatively less skilled labour [98][99][100].


[bookmark: _Toc38767212]2.4 IoT Technologies
The IoT encompasses any devices that can connect to, or interact with, the internet, such as smartphones, laptops, smart speakers, lights, plugs, fridges and heating systems, and can be programmed in many different ways [101][102][103].  Another definition for the IoT is where the sensors and actuators embedded in physical objects are connected through a wired and wireless network and, usually, use the same internet protocol (IP) to connect the devices to the internet [104][105].
[bookmark: _Toc38767213]2.4.1 History of IoT
The main concept of the IoT began in 1999 when Kevin Ashton, who was co-founder of the Massachusetts Institute of Technology’s (MIT) Auto-ID Center, was giving a presentation, while he was working as a brand manager, about RFID (Radio-Frequency Identification) [106]in a presentation for Procter & Gamble [107][108][109]. Subsequently, Ashton gave many presentations to corporate leaders about the potential of RFID technology and how each RFID chip could communicate to machines over a wireless network. By 2003, the MIT Auto-ID Center had around 103 sponsors and many different branches all over the world. From the 2000s to the 2010s many companies and corporations around the world started to be excited about the IoT and, in the summer of 2010, the term and concept of the IoT became more recognizable [110] 
Also in 2010, the Chinese government declared that the IoT was one of its priorities in its five-year plan [111] and, by 2011, the IoT was included in a newly emerging phenomenon by Gartner, the market research company, whose invented the famous "Hype Cycle for Emerging Technologies" [103]. In the following year, the IoT was the theme of Europe's largest internet conference, LeWeb, and, at the same time, popular technology-focused companies’ magazines, like Fast Company, Wired and Forbes, started using the IoT in their vocabulary to describe the phenomenon. A report was published on October 2013 by the International Data Corporation (IDC) that announced that the IoT would be an $8.9 trillion market in 2020 [105]. Then, in January 2014, the IoT achieved a higher market awareness and became more popular when Google announced the purchase of Nest for $3.2 billion [103][105][112].
[bookmark: _Toc38767214][image: ]2.4.2 IoT technology stack
 There are many components required to build a complete IoT solution and each of these components plays a different role, starting from connecting physical things that produce data to creating a front end application for the end-user. This solution might be a simple or a complex project and the IoT technology stack is considered to be a group of technologies, standards and applications that range from the most complex applications that use these connected things which coming and beginning from a simple connection of objects to the internet. The different procedures needed to run these applications come from the data they gather and communicate and the IoT technology stack consists of many layers that come together to build a complete IoT solution [113][114][115]:[bookmark: _Toc38765433]Figure 4: IoT Architecture Layers and Components[174].



[bookmark: _Toc38767215]2.4.2.1 Device Hardware 
The IoT technology stack’s first layer begins with devices and these devices are objects that act as an interface between the physical and digital worlds. The devices (or things) might take many different forms and sizes and, depending on the task they are required to perform to work within the specific IoT deployment, might have different of levels of technological complexity. The device hardware contains [117]:
1. [image: Related image] Sensors: these have been used for a long time and are an essential IoT component. The sensor can be defined as a device that detects and measures a particular physical amount and changes it into another form, usually electrical pulses And, through this device, the data can be captured to transfer or convert it. What distinguishes these sensors is that they are small and cheap compared with others, especially as they can be embedded in all devices, whether they are personal or professional. Some examples of sensors used in the IoT are light sensors, pressure sensors, temperature sensors, vibration sensors etc. [114] [115] [118] [119].[bookmark: _Toc38765434]Figure 5: Example of sensors [175]


2. Micro-controllers and internet connectivity: micro-controllers are a small computer embedded within a chip that work to help the devices in the IoT to keep and pre-process the data that has been collected before syncing it to the cloud database. The microcontroller has a processor, a few kilobytes of erasable programmable read-only memory (EPROM) or flash memory to hold the embedded software, solid-date memory to cache data and a small amount of random-access memory (RAM) to hold data. The microcontrollers are programmable and are used when the IoT devices require an action [120].
3. Actuators: these have also been used for a long time and the definition of an actuator is a device that collects a signal and sets something in motion for work or within an environment. The actuator usually uses force to turn something on or off; for example, it sits on a radiator to open or close the valve. As with sensors, [114].
· Servo Motors: a linear or rotary actuator allows for accurate control of linear position, angular, velocity and acceleration
· Solenoid: is designed to be an electromagnet and the commonly used in applications such as on-off locking or triggering mechanisms in machines
· Electric actuator: uses a power source like a battery to generate motion, 
· Thermal actuator: to generate motion it uses a heat source.
· Hydraulic actuator: to generate motion it uses liquid.
           [image: Iot Actuator types]
[bookmark: _Toc38765435]Figure 6: Example of actuator [117] [118].
[bookmark: _Toc38767216]2.4.2.2 Device Software
In this layer of the IoT technology stack, the device software makes the connected devices ‘smart’ by using one of the programming languages. The software allows us to implement the connection to the cloud or to other local devices and can even implement real-time analytics within the IoT devices, collecting data from the device's sensors or controls [117]. The most common operating systems used for the IoT are Linux or UNIX-like OSs like Ubuntu Core, Fuchsia OS or RIOT [121][122]. The software in the IoT has several types of software and programming languages from common purposes, such as C, C ++ and Java, and can run both 16 and 32-bit platforms, to embedded specific choices such as Parasail or Google's Go language [123] [124].
[bookmark: _Toc38767217]2.4.2.3 Communications 
After providing the device hardware and software, we still need communication methods to connect the hardware devices to the cloud and then to the application. In this layer, the communications system provides the necessary connections by using one of 3 different solutions [115][123]:
1. Short-range IoT network:
· RFID: Radio-frequency identification range 10cm to 200m, Examples: Building Access
· Bluetooth: range 1-100m, examples: Hands-free headsets
· NFC: Near-field communication, range <0.2m, examples: Smart Wallets/Cards
2. Medium range network:
· WIFI: wireless fidelity, common range is up to 100m can be extended. example: router.
· ZigBee: range 10 – 100 meters, low-cost, low-power wireless[124]
· Thread: range 10 – 100 meters can be extended [124]
3. Long rang network (WAN):
· LTE-Cat M1: a low‑power wide‑area (LPWA) air interface, support of voice functionality via VoLTE [125]
· LoRaWAN: a low‑power wide‑area (LPWA) communication protocol and system architecture, the range coverage is between 2- to 3-km-wide, depends on various factors like antenna used, payload of the message, indoor/outdoor gateways etc, while it may reach a distance of 5 to 7 km in open areas like rural [126][127][128].
· NB-IoT: Narrowband Internet of Things developed by 3GPP, also considered as a Low Power Wide Area Network (LPWAN), the range <10 km [129] [130] [131].
· Sigfox: is an LPWAN, reliable, inexpensive solution, founded in 2009 and is a French global network operator that builds wireless networks to connect low-power objects like sensors, devices and smartwatches [132] [133].
[image: ]
[bookmark: _Toc38765436]Figure 7: Wireless technologies characteristics for the IoT applications [134].

Also, in this layer, there are many different communication protocols that have been used in the IoT, for example [115] [122] [135]:
· Discovery (ex: mDNS, DNS-SD, Physical Web): They are used to help network layer protocols recognize each other and determine how connected devices are configured [136].
· Identification (ex: uCode, EPC, IPv6, URIs): which is to provide a way to determine the identity of a user of a particular TCP connection [137].
· Infrastructure (ex: IPv4/IPv6, RPL, 6LowPAN): A suite of rules that allows a communication system of two or more entities to transmit information [138].
· Data Protocols (ex: CoAP, AMQP, MQTT, Websocket, Node): used to communicate device data to the servers [139].
· Comms / Transport (ex: Bluetooth, Wifi, LPWAN): Runs over the best-effort IP layer to provide a mechanism for applications to communicate with each other without direct interaction with the IP layer. In the stack of IP protocols, the two most used transport protocols are the transport control protocol (TCP) and the User Datagram Protocol (UDP) [140].
· Device Management (ex: OMA-DM, TR-069): A group of logic that allows the device to react with the platform service device management service using the device management protocol [141].
· Multi-layer Frameworks (ex: IoTivity, Weave, Alljoyn, Homekit)
· Semantic (ex: Web Thing Model, JSON-LD): Protocol steganography allows users who wish to communicate secretly to include information in other messages and network control protocols used by popular applications [142].
[bookmark: _Toc38767218]2.4.2.4 Data & Analytics 
An IoT data strategy is essential for companies entering the world of connected smart products. Data from these sensors can create new business models, identify valuable business data and open up new opportunities. One of the challenging aspects of the IoT applications is that they can generate a huge amount of data. Therefore, the scalability parameters (which means the device's ability to adapt to changes in the environment and meet changing needs in the future [144]) need to be located so that the architects can determine the appropriate data management solution 
Analytics is considered as one of the key components of any IoT solution as it provides the capability of breaking down data, implementing predictions, integrating machine learning, finding patterns, etc. It is the ability to find insights from the data, and not just the data itself, that makes our solution valuable and this can be achieved through technologies such as cloud application programming interfaces (APIs) [115].
2.4.2.5 [bookmark: _Toc38767219]Applications 
An important element of the IoT applications is creativity, which can be in any form, such as software, hardware, cloud etc. Examples of the IoT applications are [115]: smart supply chains, connected cars, wearables, connected health, smart homes, smart cities, smart farming and smart retail.
[bookmark: _Toc38767220]2.5 How it works
The IoT contains a system of web-enabled smart modules that use embedded processors, communication hardware and sensors to collect, store, transmit and act on data, which can be temperature, etc., that they have acquired from their Surroundings . The data is then transmitted to the cloud by the Gateway or the IoT hub or other edge services, depending on the cloud model, to analyse. Through analysing this data, the possible future machinery malfunctions can be predicted.
Sometimes the modules communicate with other related devices and work on the input they get from one another. The IoT devices do most of their work without human involvement, but humans can interact with them to access them and obtain data or give any instructions [108].
[bookmark: _Toc38767221]2.5.1 Key concepts of IoT 
The IoT laying in several concept and here the author has describe in brief the key concepts of IoT[103]
· Hardware: 
There are billions of interconnected devices in the heart of the IoT that sense and control the physical world by attaching sensors and actuators 
· Embedded programming: 
The IoT modules are embedded device, and may be prototyped utilizing commoditized micro-controller platforms, like Arduino, with (PCBs) the custom printed circuit boards developed at a later step.
· Security: 
It must be built-in at every step of the design of the system because security is the most critical issue in the IoT and related closely to data ethics, liability and privacy.
· Networking and cloud integration: 
Due to the huge number of connected devices and the impact that network design decisions can have at scale, the network design and management are fundamental within IoT
· Data analytics and prediction
Developers will need to reliably and safely store, and query large amounts of heterogeneous data generated by these devices.
· Machine Learning and AI
To be really intelligent, the big data analytics needs to place cognitive computing methods drawn from data mining, statistics, modelling, AI and machine learning
[bookmark: _Toc38767222]2.6 The future and importance of the IoT
The expectations of BI Intelligence, Business Insider's premium research service, is that, by end of 2020, there will be more than 24 billion IoT devices in the world, which means four devices for each human living on the Earth. At this point, the investment into IoT solutions will be around $6 billion, including application development, system integration, security, hardware devices, data storage and connectivity. With this investment, the expected income will be around £13 trillion by 2025 [145].
These days, the power of the IoT has become greater and greater in human lives by working in smarter ways to control and monitor their lives, tasks and business and make it much easier. By using the IoT in industries, it provides companies with a real-time view of their system's performance and workflow. Additionally, by offering an insight into workflow, from machinery performance to manufacturing and logistics operations, the IoT enables businesses to automate processes and reduce their labour costs and expenses, as well as reducing waste and improving their quality of services, leading to a reduction in the costs of the manufacture and delivery of products, while improving the customer experience [108][146].
The IoT affects most industries in one way or another, no matter what size. There are huge organisations who gain benefits from the IoT services, such as ecosystems, governments, consumers, retail, finance and transportation, enabling them to enhance employee productivity or generate more revenue [145]. The IoT affects manufacturers by improving the efficiency and productivity of their processes [147] and, in the healthcare system, helps the patient in many ways by provide heart monitoring or smart beds in hospitals or by transforming patient care at home [148]. In smart cities and smart buildings, the IoT helps people by reducing waste and energy consumption and by saving time and money [108][145][8].
[bookmark: _Toc38767223]2.6.1 Companies that use in IoT
Google – Microsoft – Intel – Rolls Royce – Cisco – Amazon –Bosch – TP-Link - Siemens - IBM General Electric (GE) – Dell – Lenovo and so on
[bookmark: _Toc38767224]2.7 Conclusion
[bookmark: _Hlk37022485][bookmark: _Toc25238123]At the end of this chapter, it can be seen that a wide explanation of the smart building and its history has been discussed in relation to multiple types of smart buildings, such as commercial and healthcare buildings. The importance of using smart technology in the smart building has then been deliberated, followed by a description of the IoT and how it works, alongside the importance of this technology.
The next chapter will explain the project methodology and how this methodology will be reflected in the implementation and design during the project, with the risks that the author might encounter during the implementation. The end of the chapter will include the hardware and software resources that will be required in implementing the project and its success.
3. [bookmark: _Toc38767225]Methodology
[bookmark: _Toc38767226]3.1 Introduction
This chapter begins with defining the research methodology that outlines the philosophy, strategy and approaches that must be followed during implementation and what the risks are that the author might face, in addition to defining the project’s validity, reliability and generalization. This is followed by a description of the development methodology and the approach that must be followed, finishing with the required resources, such as the devices and software that must be included to complete the project.
[bookmark: _Toc38767227]3.2 Research Methodology
The first element of the approach is known as the research methodology and this section contains a description of the steps that have been defined to implement the project, as follows:
[bookmark: _Toc38767228]3.2.1 Philosophy
The author has determined that positivism is the best philosophy to use as this method achieves the project's aim and objectives and rely on the design and implement a software development scheme, resulting in the production of quantitative data based on user programming, not data that has been collected by others.
[bookmark: _Toc38767229]3.2.2 Approaches 
The author determined that the research methodology approach is deductive, as this specifies a theory test by defining a hypothesis and then collecting data to test that hypothesis, while an inductive approach allows for the building or evaluation of general theories based on specific examples.
[bookmark: _Toc38767230]3.2.3 Strategy 	
In relation to the research methodology, the appropriate research strategy for this project is stated as the following:
[bookmark: _Toc38767231]3.2.3.1 Literature Review 
For the literature review, the project will rely on both a case study and software development, as follows:
3.1.3.3.1 [bookmark: _Toc38767232]Case study 
The case study will involve simulating a residential house using both Packet Tracer and a physical model with an Arduino-based control system.
3.1.3.3.2 [bookmark: _Toc38767233]Software development 
As this strategy covers the development of new software and testing that it works effectively, this project will design and build a database that links it to the system to serve as a scheduling system. Therefore, the software will need to control, monitor and record the data from the furious hardware that will be used.
[bookmark: _Toc38767234]3.2.4 Risks
As in any project, there are many problems that authors encounter during the implementation of their projects, but with the identification of these risks and an analysis of how they affect the project, and with the expectation that they will occur, the risks for the project become less and can be avoided. Therefore, the author identified the risk of this project as follows:
· Achieving various results due to electronic or programming errors
· Failure to fulfil all requirements due to unrealistic plans
· Not finding a lot of resources because it's an almost new topic
· Knowledge limits on this topic
to avoid as much as possible of the risks provided, the author will try to get the knowledge from different sources such as electronic resources and from programming resources to get the benefit of programming the electronic devices.
[bookmark: _Toc38767235]3.2.4.1 Near-Far Wi-Fi
Since the implementation and simulation of sensors and devices will be represented in a small field as a small building, a problem may arise called Near-Far Wi-Fi, which relates to weak and strong signals, so if some sensor or device cannot connect to the Wi-Fi network, that might mean that a strong signal can prevent a weak signal from communicating with Wi-Fi. To solve this problem, the author will be implementing each sensor and each device separately and test each one first and then connect them to each other to avoid facing this type of problem.
[bookmark: _Toc38767236]3.2.5 Validity, Reliability & Generalisability 	
[bookmark: _Toc38767237]3.2.5.1 Validity
Because building an entire building or even a home that included by many devices and sensors to test the impact of how the smart building will be, this project offering a complete simulation. which also the project will be more software development-oriented and the success of the project will depend on its testing and validating hardware programming code.
[bookmark: _Toc38767238]3.2.5.2 Reliability
Because the project methods are positivist and deductive that means the project relies upon facts and numbers, so if another researcher investigates the same issue using the same software and hardware, the result will be exactly same as this project.
[bookmark: _Toc38767239]3.2.5.3 Generalisability 
Since the output data depends on the input data, if another project is implemented using the same materials and the same program, the result will be the same in any other building that contains the same resource used, but there are some other steps that need to be taken into consideration such as the size of the area that will implement the project And others, which may have different output results, for example, the temperature in a small room for heating varies with the size of the large room as it is on campus or in the factory.
[bookmark: _Toc38767240]3.2.6 Data Evaluation Methods
[bookmark: _Toc38767241]3.2.6.1 Data Collection 
In terms of data collection methods for this project, the project lies more in the quantitative data collection research that is used to define the problem by creating numerical data or converting usable statistics from data, which the quantitative research is also used to discover patterns and formulate facts in the research through measurable data that the search for quantitative collection data considers more organized rather than the method of collecting qualitative data, which this kind of research is considered as an exploratory research as it used to define trends an opinions and ideas.


[bookmark: _Toc38767242][bookmark: _Hlk35169035]3.3 Development Methodology
In this section of the methodology, it describes the development methods that the author will follow during the implementation time.
[bookmark: _Toc38767243]3.3.1 Software Development Methodology 
The methodology of software development in this project will be the Feature Driven Development (FDD).
Where the author splits the project into several small and branching sections, starting with the important parts, where each part will be designed separately and then this part is examined individually, and upon completion, it will move to the other part, at the end, all the parts will be combined with each other to get the entire project.
the advantages of following this method are that the ability to divide complex features into smaller functions and subgroups, then design, test and implement each side individually, so it will be easy and flexible to test of each part of the project, and also it is easy to identify the scope of the problem that needs to be solved and more accurate procedures for solving them than other approaches. Also, by using this method, the design of any part of the project can be easily modified or even add a new feature to the project without affecting other parts. 
[bookmark: _Toc38767244]3.4 Resources
In the resources section, there are several different hardware and software required to design and implement the project to achieve the required result.
[bookmark: _Toc38767245]3.4.1 Hardware Resources
The hardware and other equipment that will be used in the project:
1- Laptop/PC with access to the network
2- Smart phone
3- Small Dollhouse for simulation
4- Professional Arduino Development Boards & Kits included by:
1. Arduino Uno R3 Mainboard
2. ESP8266 NodeMCU (to connect to the Wi-Fi)
3. 1602 LCD
4. Servo motor
5. PIR Motion sensor
6. Light sensor 
7. Temperature sensor
8. 5V Relay Module
9. [bookmark: _Hlk29473300]Ultrasonic sensor
10. Active buzzer
11. 3mm LEDs
12. Breadboard
13. Jump wires and Resistors
14. Female-Female and Male-Female Dupont wires
The mainboard that will be used in the project will be the Arduino UNO R3
[bookmark: _Toc38767246]4.3.1.1 Arduino: 
The Arduino Uno is an open-source electronics platform and microcontroller board, which is easy to use hardware and software and based on Microchip ATmega328P microcontroller. The Arduino was developed by Arduino.cc. providing the users digital I/O ports and analog input channels which that allow the system to receive and respond to signals from the environment [148]. 
The Arduino Uno has 14 digital input and output pins and 6 of them can be used as PWN outputs, it has 6 analog inputs as well, a 16 MHz crystal oscillator, a power jack, a USB connection, a reset button, an ICSP header, the connection to a PC will be by a USB cable AC-to-DC adapter[149]. In the figures (8,9) they described the Arduino circuit diagrams.
	Technical specification of Arduino Uno

	Microcontroller
	ATmega328

	Flash Memory
	32 KB of which 0.5 KB used by boot loader

	Operating Voltage
	3.3V & 5V

	Input Voltage (limits)
	6-20V

	Input Voltage (recommended)
	7-12V

	Analog Input Pins
	6

	Digital I/O Pins
	14 (6 provide PWM output)

	DC Current for 3.3V Pin
	50 mA

	DC Current per I/O Pin
	40 mA

	SRAM
	2 KB

	Clock Speed
	16 MHz

	EEPROM
	1 KB


[bookmark: _Toc38760671]Table 1: Arduino Specification.


[image: ]
[bookmark: _Toc38765437]Figure 8: Arduino UNO Pinout Diagram [150].


[image: Image result for arduino uno r3 circuit diagram]
[bookmark: _Toc38765438]Figure 9: Arduino Uno Pinout Diagram [149]. 


[bookmark: _Toc38767247]3.4.2 Software Resources
1. Arduino Software IDE to program the IoT kit (version 1.8.10):
Open-source electronics platform based on easy-to-use hardware and software, support C/C++ programming languages, it uses to write and upload the code to the board and works in Microsoft Windows, Linux and Mac OS X [151].
2. Fritzing Program (version 0.9.4):
an open-sources software to design a prototype for the electronic hardware, works in Microsoft Windows, Linux and Mac OS X [152] [153]. 
3. Cisco Packet Tracer (version 7.2.2):
Packet Tracer network simulation tool designed by Cisco Systems to be as a cross-platform visual simulation tool, it works in Microsoft Windows, Linux, Android 4.2+, iOS 8+ and MAC OS X [154] [155].
4. C/C++ programming language to programme the Arduino kit.
5. PHP programming language to build website to control the devices.
6. JavaScript or python programming language to be used in Packet Tracer.
7. HTML/CSS: To make a website to monitor the Arduino kit.
8. Xampp and WampServer to run the website and test the code.
9. Postman to test the code if sending and receiving (POST, GET).
10. Microsoft Word: to document the theoretical for the author project.
11. PowerPoint: to record and demonstrate the project.
12. Mendeley: for references and citations.  

[bookmark: _Hlk38311684][bookmark: _Toc38767248][bookmark: _Hlk35168989]3.5 Conclusions
At the end of this chapter, it can be seen that a broad description of the research and development methodology has been included, along with the risks that might occur during the implementation, with a list of the resources needed to complete the project, because the requirements and design chapter is considered as one of the important steps in developing a project. 
The following chapter will explore the requirements’ steps ,what the project’s design will be and how the implementation will take place in each section.




4. [bookmark: _Toc38767249]Design and implementation
[bookmark: _Toc38767250]4.1 Introduction
This section describes the requirements of the project which explains what user and system requirements in both of the hardware and software and what the requirement for the simulation will be, then how the design of layout in both hardware and software as well, included by the implementation section with a testing for each part of the implementation to see how the author has followed the steps to implement the project.
[bookmark: _Toc38767251]4.2 Requirements
In this section the author has been defined what the requirements for each step will be, and included by hardware, software and simulation, starting by implementing the user stories to indicate the priorities and then set functional and non-functional requirements that will be meet the projects’ aim.
[bookmark: _Toc38767252]4.2.1 User requirements
User requirements are statements written in natural language and include diagrams of what future and service the system is expected to provide to system users [156], and the important of the using the user requirement is that to define what the user minimum expected will be and discuss that before implementing all the development side, and to do that the author used the user stories and including the Moscow prioritization., and through these approaches, the author can define the priority in each single step in the development side.
Mo	“AS a <Role> I MSUT do <Goal> so that I can <Benefit/Expected outcome>”
S	“AS a <Role> I SHOULD do <Goal> so that I can <Benefit/Expected outcome>”
Co	“AS a <Role> I COULD do <Goal> so that I can <Benefit/Expected outcome>”
W	“AS a <Role> I WOULD do <Goal> so that I can <Benefit/Expected outcome>”

	
	MSCO approach
	Priority
	Level

	M
	MOST
	Priority 1
	High

	S
	SHOULD
	Priority 2
	Significant

	C
	COULD
	Priority 3
	Moderate

	W
	WOULD
	Priority 4
	Low


[bookmark: _Toc38760672]Table 2: Explaining the MOSCO & priority levels.
So, by joining the Mosco approach with the user stories approach, that will be easy to indicate the priority for each story


	No
	User story
	Priority level

	1. 
	As a user I must link all the lights to WIFI, so that I can make sure all lights connected
	High

	2. 
	As a user I should have a website to login, so that I can see all the device’s future 
	Significant

	3. 
	As a user I would have a smart phone application, so that I can control smart device through the app
	Low

	4. 
	As a user I must have a login security, so that I can secure my devices
	High

	5. 
	As a user I could have a multiple option of controlling, so that I can choose  which one suitable
	Moderate

	6. 
	As a user I must have all the connection done, so that I can get the benefit of using smart stuff
	High

	7. 
	As a user I could be able to switch all the lights off, so that I can get more control of the system
	Moderate

	8. 
	As a user I should have the ability to add or remove device, so that I can add more or remove unused devices
	Significant

	9. 
	As a user I must see if the connection has been successfully to the device, so that I can know if there is any error
	High

	10. 
	As a user I would have to see how much energy I used, so that I can monitor the energy usage in house
	Low

	11. 
	As a user I would be allowed to add other controller, so that to give them the ability to control the devices
	Moderate

	12. 
	As a user I would need to change the WIFI sitting, so that I can have more control to change from WIFI to another 
	Low

	13. 
	As a user I must have username and password to log in, so that I can get more secure
	High

	14. 
	As a user I should be able to see each device separately, so that I can know which device I’m controlling.
	High

	15. 
	As a user I should be able to navigate easily between devices, so that I can control any device at any time
	Significant


[bookmark: _Toc38760673]Table 3: The user stories of the user requirement.


[bookmark: _Toc38767253]4.2.2 System requirements
In system requirements mean that there are more steps and details that describing the user stories and what services and futures need to be in each story.
{To avoid repeating same point or same word in each table, the author has just defined the user story number inside of adding user story number and the actual story one}.
	No.
	User stories
	Steps
	Details

	1
	As a user I must link all the lights to WIFI, so that I can make sure all lights connected
	Connect the devices to WIFI
	· Link each device to Arduino Uno
· Connect the Arduino Uno to mobile phone
· Connect the Arduino Uno be Bluetooth 

	4
	As a user I must have a login security, so that I can secure my devices
	Security access to the website
	· Adding username
· Adding password

	6
	As a user I must have all the connection done, so that I can get the benefit of using smart stuff
	Connect devices to website
	· Link each device to the website
· Link each sensor to Arduino Uno

	9
	As a user I must see if the connection has been successfully to the device, so that I can know if there is any error
	Validation
	· Identify if there are any error
· Check if the device has been connected successfully or not


	13
	As a user I must have username and password to log in, so that I can get more secure
	Security account
	· Ability to change the username or password

	14
	As a user I should be able to see each device separately, so that I can know which device I’m controlling.
	Navigation between website
	· Ability to see the devices
· Add or delete devices 


[bookmark: _Toc38760674]Table 4: Explaining the system requirement in steps and details.


Because the project relay in many different steps hardware, software and network simulation, so the author has defined the requirements into 3 steps:
[bookmark: _Toc38767254]4.2.3 Hardware requirements
The hardware will be laying in dollhouse included by 4 rooms, each one of them must include a light that connected by a wire to the controller, and also must include by a temperature sensor in some of them, the home entrance is should be included by motion sensor and ultrasonic for security purposes, there is need to be a system area where the breadboard will be, which all the connection will be to the system area one.
Mo				S			Co			W
	High / Must
	Significant / Should
	Moderate / Could
	Low / Would



	Hardware requirements

	Area
	Device1
	Device2
	Device3
	Notes

	Building entrance
	Motion sensor
	Servo motor
	Alarm
	N/A

	Room 1
	2 Lights
	Temperature sensor
	Alarm
	N/A

	Room 2
	1 Lights
	Ultrasonic sensor
	Temperature monitor
	N/A

	Room 3
	1 Lights
	Light sensor (LDR)
	Temperature sensor
	N/A

	Room 4
	2 Lights
	Buzzer (Alarm)
	Temperature sensor
	N/A

	System area
	Home Gateway
	Cable Modem
	Switch
	N/A

	System area
	Server to connect
	Arduino Uno
	Tablet or PC
	N/A

	System area
	IoT custom cable
	Copper Straight-Thr
	Copper Cross-Over
	N/A


[bookmark: _Toc38760675]Table 5: What hardware will be included in the project.


[bookmark: _Toc38767255]4.2.4 Software requirements
As one of the requirements to implement this project is software, we need to define what the software requirement and what the benefit of each requirement in the software, and how important will be, so 
Same as the hardware section the author has included here as well the system stories which can defined the system requirement and prioritize them from the high to low by implementing MOSCO approach.
Mo				S			Co			W
	High / Must
	Significant / Should
	Moderate / Could
	Low / Would



	No
	User story
	Priority level

	1. 
	As a system it must connect the WIFI to devices, to send and receive data
	High

	2. 
	As a system it must send signals to the device, so that can turn the sensors on and off
	High

	3. 
	As a system it should display all the devices to the user to give him the ability to know which device is connected
	Significant

	4. 
	As a system it must send data, so that can control the device by this data
	High

	5. 
	As a system it must receive data, so that can know what the output of these sensor
	High

	6. 
	As a system it should communicate with sensors, so that can control other devices
	Significant

	7. 
	As a system it could connect to Bluetooth, so that the device can control though it 
	Moderate

	8. 
	As a system it must log in to the website to control the devices by the user
	High

	9. 
	As a system, it must log out from the website to secure the device from unauthorised users
	High

	10. 
	As a system it would connect the devices to smart phone application, so that can control though the app
	Low

	11. 
	As a system it could calculate the time, so that it can calculate how long the light turned on
	Moderate

	12. 
	As a system it should modify the device will turn on or off, so that can give more control to the system
	Significant

	13. 
	As a system it would record the input data, so that can give the ability to access the history of data used
	Low


[bookmark: _Toc38760676]Table 6: User story of the software requirements.
[bookmark: _Toc38767256]4.2.2.1 Functional and non-functional requirements
Functional requirement: 
The functional requirements refer that to what functions need the author to consider during the implementation to achieve the aim of the project which they will be:
· The user will be able to open a browser and connect to a site that represents his home.
· The user will need to log in for security.
· The user will need to log out for protection.
· In the website the user can view the status of his home and send orders to devices.
· In the website the user can change the status of devices.
· Users can add, remove or pause devices from this website.
· The security of the system should deduct if the details inserted wrong
Non-Functional requirements:
· Reliability: The ability of the system to act consistently in a manner acceptable to the user when operating within the environment for which the system was intended.
· Usability: The system will be simple to use, and all users will be satisfied with the usability of the product.
· Security: A secure system will be provided to protect the user accounts.
· Performance: The system will respond effectively and quickly upon any request by the user.
· Accessibility: the user will access and navigate the website to control the devices easily.
· Scalability: Can add more devices and more functionality to the system.

[bookmark: _Toc38767257]4.2.3 Packet Tracer Simulation requirements
In terms of the Simulation in packet tracer software, the requirements will be nearly the same as the physical house, which the simulation will be included by 4 rooms and also each room has their sensor and devices that connected to the main system by a wire, and in the system, it will be a PC or a tablet to control the devices in the home which this PC will be connected to the Home gateway then to the server to get the internet, the system will require several Arduino as the limitation of the pins that created in Packet tracer software.
	 Packet Tracer simulation requirements table

	Area
	Device1
	Device2
	Device3
	Notes

	Building entrance
	Motion sensor
	Motion Detector
	Buzzer (Alarm)
	N/A

	Room 1
	2 Lights
	Temperature sensor
	Buzzer (Alarm)
	N/A

	Room 2
	1 Lights
	LCD
	Buzzer (Alarm)
	N/A

	Room 3
	1 Lights
	Humidity sensor
	Humidifier
	N/A

	Room 4
	2 Lights
	Buzzer (Alarm)
	LCD
	N/A

	System area
	Breadboard
	Resistors
	Power supply
	N/A

	System area
	ESP8266 Arduino
	Arduino Uno
	Male/female
	N/A


[bookmark: _Toc38760677]    Table 7: Packet Tracer simulation requirement devices.
[bookmark: _Toc38767258]4.3 Design
In this section, a design of the hardware and software will be relied to meet the same steps in the requirements in the previous section, so a design of the hardware and software will be implemented in the following steps.
In the figure(10 ), it presents how user story works between the user, system and controls.
[image: ]
[bookmark: _Toc38765439]Figure 10: The user stories between user, system and control.

[bookmark: _Toc38767259]4.3.1 Hardware
The hardware requirement stated in table (7) this are realised using the hardware listed below:
· Building entrance: Motion sensor, servo motor.
· Room 1: 2 Lights, temperature humidity sensor, active buzzer (alarm).
· Room 2: 1 Light, Ultrasonic sensor.
· Room 3: 1 Light, Light sensor(LDR).
· Room 4: 2 Lights, active buzzer (alarm).
[image: ]
[bookmark: _Toc38765440]Figure 11: Drawing home automation with devices and sensors. 	


In the figure (12) it shows the front of the home included by the devices that need to be implemented to the house, also the figure included with a description of each sensor in separate room.

[image: ]
[bookmark: _Toc38765441]Figure 12: Drawing the home with other sensors.

In the figure (13) It shows how the connection will be between each sensor and how the ground and the power will be connected to the breadboard and from the breadboard to the Arduino Uno.
[image: ]
[bookmark: _Toc38765442]Figure 13: The connection wires between sensors and breadboard.
In the figure (14) it shows how the house will look like after implementing the sensors.
[image: ]
[bookmark: _Toc38765443]Figure 14: How the doll house will look like  to implement the devices and sensors[157].
		




[bookmark: _Toc38767260]4.3.1.1 Motion Sensor
The figures (15) bellow the motion sensor can deducting any object which that can be set be sensitive adjust and the delay time of deducting the objects.
[image: ]
[bookmark: _Toc38765444]Figure 15: How the motion sensor works[158].
In the figure (16) it explains how the wire will be connected to the Arduino Uno.
[image: Image result for motion sensor connection in arduino]
[bookmark: _Toc38765445]Figure 16: The connection between the motion sensor and Arduino Uno.
[bookmark: _Toc38767261]4.3.1.2 Light sensor
As we can see the figure (15) it describes how the LDR works and explain which pins should be connect to the Arduino, the connection of the light sensor will in figure (17):
[image: ]
[bookmark: _Toc38765446]Figure 17: How the light sensor (LDR) works.
[image: ]
[bookmark: _Toc38765447]Figure 18: The connection between light sensor and Arduino uno.
[bookmark: _Toc38767262]4.3.1.3 Temperature and humidity sensor (DHT11) 
The figure (19) describes the connection between the Arduino uno and temperature and humidity sensor.
[image: ]     
[bookmark: _Toc38765448]Figure 19: The connection between the DHT1 and Arduino uno
[image: ][image: Image result for dht11]
[bookmark: _Toc38765449]Figure 20: The DHT11 Pins
[bookmark: _Toc38767263]4.3.1.4 Ultrasonic sensor
The figure (21) show how the ultrasonic and how it deducted the waves, and then in the figure (22) the explaining of the connection between the ultrasonic and Arduino uno. 
[image: ]
[bookmark: _Toc38765450]Figure 21: How the ultrasonic deduct the waves[159].

[image: Image result for ultrasoinc sensor connection in arduino]
[bookmark: _Toc38765451]Figure 22: The connection between ultrasonic sensor and Arduino uno.
[bookmark: _Toc38767264]4.3.1.5 Led
In the figure (23) the author has added just one sensor to show how the connecting will be for all the led which in the implementation there are will be several LEDs need to connected to the main house.
[image: ]
[bookmark: _Toc38765452]Figure 23: The connection between the led and Arduino uno.
[bookmark: _Toc38767265]4.3.1.6 Buzzer
The figure (24) shows how connection will be between the buzzer and the Arduino Uno.
[image: Image result for CONNECTING THE BUZZER TO ARDUINO UNO]
[bookmark: _Toc38765453]Figure 24: The connection between the Buzzer and Arduino Uno.
[bookmark: _Toc38767266]4.3.1.7 Servo motor
The figure (25) shows how the connection will be between the servo motor and Arduino Uno
[image: Image result for CONNECTING THE servo motorTO ARDUINO UNO]
[bookmark: _Toc38765454]Figure 25: The connection of the servo motor.


[bookmark: _Toc38767267]4.3.2 Software
In this section, the author has included a diagram of each sensor by using flow charts[160].
· In the figure(26) it represents the connecting system of how the user will control the devices through a web browser by using another module called esp8266 to Wi-Fi,
[image: ]
[bookmark: _Toc38765455]Figure 26: Connection between Arduino and devices.
· In the figure(27) it represents that when Arduino connected and receiving the order from a user by using the website to change the status of the devices and other types of equipment
[image: ]
[bookmark: _Toc38765456]Figure 27: How the system will work from start till end (Flow chart).
· The figure (28) explain how the security take approach when the user will access the website, so if the user has input a wrong username and password it will return the page to the index to ask the user to reset the password or input the username and password again.
[image: ]
[bookmark: _Toc38765457]Figure 28: Check the access details in PHP and SQL database

The figure (29) E-R diagrams describe the database for the smart home automation system. 
[image: ]
[bookmark: _Toc38765458]Figure 29: E-R diagrams for the database system.


· The figure 20 explains how the light sensor works, so when after starting it will read the value from the environment which the value can be deducted from between 0 to 1023, and in this situation the author has set the value to be 300, and if the value goes less than 300 the led lights will turn on and if not the led lights stayed off, which this can save energy when the lights switched off in the morning time.
[image: ]
[bookmark: _Toc38765459]Figure 30: How the light sensor works.
· The figure (31) explains how the temperature and humidity sensor works, so after starting the sensor read the data from the environment and assign it to the temperature and humidity, and regarding this value it take the action to open the heater if the temperature less than the required one, and the same thing for humidity as well.
[image: ]
[bookmark: _Toc38765460]Figure 31: How the temperature and humidity sensor work.
· The figure (32) explains how the ultrasonic works which in this project will be designed to be as a security, so if any object gets near to the sensor the buzzer will be active.[image: ]
[bookmark: _Toc38765461]Figure 32: How the ultrasonic sensor works with the buzzer.


[bookmark: _Toc38767268]4.3.3 Simulations
In the simulation part in packet tracer, the design will be pretty much similar to the hardware one which the author will implement the sensors to be nearly the same. 
So, in the figure (33) it explains how the design of the devices and other parts will be in the simulation.
[image: ]
[bookmark: _Toc38765462]Figure 33: Design of the packet tracer system simulation.
 

[bookmark: _Toc38767269]4.4 Implementation
As the author mentioned before, the development for this project will be implementing by following the approach of the future driven development, so this section will detail the implementation step by step:
[bookmark: _Toc38767270]4.4.1 Hardware
This section is to describe the hardware used in the implementation side. and how each device connected to the Arduino according to the design diagrams
[bookmark: _Toc38767271][image: ]4.4.1.1 PIR Motion sensor
	Motion sensor
	Arduino Uno Pin

	Black (GND)
	GND

	Red (VCC)
	3.3V

	White (A1)
	A0


[bookmark: _Toc38760678]Table 8: Connecting the pins of the motion sensor
[bookmark: _Toc38765463]Figure 34: PIR connection screenshot.

[bookmark: _Toc38767272][image: ]4.4.1.2 Light sensor
In the light sensor the reading 
	Light sensor
	Arduino Uno Pin

	GND
	GND

	Digital out
	4

	VCC
	5V


[bookmark: _Toc38760679]Table 9: Connecting the pins of the light sensor
[bookmark: _Toc38765464]Figure 35:  screenshot of the light sensor connection


[bookmark: _Toc38767273][image: ]4.4.1.3 Temperature and humidity sensor (DHT11)
	DHT11 sensor
	Arduino Uno Pin

	Black (GND)
	GND

	Red (VCC)
	3.3V

	White (A1)
	A1


[bookmark: _Toc38760680]Table 10: Connecting the pins of the DHT11 sensor.
 
[bookmark: _Toc38765465]Figure 36: Screenshot of the DHT11 sensor connection


[bookmark: _Toc38767274][image: ]4.4.1.4 Ultrasonic sensor
	Ultrasonic sensor
	Arduino Uno Pin

	VCC
	5V

	Trig
	7

	Echo
	6

	GND
	GND


[bookmark: _Toc38760681]Table 11: Connecting the pins of the ultrasonic sensor.

[bookmark: _Toc38765466]Figure 37: Screenshot of the Ultrasonic sensor connection

[image: ]
[bookmark: _Toc38767275]4.4.1.5 Buzzer
	Buzzer
	Arduino Uno Pin

	DATA
	5

	GND
	GND


[bookmark: _Toc38760682]Table 12: Connecting the pins of the Buzzer.


[bookmark: _Toc38765467]Figure 38:  Screenshot of the buzzer connection


[bookmark: _Toc38767276][image: ]4.4.1.6 Servo motor
	Light sensor
	Arduino Uno Pin

	Black (GND)
	GND

	Red (VCC)
	3.3V

	White (A1)
	D2


[bookmark: _Toc38760683]Table 13: Connecting the pins of the servo motor.

[bookmark: _Toc38765468]Figure 39: :  Screenshot of the servo connection

[bookmark: _Toc38767277]4.4.1.7 NodeMCU motor
	NodeMCU 
	Arduino Uno Pin

	Black (GND)
	GND

	Red (VCC)
	3.3V

	TX
	TX

	RX
	RX


[bookmark: _Toc38760684]Table 14: Connecting the pins of the NodeMCU

In the figure (40) shows all the connection between all the components and Arduino UNO and NodeMCU.
[image: ]
[bookmark: _Toc38765469]Figure 40: Connection wires for the whole devices through fritzing [161].

The figure (41) explains how design of the site map for the website will be.
[image: ]
[bookmark: _Toc38765470]Figure 41: Site map of the webpage controller, created by Creately [160].
[bookmark: _Toc38767278]4.4.2 Software
In this part of the implementation, it details how the software implemented according to the design diagrams and what the issues that occurred during implementing the code:
[bookmark: _Toc38767279]4.4.2.1 Classes and functions
By using the C++ language to program the sensors and according to the design and flow charts that have been included in the design section, the author has created several functions, which each one of them is should interact with the website when the user will control it, some devices will work together automatically like the ultrasonic sensor which will be interacting with the buzzer when the ultrasonic’s waves detected anyone in front of the house, the ultrasonic sensor will let the buzzer to be in active mode with some red LEDs as well,
Also, the function of the light sensor interacting with a led to show how the light sensor works in the morning or in the evening time, which will be according to a certain value that set by the user and when the light sensor has reached this value, it will send signals to the led to turn on or off.
All the functions of the Arduino devices have been set in one class and in the header class, all the required libraries were included as well.
Also because the limited of input PINs in the Arduino UNO, the author has used the NodeMCU as well as to monitor the data from the temperature sensor and humidity sensor to the database, 
the author has connected the LEDs that controlled by the website to the NodeMCU as well to be able to get the benefits of using the Wi-Fi from the NodeMCU.
[bookmark: _Toc38767280]4.4.2.2 Website
For the website, the author has used PHP, HTML, CSS and JSON languages to implement a secure and responsive website. 
So on the website, the author has started by index page which will ask the user to insert his username and password, and if the login was successful it will redirect the user to the main page which it gives the user the ability to control each room of the house, which in each room the author has implemented different device, as well as in each one of them there are some leds to control from the website.
Also, a setting page has been included to give the user the ability to add, remove or pause devices
[bookmark: _Toc38767281]4.4.2.3 Database
The SQL database has been used in the implementation which the database has one table called users is to get the details when the user trying to access the website to control his devices by checking the username and password.
[bookmark: _Toc38767282]4.4.2.4 Security
There are many different approaches that the author has followed to implement the security during the software implementation to make the website details more secure from unauthorised users, which started by setting an account for the user for the login page to input the correct username and password which the author has created an SQL database to make a user table to check each time if the details has been input correctly or not, and in this project, the details have been implemented to be as (username: admin, password: admin).
Then in the PHP code, the author has implemented check functions to check if the user has been inputting his security details or not, which if any unauthorised user trying to get access the main page or any other page by changing the URL it will return him to the index page and will ask him to input the username and password.
[bookmark: _Toc38767283]4.4.2.5 Issues during the implementation
In this section, there are the list of the errors that occurred while the implementation.
	Issue No
	Issue description
	Solved
	Solve description

	1.
	DHT11 didn’t work with 5V.
	Yes
	the only voltage it will take just the 3.3V.

	2.
	DHT11 doesn’t take any power.
	Yes
	can’t accept the resistors, it needs straight away to the power!

	4. 
	Reding wrong or random value from the temperature.
	Yes
	Need to convert the value to be read in Celsius[162].

	5. 
	Light sensor doesn’t power with 5V.
	Yes
	Only 3.3V will accepted.

	6. 
	Connection between Arduino Uno and NodeMCU to get Wi-Fi does work.
	No
	Author tried to many ways to make the communication between both devices but still not pass.

	7. 
	Cannot insert data to database.
	Yes
	Because Mysqli did not give errors but when I use Mysql it solves the issue and gave me the exact problem.

	8. 
	Can’t read and send data from DHT11 when connecting to Wi-Fi.
	Yes
	NodeMCU need to have a required library to be able to read from DHT11

	9. 
	Can read data but not sending it to database!!!
	Yes
	After 4 days of looking and searching in internet for a solution without success.
The solution was just need to connect my laptop and NodeMCU to same network.

	10. 
	Have lots of error during  the implementation which the author has realised that errors were because the wire or the sensor stopped or not working.
	Yes
	Test with different wires or sensor in each time need to implement the next step.

	11. 
	The Servo motor can’t read the signal to turn on or off.
	No
	For some reason the Servo motor can’t read the signal when connected to the webpage but when connected straight away to the Arduino Uno it works fine.

	12. 
	In the website the statues for some of the devices can’t change from active to non-active.
	No
	As the connection between both of them has been checked but the issue still not fixed.


[bookmark: _Toc38765471]Figure 42: Issus during the implementation.


[bookmark: _Toc38767284]4.4.3 Simulations
In the implementation in the simulation part the author has started by setting the connection between the cloud to switch (figure 44) then to the server to be able to connect it to the home gateway and then through the home gateway and the control system area (figure 48) the user can be able to see what the available devices he have and what the statues of each one of them, after that the author has implemented the required devices that included in the design which each one of them has connected to the Arduino uno and through that the author has programme all the devices using JavaScript language.
Because the limited input pins in the Arduino uno the author has implement another Arduino to get more PINs.
In the figure (44) is showing the connection between the server the home gateway, which the author has set the server in different cluster.

[image: ]
[bookmark: _Toc38765472]Figure 43: Screenshot of the server in the system
 


In the figure (45) it displays the temperature sensor with the heating element and air cooler with their code, which the code has set to control the heating and air cooler elements at certain of number in the temperature, so when the temperature goes down the sensor will let the heating to switch on and when the temperature goes up the air cooler will turn on and between the range both of the elements will be off.
[image: ]
[bookmark: _Toc38765473]Figure 44: Screenshot of how heating sensor works
 
In the figure (46) it show how the humidity sensor works with a LCD to display the current humidity in the are and the same tempuerture sensor the humidity sensor has been set to work in certain range.
[image: ]
[bookmark: _Toc38765474]Figure 45: Screenshot of humidity sensor works.
In the figure (47) display the motion sensor which it is set to be as a security for the home, and also the figure displays the door when we can lock it from the website (browser).
[image: ]
[bookmark: _Toc38765475]Figure 46: Screenshot of the motion security sensor and door


In the figure (48) showing the control system through the laptop and web browser, and how can we control devices from there, also it displays the state for each device in the home.

[image: ]
[bookmark: _Toc38765476]Figure 47: Screenshot of the controlling area in the laptop.
 

[bookmark: _Toc38767285]4.4.3 Testing of the physical sensors
An individual test for each step and each sensor will detail in this section to make sure that all of them working correctly with no errors, and a table of the testing has been included as well.
[bookmark: _Toc38767286]4.4.3.1 LDR light sensor
The value of turning the light on and off set to 250, so when the light sensor goes below this number the light will be on and if not the value will be off.
[image: ]
[bookmark: _Toc38765477]Figure 48: Light sensor testing in morning time mode.

When the light sensor sends the signals to the LEDs to switch them On.
[image: ]
[bookmark: _Toc38765478]Figure 49: Light sensor testing in night-time mode.

[bookmark: _Toc38767287]4.4.3.2 Temperature sensor
Testing the temperature sensor if reading the value for the temperature and humidity and if it is displaying the temperature value in Celsius, all of them working as it should.
[image: ]
[bookmark: _Toc38765479]Figure 50: Testing the DHT11 sensor.

[bookmark: _Toc38767288]4.4.3.3 Motion sensor
In this test it shows when the motion sensor dedcting any object which work sucessfully.
[image: ]
[bookmark: _Toc38765480]Figure 51: Testing Motion sensor with led.


[bookmark: _Toc38767289]4.4.3.4 Testing the database
Test the temperature and humidity sensor when reading and storing the values in the database. Which work successfully as well.
[image: ]
[bookmark: _Toc38765481]Figure 52: Testing temp and humidity sensor data from database.

[bookmark: _Toc38767290]4.4.3.5 Testing and checking security in the website
To test the security on the website, the author tried to access the website by entering a wrong username or wrong password and the result was as the expected by appearing a warning message saying the data input wasn't correct.
Also, another test has been made to test if anyone can access the website by changing the URL, and the result was redirecting the page to the index to let the user input his username and password.
[image: ]
[bookmark: _Toc38765482]Figure 53: accessing the website by entering wrong data.
[bookmark: _Toc38767291]4.4.3.6 Test Scheduled
	Test 
	Part
	Description
	Expected result
	Result
	Ref
	Pass

	1
	LDR sensor
	Reading the value and turn the light off or on by setting the required value 
	Switching the light On and Off
	The light switched on when the sensor reads the required value
	Fig 48
	Yes

	2
	DHT11
(Temp)
	Reading and displaying the temperature value from the environment 
	To get the temperature value
	The temperature value has been read and displayed successfully
	Fig 50
	Yes

	3
	DHT11
	The reading value was not accurate and gives random numbers
	Displaying the value in Celsius 
	The sensor reading and displaying the value in Celsius
	-
	Yes

	4
	DHT11
(Humidity)
	Reading and displaying the humidity value from the environment 
	To get the humidity value
	The humidity value has been read and displayed successfully 
	-
	Yes

	5
	Motion sensor
	To detect if there is any object in front of the sensor
	Detecting the objects
	The sensor has detected the object
	Fig 51
	Yes

	6
	Servo motor
	The servo motor should turn 90 degree when the user click the button
	Turning 90 degree
	The servo motor has turning successfully 
	-
	Yes

	7
	Ultrasonic sensor
	Reading and displaying the distance from the object in front of the sensor 
	To read and display the value
	The sensor read and displayed the value successfully
	-
	Yes

	8
	Buzzer
	Turn the buzzer on when the ultrasonic has certain value
	Active the buzzer
	The buzzer turned on when the ultrasonic get the required value
	-
	Yes

	9
	Security
(website)
	Accessing the website by entering wrong username and password
	Warning message and asking to input the username again
	A warning message appear to the user to enter the username and password again
	Fig 53
	Yes

	10
	Security (website)
	Accessing the website by changing the direction form URL to access the website
	Redirect the page to index
	The page was redirected to the index page and asking the user to input the username and password
	-
	Yes

	11
	Servo motor
	Controlling the servo from the website
	Turning 90 degree
	For some reason the servo did not get the signal from the website
	-
	NO


[bookmark: _Toc38760685]Table 17: Test scheduled table.
[bookmark: _Toc38767292]4.5 Conclusion
In this chapter, the author identified the requirements of the project by describing the user stories of the user, system, hardware, software, and simulation requirements, as well as a wide explanation of how the design will be in the practical side included by flowcharts for each step in the development side. Moreover, the author described the methods and approaches that he followed in the implementation side and the steps taken to connect and program the devices with all the tests that been made in the project.
In the next chapter, the project results will be discussed followed by the analyses section to proof how the energy can be reduced in smart building, and also the evaluation section for the entire project will be included and if there are any improvements that can be added to the project.

5. [bookmark: _Toc38767293]Results
[bookmark: _Toc38767294]5.1 Introduction
In this section, the author will discuss the results achieved by simulating the hardware and software and it will be included by screenshots of the completed practical side, then he will follow the analyses section to show the user how these devices can reduce energy, in the last section, the author will include a wide description to evaluate the entire project, which will discuss all project aspects and if there any improvements that can be added to the project in future.
[bookmark: _Toc38767295]5.2 Results
So the result for the smart home automation that is have a good security system in the front of the home by implementing the ultrasonic sensor, and if anyone trying to get to the home, the buzzer and the red lights around the home will turn on, and also with light sensor (LDR) , we can see how the green lights around the home that turned off in the morning or when there no need to use them, and how they turned on in the evening which we can reduce the energy usage.
Same as well for the motion sensor in the room the lights will turn off if there are no moving objects and they will turn on when anyone moves, so we can see that it help us for security and for reducing the energy usage as well,
for the lights in the other rooms, the author implemented them to show how can we control them from the website, and how easily can the user control them from anywhere which it also help the user if he forgets to switch the light off, he can easily log in to his system and switch off all the unnecessary devices,
for the temperature sensor in this scenario, it will just display the temperature and humidity and store them in the database but in the real-time, it will be connected to heating elements or air cooler as the author included that already in Packet tracer, and specify the temperature and humidity to be at a certain level of temperature and at a certain level of the humidity, so if the temperature goes down the heating elements will be turned on and if the temperature between the range both of the elements will stay off.
The figure (54) represent the first page of the website when the user wants to access his account by inserting his username and password, in this scenario the author has set the username to admin and password to admin as well.
[image: ]
[bookmark: _Toc38765483]Figure 54: Screenshot of the website login.
After the user input his username and password the page will redirect to the main one as in the figure (55) which through that page the user can navigate to the room required to control the devices.
[image: ]
[bookmark: _Toc38765484]Figure 55: Screenshot of the main page.

In the figures (56,57) show what the devices in the building entrance and in room 1 and also what the statues for each one of them. (More screenshots in appendix)
[image: ]
[bookmark: _Toc38765485]Figure 56: Screenshot of the building entrance in the website.

[image: ]
[bookmark: _Toc38765486]Figure 57: Screenshot of room 1.
In the figure (61) it shows how the DHT11 (temperature and humidity sensor) can record the data from the environment and recorded in the database, which it give us the ability to monitor these data and see the improvement with using the smart devices, or we can use these data to monitor our usage if we link the heating and cooling elements in the real life.
[image: ]
[bookmark: _Toc38765487]Figure 58: Screenshot of the data collected from temperature and humidity sensor.

In the figure (59) it shows the actual devices that implemented inside the house, which they are a motion sensor in room 1 in the right side, and in the left side the room 2 which it has 2 LEDs and a servo motor to present a controlled door for the user which he can control the door through the website.
[image: ]
[bookmark: _Toc38765488]Figure 59: Devices in room 1 and 2 from inside the house
[image: ]In the figure (60) show the top of the inside house which the room 3 has 2 LEDs that controlled by the website and a temperature and humidity sensor that automatically work, and in the room 4 it has 2 LEDs controlled through the website as well and a buzzer that interact with the ultrasonic sensor from outside to alarm if the ultrasonic deduct anything from outside the house.
[bookmark: _Toc38765489]Figure 60: Devices in room 3 and 4 inside the house.

The figure (61) shows the ultrasonic sensor in front of the house which is work automatically to deduct any object with a certain distance to alert the user.
[image: ]
[bookmark: _Toc38765490]Figure 61: The front door of the house.
[image: ]

In the other side of the house it shows the light sensor 
in the figure (62) which it implemented to work
automatically and to interact with other LEDs around the house.






[bookmark: _Toc38765491]      Figure 62: The light sensor (LDR)
In the figure (63) show the final result of the outside of the house, and as we can see the green LEDs are active which they are connected to the light sensor and they switched on when there are no lights from the environment, and for the red lights they work with the ultrasonic sensor, so when the ultrasonic sensor deduct any movement the red lights will flashing to alert the people inside the house.
[image: ]
[bookmark: _Toc38765492]Figure 63: How the house looks like from outside of the house.
In the figure (64) it shows the final result from inside the house with the implemented devices, as the author mentioned above in the figure (59 and 60) and explain the devices in each room.
[image: ]
[bookmark: _Toc38765493]Figure 64: How the house looks like from inside the house.


[bookmark: _Toc38767296]5.3 Analyses
So, as the results of the project are ready and we can notice from the screenshots how the user can manage to control the devices in the hardware simulation, So now if we want to analyses how much energy we can reduce in this scenario.
The author has assume that each led take around 5 watts, and in this project have 4 LEDs that connected to the light sensor and another 2 LEDs connected to the motion sensor and 6 LEDs controlled from the website, so the total lights we have 12 lights, 
So we have 12 lights * 5 watts for each one of them = 60 watts
and to calculate the energy consumption per day without any control of the sensors:
Device Wattage (watts) x Hours Used Per Day = Watt-hours (Wh) per Day
60 watts * 24 Hours = 1440 watts or 1.44 kWh
and to calculate the energy with the sensors in the smart home, the author monitored his using the lights in one day and how many hours that he uses the lights approximately in this day, which that led to being of use the lights around 10 hours, so to calculate this time for the how many watts
60 watts * 10 hours = 600 watts or 0.6 kWh
So as we can see that is more than half of our usage that we can be reduced by implementing the controller itself without human controlling, and in just using the lights in this scenario we can see how much watts we can reduce, so by using or calculating the other machines like Microwave, Coffee Maker, Ceiling fan and so on, which each device can use a huge amount of power for unnecessary usage,
Also and after implementing all the devices inside the house, the author has monitored the data from the temperature and humidity sensor for two days by using Thinkspeak website which is allow us to monitor and record the data that coming from IOT devices, and as we can see from both charts with using smart sensor to keep the temperature between certain range, and the same as well with humidity.

[image: ][image: ]
[bookmark: _Toc38765494]Figure 65: Screenshot of the data collected form temperature and humidity.


In the figure (65) shows the result of completed simulation in Packet Tracer software, and as we can see several devices have been connected to the Home Gateway through the Auridon Uno devices which the and from the result of the simulation we can analyse that the user will be able to reduce the energy by controlling the sensors which that the main thing of the requirements and letting other devices working automatically by certain input code for each one of them, and also the other things we can see by the packet tracer simulation that we can managing the house power, more security added for resident, more safety for the people inside which deduct any motion around the house and through using the control system we can monitoring and controlling the power and all the system through one place.

[image: ]
[bookmark: _Toc38765495]Figure 66: The Whole completed Packet tracer system.


[bookmark: _Toc38767297]5.4 Evolution
[bookmark: _Toc38767298]5.4.1 Literature review
In the first section of this project, smart building and the Internet of things have been discussed extensively and many aspects have been discussed on in smart building starting from the explanation of the definition of this term and ending with the history of the basic technology that used before the evolution of the smart devices and also with a wide explanation of the history of smart buildings and including the types of buildings like smart commercial building and healthcare one and the benefits of these buildings on many levels especially in human life.
Also in the same section, the Internet of Things was also discussed in detail, which many different sides have been included starting by the explanation of the definition of the internet of things and main components of the devices in this technology, how they work, why they important and they will increase massively in future, and the most important companies that supported this technology right now. The thing that was supposed to be added as well in this section is that the security in the internet of things and smart building and what the security level does it has and how secure of using those devices and how can we protect them from unauthorized users, which this step is considered as really important for the users at the moment.
[bookmark: _Toc38767299]5.4.2Methodologies
In the third chapter of the project, the author has discussed the methodology that needs to be followed during the project and what steps he needs to follow as well, which these methodologies were really helpful and the author got many benefits of using these steps, especially feature-driven development (FDD) which through that the author was able to implement the project in several different parts, starting from simple parts and ending with the complex parts, and connect all of them together to get the entire project which this method was better than building the whole project in one time. Also by defining the requirements in the methodology chapter, it was a good reference, which in turn the author did not need to spend time searching for each requirement he needs during the implementation, especially since the project contains many different aspects such as hardware and software which it needs several requirements. In the same part, by adding the risk section of the risks that the author expected, he also avoided many problems that could lead to wasting more time, but of course, during implementation, there were other problems that the author did not notice such as some devices and wires did not work or not connected to each other for some reason which the author has already explained that in the test scheduled, and one of the main problems with these devices was that NodeMCU did not connect to Arduino Uno to get Wi-Fi, which resulted in both being included separately.
[bookmark: _Toc38767300]5.4.3 Implementation and results
[bookmark: _Toc38767301]5.4.3.1 Hardware (Physical work)
According to the results achieved by the author from the implementation in the physical smart home, it can be said that most of the smart devices that were implemented in the home are work very well,
through the included screenshots of the completed smart home, we can see how some devices can operate automatically without the need for human control, as well as some devices that the user can control them through the website such as lights, also the author was able to successfully connect the temperature and humidity sensor with a database, which it was an example to show the user how data can be recorded and monitored, which we can do this also with any other device.
As the author has explained in the test scheduled some of the devices were working very well when they were implemented separately, but when all the devices were joined together,  some of the devices did not work for some reason like the servo motor when the author gives the order to the servo to turn the servo did not respond.
As the author has explained in the test scheduled some of the devices were working very well when they were implemented separately, but when all the devices were joined together,  some of the devices did not work for some reason like the servo motor which when connected with other devices it stopped responding at all.!
The other step that the author tried to implement it but was not successful is that to show the device's status if it's active or not in the website, but for some reason, it did not work for all of them as well,
For future steps, the project does not need to include the Arduino Uno and NodeMCU to get many inputs and Wi-Fi, the author has found that there are already in the marker devices that called Arduino UNO Wi-Fi V2 MCU Module ABX00021 and this device has enough inputs and supported by Wi-Fi as well
[bookmark: _Toc38767302]5.4.3.2 Software (Packet Tracer)
In the Packet Tracer simulation, the author has tested all the devices and sensors and all of them are working as expected with the network side as well, and in this simulation, the author was very limited and chose to apply the same devices and sensor as the physical hardware simulation, which the Pack Tracer simulation could be wider than that and the author can extend it much more than he did, as Packet Tracer software supports many different sensors and devices making the simulation much clearer for the user
   By completing the simulation, the author believes that he has achieved his aim and objectives by building a small house including the devices required to demonstrate and simulate how these devices interact with each other and how the user can manage and control those devices, and in the analysis section, it can be seen how the smart devices can reducing energy use, as the author explained that in his example, the energy from just 12 small LEDs can be reduced for 1 day from 1440 watts to 600 watts, so comparing to the reality that number will be surly much bigger, So through this simulation and the packet tracer simulation, the user can see how the smart building will look likes.
Also by adding more functionality to the smart building, like instead controlling the smart devices in the smart home from a website, we can use a smartphone application as well to control them which will be a big improvement and easier for the user rather than the website.
[bookmark: _Toc38767303]5.5 Conclusion
In this chapter, the author has described the results of this project in both simulations, and he included screenshots and an explanation for each one of them, then he went through the analyses section by explaining how the user could save energy from using the smart building, and in the final section the author has included the evaluation for the whole project and how the project was and how can he improve it in the future as well.
In the following section, a conclusion of the entire project will be included and what recommendations can be taken in the upcoming projects or what updates and improvement that can be applied to get better results.

6. [bookmark: _Toc38767304]Conclusions and Recommendations
At the end of this project, it can be seen that the author touched on several aspects through which the meaning of the term ‘smart building’ was explained, along with when this term started to be used, what the history of these technologies was and what forms of automation people used previously. The study has also discussed how smart systems have had a positive effect in various types of buildings, such as commercial, educational, and healthcare buildings and homes in particular. The author discussed the extent of the positives relating to these buildings in the future, compared to our current homes without any smart devices, and how smart buildings can make our lives easier than before by controlling our home devices, which, in turn, will provide us with cost reductions, greater safety and improved efficiency and performance by monitoring internal conditions in real-time. More importantly, smart buildings can work to reduce carbon emissions and reduce our consumption of energy sources that negatively affect the availability of natural resources around the world. In addition, the author touched on the history and meaning of the IoT and when this technology started, adding more explanation about its components, how it works, its use  and application in several fields, the extent of its impact on our daily life and how big the future of these devices will be. As can be seen by the examples provided, this technology is involved in many different areas, such as medicine, industry and trade, which are expected to expand in the future.
In the next section, the author talked about the methodology that he followed by explaining a number of areas, starting with the research methodology and the choice of positivism as the philosophy and the use of deduction in the approaches. The discussion continued with the strategy that was followed, adding explanations about the risks that might be faced and how these risks could be avoided which some of these risks was near-far Wi-Fi which he avoided by implementing each step separately. After the discussion of the methodology, the author talked about the project’s validity, reliability and generalisability and what data evaluation was utilised. Furthermore, because the project depends on many different elements to implement the practical side, the author talked about the resources that were needed during its implementation, for instance, what hardware and software were necessary to complete the project.
In the next section, the author explained the project’s requirements, design and implementation by describing each step, starting with the user, system, hardware and software requirements. The project’s design and how each step was followed, by setting out diagrams and screenshots for every stage, was then discussed. This section concluded by talking about the project’s implementation and what was needed, including the hardware, the software and the simulation, as well as the tests used for all the steps during the implementation.
In the next chapter, the result of the project has been included with screenshots of the completed simulations and followed by the analyses section that explains how the devices can reduced the energy for just 12 LEDs from 1440 watts to 600 watts, Moreover, the author in the evaluation section discussed the achievement of the entire project, how the project was, what was the successful outcome, what did not work and how the author could improve it in the future.
This project was built with low-cost small devices, which were connected to each other by wires. The reason for connecting them with wires was because the author tried to simulate the smart home by choosing devices from the IoT to show how powerful they can be and how many benefits they can provide. These devices were implemented in a small and simple house in this project to demonstrate how some of these devices can work without any control to reduce energy use and to increase security and how the rest of the devices can be easily controlled using a website.
The author’s suggestion is that, in the future, these devices can be connected directly to the Wi-Fi network, through which the difficulty and cost of connecting wires can be dispensed with. Furthermore, a lot of functionality can be added to this project to gain further benefits for a smart home, such as connecting devices to a smartphone, which gives the user the ability to use an app to control them.




7. [bookmark: _Toc38767305]Personal Reflection
At the end of any project, the author, who is me, has learnt a great deal from the process and, through reading a great deal from several resources with different aspects, there will be many interesting elements that will enable the author to build more knowledge in the field.
In this section, I will include the exciting things that I have, in one way or another, benefited from through researching scientific articles or books, or by applying them from many different websites. One of the most interesting things about this project is that it has given me the ability to join together many topics in one project, such as programming languages, networks and electronics.
As a result of using codes to program the devices, I have obtained more knowledge and practice of using many different languages, like C/C++, to code the Arduino devices in the physical hardware, more knowledge of PHP language because I needed to extract the data and build the website, along with HTML and CSS to build the layout of the website. In addition, I gained more knowledge of using databases like MySQL and MySQLi, especially when I use the database to collect data from electronic devices. This was quite difficult for me because it was the first time that I had obtained a database from physical devices and, also, I needed to learn the difference between MySQLi and MySQL. During the implementation I was using MySQLi and had an error message. I did not know what the error was exactly and the system did not say what it was. After searching many websites, which took around 2 days, I realized that I should have used MySQL for my database, which would have defined what the error was and why it had occurred.
Similarly, with the C/C++ and PHP languages, because I encountered many errors during the implementation, I gained more knowledge about how to solve them. As I mentioned at the beginning of this section, one of the most interesting things about this project is that it has many different aspects, through which I have been able to gain more knowledge about networks than before, because I practiced them, and also about the packet tracking system.
Also, I got more knowledge using the electronic things which gave me the opportunity to gain more between the electronic network that I can add this experience and knowledge to my programming knowledge.
Another interesting element of the project is that I have gained the experience and knowledge to start planning and designing the project, so that I can lay out a step by step plan for when I want to build a future project, and how can I use many different elements, such as chart principles and rules, for example.
Finally, and most importantly, during this project’s implementation, I identified a large group of resources and scientific research, such as books, papers, magazines and articles, that have been added to my own electronic library and which will be very helpful and useful in many different areas in my future life or any future projects.
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During the planning and implementation of the entire project, the author used many resources to help get as much knowledge as possible in this field, most of these resources were cited among research, and there are also many other resources that he read and used among them [110], [163], [164], [165], [166], [167], [168], [169], [170], [171], [172], [173].
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· Actual design for the physical home with the hardware kits.
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In the back of the home
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Note: 
- Red colour is the power VCC (Voltage Common Collector)
- Black colour is the GND (ground)
- Other colours are for the data

- All the ground pin connected to each other in their path
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[bookmark: _Toc38765496]Figure 67: Screenshot of room 2.
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[bookmark: _Toc38765497]Figure 68: Screenshot of room 3.
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[bookmark: _Toc38765498]Figure 69: Screenshot of room 4.
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[bookmark: _Toc38765499]Figure 70: screenshot of the setting page in the website.
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