
[image: Prifysgol Cymru Y Drindod Dewi Sant (University of Wales Trinity Saint  David) – UniNet project]

ACFA7003 – Masters Project

Research Proposal
On

AI-Based Network Intrusion Detection System for Known and Unknown Cyber Threats

Rushita Dodiya
[bookmark: MSG_wAA6wfURgAA_FROM]2522630

Vijeyananthan Thayananthan



Abstract
The growing sophistication of cyber threats poses a demand for sophisticated network intrusion detection systems that can identify both familiar and the possible unknown cyberattacks. The purpose of this research is to create an AI-driven malicious network traffic detection system, the classification of known cyberattacks, and recognising abnormal behaviour. The study will be based on the UNSW-NB15 data and machine-learning frameworks in Python, such as Random Forest, XGBoost, and Isolation Forest. The measures used to assess model performance will be accuracy, precision, recall, and F1-score, confusion matrices, and measures of anomaly-detection. The study will turn out to be a successful categorisation of well-known cyberattacks and will provide evidence on whether the anomaly detection can detect the patterns of cyberattacks that had not been included previously.



[bookmark: _Toc241079940]1. Introduction
[bookmark: _Toc241079942]Motivation and Need for Research
A Network Intrusion Detection System (NIDS) is a security tool that is used to check the network traffic to detect malicious, suspicious or potentially harmful network traffic. NIDS identifies the patterns of traffic and network features and contrasts them to identify legitimate communication and cyberattack related activities. With more sophisticated and dynamic cyber threats, there are difficulties in the traditional forms of detection whereby the detection technique tries to identify the attack but this time around it is not based on the previously known patterns. Machine learning (ML) can be used to help intrusion detection by learning patterns using historic network data. Attack classification can be done with a supervised learning of labelled training data to classify previously known attacks, and anomaly-detection methods can identify traffic that is meaningfully different than anticipated behaviour in the network (Hossain and Islam, 2023). Supervised classification, coupled with anomaly detection, can thus offer a more comprehensive solution to AI-based intrusion detection. The approach can assist in determining the familiar forms of cyberattacks, and also, in investigating the potentially suspicious or hitherto uncharted behaviour of the network.
[bookmark: _Toc241079943]Literary Shortcomings
Previous studies like Qazi et al. (2023) and Hussain et al. (2026) have indicated that ML could be useful in network intrusion detection, but most of them evaluate models using conventional training and testing configurations in which the corresponding kinds of cyberattacks are represented in both datasets. These studies demonstrate classification capability but less support for performance compared to types of cyberattacks not trained. In addition, benchmark sets may not be quite realistic in terms of modelling the complexity of contemporary network environments (Abdulganiyu et al., 2023). This paper addresses this gap by conducting training and testing to intentionally leave out some forms of cyberattacks to understand whether an anomaly-detection method can identify them as anomalies.
[bookmark: _Toc241079944]2. Aim and Objectives
The main aim is to develop and test an AI-supported network intrusion detection system, which will be able to detect and classify the known cyberattacks and identify the potential unknown ones.
The targeted objectives are:
· To prepare and analyse the UNSW-NB15 cybersecurity information through data cleansing, transformation and feature preparation.
· To develop supervised machine learning models to detect malicious network traffic
· To classify known cyberattacks and to compare the performance of the selected supervised ML models using accuracy, precision, recall, F1-score and confusion matrices, together with appropriate anomaly-detection measures.
· To explore the most crucial features in predicting the malicious network traffic in network intrusion phenomena.
[bookmark: _Toc241079941]3. Research Problem
The escalating reliance on interconnected digital systems has opened up greater vulnerability to cyber threats and increased the amount and sophistication of network traffic needing to be monitored. Network Intrusion Detection Systems (NIDS) are thus useful in detecting malicious activities (Vanin et al., 2022). The conventional methods of intrusion detection generally rely on the use of defined signatures or patterns that are related to the already known cyberattacks. Although these approaches may be effective in identifying known threats, they may not be as effective when malicious behaviour does not conform to known patterns (Long et al., 2024). Machine learning (ML) is an alternative, in which it learns patterns in network traffic and finds relationships among the traffic characteristics and malicious activity (Almutairi et al., 2022). However, the positive performance in the classification of known cyberattacks does not necessarily indicate that they can detect previously unseen threats.
Therefore, designing an intrusion detection strategy, which will be able to factor in both known and unidentified threats to the network, is one of the major problems. Trained ML models may be trained on labeled attack examples and forecast known attack types, but their accuracy may be sensitive to the availability and representativeness of training examples. This is where the methods of anomaly-detection come in, to offer a complementary solution to the problem: They identify network traffic that has a behaviour that is radically different to the normal behavioural patterns (Hossain and Islam, 2023). Nevertheless, the success of supervised classification in conjunction with anomaly detection still needs to be explored, especially when the particular types of attacks are intentionally avoided to be included in the training of a model. This results in a research issue of whether there can be an integrated solution that employs AI to remain effective in categorizing known attacks and suspicious traffic that is potentially related to an unknown threat.
[bookmark: _Toc241079945]4. Importance of Research
[bookmark: _Toc241079946]Scientific Value
The study is scientifically sound as it examines known-attack classification and potentially unknown-threat detection as two distinct and similar problems (Karthika, 2026). The study will not test the ML models on labelled cyberattacks (in the training data) but will bypass certain types of cyberattacks and investigate the question of whether anomaly detection is applicable to detecting them (Hossain and Islam, 2023; Talukder et al., 2023). This provides a controlled experimental basis for the ability of AI to respond to traffic patterns that are not learned in controlled learning.
[bookmark: _Toc241079947]Practical Value
The research can explain how AI can be used to help monitor the network to automatically identify malicious traffic, classify the types of cyberattacks that are recognised and alert to possibly suspicious behaviour. The resultant prototype would provide a foundation for more dynamic solutions to intrusion detection (Qazi et al., 2023; Ezeagwuna, 2026). Nevertheless, the results will be viewed based on the constraints of the chosen data set and experimental design.
[bookmark: _Toc241079948]5. Literature Review
The literature review considers the works related to network intrusion detection, machine learning and anomaly detection. It will begin by providing the definition of NIDS and the distinction between signature-based detection, which involves known patterns of an cyberattack, and anomaly-based detection, which involves detecting an irregularity against expected behaviour (Dash et al., 2025).
The comparison of the most popular cybersecurity datasets, including KDD Cup 1999, NSL-KDD, CICIDS2017 and UNSW-NB15, will be another part (Hakke, 2025). 
More importantly, as per Qazi et al. (2023), existing literature critically looks at how supervised ML algorithms have been applied to intrusion detection. The existing literature includes Decision Trees, random forests, support vector machines, neural networks and gradient-boosting, whose different capabilities are varied in learning relationships between network features and attack behaviours. One of such techniques that will be used in this case is the method known as Random Forest since the ensemble framework can be used to potentially classify nonlinear and complex relationship in network traffic. XGBoost is also of interest because in cases where there are complex interactions between features and classification tasks, gradient-boosting can provide a high level of predictive accuracy (Onyebueke et al., 2023; Alshaybani, 2026). These two methods can be compared in such a manner that they can offer useful evidence in terms of their relative usefulness to known cyberattack classification.
Critical analysis of the most popular cybersecurity benchmark datasets such as KDD Cup 1999, NSL-KDD, CICIDS2017 and UNSW-NB15 are another crucial part of the literature review (Hakke, 2025). Their characteristics, advantages and flaws are all crucial aspects in this; and primarily UNSW-NB15 is considered to be suitable for the proposed research. These data sets vary in terms of traffic nature, types of attacks, feature format, data size and constraints. Previous datasets like KDD Cup 1999 and NSL-KDD have played a significant role in the intrusion-detection studies but might not adequately represent a modern network environment. The current traffic and attack characteristics are even more recent in UNSW-NB15 and CICIDS2017, yet the benchmark information still may differ with the real network scenarios. Their pros and cons will subsequently be weighed against each other, to identify whether UNSW-NB15 can provide an appropriate foundation in both the known-attack classification and potentially unknown threat detection in the proposed study.
The literature considers the detection and identification of anomalies and detection of unseen threats with particular reference to Isolation Forest. The review differentiates between anomaly detection and claims of universal zero-day detection since the identification of anomalous traffic does not provide a definite nature of an cyberattack (Onyebueke et al., 2023; Apruzzese et al., 2022). Lastly, the literature is also analysed to establish the research gap. Although in the literature, supervised ML has been shown to be effective when applied to the successful classification of labelled cyberattacks, there is a relative paucity of work done with respect to experimental isolation of known-attack classification and controlled detection of unseen cyberattacks. It is based on this gap that the proposed study is based.
[bookmark: _Toc241079949]6. Research Questions
The questions that the study will answer are:
RQ1: To what extent can machine learning-based AI techniques detect and classify known cyberattacks in network traffic?
RQ2: How does Random Forest compare with XGBoost in identifying and classifying the known network cyberattacks?
RQ3: How well can Isolation Forest detect network traffic related to categories of cyberattacks not included in the training data?
RQ4: Are there variations in the performance in supervised classification with known cyberattacks and anomaly-detection with potentially unseen cyberattacks?
Collectively, these research questions give a systematic foundation to assess known-attack classification, model performance, unseen-threat detection and disparities between supervised and anomaly-based methods.
[bookmark: _Toc241079950]7. Research Design and Methodology
The quantitative approach to the research paper will be found on the use of the experimental design of research based on the secondary data on cybersecurity. Python will be the primary programming language, assisted by Pandas, Scikit-learn and XGBoost.
[bookmark: _Toc241079951]Dataset and pre-processing
UNSW-NB15 dataset will be used as it contains normal network traffic and different kinds of malicious activity (Hakke, 2025). The dataset will be analysed first regarding the structure of the data, variables, distribution of classes and quality of data.
Pre-processing will entail checking missing data, duplicates, unsuitable variables, coding categorical data, preparing numerical data and analysis of imbalances (Talukder et al., 2023). It will ensure that proper preparation of features is carried out before the formulation of the model. The data will be further divided into training and testing sets without information leakage.
[bookmark: _Toc241079952]Known Cyber Attack Classification
The developed models will be supervised and will include Random Forest and XGBoost. The first thing they will do is to differentiate between normal and malicious traffic (Onyebueke et al., 2023). An additional classification experiment will be used to test their capability to differentiate known types of cyberattacks.
Accuracy, precision, recall and F1-score will be used to measure performance and confusion matrices will be employed to analyse class-specific prediction errors.
[bookmark: _Toc241079953]Unknown-Threat Detection
The second experiment will investigate the potential threats that are invisible. The training data will not be biased towards specific types of cyberattacks. Therefore, during training, the supervised models will not be given labelled examples of these categories.
After that, Isolation Forest will be used as an object-detection method (Dickson et al., 2026). The cyberattack categories that were initially excluded will be added during testing to see whether their traffic is considered anomalous.
[bookmark: _Toc241079954]Analysis
The comparisons will be made between the models and the experimental conditions. The known-attack classification will be done with accuracy, precision, recall, F1-score and confusion matrices (Dini et al., 2023). The detection rate and false-positive rate will also be used to measure the performance of anomaly detection. Results will then be analysed concerning the research questions and the literature available.
[bookmark: _Toc241079955]8. Research Limitations
There are a number of limitations of study. Firstly, UNSW-NB15 is a benchmark data set and may not be a good representation of the diversity and dynamism of real-world network traffic. Thus, the results might not be applicable to real-life operational cybersecurity settings.
Second, the exclusion of types of cyberattacks in training is a controlled proxy for threats of which they have no knowledge. Such traffic cannot be effectively detected to demonstrate that the system will identify all legitimate zero-day cyberattacks. Third, the research concentrates on three chosen ML methods instead of the entire selection of existing algorithms. Lastly, the performance can be affected by class imbalance, feature selection and model parameterisation. When interpreting the results, these factors will be considered.
[bookmark: _Toc241079956]9. Timeline
Following is the overall research timeline plan:
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The timeline is a methodical process of 14 weeks, beginning with the proposal development and literature review, data preparation, model development, experimentation, Isolation Forest assessment, comparative analysis, and final interpretation, revision and submission.
10. Expected Findings
The research is anticipated to demonstrate that it is possible to use supervised ML models to distinguish between normal and malicious network traffic and can categorise the types of cyberattacks that are represented during training. There will most probably be some differences in the performance measures that are selected between the Random Forest and the XGBoost. Overall, it is expected that these findings will allow comparative effectiveness of supervised models to known attacks and show the variations in their predictive behavior on the evaluation metrics.
The anomaly-detection test ought to assess the capability of Isolation Forest to detect a substantial percentage of traffic that could be categorised into cyberattack types that were not trained during training. The closeness of the unseen patterns of traffic to those of the training data can vary, and this is why the detection performance is different. Therefore, the experiment will assist in comprehending the opportunities and limitations of anomaly detection to reveal the formerly unidentified patterns of cyberattacks in regulated settings in networks.
Overall, the research is expected to provide evidence regarding the advantages and disadvantages of integrating supervised ML and anomaly detection into network intrusion detection, not to mention the fact that it will reveal the gap between recognising known cyberattacks and discovering potential unknown cyberattacks.
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