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Figure 1 In this screenshot you can see that the application virtual box is opened and the virtual machine file has been imported into the application, a virtual machine can be set up manually by using an ISO but in this case, it's a pre-configured VM	5
Figure 2 In this screenshot, it shows the menu in which a user would use to import the virtual machine into the virtual box itself	6
Figure 3 In this screenshot, the menu displays different settings that have been changed by someone else and it's asking the user if they would like to make any changes	6
Figure 4 In this screenshot, a user has visited the university Microsoft Azure page which contains all different kinds of software that is accessible to students but in this case, the user is searching for a Windows Server ISO	7
Figure 5 In this screenshot, the user has started creating the Server 1 virtual machine which also requires the user to import the Windows Server ISO to be able to correctly configure the virtual machine.	8
Figure 6 In this screenshot the user is now allocating computer resources to the virtual machine, it’s important to allocate the correct amount of computer resources otherwise the virtual machine may not start or may run poorly.	9
Figure 7 In this screenshot, the user has successfully imported the Windows Server ISO into VirtualBox and now it has booted and started setting up the operating system for use.	10
Figure 8 In this screenshot, the user has configured the network services in the virtual machine settings on VirtualBox which allows them to configure which network adapter can access the internet and which adapters can’t access the internet.	11
Figure 9 The same steps were repeated for Server2, as two servers and two clients needed to be created. The user then proceeded to ping the private net from the server to the client by creating network adapters.	12
Figure 10 To achieve this, the user turned on the firewall for all the virtual PCs by accessing the control panel, selecting settings and navigating to the firewall option. The virtual PCs were then restarted to save the changes made.	12
Figure 11 After completing the installation process and configuring the networking settings of the server, the user accessed the control panel and right-clicked on the Windows icon to navigate to the Network Connections tab. The two local networks were renamed.	13
Figure 12 The same steps were repeated for Server2, as two servers and two clients needed to be created. The user then proceeded to ping the private net from the server to the client by creating network adapters.	13
Figure 13 This screenshot demonstrates that server 1 and PC are connected because a ping between both PC’s have been successful. After starting the server and client, the user used the ping command to test the connection. In the command prompt.	14
Figure 14 This screenshot shows the user changing the name of the computer to make it easier to recognise which PC is which.	15
Figure 15 This screenshot shows the user that has completed the installation of adding the roles and features, the user added the Active Domain feature which allows the installation to be completed properly.	15
Figure 16 After installing the roles and configuration then this screen will pop up which demonstrates that the rules and features have been set up correctly.	16
Figure 17 In this screenshot, it shows the admin adding a user to the local domain in which they can control certain aspects of the computer.	16
Figure 18 This screenshot shows all the users that are connected to the local domain including the admins and the guest who is called “John Doe” with his initials JD which is easily identifiable	17
Figure 19 This screenshot shows the admin configuring a user's timetable in which they can log in at certain times of the day or limit their access at certain times of the day because it can be a security risk if a user had access 24/7.	17
Figure 20 This screenshot is related to the last screenshot which shows the admin configuring the security features for an account in which the admin has turned on the feature “password never expires” and “user cannot change password” which is great for security.	18
Figure 21 The final screenshot shows that all the features have been configured and the guest has now been added to the domain in which the admin has control over the user's computer settings.	18
Figure 22 An Image displaying how DHCP works [4]	20
Figure 23 Image of hierarchy for an active directory [7]	21























[bookmark: _Toc129270054]Abstract
This document includes a detailed amount of information about configuring and building different virtual machines, configuring the network settings on the virtual machines, and also setting up an Active Directory. To complete the task this document will be accompanied with multiple different screenshots to show evidence of the tasks being completed. 
[bookmark: _Toc129270055]Introduction 
This documentation will cover any possible issues that will occur when completing the project, the purpose of this report is to document the actions taken when undertaking different tasks so it can then be looked back upon by another team when possible. There will also be screenshots of the virtual machines to display the time and the evidence of completion. 

[bookmark: _Toc129270056]Part 1 | Practical Work

[bookmark: _heading=h.2et92p0][bookmark: _heading=h.tyjcwt][bookmark: _Toc129270057]Setting up a Virtual Machine
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[bookmark: _Toc129270030]Figure 1 In this screenshot you can see that the application virtual box is opened and the virtual machine file has been imported into the application, a virtual machine can be set up manually by using an ISO but in this case, it's a pre-configured VM
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[bookmark: _Toc129270031]Figure 2 In this screenshot, it shows the menu in which a user would use to import the virtual machine into the virtual box itself
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[bookmark: _Toc129270032]Figure 3 In this screenshot, the menu displays different settings that have been changed by someone else and it's asking the user if they would like to make any changes

[bookmark: _heading=h.3dy6vkm][bookmark: _Toc129270058]Setting up Server 1
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[bookmark: _Toc129270033]Figure 4 In this screenshot, a user has visited the university Microsoft Azure page which contains all different kinds of software that is accessible to students but in this case, the user is searching for a Windows Server ISO
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[bookmark: _Toc129270034]Figure 5 In this screenshot, the user has started creating the Server 1 virtual machine which also requires the user to import the Windows Server ISO to be able to correctly configure the virtual machine.
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[bookmark: _Toc129270035]Figure 6 In this screenshot the user is now allocating computer resources to the virtual machine, it’s important to allocate the correct amount of computer resources otherwise the virtual machine may not start or may run poorly.
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[bookmark: _Toc129270036]Figure 7 In this screenshot, the user has successfully imported the Windows Server ISO into VirtualBox and now it has booted and started setting up the operating system for use.

[bookmark: _heading=h.1t3h5sf][bookmark: _Toc129270059]Configuring Network Settings for the Virtual Machine 
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[bookmark: _Toc129270037]Figure 8 In this screenshot, the user has configured the network services in the virtual machine settings on VirtualBox which allows them to configure which network adapter can access the internet and which adapters can’t access the internet.
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[bookmark: _Toc129270038]Figure 9 The same steps were repeated for Server2, as two servers and two clients needed to be created. The user then proceeded to ping the private net from the server to the client by creating network adapters.
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[bookmark: _Toc129270039]Figure 10 To achieve this, the user turned on the firewall for all the virtual PCs by accessing the control panel, selecting settings and navigating to the firewall option. The virtual PCs were then restarted to save the changes made.
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[bookmark: _Toc129270040]Figure 11 After completing the installation process and configuring the networking settings of the server, the user accessed the control panel and right-clicked on the Windows icon to navigate to the Network Connections tab. The two local networks were renamed.
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[bookmark: _Toc129270041]Figure 12 The same steps were repeated for Server2, as two servers and two clients needed to be created. The user then proceeded to ping the private net from the server to the client by creating network adapters.

[bookmark: _heading=h.4d34og8][bookmark: _Toc129270060]Configuring Server1 and PC1
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[bookmark: _Toc129270042]Figure 13 This screenshot demonstrates that server 1 and PC are connected because a ping between both PC’s have been successful. After starting the server and client, the user used the ping command to test the connection. In the command prompt.
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[bookmark: _Toc129270043]Figure 14 This screenshot shows the user changing the name of the computer to make it easier to recognise which PC is which.
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[bookmark: _Toc129270044]Figure 15 This screenshot shows the user that has completed the installation of adding the roles and features, the user added the Active Domain feature which allows the installation to be completed properly.
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[bookmark: _Toc129270045]Figure 16 After installing the roles and configuration then this screen will pop up which demonstrates that the rules and features have been set up correctly.
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[bookmark: _Toc129270046]Figure 17 In this screenshot, it shows the admin adding a user to the local domain in which they can control certain aspects of the computer.
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[bookmark: _Toc129270047]Figure 18 This screenshot shows all the users that are connected to the local domain including the admins and the guest who is called “John Doe” with his initials JD which is easily identifiable
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[bookmark: _Toc129270048]Figure 19 This screenshot shows the admin configuring a user's timetable in which they can log in at certain times of the day or limit their access at certain times of the day because it can be a security risk if a user had access 24/7.
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[bookmark: _Toc129270049]Figure 20 This screenshot is related to the last screenshot which shows the admin configuring the security features for an account in which the admin has turned on the feature “password never expires” and “user cannot change password” which is great for security.
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[bookmark: _Toc129270050]Figure 21 The final screenshot shows that all the features have been configured and the guest has now been added to the domain in which the admin has control over the user's computer settings.
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[bookmark: _heading=h.ejt5cqn6npo2][bookmark: _Toc129270063]Introduction
During the configuration of the virtual machines, several different issues appeared and there were several things that I picked up and found useful if I want to set up a virtual machine for myself. This document will discuss the differences between type 1 and type 2 hypervisors, what DHCP is and how it works, justify an active directories technology, and show different technologies that were used.
[bookmark: _Toc129270064]Why a Type 2 hypervisor is suitable
A type 2 hypervisor is a virtual machine that is ran on a host users operating system, [1] this type of hypervisor allows anyone to run multiple operating systems at the same time without interfering with the original operating system or the other separate virtual machines. [1]
A type 1 hypervisor is similar to a type 1 hypervisor, but the difference is that they are installed onto a computers main drive instead of an isolated environment, this is preferred in specific scenarios when a user may need to utilise the computers hardware resources to carry out a task which a normal type 1 hypervisor cannot do. [1]
Type 1 hypervisors are different compared to Type 2 because its hardware-based and is installed directly on the host machine. They are typically used in scenarios where maximum performance and security are required, such as in data centres, cloud computing environments, and high-performance computing. [1]
[bookmark: _Toc129270065]The Benefits of a Type 1 hypervisor include:
· High performance: A Type 1 hypervisors is allowed to use a computers resources efficiently due to having less restrictions on hardware resources which are put in place with a type 2 hypervisor. [2]
· Increased security: The reason why a Type 1 hypervisor is more secure is because there is nothing could be compromised by an attacker between them and the CPU. [2]

[bookmark: _Toc129270066]Drawbacks of Type 1 hypervisors include:
· Complexity: A Type 1 hypervisor may require some specialised hardware that will be more difficult to set up compared to a Type 2 hypervisor. [2]
· Cost: Depending on what a user may use a virtual machine for but if a user is looking for a more efficient workspace (multiple operating systems) then a type 1 isn’t suitable. [2]

[bookmark: _Toc129270067]Benefits of Type 2 hypervisors include:
· Ease of use: Type 2 hypervisors are installed through a program called VirtualBox or anything equivalent which gives a step-by-step process to install the virtual machine meanwhile a type 1 hypervisor requires a lot more tweaking. [2]
· Cost-effective: Type 2 hypervisors do not require great hardware because they are able to be run on any machine after having the correct settings applied on the settings page in VirtualBox. [2]



[bookmark: _Toc129270068]Drawbacks of Type 2 hypervisors include:
· Reduced performance: Because a Type 2 hypervisor is contained in an isolated environment it doesn’t have access to all of the computer resources due to restrictions placed in windows and the program that hosts virtual machines. [2]
· Compatibility issues: There is a possibility that a type 2 hypervisor may not work with all hardware and may need to be configured to work correctly and depending on the hardware it may be impossible. [2]
[bookmark: _Toc129270069]What is DHCP?
DHCP or Dynamic Host Configuration Protocol is a network protocol that is used to automatically assign IP addresses to other devices on a network that allows them to connect to each other and the internet. [3]
[image: Diagram
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[bookmark: _Toc129270051]Figure 22 An Image displaying how DHCP works [4]
1. A device requests an IP address by broadcasting a DHCP Discover message.
2. A DHCP server on the network receives the broadcast and responds with a DHCP Offer message.
3. The device accepts the offer by sending a DHCP Request message to the server.
4. The server sends a DHCP Ack message to confirm that the IP address has been assigned to the device.






[bookmark: _Toc129270070]AD’s technology
A centralised database called Active Directory stores data on network resources like users, computers, printers, and other IOT devices, it manages these things in a hierarchical, organised, and safe manner. [5]
Active Directory has an organisational structure which is called the hierarchical. [5] Network resource management and organisation are made simple because of this, the organisational units (OUs), child domains, and objects like users and machines are placed in a hierarchical fashion in the active directory. [6]
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[bookmark: _Toc129270052]Figure 23 Image of hierarchy for an active directory [7]
An Active Directory saves an objects information in a well-organized format that makes it simple to search for and to receive for different purposes later on. A collection of characteristics, such as name, password, and group membership, are used to define objects. Administrators may easily manage different network resources by using these given features to search for and get data about different objects. [6]
Security is a top priority for the architecture of an Active Directory. The secure database offered by the active directory can be used for storing private data about users and network resources. Access control lists, permissions, and encryption are a few of the techniques that can be used to encrypt and protect this information. [6]





[bookmark: _Toc129270071]different terminologies used
[bookmark: _heading=h.jef0ly4xkcy][bookmark: _heading=h.ids4z9hz8akn][bookmark: _Toc129270072]Virtual Machine 
A virtual machine is a piece of software that allows the emulation of another operating system within an operating system for testing software or safely executing malicious software to test its effects. [8] A user can use multiple virtual machines at once which can be used as an internal network and can be great to perform a real-world networking example. [9]
[bookmark: _Toc129270073]Windows Server
Windows server is very similar to the normal installation of Windows but the biggest difference between the two is that the Windows Server is considered “Enterprise” and has exclusive features such as Windows Sandbox and a server manager [10] allowing an administrator to have full access to a connected computer to comply with companies’ policies. [11]
[bookmark: _Toc129270074]ISO File
An ISO file is a standard file which contains the information and data for a given operating system, it is an image that can be used within a virtual machine or can be burned onto a CD, DVD or USB stick [12] which can then be used to install a copy of Windows onto a given computer allowing for easy installation.
[bookmark: _Toc129270075]Active Directory 
An Active Directory is a set of networking tools that allows an administrator to control and access a connected computer effectively allowing the admin to configure them to the company's policy or adjust them to fit basic security needs. [13] An Active Directory is also a service that is found in the Windows Server operating system which allows for a centralized management system of network resources like computers, printers, and phones. [14]
[bookmark: _Toc129270076]Domain & Domain Users 
Inside the Active Directory, Windows Server allows an admin to create and add Domain & Domain Users to the group, Domain users can then be controlled and managed by a domain controller which can then be used to acquire resources on a given network. [15]
[bookmark: _Toc129270077]Windows Server Manager
The Windows Server manager is the software that allows an administrator to configure rules and roles for each user depending on their requirements, it also allows them to manage multiple different servers just from a single console which is very beneficial for organisation and simplicity. To make the UI simple it provides a greater view of each server and the server roles and features to allow them to easily install, configure and manage different server components. [5]
[bookmark: _Toc129270078]Issues and how they were resolved.
At the very start of the tasks the team and I had several issues installing the Windows server ISO into VirtualBox, at the start we were getting error messages saying that the operating system was corrupted or sometimes it wouldn’t load at all. After some configuration we discovered that we were using the wrong version of the Windows Server ISO, so we then swapped them out for the correct version and the virtual machines booted up correctly.
[bookmark: _Toc129270079]Conclusion
The end of this document covers the setup of virtual machines and an active directory using Windows Server. Also, it looks at DHCP, Active Directory, and the differences between type 1 and type 2 hypervisors. The article also provides a helpful glossary of the terminology as well as an overview of the benefits and drawbacks of implementing these technologies.
[bookmark: _Toc129270080]Reflection on collaborative work
Throughout the group work we experienced and solved different issues that caused us to pause and go back to fix the issues, each team member contributed to the document and we were able to complete the tasks given fairly quickly due to our collaboration and team work.
[bookmark: _Toc129270081]Reflection
This worksheet covered a number of subjects including virtual machines, network configuration, and server management. To better comprehend the process of setting up a virtual machine using a Type 2 hypervisor, establishing network settings, and setting up an Active Directory, the document included comprehensive steps and screenshots. Also, the advantages and disadvantages of Type 1 and Type 2 hypervisors were explored.
When completing this worksheet, I learned more about virtual machines and their applications as a result of doing these activities. I learnt the value of network configuration and the advantages of using Active Directory for network configuring and for admin purposes.
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Minimum = ims, Maximum = 2ms, Average = ims

iC: \Windows\systen32>
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Graphics Controller: ~ VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled
B storage

Controller: IDE Controller
1DE Primary Device 0:  DEVASC-LABVM-disk001.vdi (Normal, 31.25 GB)

P Audio

Disabled

P network

Adapter 1: Intel PRO/1000 MT Desktop (NAT)
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M shared folders
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Appliance to import

Please choose the source to import appliance from. This can be a local file system to import
OVF archive or one of known cloud service providers to import cloud VM from.
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Welcome to VirtualBo;

The left part of application window contains global tools and lists allvirtual machines and virtual machine groups on your computer. You can import, add and create new VMs using
corresponding toolbar buttons. You can popup a tools of currently selected element using corresponding element button.

You can press the F1 key to get instant help, or visit wvw.virtualbox.org for more information and latest news.
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Appliance settings

‘These are the virtual machines contained in the appliance and the suggested settings of the
imported VirtualBox machines. You can change many of the properties shown by double-
dlicking on the items and disable others using the check boxes below.

Virtual System 1 =

% name DEVASC-LABVM 1

© version 2020.07.21

© pescription Cisco Networking Academy Lab VM for the DevNet A.

B9 Guest 05 Type %2 Ubuntu (64-bit)

L K- 2

7 ram 4096 MB

5P Network Adapter / Tntel PRO/1000 MT Desktop (82540EM) -
Machine Base Folder: [l C:\Users\rhysd\VirtualBox VMs -

MAC Address Policy: |Include only NAT network adapter MAC addresses -

Additional Options: v/ Import hard drives as VDI
‘Appliance is not signed
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