Tutorial Questions

Please research on the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice – 25 mins . You can choose 2/3 people to do the presentation and the rest can help in answering questions directed to the group.

Group 1 should prepare about 3 Questions to ask group 5
Group 2 should prepare about 3 Questions to ask group 1
Group 3 should prepare about 3 Questions to ask group 2
Group 4 should prepare about 3 Questions to ask group 3
Group 5 should prepare about 3 Questions to ask group 4

Wednesday Presentations (29/11/2023)
Based on Lecture  9 and 10 slides and research.

Group 1
In the presentation you should cover the following.
1. What is an InfoSec framework? What is an InfoSec blueprint? How might an organization create a security blueprint?
2. How might an InfoSec professional use a security model? Which international InfoSec standards have evolved from the BS7799 model? What do they include?




Group 2
3. What is COBIT? Who is its sponsor? What does it accomplish? What is COSO, and why is it important?
4. What are the key principles on which access control is founded?



Group 3
5. What are NIST security models? What are the two primary advantages of NIST security models?
6. What is the common name for NIST SP 800-12? What is the document’s purpose? What resources does it provide? What is the common name for NIST SP 800-14? What is the document’s purpose? What resources does it provide?





Group 4
1. What are the critical actions that management must consider taking when dismissing an employee? Do these issues change based on whether the departure is friendly or hostile?
2. How do the security considerations for temporary or contract workers differ from those for regular employees?
3. Why shouldn’t you show a job candidate secure areas during interviews? List and describe the types of workers who are not regular employees of an organization. What special security considerations apply to such workers, and why are they significant?


Group 5
4. What is separation of duties? How can this method be used to improve an organization’s InfoSec practices?
5. What is least privilege? Why is implementing least privilege important?
6. What is baselining? How does it differ from benchmarking?
7. What is the standard of due care? How does it relate to due diligence?









