· Only devices authorised by the IT department will be allowed to connect to the network (Mac address will be added to a whitelist)
· You may only access authorised websites on the network (Network filter will be enabled)
· Collection of private data on the network is prohibited
· The operating system of the device must be kept as up to date as possible
· All devices connected to the network must have an approved anti-virus enabled at all times
· You must use our Mobile Device Management software on your device
· Financial data and data related to the organisation must not be kept on the device non-encrypted
· Laptops must be running windows
· Mobile phones and tablets must be running Android or iOS
· Devices such as laptops that can be encrypted, must be encrypted with a software of the companies choosing before being allowed onto the network
· Employees will be given a login for the laptop so they can login to the encrypted device
· If the employee leaves the company, the device must be given in for a short period of time in order to wipe the device of any company related stuff such as work and software belonging to the company
· When on company property, devices must not be used for personal usage
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The company shall be using intune as the Mobile Device Management Software for the company’s BYOT. This is because it is cheap at only £6.60/mo for the base package and £13.00/mo for the advanced package and it works on Windows, iOS and android which aligns with the security policies. It will allow the company to manage all devices that will be connecting to the network efficiently and remotely.
Advantages and disadvantages of BYOT
BYOT is useful because it mean that the company can save on costs. This is because the company does not need to pay for new devices as it’s the employee’s responsibility to bring it themselves and the company also does not have to provide maintenance to the machines saving even more money. It is also useful because the employees will be able to access their work from home and continue in their free time instead of only at work. The disadvantages however are that their devices are much easier to be lost, stolen or to be hacked into due to them being outside of the company’s safety and in the hands of the employees the majority of the time. This means that 
image1.png
Employee

Company

Granyden_





