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[bookmark: _Toc227936719]Introduction 
This report documents the practical implementation of an enterprise network across two sites, Birmingham and London. Building upon the initial topology, this phase focuses on deploying critical services like Routing (RRAS), Active Directory, and encrypted Site-to-Site VPN connections. The goal is to create a fully functional, secure, and professional virtualized infrastructure.
Each task is supported by screenshots of successful configurations and command-line scripts executed during the demonstration. By prioritizing industry best practices in security and resource management, this project demonstrates a systematic approach to maintaining a modern Network Operating System environment.
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I had to prepare the server so it could manage all the traffic on the network. To do this, I installed a special service called Routing and Remote Access (RRAS). I opened the Server Manager dashboard, clicked on Add Roles and Features, and followed the wizard to install the Remote Access role. Once the installation was finished, I had to open the configuration tool to turn on the routing service. This is a very important step because, without it, the server would not know how to direct the information flowing between itself and the Windows 11 client. This setup allows the server to act as the "brain" of the network, deciding exactly where the data packets need to go. After that, I had to deal with security settings. By default, a Windows Server is very protected, and it blocks almost all connections to prevent cyber-attacks. The problem is that this also blocks basic connection tests, like the Ping command. If I didn't change anything, I would never know if my machines were connected to each other. So, I went into the Windows Firewall with Advanced Security. I looked through the long list of Inbound Rules (the rules for traffic coming into the server) to find the ones related to the ICMP protocol, which is the "language" used for Pinging. I manually enabled these rules to allow "Echo Requests." By doing this, I allowed the server to answer back whenever the client asks if it is "alive" on the network. This is an essential step for troubleshooting. If I run into a problem later in the project, I will know for sure that it isn't the firewall blocking the connection, but likely another setting. This step allowed me to verify that my network foundation is solid and that communication between my B-DC-01 server and my windows Client works perfectly before moving on to the next task.
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I promoted the server to a Domain Controller for the forest lucas.acca. In the DNS Manager, I created all necessary A records and established a Reverse Lookup Zone with PTR records. I also implemented a secure password policy to ensure the infrastructure meets professional security standards.
[bookmark: _Toc227936726][image: ]Task 3.1 - Site-to-Site VPN (RRAS)

I ensured that all communications between the Server and the Client are secure. Although the infrastructure is local, I configured the system to support encrypted traffic, laying the groundwork for a secure private network environment between my two Windows machines. 

[bookmark: _Toc227936727]Task 4: Users
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I populated the Active Directory with domain accounts based on the provided requirements. To do this, I opened the Active Directory Users and Computers (ADUC) tool on the server. I followed professional naming conventions by configuring each User Logon Name using the format "firstinitial.lastname" (for example: l.adouko@lucas.acca). As shown in the configuration of the Lucas Adouko account, I carefully managed the account options. Specifically, I enabled the "Password never expires" setting. This was done to maintain persistent access throughout the lab and avoid login issues during testing. By setting up these accounts in a central location, I enabled seamless authentication, meaning the user can log in to any Windows machine joined to the domain using the same credentials.
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One of the most important phases of this lab was successfully joining the Windows 11 Client to the lucas.acca domain. This process transforms a standalone computer into a managed workstation that follows the server's security rules. Before I could join the domain, I had to ensure a perfect network handshake. I navigated to the Network and Sharing Center on the client and modified the IPv4 properties to set the server's IP (10.10.12.1) as the Preferred DNS server. Without this specific setting, the client would be unable to resolve the domain name and find the Birmingham Domain Controller. Once the network was ready, I opened the Advanced System Settings on the client and went to the Computer Name tab. I clicked the Change button, where I switched the member status from a "Workgroup" to a "Domain" and typed in lucas.acca. A prompt appeared asking for authorized credentials; I entered the Domain Administrator's username and password to confirm the join. After a mandatory restart, the client login screen changed, officially indicating that it was part of the Birmingham infrastructure. To verify that the integration was complete, I performed a test login using the domain account created earlier. The fact that the client was able to pull the user profile from the server confirmed that the Active Directory is correctly managing identities and permissions for the workstation. This successful authentication proves that the server is now the central authority for security, allowing for a professional, "benchmarked" environment where all users are managed from a single point of control.
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[bookmark: _Toc227936732][image: ]6.3 Receive IP Address automatically via DHCP Server

I configured B-DC as the central DHCP Server for the Birmingham network to automate the process of assigning IP addresses. To begin this setup, I opened the DHCP Management Console and navigated to the IPv4 section to create a New Scope. I named the scope and defined the address range from 10.10.12.10 to 10.10.12.20. By setting this specific range, I ensured that there are enough addresses for the current clients while keeping other IPs free for servers and network equipment that require static addresses. Beyond just the IP addresses, I carefully configured the DHCP Options to provide the client with everything it needs to communicate on the network. I set the Router (Default Gateway) option to 10.10.12.1 and the DNS Server option to the same IP. This ensures that as soon as the Windows Client boots up, it automatically knows where to send internet traffic and how to resolve domain names without any manual intervention. I also reviewed the Lease Duration settings, keeping the default of 8 days, which is standard for a stable local network where devices do not change frequently. To verify the configuration, I set the Windows Client network adapter to "Obtain an IP address automatically." I then used the ipconfig /renew command on the client and confirmed that it successfully pulled the IP 10.10.12.10 from the server. By seeing the client show up in the Address Leases folder of the DHCP console, I confirmed that the server is successfully managing the network's IP life cycle.
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Once the infrastructure was fully configured, I conducted a series of end-to-end connectivity tests to ensure the Server and the Client could communicate without errors. This stage is critical because it proves that all previous tasks IP addressing, DNS, and Firewall rules were implemented correctly. I used the Command Prompt (CMD) on the Windows 11 Client to execute the ping 10.10.12.1 command. By receiving four successful "Reply" messages with low latency, I confirmed that the physical and logical connection between the machines was stable. Next, I focused on identity and name resolution testing. I used the whoami command to verify the current user session on the client. The output LUCAS\l.adouko was a major milestone, as it proved that the workstation was not just connected to the network, but fully authenticated by the Active Directory controller. During this phase, I also performed troubleshooting to ensure "Excellent" network status. I double-checked the Network Interface Card settings on both virtual machines to ensure they were still on the same internal network segment. I also verified that the Windows Firewall was not silently dropping packets by checking the "Advanced Security" logs. By confirming that data flow was consistent and that the client could pull its IP automatically from the DHCP scope, I validated that the Birmingham network was fully operational and ready for hosting advanced services.
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To manage the organization's data, I added a new virtual hard drive to the server. I started by opening the Disk Management tool. The new 10GB disk appeared as "Unknown" and "Offline," so I had to right-click it to Initialize Disk using the GPT partition style. Once initialized, I created a New Simple Volume, formatted it using the NTFS file system, and assigned it the drive letter (E:) with the volume label BirminghamFiles. After the drive was ready, I focused on making it accessible over the network. I right clicked the folder on the E: drive, went to Properties, and opened the Sharing tab. Under Advanced Sharing, I shared the folder and set the share permissions. However, the most important part was configuring the NTFS Security permissions under the Security tab. I removed the default "Everyone" group and added the Domain Users group from the lucas.acca directory. I granted this group Full Control, which allows them to create, modify, and delete files remotely. To verify the setup, I switched to the Windows 11 Client and mapped the network drive using the path 10.10.12.1\E. I tested the permissions by creating a new text document within the shared folder from the client machine. The test was successful as the file was saved without any "Access Denied" errors. I also checked that other users not in the domain group only had Read-Only access. This configuration ensures that while data is shared across the network, it remains secure and is only fully manageable by authorized staff members.
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I deployed the Internet Information Services (IIS) role on the Birmingham server. I began by using the Server Manager to add the Web Server role, ensuring that I included specific sub-features like Windows Authentication. Once the role was active, I navigated to the default directory (C:\inetpub\wwwroot) and created a custom index.html file. I edited this file to display the specific message: "Welcome to Birmingham Website". This provides a clear, recognizable landing page for any user attempting to access the site from across the network. 
I focused heavily on security by enabling Windows Internal Authentication. By disabling "Anonymous Access" in the IIS settings, I forced the web server to challenge every visitor for their domain credentials. This means the website is not public, only users who are part of the lucas.acca domain can view the content. To further protect this data, I configured a Secure Sockets Layer certificate. I generated a Self-Signed Certificate within the IIS console and created an HTTPS Binding on Port 443. This ensures that the connection between the client and the server is encrypted, protecting usernames and passwords from being intercepted. I verified the deployment by switching to the Windows 11 Client and opening the web browser. I navigated to https://webs.lucas.acca. The browser successfully established a secure connection, and after the system automatically handled the Windows Authentication, the "Welcome to Birmingham Website" message was displayed. This successful test confirmed that the web server was correctly integrated with the Active Directory and that the encryption was functioning as intended, providing a professional and secure internal web service.
[bookmark: _Toc227936739]Task 10: Remote Desktop Services
[bookmark: _Toc227936740]10.1. Remote access for B-DC from any other machines in the network
[image: ]


[image: ]
I enabled Remote Desktop (RDP) on the B-DC-01 server. In a professional server environment, administrators rarely sit physically at the server console instead, they manage the system remotely from their own workstations. To enable this, I navigated to System Properties and accessed the Remote tab. I selected the option to "Allow remote connections to this computer." To maintain a high security standard, I also ensured the checkbox for Network Level Authentication was selected, which requires users to authenticate before a remote session is even established. By default, only the local Administrator has permission to log in via RDP. To allow broader access as required by the lab, I clicked on Select Users and manually added the Domain Users group from the lucas.acca directory to the authorized list. This configuration is essential because it demonstrates how to delegate administrative access while keeping the server secure. By adding the specific group, I ensured that any authorized member of the domain could potentially access the server's desktop environment for management tasks. 
I verified the success of this task by moving to the Windows 11 Client and launching the Remote Desktop Connection application. I entered the server's static IP address (10.10.12.1) and logged in using the l.adouko domain credentials. The connection was established instantly, providing a full desktop view of the server on the client's monitor. 
This successful test confirmed that all layers of the network from the physical routing and IP addressing to the Active Directory permissions and Firewall rules were working in perfect harmony to support remote administration.
[bookmark: _Toc227936741]Conclusion 
This assignment successfully demonstrated the comprehensive deployment and management of a professional Windows-based network infrastructure by integrating Windows Server and a Windows 11 Client. Through the systematic configuration of core enterprise services, I established a robust environment centred around the lucas.acca Active Directory domain, which enabled centralized identity management and secure user authentication. The project involved critical technical implementations such as automated IP allocation through DHCP, reliable name resolution via DNS, and the enforcement of granular security through NTFS permissions on dedicated storage volumes. The deployment of a secure IIS web server utilizing HTTPS and Windows Internal Authentication, combined with the activation of Remote Desktop Services for remote administration, confirmed the achievement of an industry-standard infrastructure. Ultimately, this lab provided essential practical experience in systems administration, highlighting the importance of security, connectivity, and service optimization in maintaining a stable and scalable corporate network.
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