2104718

[bookmark: _Hlk140465705]



Daniels Zelinskis (2104718)
Computer Networks and Cybersecurity
Data Security and Compliance (ACCA5034)
Research and case scenario in Data Security and Compliance
University of Wales Trinity Saint David






Contents

Abbreviations	3
1. Introduction	4
2. Task 1 – Research in Data Security and Compliance	5
2.1. Security Frameworks	5
2.1.1. Definition and Purpose	5
2.1.2. Types of Security Frameworks	5
2.1.3. Implementation Challenges	6
2.2. Security Technologies	6
2.2.1. Firewalls	6
2.2.2. Virtual Private Networks	7
2.3. Intrusion Detection and Prevention Systems	8
2.3.1. Functions	8
2.3.2. Types and Components	8
2.4. Cryptography	9
2.4.1. Encryption methods	10
2.4.2. Hash Functions	10
2.5. Security and Personnel	10
3. Task 2 – Case Scenario	12
3.1. Organisation structure/chart	12
3.2. Policies	13
3.3. Compliance	14
3.4. Risk Management	15
4. Protection Mechanisms	16
5. Conclusion	16
6. References:	17







[bookmark: _Toc140497726]Abbreviations

	ISO
	International Organization for Standardization

	NIST
	National Institute of Standards and Technology

	CIS
	Centre for Internet Security

	ISMS
	Information Security Management Systems

	IT
	Information technology

	IP
	Internet Protocol

	DoS
	Denial-of-Service

	VPN
	Virtual Private Networks

	Wi-Fi
	Wireless fidelity

	SSTP
	Secure Socket Tunnelling Protocol

	L2TP
	Layer 2 Tunnelling Protocol

	IDPS
	Intrusion Detection and Prevention System

	NIDPS
	Network-Based Intrusion Detection and Prevention System

	HIDPS
	Host-Based Intrusion Detection and Prevention System

	AES
	Advanced Encryption Standard

	DES
	Data Encryption Standard

	ECC
	Elliptic Curve Cryptography

	RSA
	Rivest, Shamir, and Adleman

	RBAC
	Role-Based Access Control

	CISO
	Chief Information Security Officer

	SOC
	Security operations centre

	IPP
	Imprisonment for Public Protection

	GDPR
	General Data Protection Regulation

	PCI DSS
	Payment Card Industry Data Security Standard
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Data compliance is a method to identify and follow the regulations in data protection, security, storage, and others. Moreover, data protection is required to safeguard digital information from unauthorised access and theft. Data protection has become one of the critical requirements for the use of digital data and information in all aspects of our lives.  While digital information provides time efficient and easy-to-use process, its security of it is key in governing large-scale information and protecting it from misuse. Multiple processes that have evolved to provide improved data security and protection will be outlined below. 






[bookmark: _Toc140497728]2. Task 1 – Research in Data Security and Compliance
[bookmark: _Toc140497729]2.1. Security Frameworks
[bookmark: _Toc140497730]2.1.1. Definition and Purpose

Security frameworks offer an organised framework for companies to develop, execute, and control their security protocols [1]. These frameworks provide a comprehensive set of guidelines, standards, and controls that assist organisations in safeguarding their network, facilities, and data. The main purpose of security frameworks is to establish a resilient security stance and reduce potential risks and vulnerabilities.
[bookmark: _Toc140497731]2.1.2. Types of Security Frameworks

There are several widely recognized security frameworks that organizations can adopt, depending on their specific requirements. Three popular examples are ISO 27001 (International Organization for Standardization), NIST Cybersecurity Framework (National Institute of Standards and Technology) and CIS (Centre for Internet Security).
The ISO 27001 is widely acknowledged as an international standard for the development and management of Information Security Management Systems (ISMS). The framework offers an organised approach for organisations to establish, execute, sustain, and continually enhance their information security controls and processes. The ISO 27001 standard places significant emphasis on the effective management of risks, the cultivation of security awareness, and the development of a resilient security framework that is customised to meet the unique requirements of an organisation. And there is also the popular ISO 27002 which is a supporting standard that guides and more focuses specifically on controls.
The NIST Cybersecurity Framework provides an extensive approach for the management and reduction of cybersecurity risks. The framework includes a collection of established criteria, recommendations, and optimal methodologies that organisations may use to evaluate their existing security status, detect deficiencies, and execute efficient security protocols. The fundamental elements of the framework encompass identify, protect, detect, respond, and recover, thereby offering a comprehensive perspective on the various functions within the domain of cybersecurity.
CIS controls encompasses a collection of security best practises and actionable measures that organisations can adopt to bolster their cybersecurity posture. The aforementioned areas include a range of topics, such as inventory management, secure configurations, vulnerability management, incident response, access control, and more, enabling a systematic approach to protecting against various cyber threats.
[bookmark: _Toc140497732]2.1.3. Implementation Challenges

The implementation of security frameworks may pose a multitude of challenges for organisations. Several typical challenges that organisations often encounter are the issues of complexity and scalability, resource allocation, as well as compliance and regulatory requirements.
Security frameworks frequently encompass intricate processes, procedures, and controls. Organisations may encounter challenges when attempting to comprehend and implement them within the framework of their different organisational needs. The task of comparing security requirements with operational efficiency can present a formidable challenge.
The successful implementation of a comprehensive security framework necessitates the dedicated allocation of resources, encompassing financial resources, personnel with specialised skills, and enough time. Organisations must engage in thorough analysis and important prioritisation of their investments to ensure proper alignment with the framework's requirements.
[bookmark: _Toc140497733]2.2. Security Technologies

It is well-known that the Internet industry has seen rapid growth, which has become indispensable in various domains. However, concomitant with this progress, the prevalence of cyber-attacks is also escalating. 
Security technologies serve an essential part in protecting organisations from various cyber threats within the current digital environment. These technologies enable organisations to establish strong defences their IT systems, applications, and sensitive data. Let's explore key security technologies across different domains:
[bookmark: _Toc140497734]2.2.1. Firewalls

Firewalls serve as an essential barrier between an organization's internal network and external networks, specifically the internet. Network traffic is monitored and regulated by implementing specified security rules or policies. Firewalls can be used in various types, including hardware appliances, software applications, or virtual appliances. They assume an important function in:
· Access Control: Firewalls impose access control rules to permit or deny certain network traffic depending on variables including IP addresses, port numbers, protocols, and application-specific standards. Firewalls serve the purpose of protecting networks by implementing network-level filtering, thereby blocking unauthorised network access, and providing security against attacks originating from the network.
· Traffic Inspection: Firewalls check network packets to identify and stop unauthorised or malicious activities. The analysis of packet headers, payload contents, and connection states is conducted to identify patterns or actions that may be deemed suspicious. Firewalls possess the capability to effectively avoid a range of potential risks, including but not limited to Denial-of-Service (DoS) attacks, port scanning, and intrusion attempts.
· Network segmentation: By strategically placing firewalls inside a network, organisations may separate crucial assets and minimise the effect of possible intrusions by establishing security zones or segments. The implementation of network segmentation helps improve security measures by effectively regulating the movement of data traffic across distinct segments and imposing limitations on unauthorised entry.
[bookmark: _Toc140497735]2.2.2. Virtual Private Networks

Virtual Private Networks (VPNs) help secure remote access to an organization's network via Internet. VPNs facilitate secure access to network resources for authorised users by establishing encrypted tunnels. Virtual Private Networks (VPNs) provide numerous advantages, which include:
· Secure Remote Access: VPN provide a secure means for remote users located in different geographical areas to establish a connection with an organization's network while ensuring the confidentiality and integrity of the transmitted data. Additionally, enables users to avoid geographic restrictions imposed by specific websites or services.
· Network Isolation: When connected over a VPN, customers are often given virtual IP addresses linked to the company's network. This measure helps in separating their network traffic from the public internet, which improves the level of security against potential external threats.
· Secure Wi-Fi Connections: VPNs prove to be highly advantageous in the context of establishing secure connections to public Wi-Fi networks. These networks are frequently defined by their inherent lack of security, making them vulnerable to potential eavesdropping or interception of private data. VPNs protect user data from potential compromise on insecure Wi-Fi networks by establishing an encrypted connection.
VPN employ a range of protocols and encryption algorithms such as Secure Socket Tunnelling Protocol (SSTP), Layer 2 Tunnelling Protocol (L2TP) and many others to establish and maintain secure communication channels. When implementing a system, it is important to take consideration of various factors, including scalability, compatibility with the current network infrastructure, organised management, and adherence to regulatory compliance requirements.

[bookmark: _Toc140497736]2.3. Intrusion Detection and Prevention Systems

Intrusion Detection and Prevention Systems (IDPS) are security mechanisms created specifically to identify and counteract unauthorised or malicious activities occurring within a computer network or system. IDPS are of paramount importance in the protection of information resources, as they serve to identify and address potential security breaches, while also mitigating the risks associated with cyber threats. Through monitoring of network traffic and system activities, IDPS possess the capability to detect and react to potentially suspicious actions, thereby assisting organisations in maintaining the integrity, confidentiality, and availability of their data [2].
[bookmark: _Toc140497737]2.3.1. Functions

As discussed above IDPS have been created to perform a variety of functions aimed at protecting networks and systems against potential security threats [3]. The monitoring process involves the continuous observation of network traffic, system logs, and user activities. This is accomplished through using of signature-based detection, anomaly detection, and behavioural analysis techniques. The primary objective of this monitoring is to identify known attacks, suspicious activities, or any deviations from normal behaviour. When an intrusion or potential security incident is identified, IDPS generate alerts that provide information regarding the purpose of the attack, the systems that have been weakened, the level of severity, and recommended actions to respond. Incidents can be addressed by implementing established response measures, such as the implementation of network traffic blocking, loss of connections, isolation of compromised hosts, or activation of incident response protocols. IDPS also complete a preventive function through the implementation of security policies, which include actions such as blocking of access from identified malicious IP addresses or the specific filtering of categories of network traffic. In addition, IDPS are responsible for the maintenance of logs pertaining to identified incidents earlier [4,5].
[bookmark: _Toc140497738]2.3.2. Types and Components

[bookmark: _Hlk140489427][bookmark: _Hlk140489436]IDPS include various types, such as network-based IDPS (NIDPS), host-based IDPS (HIDPS), hybrid IDPS, and physical IDPS. NIDPS are designed to mainly monitor network traffic and can operate in two different modes: inline or passive. HIDPS are implemented on individual hosts to effectively monitor and prioritise the analysis of system logs and activities. IDPS integrate the functionalities of NIDPS and HIDPS) to offer a comprehensive level of security by actively monitoring network traffic, system logs, and host activities. Physical IDPS are strategically implemented within the network infrastructure through using of devices such as firewalls. The implementation of wireless IDPS may be considered required by an organisation in cases where there is an apparent need for raised monitoring of their wireless networks or an interest to avoid the unauthorised use of rogue wireless networks within their facilities.
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An IDPS typically consists of several key components, including sensors or agents, management servers, database servers, and consoles. Sensors and agents serve to observe and analyse various activities. They work for network monitoring purposes, while agents are specifically employed for host monitoring tasks.
In general, IDPS provide significant functionalities in terms of identifying and addressing security breaches, thereby augmenting an organization's overall security stance. However, it is imperative for organisations to confront various obstacles, including to false positives, scalability issues, evolving threats, and encryption complexities, during the implementation and management of IDPS.
[bookmark: _Toc140497739]2.4. Cryptography

Nowadays Cryptography plays a major part nowadays in information security by offering a range of techniques and algorithms that serve to protect the transmission of data, preserve the confidentiality of sensitive information, and guarantee the integrity and authenticity of such data [6]. The process entails using of mathematical algorithms and cryptographic keys to convert plaintext into ciphertext, rendering it hard to understand to unauthorised individuals. 
[image: A diagram of a computer
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[bookmark: _Toc140497740]2.4.1. Encryption methods

Encryption algorithms form the fundamental basis of cryptography. Advanced mathematical computations are used to hide information and transform it into an unintelligible format [7,8]. There exist two primary classifications of encryption algorithms:
· [bookmark: _Hlk140489496][bookmark: _Hlk140489504]Symmetric key encryption employs the same key for both the encryption and decryption operations. Secure communication is achieved through using of a shared key that is common to both the sender and the receiver. Symmetric encryption algorithms, such as the Advanced Encryption Standard (AES) and the Data Encryption Standard (DES), show good efficiency and speed characteristics, rendering them well-suited for the encryption of large quantities of data, also called private key.
· [bookmark: _Hlk140489530][bookmark: _Hlk140489536][bookmark: _Hlk140489516]Asymmetric key encryption, also known as public-key employs a set of mathematically correlated keys, which include a public key for the purpose of encryption and a private key for the purpose of decryption. The public key has the characteristic of being openly disseminated, whereas the private key retains its confidential. Asymmetric encryption algorithms, such as RSA (named for the MIT scientists (Rivest, Shamir, and Adleman) and Elliptic Curve Cryptography (ECC), are widely used in the cryptography to ensure secure communication, as well as to enable the implementation of digital signatures and key exchange protocols.
[bookmark: _Toc140497741]2.4.2. Hash Functions

Hash functions are essential cryptographic tools that have a substantial impact on guaranteeing the integrity of data, authentication processes, and secure storage mechanisms. The process involves accepting input data of arbitrary size and converting it into a hash value with a predetermined fixed size. The characteristics render them valuable for diverse cryptographic applications, encompassing the verification of data integrity, storage of passwords, creation of digital signatures, and implementation within blockchain technology. Hash functions, such as SHA-256 and MD5, are frequently utilised in cryptographic protocols to ensure the integrity and confidentiality of cryptographic operations [9]. Using hash functions, organisations could improve data security and protect confidential information across a range of cryptographic scenarios.
[bookmark: _Toc140497742]2.5. Security and Personnel 

Physical security is a crucial component of comprehensive security strategies, with the primary objective of protecting physical resources and individuals, against theft, acts of vandalism and various other forms of physical endangerment.
· [bookmark: _Hlk140489609]Role-Based Access Control (RBAC) is a method of assigning access privileges that is based on job roles and responsibilities. The purpose of RBAC is to ensure that individuals are granted access only to the information that is essential for them to carry out their duties effectively.
· The introduction of security training and awareness initiatives plays a vital role in protecting information. The main goal of these activities is to provide complete instruction to all personnel regarding their individual responsibilities, disseminate optimal practises, and underscore the importance of securing sensitive data.
· It is imperative to perform comprehensive background checks on staff, contractors, and third-party personnel who are granted access to confidential data or critical systems. This measure aids in guaranteeing that individuals possessing the necessary qualities of integrity and trustworthiness are provided with authorization.
· The implementation of well-defined protocols for reporting security incidents and ensuring the distribution of this information to all appropriate staff members are crucial aspects. To successfully handle security incidents and minimise their impact, it is important to establish and execute an incident response plan.


[bookmark: _Toc140497743]3. Task 2 – Case Scenario

SwanTech is a fast-growing company specialising in threat intelligence and consultancy services, which effectively utilises its services to provide modern solutions. SwanTech endeavours to enable enterprises in their proactive efforts to safeguard against genuine and impending cyber risks by providing all-encompassing solutions that are customised to meet the unique requirements of its clientele. SwanTech offers comprehensive guidance and consultancy services, in addition to providing organisations with essential tools and frameworks for achieving compliance, sustaining business continuity, implementing efficient data recovery strategies, and effectively managing risks. SwanTech is a company that specialises in providing comprehensive security measures for cloud storage and services, with a focus on safeguarding businesses operating within the digital environment. SwanTech's empower clients to effectively navigate the dynamic cybersecurity environment, ensuring the reduction of risks and the protection of their operational activities.
[bookmark: _Toc140497744]3.1. Organisation structure/chart

An organisation chart provides a visual representation of the arrangement and interconnections within an organisation. It helps in the comprehension of the organisational structure, reporting lines, and the dynamics between various units or groups for employees and stakeholders. The document functions as a valuable resource for comprehending various roles and obligations, building efficient communication, and augmenting transparency within the organisational framework.
[image: A diagram of a security officer
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The provided chart shows the following information:
· [bookmark: _Hlk140489637]The individual holding the position of Chief Information Security Officer (CISO). CISO is a high-ranking executive who carries the responsibility of supervising and directing the information security operations within SwanTech. The main responsibility of the individual in question is to guarantee the preservation of confidentiality, integrity, and accessibility of the information assets belonging to SwanTech. CISO assumes a pivotal role in ensuring the protection of an organization's sensitive information, effectively mitigating cyber threats, and fostering a robust security culture across the entire organisation.
· The Security Architect will report to the CISO. The employee will assume the responsibility of formulating and executing security solutions, performing security evaluations, and guaranteeing the establishment of secure architecture for SwanTech's systems and services.
· The position of Security Manager is an important role within the information security department of an organisation. Security Manager will be responsible for reporting to the CISO and assuming the role of managing and supervising the organization's daily security operations. In addition, he will be tasked with implementing security controls aimed at safeguarding the organization's information assets.
· Security Analysts will report to the Security Manager. Their jobs will encompass the tasks of overseeing and evaluating security incidents, performing assessments to identify weaknesses, and executing measures to enhance security.
· The SOC Team will report to the Security Manager as well. The team will consist of security analysts, incident responders, and forensic specialists who will be responsible for the monitoring and response to security incidents and breaches.
· The Compliance Officer holds an important position within SwanTech, is entrusted with the responsibility of ensuring strict adherence to laws, regulations, and industry standards pertaining to data privacy, security, and other compliance obligations, will report straight to CISO.
· Security Awareness and Training Specialist will engage in the development and implementation of security awareness programmes, organising of training sessions, and developing of a security-conscious culture.
[bookmark: _Toc140497745]3.2. Policies

The development of comprehensive information security policies holds significant importance for SwanTech's newly created information security unit. These policies function as a set of standards for employees, aiming to guarantee the safety private information and the observance of optimal security procedures.
Data Protection Policy: IPP is privacy standard, designed for companies. It outlines the fundamental principles and legal requirements that organizations must keep to when acquiring, managing, processing, transferring, or storing personal data as part of their operational and activity-related processes. This includes data pertaining to customers, suppliers, and employees.
Password Management Policy: Implementing a robust password management policy facilitates the promotion and compliance to safe password practices within the workforce. The policy delineates the criteria for password complexity, periodic password modifications, and the prohibition of insecure password sharing or storage.
Acceptable Use Policy: The acceptable use policy defines the regulations and standards controlling the accountable use of digital assets within the organization. These issues cover various aspects of electronic devices, including internet usage, messaging, social media engagement, and software implementation. The primary objective is to establish clearly defined limits and reduce possible risks in terms of security.
Physical Security Policy: The purpose of this policy is to outline the necessary physical security measures required to safeguard the organization's premises, equipment, sensitive information and the health and safety of employees, with the aim of preventing any potential accidents. It includes protocols pertaining to access control, visitor management, video surveillance, and safeguarding measures against theft or unauthorized entry.
[bookmark: _Toc140497746]3.3. Compliance

Compliance with laws and ethics holds significant importance for organizations as it guarantees compliance with legal obligations, ethical principles, and industry norms. The implementation of risk mitigation strategies serves to minimize potential legal liabilities, prevent penalties, and protect the reputation of the organization. The act of complying with regulations and standards serves to encourage ethical and responsible conduct within the company, safeguard the privacy of customers, and cultivate a sense of trust among stakeholders. Organizations exhibit their dedication to ethical behavior, corporate social responsibility, and the welfare of employees, customers, and the community through adherence to laws and ethical principles.
· [bookmark: _Hlk140489805]SwanTech must guarantee adherence to data protection regulations, including the General Data Protection Regulation (GDPR). They regulate the data types that were mentioned above.
· SwanTech needs to undertake a comprehensive analysis to ascertain the correct laws and regulations considering the geolocation of the company. This may encompass various legal frameworks such as data protection and privacy legislation, consumer protection laws.
· [bookmark: _Hlk140489817]If SwanTech is responsible for the management of payment card information, it is imperative that the organization strictly complies with the Payment Card Industry Data Security Standard (PCI DSS). The adherence to these standards serves as evidence of their dedication to safeguarding confidential information and upholding a secure atmosphere.
· SwanTech needs to understand the significance of actively monitoring and remaining informed regarding emerging rules, regulations, and industry norms to guarantee constant protection of our employees and customers, and continuing adherence to the law.


[bookmark: _Toc140497747]3.4. Risk Management

Risk Management is a continuous procedure that involves many potential risks. For effectively controlling them for good governance, it is necessary to evaluate all possible consequences and only then choose the best, accept, reduce, transfer, or avoid.
SwanTech takes an active role in the process of recognizing, assessing, and minimizing risks to secure the organization's future information assets and maintain operational resilience.SwanTech will conduct comprehensive risk assessments to systematically identify and evaluate potential future threats and vulnerabilities. The assessments will involve a thorough examination of various internal and external factors that may present risks to the organization's future information security. By comprehending the potential risks that may emerge in the future, SwanTech can wisely prioritize its plans and effectively allocate its resources.
SwanTech will create risk management processes and controls based on results obtained from coming risk evaluations. The mentioned processes and controls will be strategically developed to effectively address the potential risks that have been identified, thereby bolstering the organization's future security stance. For example, may encompass advanced security mechanisms, multifactor authentication, stringent access controls, continuing employee training and awareness initiatives, comprehensive incident response protocols, and robust business continuity plans. The company will aim to reduce future vulnerabilities and potential impacts of risks through the implementation of these measures and by continuously monitoring and assessing risks, it becomes possible to deal more quickly with emerging threats and vulnerabilities. In the future risk management entails a continuous process that allows SwanTech to effectively respond to emerging threats and secure the confidentiality, integrity, and availability of forthcoming systems and data.
There are five essential steps of risk management process:
1. [image:  Five Steps of the Risk Management Process ]Identify the risk.
2. Analyze the risk.
3. Evaluate the risk.
4. Treat the risk.
5. Monitor and review the risk.

Adapted from [13]


[bookmark: _Toc140497748]4. Protection Mechanisms

A protection mechanism is a device or approach that enforces protective measures and policies for individuals to access and use the system. Examples of the protection mechanism include digital signature, firewall, user identification and authentication, virus protection, and data and information backup to prevent information misuse or unauthorised access. However, the disadvantages of the protection mechanism might include time-consuming processes, complex management, human error, and compatibility issues [14]. As above, SwanTech is establishing a new information security unit where implementing the protective mechanisms is critical in generating a secure and well-addressed system. Firstly, user authentication should be considered to establish user-specific access to prevent fraud or threats. Secondly, the use of data backup would also improve the protective measures to recover lost files and/or information if an error occurs. Thirdly, the use of strong hardware- and software-based firewalls would significantly improve the security of the access. Therefore, all the above measures could be implemented by SwanTech to better their new system. While these structures are beneficial in developing and enlightening the system, the disadvantages (in addition to the ones mentioned above) include cost and maintenance. For example, to acquire the firewall for a business, the equipment would cost 1000£ - 10 000£ with an annual license of 1000£ - 2000£ would be required to maintain the system [15]. Furthermore, SwanTech would also require acknowledging and follow the compliances. An example of the legislation includes the Network and Information Systems Regulations 2018 (NIS Regulations) that has been set up in the Houses of Parliament on 20 April 2018 in the United Kingdom. NITS provide legal measures to improve the cyber security of network and information [16].
[bookmark: _Toc140497749]5. Conclusion

Overall, this assignment has centred its attention on the fundamental elements of information security, encompassing protecting of information assets, the handling of security incidents, and the development of a proficient information security framework and underscored the importance of within the contemporary digital environment and offered practical perspectives on the development and execution of an information security system. Companies can effectively mitigate risks, protect sensitive information, and establish a resilient and secure environment by giving priority to security measures and implementing a comprehensive approach.
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