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In today’s Digital landscape, FinSecure Ltd face escalating threats to their cybersecurity infrastructure. As a medium-sized operating in the financial sector, the organization has recently encountered a surge in security incidents, including sophisticated phishing attacks and unauthorized access attempts on its network. These vulnerabilities not only jeopardize the confidentiality, integrity, and availability of critical financial data but also pose significant risks to regulatory compliance, customer trust, and operational continuity. In response, leadership has mandated the development of a comprehensive security policy to proactively address both internal and external threats.

“Half of businesses (50%) and around a third of charities (32%) report having experienced some form of cyber security breach or attack in the last 12 months” [1]

This report presents a structured approach to mitigating these risks by first identifying potential threats, both internal and external, it then outlines security policies with industry best practices, such as access control, data protection, and network segmentation, to create a robust protocol. Specific mitigation measures are proposed to counter identified threats, supported by technical and procedural implementation, following report details on monitoring and incident response plan, emphasizing real-time threat detection and resolution. Finally, a staff training and awareness program is designed to foster good security practice,
By addressing critical areas, this report aims to provide the organization with actionable roadmap to strengthen its cybersecurity protocol, ensuring readiness against evolving threats while maintaining compliance with regulatory standards, ensuring best practices. Through this step-by-step protocol, the organization can safeguard its digital assets, protect companies and users’ interests, maintaining its reputation as a secure and reliable financial services provider.

[bookmark: _Toc198063089]Identification of Threats
Internal threats
Potentially within the organization and often introduced from human error, negligence, or intended, Key internal threats include, Insider Threats, Employees or contractors with access to sensitive data who may intentionally or unintentionally compromise security,
Human Error, Mistakes such as misconfiguring systems, falling for phishing scams, or mishandling sensitive data. Third-Party Risks, partners with access to FSL network may introduce vulnerabilities if their security practices are inadequate

External Threats
External threats originate from outside the organization and are often deliberate attacks. Key external threats include:
Phishing Attacks: Social tactics to steal credentials or install malware. Malware and Ransomware: Malicious software that can encrypt data or disrupt operations. Unauthorized Access: Cybercriminals exploiting weak passwords or unpatched systems to infiltrate the network. Sophisticated, long-term attacks targeting sensitive financial data. Denial-of-Service, Attacks Overloading FSL systems to disrupt services.
“Ensure that your organisation carries out regular threat assessment exercises to identify who might attack your organisation” [2]
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The Access Control Policy aims to restrict system and data access based on user roles. It enforces the Principle of Least Privilege, ensuring users receive only the access required for their duties. Multi-Factor Authentication is mandatory for all users, particularly for financial systems. Regular access reviews are conducted to ensure access with current roles.
The Data Protection Policy focuses on safeguarding sensitive financial data. All data at rest and in transit must be encrypted standards. Data is classified into categories, Public, Internal, Confidential, or Restricted each with specific protection measures. A robust backup strategy is implemented, with daily backups stored different premises and testing of adequate retrieval of data ensuring availability.
The Password and Authentication prevents unauthorized access through strong credential management. Passwords must be strong combination of characters and change intervals, 
 Implement Response Policy ensures detection and resolution of security incidents. Incidents are categorized on impact, such as Low, Medium, or High. A continuous monitoring system. With defined roles for analysis, containment, and communication. A clear communication protocol to report incident to relevant department,
The Network Policy protects the organization’s infrastructure from breaches. Firewalls networks such as Finance, HR, and Public with accessibility controls. 
The Third-Party Risk Management Policy mitigates risks from external vendors. Security audits are conducted before granting access to third parties, ensuring compliance with organizational standards. Contracts include clauses requiring adherence to security protocols. Continuous monitoring of third-party systems to identify potential vulnerabilities
These policies collectively create a structured and proactive approach to cybersecurity, ensuring industry standards while addressing both internal and external threats through technical controls, regular assessments.
“A cyber security policy is a set of guidelines and procedures that an organisation uses to protect its digital assets from cyber threats. A cyber security policy typically covers access control, password management, network security, data protection, incident response, and disaster recovery.” [3]
[bookmark: _Toc198063091]Mitigation Measures
The mitigation measures for identified threats involve a combination of controls and human strategies to address both internal and external risks. For phishing attacks, email filtering, up-to-date Microsoft Defender are implemented to block malicious emails, with regular adequate simulations are conducted to train employees in recognizing and responding to phishing attempts and other intrusions. To prevent unauthorized access, multi-factor authentication is enforced for all remote access and critical systems, and network segmentation is used to isolate financial systems from general user networks, limiting the potential vulnerability.

To combat malware and ransomware, use protection solutions such as Kaspersky to detect and neutralize threats, while ongoing user education ensures employees avoid opening suspicious attachments or visiting untrusted websites. Data breaches are mitigated through encryption of data, in storage, online transfer, 
Regular penetration testing and vulnerability assessments are conducted to identify and address weaknesses. For threats and denial-of-service attacks, Security Information and Event Management tools to monitor for unusual patterns, and partnerships with cloud providers These measures collectively create a layered defence strategy to safeguard the organization’s digital assets and continuity.
“Cyber risk mitigation can be challenging as many organizations lack real-time visibility of their cybersecurity posture in light of the rapid evolution of networks and changing threat landscape” [4]
[bookmark: _Toc198063092]Monitoring and Response
Protocol to ascertain incident response, ensuring timely detection, containment, and resolution of cybersecurity threats. It begins with threat detection, where incidents are logged, categorized by severity Low/Med/High, and escalated the relevant department.
The incident analysis phase focuses on identifying the source of the threat, assessing affected systems, and containing its spread, This step is critical to prevent further damage and limit the attack’s impact.
In containment and eradication, the response team removes malicious elements and unauthorized access and addresses vulnerabilities to eliminate the threat’s root cause.
The recovery stage involves restoring systems from backups and validating their integrity to ensure operational continuity. Finally, the post-incident review phase emphasizes documentation of lessons learned, updating security policies, and refining training programs to prevent recurrence.
“Cybersecurity monitoring is the process of continuously monitoring a computer network or system to detect and prevent cyber-attacks. This involves using tools and techniques such as intrusion detection systems, firewalls, and antivirus software to identify and respond to security threats in real-time. Security analysts are responsible for monitoring these systems and responding to any potential security incidents. Effective cybersecurity monitoring is crucial for protecting businesses and individuals from cyber threats.” [5]
[bookmark: _Toc198063093]Training and Awareness
The objective is to educate employees to reduce human error and phishing susceptibility through a structured training program. Mandatory modules include Phishing Awareness, which uses simulated phishing emails with real-time feedback to improve recognition of threats; Password Security, focusing on best practices for creating and storing strong passwords, Data Handling, procedures for securely sharing and disposing of sensitive information, The training schedule includes interactive sessions on emerging threats, and Simulations, involving phishing exercises and team penetration tests to assess preparedness. Evaluation and compliance involve Assessments, such as quizzes after training modules to measure knowledge retention, Awareness campaigns include Monthly Newsletters that highlight security tips and recent threats activity. This comprehensive approach aims to educate and minimize vulnerabilities caused by human error and able to identify latest tactics of vulnerabilities.
“One of the major threats to an organisation’s information security is a lack of employee awareness. Many employees are simply unaware of the value of the everyday data they have access to. Without the proper precautions in place, information and assets can easily be accessed and taken by an unauthorised person.” [6]
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The security protocol addresses both internal and external threats through clear policies, technical safeguards, and staff training. By aligning with standards, the organization ensures compliance with industry best practices and reduces risks by establishing a structured approach to risk management, incident response, and data protection. Technical measures—such as multi-factor authentication, network segmentation, and real-time monitoring, regular scheduled employee education, which is critical for mitigating human error, a leading cause of security breaches, including assessment of education, potential certificates issued,

This approach not only tackles immediate threats but also builds long-term resilience against evolving challenges. By integrating proactive monitoring, continuous review, and post-incident reviews, the protocols enable the organization to adapt to threats and regulatory requirements. minimizing downtime and reputational damage. Additionally, the emphasis on staff awareness where employees become active participants in maintaining security.

The protocol supports sustainability protecting the organization’s financial and operational integrity. A strong security not only safeguards sensitive data but also reinforces trust, including customers, partners, and regulators. By balancing technological solutions with strategies, the organization is well-equipped to navigate the changing cybersecurity landscape, ensuring long-term stability and competitiveness in an increasingly threat-prone environment. This comprehensive approach positions the organization to respond effectively to current risks while remaining agile, and proactive to dynamic treats,
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Cyber Security Presentation

1 infroduction

"EINSECURE LTD PROTOCOLS FOR THREATS, INCLUDING PHISHING
AND UNAUTHORIZED ACCESS. THESE RISKS JEOPARDIZE SENSITIVE
FINANCIAL DATA, OPERATIONAL CONTINUITY, AND REGULATORY
COMPLIANCE. A COMPREHENSIVE SECURITY POLICY IS ESSENTIAL TO
PROTECT DIGITAL ASSETS, MAINTAIN TRUST WITH STAKEHOLDERS,
AND ENSURE LONG-TERM RESILIENCE AGAINST EVOLVING CYBER
THREATS."
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2 Threat Identification

» Internal threats include insider risks e.g., accidental data
leaks, misuse of privileges and human error, External
threats involve phishing attacks, malware, ransomware,
These risks can lead to data breaches, financial loss, and
reputational damage if left unaddressed.
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3 Security Policies

Access Control: Employees only can access relevant systems and Multi-Factor
Authentication for critical systems.

Data Protection: Encrypt all sensitive data and classify it into Public, Internal,
Confidential, or Restricted categories.

Network Security: Segment networks into zones with strict access controls.
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4 Monitoring & Response

» A 24 Security Operations Centre that monitors threats A
structured incident response flowchart ensures rapid
classification, containment, and recovery.
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R 5 Training & Awareness

Training programs include:

Phishing Simulations: regular exercises to test employee recognition of threats.

Workshops: Tailored sessions for departments (e.g., finance, IT) on password security and data
handling.

> Ongoing Awareness: regular newsletters and reminders to reinforce best practices and report
suspicious activity.

End of presentation
» Thank you
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