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[bookmark: _Toc66349792]Introduction

This document is going to have screenshot that are going to show my successful journey through the second worksheet. Terminology such as “DNS”, “AD” is going to be explained. Different levels of access, roles in network user account groups is also going to be discussed as well as an idea on Microsoft’s recommendations on AGDLP and AGUDLP for assigning permissions.
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This screenshot shows that computer name has been manually changed on server 1 by the user to “DC1-NWT”. To apply this change, the computer needs to be restarted.












2. 
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This screenshot shows that the computer name has been successfully changed to “DC1-NWT” on server 1.
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This screenshot shows that role-based or feature-based installation on server 1 is in process.
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This screenshot shows that server selection needs to be done first, the server is located in the server pool window on server 1.
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This screenshot shows the process for adding features that are required for Active Directory Domain Services. The features in the window above are essential for Active Directory Domain Services to run on server 1.
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This screenshot shows the process for installing “AD DS” so information about users, computer and any other devices connected to the network can be stored on server 1.
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This screenshot shows that Active Directory Domain Services is currently being installed with all the other features that are essential on server 1.
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This screenshot shows that new forest with a root domain name of “nwtraders.msft” is being added on server 1.
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This screenshot shows domain controller options, the DSRM password which is “Directory Services Restore Mode” is being created on server 1.
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This screenshot is showing three important paths for Database folder, log files folder and SYSVOL folder just in case some changes are required on server 1.
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This screenshot shows that all prerequisites passed successfully and are ready to be installed on server 1.
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This screenshot shows that the user is now able to login through the domain.
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This screenshot shows that the computer with previously changed name is successfully connected to domain controllers on server 1.
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This screenshot shows the process for a new user being added to the domain through server 1.
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This screenshot shows that the user created previously has been successfully created and is located in “Users” folder on server 1.
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This screenshot shows that the user has been successfully added as an administrator of the domain which means that this user has the highest level of privileges when added as “Domain Admin”.
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This screenshot shows that another user has been created and is now in users folder as a standard domain user with no extra permissions given.
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This screenshot shows logon hours for the user with no extra permissions being changed. The user is able to only access the computer between Monday 8 am and Thursday 5pm and the access would be denied between 1 and 2pm Monday to Friday.
19.
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This screenshot shows that the computer name on client 1 is being changed to “WS1-NWT”.
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This screenshot shows that the computer with a name of “WS1-NWT” is being added to Domain Admins.
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This screenshot shows that the preferred DNS server address is now being changed to 192.168.100.1 on client 1 so it can be added to the Domain.
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This screenshot shows that client 1 has been successfully added to the domain with a name of “nwtraders.msft” and can now be fully managed through server 1 by the network administrator and the other user that was set as a domain admin.
[bookmark: _Toc66349793]1. Observations

1.1 [bookmark: _Toc66349794]What is DNS?

DNS stands for “Domain Name System” and it allows users to easily navigate around the web by searching phrases, terms and websites using letter e.g. Google.co.uk instead of 8.8.8.8 which is a public DNS address of Google. It is turning IP into domains. Humans are not very good when it comes to remembering numbers and this is why DNS was invented. Some websites decided to switch to IPv6 which is even longer and harder to remember than IPv4 so it would be almost impossible to remember the address. However, DNS is able to communicate with AD DS which stands for Active Directory Domain Services, DNS is using AD DS so the clients are able to locate domain admin controllers and the other way – domain controllers are using DNS to find and communicate with each other. The DNS feature is built-in in every single version of Windows and configures automatically when the internet is running. If the user that is added to the network logs in to AD, then DNS is sending a request asking to find a domain controller for AD domain. If the request is successful and there is a response then the client gets IP address of the domain controller. [1]



[image: Understanding How DNS Works - the Domain Name System]









Source: Click
This illustration shows that there is a user that wants to go to Amazon.com so the client sends a query to DNS server and the DNS server responds back with an IP of an Amazon.com, if the IP is successfully received then the user sends a HTTP requests and gets back a response, access would be granted if the IP received and HTTP request and response are correct.
1.2 [bookmark: _Toc66349795]AD and two other critical roles

Microsoft designed active directory in order to allow administrators to control other devices connected to the network. The network administrator is able to create groups, domains, assign privileges to them, logical groups, subgroups and much more [2].
DHCP server is another important and critical role because it allows for automatic allocation of IP addresses to devices and clients, dynamic allocation is also possible because it allows to give an IP but only for a certain amount of time e.g. 2 hours. [3]
FTP stands for “File Transfer Protocol” and is another critical role because it allows to transfer files across the network between servers and clients. FTP server is a huge advantage when it comes to networking because people that are connected to the network can access the files that are on the FTP server if they have enough privileges and it saves time [4].

[bookmark: _Toc66349796]1.3 Levels of access / roles and network user account groups

Having some access controls policies is extremely important when it comes to networking, the idea behind the network is to have a group of people with different permissions connected to the internet or LAN. For example, Domain Admin is a person with the highest privileges and can do anything that is possible on the network, SOAC students are above standard students and are able to access more places and files on the network. Groups in networking are extremely important because it allows administrators to add users to a certain group, for example – there could be a group called “IT” so any students that are studying subject related to IT is going to be put in that group. This is a time-saver for network administrators. [3]

1.4 [bookmark: _Toc66349797]Recommendations on AGDLP and AGUDLP

AGDLP stands for Account, Global, Domain Local, Permissions. Whereas AGUDLP stands for Account, Global, Universal, Domain local, Permission. This would be an interesting option to use AGDLP and AGUDLP in order to assign permissions as a network administrator because all accounts are going to be stored and transferred into global groups just to sort them based on organisation roles – e.g. by name, location, department. After this is done, the groups are going to be transferred into domain local groups and these groups have permissions controlled and assigned by the network  administrator. When it comes to AGUDLP, it is all the same except universal groups because they are used to store Active Directory Services entities and objects that come from many different domains. AGUDLP is also able to give permissions to AD DS objects when there are many domains [6] [7].
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