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Conclusion 

Threats from vulnerabilities can be determined 

using different modelling techniques. This project 

finds that by undertaking testing and modelling of 

three vulnerabilities, the threat ratings changed, 

and the vulnerability labelled as high under the 

CVSS model becomes critical. Microsoft 

Unquoted Service Path poses the greatest threat 

and should be remediated initially.

Introduction

Testing for vulnerabilities has become part of the 

routing maintenance needed to secure IT systems 

against current and future threats. The risks they 

pose to systems is determined using varying 

modelling techniques. 

Aim of Project

Analyse and understand three vulnerabilities, model 

the threat, and provide a conclusion and 

recommendations based on the modelling and testing, 

to improve the security posture of the systems under 

assessment.

Research Overview

1. What are vulnerability assessments and 

penetration tests? 

2. In-depth review of the three selected 

vulnerabilities.

3. System requirements om how to undertake virtual 

lab testing

4. Risk modelling methodologies such as CVSS and 

DREAD 

Evaluations and Results

Two out of the three vulnerabilities 

were identified during the lab testing.

DREAD modelling found differential 

threat classifications to be Critical, 

Medium and Medium.

Virtual Lab Design
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