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Worksheet 1

A) State the benefits of using Type 2 Hypervisor Virtualization software in your design.  Evaluate the strengths and weaknesses of the VirtualBox platform used in your network.

   Type 2 Hypervisor Virtualization software benefits:
· It is very easy to run a Virtual Machine on a single PC;
· Software-based virtualization is compatible with a wide range of hardware;
· Easy to set up;
· Dedicated admin is not required (Portnoy, 2012).

   Strengths of the VirtualBox:
· Easy to install and to use;
· The small size helps the software to be stored on the hard disk;
· Cross-platform compatibility (Tomsho, 2017).

   Weaknesses of the VirtualBox:
· Less efficient than the real machines;
· Dependent on host machine;
· Effected by the host machine weakness (Tomsho, 2017).


B) Explain with use of diagrams the significance of the following terms, Active Directory Forests, Trees, Parent and Child Domains.

1) Active Directory Forest
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   A forest (the green area from the figure) is a group of root domains (trees) within Active Directory(AD), that do not share a contiguous namespace (Walls, 2003).

2) Active Directory Tree
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   Several domains are part of the root domain, and they form the structure of the tree.
   The Active Directory Tree is a hierarchical structure of domains that share the common configuration (or schema). Every single tree has a unique name (Walls, 2003).

3) Parent and Child Domains
[image: masterpiece]
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   When a domain is affiliated with an existing tree, the new domain becomes a child domain of an existing parent domain (Walls, 2003).

C) Investigate and document the main roles and responsibilities of an Active Directory Domain Controller.

   The Active Directory Domain Controller has the role of authenticating user and computer accounts, when they join the domain. The Active Directory saves all the information about existing entities from the domain, and all the users must contact the domain controller, when they start their network activity (Chellis, 2008).
   One domain must contain a Domain Controller, at least. The Domain Controller has all the information related to the domain, that means it has the network resources. Basically, it is a server used for domain authentication (domain logon) (Chellis, 2008).

D) What actions could we take in the event of a Domain Controller becoming unavailable.

Actions to take, when Domain Controller becomes not available:
· Check if all the IP addresses are correct. If they are not correct, restart the Client in order to receive a new IP address.
· Use the tracert command in Command Prompt.
· Check if the Domain Name Server of the Domain Controller has a record that defines specific services (Chellis, 2008).

Worksheet 2

1) Investigate the minimum password complexity requirements required as part of modern Network Operating System implementations.

   The account password must meet the following requirements:
· At least 8 characters, but not more than 128 characters.
· At least a capital letter and a lowercase letter.
· At least one number.
· No spaces.
· Other accepted characters: ~!? @ # $% ^ & * _ - + () [] {}> </ \ | "'.,:;
· To be changed by the user, at least once every 30-40 days (Raghavan, 2012).

2) State the advantages and disadvantages of using Groups in Active Directory.
       Advantages
· Cost and time saving;
· Centralized location for all the configurations;
· Increased productivity;
· Enhanced security (Francis, 2017).
       Disadvantages
· Managed by the IT department;
· Cannot check the members who are part of an Active Directory group in SharePoint;
· Can only contain users that are part of the organization (Francis, 2017).

Worksheet 3

a) Discuss the two different types of permissions in use within windows network environments.  

    NTFS (New Technology File System) permissions:
· Full control:  Read, write, change, and delete the files and the subfolders.
· Modify: Read and write the specific files and the subfolders.
· Read & execute: View and run the specific files, also the scripts.
· List folder contents: View and record the files and the subfolders.
· Read:  View the content of the folders and subfolders.
· Write:  Gather files and subfolders; also they can write a file (Habraken, 2004)

    Share Permissions
      When a folder is shared and the permissions for that folder needs to be set.
      Types of share permissions: 
· Full Control: Enable to read, change and edit permissions and take control of the files.
· Change:  Enable to read, write and execute, also to delete folders or files within the share folder.
· Read: The users can view content of the folder (Habraken, 2004).

b) Evaluate the benefits of the NTFS File system in comparison with other network operating system’s file systems.

   NTFS vs FAT32
   NTFS
   This system has several advantages, including:
· The possibility to recover automatically due to disk errors, something that FAT32 cannot fulfill;
· Better support for higher capacity hard drives;
· Increased security;
· Offers the possibility to use Unicode characters in file names;
· Allows general indexing of files;
· Offers the possibility of dynamic management of the sectors (Desai, 2006).

   FAT32
   FAT32 cannot provide the security that NTFS offers. If there is a FAT32 partition on the computer, any user that has access to the computer can read any file on it. 
   FAT32 also has limitations regarding the size of the partition. The FAT32 partition cannot have more than 32 GB, nor cannot be stored a file larger than 4 GB on it. The only reason for using FAT32 is to have a computer running on Windows 95, Windows 98 or Windows Millennium Edition (Desai, 2006).

c)  Identify the main benefits of using groups in an Active Directory domain.
      
            Benefits
· Capability to manage the permissions and grant access to the resources from the domain;
· Provides the capacity to hold user accounts and computer accounts in the domain;
· Offers access to the resources in other domain;
· Grant permission to the systems; 
· Applies Group Policy Objects at the group level; 
· Sends emails to the distribution groups (Francis, 2017).

d)  Discuss the benefits of using Group Policy and Organisational Units to manage a domain’s resources.   

      The Group Policy benefits:
· Easy management;
· Good administration;
· Better security; 
· Configuring folder redirections (Francis, 2017).

       The main benefits of using Organizational Units(OU):
· Efficiency;
· Good management;
· Deploy Group Policy Object(GPO) settings; 
· Delegate control (Francis, 2017).

Worksheet 4

Q1).  State some principal advantages of using the DHCP service in network infrastructures.
         
      DHCP advantages:
· DHCP service simplifies IP address management;
· Accuracy of IP address configuration; 
· Low IP Address Conflicts; 
· Automating IP address management;
· Efficient change management (Chellis, 2015).


Q2).  With the aid of diagrams, explain the 4 stage process involved with assigning DHCP Clients with IP addresses. You should describe the stages that both client and server enter, and the processes involved.
 
   When the user wants to connect to a network, it begins a process in four steps, in order to obtain an IP address. To discover the available DHCPv4 servers, the client starts the process with a DHCPDISCOVER broadcast message, which contains its own MAC address (Chellis, 2015).

[image: dhcp]








            





             DORA Process

         1. DHCP DISCOVER - The notification DHCPDISCOVER can identify DHCPv4 servers on the network. Because the client has no valid IPv4 information, it uses the broadcast addresses Layer 2 and Layer 3 to communicate with the server (Chellis, 2015). 
         2.DHCP OFFER - Once a request is received by the DHCPv4 server, DHCPDISCOVER reserves an IPv4 address accessible to the client for sale. The DHCPv4 server returns the DHCPFOFFER response to the person who sent the request (Chellis, 2015). 
         3.DHCP REQUEST – After the client receives DHCPOFFER from the server, a DHCPREQUEST is sent back. The DHCP request contains the server identifier, which provides the address that the client will accept (Chellis, 2015).         
   4. Acknowledgment (DHCP ACK) - After the DHCPREQUEST message, the server is searching the rent details at that address, with an ICMP ping, to make sure it is not already in usage, generating a new ARP entry for the rent of the client and answering with a DHCPACK unicast response (Chellis, 2015).

Q3).  What are some of the potential threats/dangers that could occur when using a DHCP service?

· The packet arrives at a router that does not find the destination in its routing table. In this case the package will be dropped and the sender is informed by a message: ‘ICMP Destination Unreachable’.
· If the packet is being caught in a routing loop and the TTL reaches 0 (zero). The package is discarded and the sender is informed by a message: ‘ICMP Time Exceeded’ (Rooney, 2011).

Worksheet 5

Q1) Describe how the Recursive Query and Iterative Query Processes resolve DNS Client Requests?

       Recursive query
       A recursive query is a client query that requires a final answer: either an IP address or an error message for the inability to obtain the answer (Panek, 2015).
        The process:
        1. The client immediately sends a request question to the local server name. 
        2. The local server is trying to resolve the name locally. It sends the request to the server with root domain authority, if it cannot solve it by itself.
        3. The local server sends a request to the authorized server for the ‘.com’ domain, which in turn, responds with a reference to the authorized server.
        4. Finally, the last query returns back the IP address of the computer or an error message, if that address does not exist (Panek, 2015).

       Iterative query
   The DNS client enables the DNS server to send back the best response that can give. If the DNS server is not compatible with the name query, it will return a notice to an authorized DNS server for a lower level of domain name space. After that, the DNS client will do the query for the forwarding address. This process continues, until an error occurs with additional DNS servers (Panek, 2015).

Q2) Explain the significance of root hints and how this process enables us to resolve names that are not managed (or kept in an authoritative DNS server in our network)?

   Root Hints is a list of server addresses, which is authorized to solve the root domain names. The DNS server will only contact Root Hints, when no sender is available or when the sender cannot solve the query.
   The Root Hints will always adopt an iterative mode. That means the Root Hints will only give reference to an authorized server, for a name, and will give permission to the first DNS server to query the reference server. Both methods are working in a loop, until the answer for the query can be determined (Walls, 2003).

Q3) We have a Server called Server1, this server will be hosted in a subdomain called ‘subcontA’ with a root domain called nwtraders.msft, answer the following questions:
      (1). What is the exact FQDN for this host?
             Server1.subcontA.nwtraders.msft
      (2).  Illustrate how the Domain Name System breaks up this FQDN into Host and Domain Namespace.
   The fully qualified domain name (FQDN), consists of hostname and suffix: the suffix indicates the hierarchy of domain names that must be done, in order to discover the unique IP address, correlated with the name (Panek, 2015).
   The format of FQDN: [hostname].[domain].[tld]. - the domain might include a subdomain.
            In this case, the FQDN can be divided as below:
· Hostname - Server1;
· Domain – subcontA;
· Subdomain – nwtraders;
· TLD (Top-Level Domain) – msft.

Q4) Explain how DNS Zones are used in DNS, give examples to illustrate the use of multiple zones and how these can be used to manage resource records of domains.  What important factors/characteristics do we need to be aware of?
     1. Depending on the type of the contained data:
· Forward Lookup Zones - used to ensure the IP address of the computer.
· Reverse Lookup Zones - used for the "reverse" search: to obtain the DNS specifier of the computer for which the IP address is known (Sheltz, 2007).
     2. Depending on the location where the data is saved, the zones can be:
· Standard – The data contained in the standard zones, exists as text files on the hard disk of the DNS server and has the extension ‘dns’.
· Integrate Active Directory - If the zone is integrated into Active Directory, then the existing records are written in the Active Directory, not into separate files. This types of zones can only be created only on the DNS servers, which are also the domain controllers (Sheltz, 2007).
     3. Depending on the changes that are possible on the information, the zones are:
· Primary – It is a copy of the zone that can be read and modified.
· Secondary – It is a read-only copy of the zone and no direct changes can be done to this copy.
· Stub - It is a copy of the zone, which contains limited information, to redirect customers to a primary or secondary zone. The server that contains the stub zone is not authorized to solve the names for it (Sheltz, 2007).
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