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Abstract
Smart home is the combination of information and communication technology. It can be used in any household, office or any other enclosed area with a Wi-Fi connection/network. Smart home technologies are used for multiple purposes, such as, monitoring, alarming, and more. It contributes to independence and safety for the human being in distinct motives. The smart home technology has been established specifically for multiple home devices and appliances, interconnected via use of local area network (LAN). This is a widely-used technology in vast premises aiming to make life easy for people of diverse background with distinct terminologies, such as the elderly, as well as, the younger generation. A smart home promotes good blessings by ensuring safety through alarming system, communication through internet, energy control through automated system and other home appliances, entertainment and environmental control systems etc. The devices that are now developed for home uses are capable of remotely handling communications between technologies; all of which require internet access. These are called smart devices, since they have built in technology to remotely control technical surroundings. In essence, there is no need to physically be present to control the appliances; so long that you have a password and login to the system.
The pervasive mobile technology and information system has motivated the users to make these as an essential part of life. People are highly dependent on mobile phones, and many demand them. The proposed app is suitable for home energy control to reduce overall household expenditure by monitoring and using energy as appropriate. This app is designed especially for mobile technology, however, due to its background technology being a responsive technology, it can also be used on tablets, PDA and PC. The development of this application has some technological challenges, mainly due to the deficiency of standardization.
In this report, there will be a developed prototype of a smart device named Smart Home Energy Saving System through which the home devices can be monitored and controlled via an internet connection over a LAN. There will be thorough discussion about the usability and reliability of such technology, as well as, the pros and cons they entail. Prior to develop such systems a gathering of the requirements specification is significant. All of which is covered in this report. After that there will be an analysis based on the development methodology, considering the pros and cons and the best suited methodology for this proposed project will be selected. Finally, evaluate the project and discussion on the future of smart home technology. 
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1. [bookmark: _Hlk481069181][bookmark: _Toc481075769]Introduction
Now people are making interaction with their surroundings in different ways. They are practicing the traditional accessibility, as well as, the most advent technology in their surroundings; especially with the home appliances. It would be very much appreciable if the devices can understand the human behavior and gestures and react accordingly. Now with the advent of smart devices the people are able to benefit from vast advantages. The smart home technology is an intelligent space through which the user can get the ultimate benefit of the home activities. The devices are developed nowadays are quite intelligent enough for responding to user demands accordingly.
In the 1990s the concept of smart homes were developed. According to one of the most recent definitions provided by Satpathy, “a home which is smart enough to assist the inhabitants to live independently and comfortably with the help of technology is termed as smart home. In a smart home, all the mechanical and digital devices are interconnected to form a network, which can communicate with each other and with the user to create an interactive space” [51].
Smart home as an application that is able to assist the users through different forms. It may be either automation; such as performing on regular automatic activities set by users. It supports adaptability by uses of artificial intelligence; to learn, predict and response, according to user’s needs. The smart technology should be interactive to users and scalable. It supports multi-functionalities such as performing multiple duties in a recursive manner. Overall, it can be said that the smart technology is an efficient use of technology, of which is convenient in multiple forms such as, minimize the times and costs involved with it.



1.1 [bookmark: _Toc481075770]Aim
. The aim of the study is to develop windows apps in real-time home appliance monitoring, where the user can monitor the device status, power consumption status and switching on/off appliances; with the device and also compare and contrast usability factors of the proposed application.



1.2 [bookmark: _Toc481075771]Objectives
The objective of this report is to create an analysis on the smart home technology and to develop a prototype that is able to monitor and perform remote control facilities with home appliances. There are some other objectives of this report given below.
· The apps design and develop by concerning the HCI and usability issues of the end user
· The device is well categorized and place in an organized way
· The navigation link should be standard and easy to understand
· The system processes the raw information fast enough
· The device information should be quite easy to understand
· The system should be self-notifiable/noticeable if there is any error on the device
· The system should be easy customizable and easy recoverable
· The security of the system should be highly secure and up to date








1.3 [bookmark: _Toc481075772]Smart Home
2. Smart home automation refers to the use of systems, devices and other home appliances which are connected to a network; local area network in specific, such as, ones found in houses. These devices can be controlled from anywhere with a Wi-Fi connection at any time; inside or outside a home. When a home operates from responses of such systems i.e. inter-connected to the network, this is termed as connected home [1]. Smart home automation makes the life luxury with high tech functionality. Highly developed countries are very much familiar with technologies of the given topic and are therefore, being adopted to other developing countries.
[image: ]
[bookmark: _Toc481065477]Figure 1: Typical Smart Home System
2.1 [bookmark: _Toc481075773]What is Smart Energy Apps
Home Energy Spend System is a window apps run in basically on mobile platform. It would designed and build on smart home energy network. The user can monitor and control their appliances through this system. It has three elements - the monitoring equipment, a central communication gateway and a display device. There can be multiple appliances in the house. Each appliance is connected with individual energy monitoring modules. Each individual module has also the capability of reporting individually to the user display device.





3. [bookmark: _Toc481075774]Literature Review on Smart Home Energy System
From the time we wake up in the morning to the time we go to sleep at night we need energy, and it has great impact in our daily life. This day energy is the most fundamental parts of our life and we cannot think our single day without electricity. Energy lighting our cities give powers our vehicles, trains, planes and so on. 
Energy used for user all the house hold chores including cooks our food, plays our music, picture on televisions and help us to warms our house. Energy is the most prominent part of our life. Demand of energy is increasing rapidly, not only because of the growing population but also because of the greater number of technological goods available. There are many sources of energy that are used for these technological devices, transportation, heat, light, and the manufacturing of all kinds of goods. However, Hudson [2] mentioned that energy uses has big impact on greenhouse effect and that is driving our world to destroy. In addition, growing demand of electrical energy places enormous pressure on its supplier to produce large amount of electricity to meet our demand. An online article published by Beddington [3] mentioned that at least gas emissions are needed by 2050 to avoid some of the most dangerous impacts in the future.
To meet our daily energy supply most of the energy are coming from fossil energy.  Simon [4]   Also the challenges facing in demand and supply from fossil power characterized as "wicked problem" as they are making huge environmental pollutions. The International Energy Efficiency Scorecard 25 developed countries in the world are using maximum energy that listed Australia, Brazil, UK, and USA, Saudi Arabia are most energy consuming countries in the world [5]. 
To save our world form positions and greenhouse effect scientists are more encouraging people to use alternative energy.  According to Rinkesh [6] 
"Alternative energy encompasses all those things that do not consume fossil fuel. They are widely available and environment friendly". 
They cause little or almost no pollution to the environment. 
The Business Insider's premium research service – “BI Intelligence “have make an survey on the market regarding the smart device shipments throughout the world and based on that they expects the number of smart home devices shipped will grow from 83 million in 2015 to 193 million in 2020 [7]. The shipment includes all smart appliances like smart thermostats and smart lighting. The following figure shows the year wise estimation on the smart home device shipments.
[image: ]
[bookmark: _Toc481065478]Figure 2: Estimated global smart home device shipments [8]


3.1 [bookmark: _Toc481075775]Alternative Energy
According to Bode our modern industrial civilization is to a large extent based on using fossil fuels. Still, due to overpopulation, climate change, and the scarcity of resources, one of the most precious and efficient sources of energy, oil, have already started to exhaust [9]. This fact has caused scientists globally to seek for substitutes to fossil fuels to avoid economic and industrial collapse. Experts in the field of sustainable energy have turned their attention increasingly towards solar energy in particular as a viable alternative to fossil fuels.
Solar technology utilizes the Sun's energy to produce electricity and does not rely on the continual mining of raw materials. Consequently, this does not result in the annihilation of ecosystems, as witnessed in the extraction of fossil fuels. An article published online mentioned, in the river Niger Delta, an on-going irresponsible and excessive oil extraction can be witnessed. As a result of this activity, the mass extinction of fish has been observed in the region, as well as the abandonment of whole villages where people used to live on fishing [10]. Another well-known incident is the BP oil leak in the Gulf of Mexico, which spilled over a million cubic meters of crude oil. Using solar energy does not imply releasing greenhouse gases into the atmosphere; the energy production process for it is free from any gas, smoke, or other chemical waste.
Solar energy, unlike other sources of conventional energy, is free from monthly or other charges, except the first installation and maintenance fees. Operational costs are also negligible. Solar energy does not require costly and on-going raw materials, such as coal or oil, and unlike conventional power production, operational labor is redundant. Professor Richards Hans from the University of South Calgary notes that the prices of fossil fuels keep increasing and the production price per watt of solar energy has reduced by 60% in the past five years [11]. This, together with the fact that solar energy power plants may be independent from the national energy grid, is a significant advantage for people in isolated localities; solar energy is more cost-effective and practical for self-reliant societies, or those who live in rural or isolated areas. It is practical since it is much cheaper to install solar energy systems than putting up power lines; it is cost-effective due to conventional sources of energy depending on a variety of factors, like transportation of petroleum and frequent maintenance.
Those with divergent views on solar energy insist the cost of installing solar energy system is higher compared to conventional sources of energy [12]. They also argue that solar panels require excessive amounts of space for installation, and this might hinder its application in limited space, such as urban areas. According to Professor AyhanDemirbas from the University of North Seattle [13], the reason why installation costs are relatively higher is due to solar panels being made from materials that have exorbitant costs. However, as solar energy becomes more and more competitive due to shortages facing other sources of power, prices are expected to come down. Governments seeking to cut down carbon emissions may also subsidize the cost of installation.
Solar energy has the potential of becoming the most significant source of energy in the nearest future. Since there are no chemicals or gases involved in energy production on solar plants, this type of energy can be considered one of the cleanest. Solar energy is also cheap and practical. Solar plants may be constructed off the national energy grid, which is beneficial for small self-reliant societies, and they do not require monthly or other charges. Those disputing the viability of solar energy as an alternative to fossil fuel insist that installing solar panels is expensive and requires plenty of space [14]. However, government subsidies and other measures are likely to reduce said costs, and the problem of free space is also in the process of resolving. On the whole, it is clear that fossil fuel deposits are getting lower and lower each day. Therefore, increasing numbers of people will continue to embrace solar energy as the best alternative to fossil fuels.

3.2 [bookmark: _Toc481075776]Smart Meter System Issues
· Meter Accuracy: As Smart Meter Systems are deployed by users indoors via the purpose of proper utilization of energy. They are demanded for the system to meet the national standard ANSI C12 for the accuracy of the meter [42]. Since the user is mostly dependent on its data, it should provide accurate data. However, it acts as a real-time monitoring device, if there is inconsistency of data it would be crucial of its existence amongst the user.
· Radio Frequency (RF) Exposure: There are various types of Smart Meter Systems used throughout homes. The Federal Communications Commission (FCC) has given the approval of such devices whether it required a license or not [43]. Typically the FCC has a twofold role in ensuring safety:
· The FCC has allocated different radio spectrum into a wide variety of sections where in some cases license is required for operation, however, in other cases no license is required for permitting operation [44].
· The FCC approve radio devices for manufacture, import and sale no matter whether the devices consumes low power or higher power unlicensed channels. The manufactured devices should meet FCC standards and should be approved by the FCC, otherwise it will be considered as a serious offense.










3.3 [bookmark: _Toc481075777]Energy Saving
To ensure energy saving, using the most common strategy is; to educate the consumer to use energy efficiently. According to Darby "people who are not interested in their energy use, and/or do not feel that they can control it, awareness-raising can be a valuable initial step [21]. She also mentioned four theoretical approaches, sociological, economic, psychological and educational might help people to be aware about the importance of energy saving. 
· Sociological theory: Energy is an invisible object that we cannot see, for example gas and electricity usage in buildings is 'invisible'. It is also usually limited by the appliances through which it flows. Once switched on, these continue to use gas or electricity until stopped via manual switching or automatic controls [22]. Domestic energy use determination which is also extremely complex. People use energy because they have particular ideas about what comfort they need and how they will achieve it. To do that it requires different types such as, designs of building, as well as, appliance they are using in daily life. The sociological theory suggests that we should not expect much impact from single, stand-alone interventions, especially in the long term: energy usage. 
· Economic Theory: Energy is a commodity and consumers will adapt their usage based on the price level. According to this strand of theory, we would expect financial incentives to have some impact on energy using behavior and energy related investments, with the size of incentive affecting the scale of response. Billing is the most important factor that provides information in a manner that allows, and encourages, them to reduce their usage [13]. Survey results carried on US household energy consumption in 2008 illustrates that because of price increases and demand for domestic electricity it was reduced by 2.4% [23]. However, customers react in different ways to price levels and price changes even if it is carrying significant opportunities to save energy and money. Reiss and White [24] develop some of the classical economics based theory of energy demand, using 5 years billing data for a random sample of 70,000 Californian households and showing how pricing had a powerful effect on consumption. 
· Educational theory: Effective energy use is a skill that is learnt from experience of specific situations. According to educational theory, feedback has a role in teaching energy management skills, as well as, giving people knowledge on how to control and use better their energy [25].


3.4 [bookmark: _Toc472612004][bookmark: _Toc481075778]Smart Home Energy Management
· The smart home concept is not innovative. Rather it has been practiced for over a decade. It analyzes the smart home energy management concept on the user perspective; it is structured and analyzed based on utility concept. That is how much the energy is properly used, how much the environment get benefitted and most probably how this will economically be benefitted [26]. But the system developer now moves their concept towards the usability of the system. Now a system is designed and developed in such a way that it can reach the maximum satisfaction of the user and at the same time it can also keep the environmental, economic and low consumption concept. The researcher identified that if the user can properly utilize their daily energy then this will return all benefits to the government, environment and the end user level. Thus, the smart energy system is designed and developed as far as possible to satisfy usability issues of the mind.
· Currently there are various devices developed which can act nearly real time data providers to the homeowners. Though there are various prices of these devices, most of them can be beneficiary towards the homeowners by load reduction concept. However, many companies incorporated the smart devices with web based user interfaces or smart phone apps to easily manage the home energy system.










· In California and Texas, they already rolled out advanced grid measurements using AMI infrastructure technology [27]. In essence, these systems are yet too robust, accurate and cost effective for the home user. Furthermore, it moves the world towards the advance home management system one step forward. These systems have improved the efficiency and optimization of the user demands, proposing easy installation and finally easily manageable, which can enrich the usability of the system. 
[image: ]
[bookmark: _Toc481065479]                                                        Figure 4: Smart Meter Energy Management









3.5 [bookmark: _Toc481075779]Role of Utility Metering Operations
Smart meter is installed in the home and connected with the home energy system such as electricity, gas and water. The smart device has a controller through which it is operable and controlled from outdoors. There is internet connectivity through LAN connection or Wi-Fi connection so that the user can access the system from outside their home [41]. The smart meter can be used in various ways. After successful integration and configuration of the smart meter, the role of it is as listed below.
· It can accepted the incoming energy 
· It can allow or stop the energy flow towards the destination
· It can store the consumption of energy
· It can be able to retrieve the previous consumption history
· It has easy installation and configuration
· The maintenance cost of smart meter is relatively low
· It consumes low level of electricity
· The productivity and reliability is very high
3.6 [bookmark: _Toc481075780]Smart Meter Data Management
· The smart meter will allow the user to control the energy in the home. It also helps the user to analyze the consumption of different energy at a specific period of time. The smart meter installation and configuration process is seamless to its user. The user is notified on the speeding of energy as per pre-defined parameter set. It also helps the home owner in the billing process. The basic goal of using a smart meter is for proper utilization of energy which is very imperative. The proposed smart meter does not only remedy the traditional metering system, rather it introduces a new system which integrates a Meter Data Management System (MDMS) [37]. MDMS is a major component of the proposed Smart Meter. The proposed system handles the consumption of home energy like electricity, gas and water, and stores the data in MDMS. The user can access the data from the MDMS as and when required. 




· The MDMS is installed with the installation of the system. It is an enhanced support version of the system. Since it is required for storing the data, it depends on the user requirements which prescribes, how they wish to handle the system. Since the devices is no equipped with large storage facility, the built-in MDMS can store very low data. However, if the user wants to enhance memory; it is also possible. The user just needs to procure extra storage system and connect it with the device. Furthermore, the user can also retrieve the data from the device and store another storage device. The data format is not in encrypted form.

3.7 [bookmark: _Toc481075781]Role of Mobile Technology
Technology and its pervasive nature is rapidly expanding. The increasing rate of internet applications and its low cost provides the gap to further invent new technologies. Mobile phones are one of the most successful technologies invented to the present day. In the past, mobile phones were limited in functionality and performance; simply used as talking device. Today, technology makes it possible to incorporate everything into a mobile phone and hence its name changed to smart phone [29]. Using a smart phone today allows people to complete daily endeavors very easily. In addition, using internet through phones makes it easy to access home devices. The mobile networks is used to connect the smart home devices into its console. Among them Smart Energy System is very much popular. Mobile handsets or tabs screen are used for monitoring and controlling home energy devices such as thermostat, fridge, light etc. from anywhere at anytime where mobile network coverage is present. The manufacturer are also working on sophisticated functionality, as well as service applications of the mobile ecosystem. Mobile technology makes it possible to enhance the business where it delivers [30] – 






· Coverage a wide area with very low cost compared with satellite or other private wireless networking alternatives.
· Offers a dependable communication platform with enhanced performance. It is highly required for real life application such as smart meter
· Trusted companions of the users. People rely completely on their phones to perform and accomplish various daily activities
· The mobile industry is influenced to rise various adjacent companies and equip, as well as furnish this industry. 
· Mobile technology brings several entities into one platform, such as accessing internet, watching multimedia, daily task reminders, attending social media and so on.
[image: ]
[bookmark: _Toc481065480]Figure 3: Cellular-connected home devices, 2010-2015





3.8 [bookmark: _Toc481075782]Smart Meter and Cost Minimization
Smart meter can help the home owner in energy saving. Energy saving has several meanings in different situation. In this report the energy saving refers the process of observing, controlling and conserving electricity, gas or water usage in the home is termed as home energy savings. In a survey it was identified that about 40% of the global power consumption takes place inside residential homes. So proper utilization of energy in home will return save environmental energy in border sense. It helps the home owner to minimize the cost. Suppose there is a system which switched off the light when there is nobody in the room or stop the thermostat if the room is blank. The water pump will be start in a pre-defined time and stop after a certain time so no need to pump the water whole day. In the same way the house owner forgets to stop the burner of the house and when he remembers stop it through smart device and thus save energy. All of these helps to save energy. Since there is less power consumption so there is fewer bills which reduces the cost also. 
[image: ]
[bookmark: _Toc481065481]Figure 5: Smart Meter Cost Minimization [48]

Again if the smart device is capable to notify the user that the current consumption is about the previous month consumption then the user become more conscious about the next consumption. The user also analyzes the data from the smart meter which helps them to get idea about the monthly consumption and thus makes his budget accordingly. All of this helps him to minimize the cost of energy.


3.9 [bookmark: _Toc481075783]Smart home Usability
Usability is one of the key issues on any system. It makes the system or service to be productive towards the users. A system is typically designed based on the user’s requirements. Smart home devices are not exception of this concept. For smart home devices, such as, smart meter; the usability is significant to using such data to allow a user to feel comfortable [15]. If the user lacks comfort with respect to system or device performance, the ultimate goal of introducing such system will go in vain. There are many systems initially designed and developed with a specific purpose and enables a specific area standalone, gradually making it interoperable and capable to handle data aggregator [16]. The designer needs to emphasis on the user interface and integration of different functions, since these are the initial experience of the end user to install and configure the system. Though ensuring usability in smart home environments is difficult for the designer at the early stage, it is very important to address all relevant dimensions of the basic structure of the system. 
Norman [17] and the model of Abowd & Beale [18] define different aspects of usability of a system. According to them the usability of any system depends on– 
· Visibility which indicates that the system should not hide important interface components.
· Affordance refers to freedom of the user to use of the system
· Mapping offers the user to feel a comfort of the user that it is a representation with affinity of the real world
· Feedback offers the user to use the system and give their response on how the system is working
· Constraints refers that the user can be able to use it according to their requirements
Since the above factors are mostly in theoretical constructs, it determine why many of them cannot be observed directly. Tognazzini [19] published a list of basic principles for usability issues which are mostly used by the developers in modern software engineering.
· Anticipation 
· Autonomy 
· Human Interface Objects
· Color Blindness 
· Latency Reduction
· Consistency 
· Learnability
· Defaults 
· Metaphors
· Efficiency of Use 
· Protect Users work
· Easy expendable

3.10 [bookmark: _Toc481075784]Smart Home Reliability
Reliability of a smart home device depends on a variety of hidden categories. The goal of delivering a reliable end user system is to design and develop a system which is trouble free and fulfills the user requirements [6]. A reliable system encompasses wide area connectivity, higher security, authenticate data transfer, encrypted data, easy installation and maintenance etc [20]. The reliability also ensures that a typical system should be; easy way device status monitoring, remote repair, firmware updates etc. 

3.11 [bookmark: _Toc481075785]Smart Meter Security
Since the smart meters are growing too popular day by day so the manufacturer and the users are now conscious about its security. The first consciousness comes as these meters are use optical ports as well as internet communication both wired and wireless technology so unauthenticated use is a vital issue. 
The evolution to AMR and AMI system deployments it is possible to protect data and data privacy. This technology encrypted the data and thus ensures endpoint security including access control, data validation and error checking. As the devices are exposed to the outside world so there is increasing security threat day by day. The internet hacking is also growing rapidly. 
There are different agency and various survey report such as 9/11 Commission report in 2002 addressed the security issue of home devices. Furthermore, the Energy Independence and Security Act (EISA 2007) also raised the bar on cyber security of the smart meter [49]. In 2009, Congress passed the American Recovery and Reinvestment Act for Smart Grid systems. 

3.12 [bookmark: _Toc481075786]Advantage of Smart Home Technology
Smart Home Technology drives the human life towards a new level of control. The key goal of smart home is to automate the tasks and renovate the existing homes. Besides this there are other advantages over conventional homes.
· Convenience: Smart home makes the life convenient to its users by giving themselves access to different home appliances like controlling heating or cooling system, watching video or listen audio of any room, communicate with each other in the home through intercoms or a visitor at the door, controlling music and multimedia devices throughout the home [31].
· Safety: Smart home ensure safety. Suppose the devices are shut down automatically when it is not required or if the user forgets to shut down any device at any point in time, they can shut it down when he remembers from anywhere with a Wi-Fi connection. Thus, there is less of a chance for an accident to occur during the absence of the owner at home. In conclusion, the owner will not feel insecure like they would when owning traditional systems.
· Cost Effectiveness: Smart home saves money. Smart devices are quite expensive, however, as a result of the purchase energy saving will compensate costs in the long run. The use of built-in hard drive allows users to store or display data as well as previous uses at any time. The user can get an idea of his uses and conscious about future use. In conclusion, this device upgrades a person’s home to a superior level, it provides them with complete control and saves them more money than they originally spent via household energy consumption. Thus, justifying a smart device for a smart home and a smart purchase.
· Security: Smart technology equips users with enhanced security systems such as, motion sensor, camera, automated connectivity with the local police station or other security company, key card or fingerprint identification etc. [32]. These not only remove the traditional security systems but include higher standard security features on which people can trust, rely and depend on.
· Accessibility: Smart home is accessible to everyone especially the elderly and people with disability. They can use the voice command system to control the devices. Moreover, the home owner can set schedule for some automated tasks, such as, switch light on or off, cooling system, heating system, watering the lawn etc. 
· Efficiency: Smart home offers efficient system. Suppose there is no one in the room, so the light turns off automatically. Or the thermostat may be set up to hold a certain temperature before the person returns home. The modern home devices contain the digital sensor which can save energy, such as, electricity, water, gas. Thus, aiding to save natural resources.
· Customizable: The smart home devices are customizable. The user can customize it as per wishes. However, devices are module wise so that the user need not procure all the product at once. He can buy a single module or separate module and just add the module with the existing one. This will give the user a feel of not to spend much on the device.
· Notification: Smart home devices are able to generate notification to the users. Suppose the user set the thermostat to a certain temperature and the device sends a notification when it reaches 90% of that temperature. Or the washing machine notify the user that the water is filled up. The smart meter notifies the user about the uses of energy when it reaches 90% of the previous use. The notification ability makes the smart devices more selectable.
· Resale: When the owner wants to sell his home with automated technology he will be given a priority compared to traditional homes. People today are fond to automated technological homes and thus it is a worthwhile investment to use smart home technology to increase the home’s market value and attract itself superior to others [33]. It is seen that the home with automated technology have the better choice towards its buyers.
· Manageability: The smart home technology makes the life easier and it can now be easy to manage all the devices connected with smart technology within the home. All the smart devices are now connected through one interface as like a single device and so it is easier to manage them all.
· Flexibility:  Most modern devices have digital sensor. This can act smartly when set by the user. These devices are complex in nature, but their user policy remain simple at times. Due to bypass the manual interference these devices are more flexible towards its users. The usability rate of such devices are high towards all people. Furthermore, its abilities to apply settings from multiple origins, indoors or outdoors further justifies flexibility.
· Improved appliance functionality: The modern home appliance functionality is better and wiser compared to traditional ones. This is because of the digital sensor. With this additional functionality devices only run when required, otherwise it remains idle or off. For instance, the light in a room is only relevant if someone is present in the room, if there is nobody inside, the digital sensor will detect it. Thus, increasing the appliances’ durability. Besides this the smart devices have better functionality, such as a smart TV for instance; contains many apps which assist the user to view the programs more enjoyably. 
· The home becomes remotely controlled. Since the smart devices are connected with the network, it can be accessed anytime, anywhere. The only requirement is that the user needs to be connected. Since the growth of smart phone is very high and the cost of internet is very litter, so it is very easy to connect with the home and thus remotely control the home appliances. Hence, the home becomes remotely controlled.
· The biggest hidden benefits of smart home technology is that it creates peace of mind [34]. The user need not to worry about the tasks which he forgot, just need to click a button to gain reassurance. They don’t need to put on the light of the room for the children, it is done automatically by the device. Overall, it can be said that the smart home creates a peach and relief from tension of its users.


3.13 [bookmark: _Toc481075787]Disadvantage of Smart Home Technology
· Cost: Smart home devices are more costly compared to traditional ones. The user would need to spend more money to make the purchase and maintain it.
· Slight Learning Curve: Though the smart home devices are very user friendly, sometimes they are complex due to their high functionality [35]. Those who are not familiar with technology, smart devices become troublesome.
· Reliability: Smart home devices are dependent on internet connection. If there is no connection then there will be no difference to traditional ones.
· Privacy and security: Smart home devices ensures higher security. But they are mostly dependent on internet connection. Therefore, hackers may intrude the network and possibly have the access to tamper with appliances. Since smart home opens via networks, a technical threat remains.
· Configuration: A smart home device are not easy to configure. Configurations are different in many forms compared to traditional systems. Therefore, a trained individual may be required to configure it. Badly configured systems are not able to provide the respective support [36].
· Human Errors: Not all human beings are habituated with the technology in the same manner. There is chance that human error occurs when configuring or operating it. Human error may cause the machine to crash.


3.14 [bookmark: _Toc481075788]Threats in Smart Home
· Confidentiality threats are those that disclose the sensitive information towards the non-authenticated person or world. For example, confidentiality breaches in home energy meter such as the home temperature the unauthenticated person can take the control of the device without the permission of the home owner. The person can understand easily whether a house is occupied or not by the accessing the system. However there is chance to damage the system or disrupt the configuration of the system through accessing the system unauthenticated [45]
· Authentication threats are those that the information is changed without knowing the home owner. If this makes happens the smart device controller don't distinguish between the tempered and non-tempered data [46]. As a result the device can act as unusual behavior which may cause harm to the home owner. Generally this is happens when the system updates or firmware updates are not done regularly or being hacked by the third person to enroll into the system prior to secure the system.
· Access threats are considered the crucial threat in user's perspective. In any unauthorized access is done onto a system then the entire system becomes insecure. This can be done through networking faults. Other human error should be considers such as the user unconsciousness regarding maintaining the security of the devices. 








3.15 [bookmark: _Toc481075789]Vulnerabilities in Smart Home
· The modern vulnerability of any system is network accessibility. Since the home devices are connected to the internet with either broadband or Wi-Fi. So there are high chances of attacks [47]. The hacker is always trying to make entry either connected via direct access or remote access or by installing malware into the device. 
· Another vulnerability is the physical accessibility. Though the home is physically locked and secured, devices are connected via a network from outside the house.
· System low resource is another vulnerability issue. Since the smart home devices contains 8-bit microcontrollers with limited storage and hence, it is not widely capable of implementing complex security algorithms.
· System heterogeneity is vulnerability. It is because the smart devices are manufactured by different vendors, so that they are maintained via different networking standards and different software update capabilities. Sometimes it is seen that the devices have no formal or proper documentation with it.
· Fixed firmware is another issue. The manufacturers push software updates, according to most modern security vulnerabilities [47]. But using pirated software don’t have the feasibility to regularly update the patch. 
· The most vulnerability issue is the lack of dedicated security professionals who can manage the Smart Home network. Though there are lots of security professionals for large systems, hardly any are found for home security manager. On the other hand, the regular ones are not smart enough to manage home devices. Lack of technical knowledge is crucial for the home appliance.









4. [bookmark: _Toc481075790]Requirement Analysis
In the software development industry the most crucial part is to gather the requirement analysis. It consists of understanding the user demands, how users are meeting their demands nowadays and what they expect from systems to meet their demands. Requirement analysis is quite a major factor in any development, since without fulfilling the demands of the end user the development will not have any value. So the developer keeps sufficient time onto this phase. The requirement gathering can be done from a discussion with stakeholders and the end users. However, in one meeting with stakeholders it is extremely rare that a coherent understanding of user requirements will be clear. Therefore, multiple meetings are arranged in multiple occasions to gain a full understanding of what is actually desired. In this proposed Smart Meter project the writer has conducted several techniques to gather the user's expectation. Initially, it was very difficult for the writer to identify the user's actual demand, since many user expectations conclude to the same thing, though, in their own different way. Hence, all their demands are gathered beforehand, subsequently, filtering demands and finally, results; successful requirements specification. Another issue was faced by the writer when gathering the requirements, end users are not able to express clearly what they would expect or want from a Smart Meter. The writer had to spend more time on it and was later, able to identify the actual requirements of the end users. Thereafter, a document of the requirements was successfully accomplished and was then able to commence the design phase; based on those functional requirements. In conclusion, the writer gathered the requirements specification and then subdivided them into two categories – Functional and Nonfunctional requirements. 
. 




4.1 [bookmark: _Toc481075791]Requirement collection techniques
A requirement is known as the end user expectation from a system. In other words, it can be said a software functionality is the requirements of the user. Any system is designed and developed based on the user requirements. These requirements are collected and selected based on several techniques. Among them, the most popular may include interview, questionnaire, survey and observation. 
The most used requirements collection technique is questionnaire. It is less time consuming and is affordable. Hence, it is also known as the most favorable technique for requirements collection. It helps to get an idea of what the user wants from a system. So when designing and developing a questionnaire for a particular system, the writer should have a clear understanding of the system and must be familiar with the human psychology. In the questionnaire, they may have multiple choice questions, or some elaborative questions; where the end user can give his own view about the requirements. Thus, getting the response from user and combining and filtering them to produce a good solution.
Another low costing requirements collection technique is conducting an interview session with the user. Though, it is less costly, it is time consuming. However, it helps to get a clear picture of the user's viewpoint of a particular system. Here the user can express his own view of any particular demands. The writer has to be patient to gather data through this technique. Sometimes unwanted situations may arise, and is vital to handle such complexity issue cautiously.
In this proposed project the writer took into consideration the requirement analysis technique; a questionnaire and an observation. Therefore, a sample set of questionnaire is prepared and distributed to the end users and data collection was gather from their response. Another benefit to questionnaires are that it reduces the chances of having bias interviewers. A sample questionnaire is presented in appendix D. The writer took another technique into account known as observation. It means that the writer took several similar systems and got an idea what such systems support and provide. Here the requirement is the analytical capability of the writer, which is no question of the writer's capability. Combining these two techniques the overall requirements was formed from the Smart Meter system.


4.2 [bookmark: _Toc481075792]Identification of user
Another vital issue is to identification of the user of the system. This is necessary because based on the user group the design also varies. Suppose a system may be quite user friendly for elderly person but not very friendly for the children. So identifying the target user group is another vital issue for the existence of the system. The writer makes two different user groups for the proposed system based on the requirement analysis phase. The target user groups are described below.
The first step of the design phases it to identify the user groups of the system. Identification of the user group refers to identify those people who are access the proposed new system. As per several discussions with the stakeholders it was identified that there are three types of users groups who will access the proposed system. The following are the target user groups.
· Administrative user: These types of users will maintain the system for smooth functioning. They should be capable to configure the system i.e. configure the internet and LAN connectivity of the smart device with the smart home devices. They also are able to view the regular data the uses data and the dashboard report from the Smart Meter. Also they configure the system to which it will notify when any incident is occurred or based on parameter value. The parameter can be set in the Smart Home Devices. The administrator will also create the user who can view and access the system and get the taste of smart life from it. 
· Regular user: The regular users of Smart Meter are the people of the home other than the administrator. They can get the benefit of the system through accessing it. The user can get the current month or a limited period as set by the administrator energy status from the system. Thus they can get an idea how much energy are spending on a particular period. Besides this they can also control the spending of energy time to time. Thus they will be able to proper uses of energy.





4.3 [bookmark: _Toc481075793]Functional requirements
In the requirement analysis phase there are gathered all the requirements that comes from the end user. But not all of those requirements have the same importance. Based on the importance of the requirements they can be classified as functional requirements and non-functional requirements. The functional requirements are those that are mandatory for the system and without incorporating these requirements the system would not be complete. These requirements are termed as standard requirements of the system. From the requirements that were gathered previously the followings are the functional requirements for this proposed Smart Meter system.
· Retrieve energy spending: The main functionality of the Smart Meter system is that it can be retrieve the energy spending from the device or it can calculate the spending energy. In order to calculate it the smart meter have the potentiality to retrieve the energy consumption such as gas, electricity etc.
· Update the spending: The Smart Meter retrieves the spending energy all the time. So it needs to be updated its record every time when it is accessed. If it is not then the user cannot get the clear view of his energy expenditure.
· Connectivity with the devices: The Smart Meter is a separate entity. It is not part of the smart home devices. So the Smart Meter needs to be connected with the smart home devices. The connectivity can e done in a variety of ways such as GPRS, DSL or PLC. The Smart Meter has the capability to be connected with the smart home devices with the prescribed connectivity techniques. Now the availability of the internet it makes easy to be connected with any network in easy way.
· Capability of notification: The Smart Meter should be intelligent enough that it can initiate notification based on the uses of the energy or set by the parameter by the administrator. This will help the administrator to be conscious about the uses of energy.
· Dashboard report on spending: The expending of energy that retrieved by the Smart Meter should be kept in its memory. So when the user wants to view a comparative expenditure it should be capable to show this in dashboard. It is important due to without dashboard it is not possible to get an overall picture of the expenditure of energy.


· Energy spending controlling capability: The Smart Meter system should has the capability to control the smart home devices based on parameter or ad hoc basis. Suppose the user forgot to switched off the light of the room and remember when he is in the office. In such scenario the user can access the home devices and switched off the light. Another example is that the light of the stair will automatically trigger when in the evening through the use of Smart Meter. 
· Support tariff system: The Smart Meter can able to calculate the tariff based on set value with the total expenditure of the energy. Thus the user of it can get his total tariff and be conscious of his future expenditure.
· Lowest provision period: The Smart Meter can retrieve and show the actual spending of the energy. Since there are different system and these needs to process some time so keep the provision period as less as possible. 
· Administrative access: There will be separate admin access of this system. It is because the admin user has the access to set connectivity with the smart home devices. The admin has the access to use the connectivity technique and connected with the system. He should take care of it since if this is not secured then any unwanted person can access it with bad intention. 
· Create user to view data: The administrator can create the user to view of the expenditure of energy data. The users are not only view the data but also they can access it to operate the smart home devices any time anywhere.
· Security: This system should be secured enough that the unwanted people cannot access it without getting approval from the admin. To do so there should have login credentials which can restrict the unauthorized user to access it. 






4.4 [bookmark: _Toc481075794]Non-Functional Requirements
There are some requirements were identified that are not straight forward related with the system but the presence of these will enrich the system. It makes the user more confidence to use the system. The non-functional feature helps to run the system smoothly. The existence of these features enhances the satisfaction of the user. Non-functional requirements are numerous depending of the types of system. Some of the related requirements are given below. 
· Reliable: The first non-functional requirement of a system is its reliability i.e. how reliable the system is to use. The proposed system will be connected with the smart home devices so if there is any threat on using it then it would not be reliable to use. The hacker can access it and there may chance to cause any unwanted situation. 
· Usability: One of the biggest non-functional requirement is the usability of the system. Usability refers the system is easy to learn and use. It means the system would be design and developed in such a way that anybody can use it without prior deep knowledge on it. Here the design would be kept as simple as possible keeping in mind that its user are not all same group. If a system is designed for a particular segment of user then it won't be acceptable and popular to all. 
· Error Free: When a system is designed and developed it should be properly tested and it should passed the quality assurance team. The quality assurance (QA) team tested a particular software under different test case. The goal of this is to make the system to be error free or easy error detectable and recoverable. 
· Extensibility: The world is moving faster and faster. Each day brings new technology, new requirement, new idea and overall new opportunity to the stakeholders. So it cannot be said that all the requirements are entitled into a system in one time. There may come the scenario that a new requirement is comes in picture or there is required to change or update any particular modules of the system. So the system should be capable to adapt new enhancements without any hiccup. There are many ways to update the system either centrally or de-centrally. Either way has merits and demerits and it is up to the business decision to which way the system is extensible.


 
· Consistency: A system should be consistent on all over its screens or modules. If single screen or page has its own text fonts, size, color schemes, navigation style, content management then it would be hard for the user to use it. The user always prefer simple to use of a system. So designing a system has another requirement is its consistency. 
· Performance: The performance of the system is a key indication for the popularity of the system. The performance of the system refers its loading time, screen refresh time, data populate time etc. The proposed Smart Meter system is very light and it uses object method of backend processing. Thus it takes less time to processed data and provide a real time view of the energy expense data.
In the proposed system all the requirement will be used to create UML use case diagrams. Some of the use case descriptions are given in the appendix B. The use case descriptions represent the formal documentation of the requirements. 












5. [bookmark: _Toc481075795]Development Methodology
When a system is going to developed there are some common tasks or step by step processes through which the overall task is completed and finally a system is developed. In the software industry the total procedure of tasks is referred to as Software Development Life Cycle (SDLC). This cycle refers to some common characteristics on which the software project manager or in case of less complicated software the developer concentrates. These characteristics are related to each other. Thus there are some tasks who becomes the prerequisites of another tasks and must be completed prior to that task. The overall task distribution with specific time period is called methodology. The software developer should follow the methodology as per his requirement. There are several methodologies practicing in the software industry. It is the developer choice which one methodology is best suited onto his software development and on which methodology he is comfortable. It is a common scenario that lots of project fail in every year due to not implementing the methodology or implement an inappropriate one. From the best suited methodology for the proposed development; the developer gets directions and guideline to develop software in each phases. So the importance of choosing an appropriate methodology for any software development is very high. As per Cadel and Yeates, "Due to the high failure rate of IT projects, the need for a 'greater degree of formality' in IT projects have become more apparent [19]". The importance of methodology is given below.
· Structured approach: A methodology is a structured approach of doing the tasks in a right way. It ensures that all the tasks are completing rightly and guarantee that no tasks are forgotten even it is very simple and short one. 
· Lifecycle: The methodology provides the lifecycle of the total development from requirement analysis to project live by splitting the whole tasks into modular wise. So the team member can easily identify the required tasks in each phase and may involve the right person in right phase. Thus the project manager can easily be able to complete the whole project phase by phase. 
· Time and cost measurement: A budget has been approved prior to any project. Completing the project within the timeframe guarantee that no extra time and cost required onto the project. A methodology ensures this. If the developer maintain the methodology in a strict manner then it ensure that the project will be completed within the budgeted time and measured cost.  
· Checklists: In a methodology there is checklist to follow. So it ensures the project people not to forget any important task rather it ensures that all the tasks are done within its scheduled time. But prior to do this the project manager needs to properly analyze the requirement early of the project.
· Miscommunication: In a big project there are complex of tasks and different team’s involvement. There is required to synchronization of tasks between teams. Sometimes there may arise miscommunication due to asynchronous of tasks. Also conflict may arise due to not complete individual team task. A methodology decreases this type of miscommunication. Since here all the tasks are pre-defined and are done phase by phase so there is less chance of miscommunication. 


5.1 [bookmark: _Toc481075796]Criteria for choosing a methodology
There are various methodology exists in the software industry. It is the project manager who chooses the methodology which one is best suited for his project. To identify such methodology a number of criteria is taken into consideration. Based on these criteria an appropriate methodology can be chosen. The writer has taken the following criteria for identified the best suited methodology for this proposed project.
· The methodology should be flexible enough to adapt the new requirement in each phase especially in the design and development phases. In each phase there are different terms used which should not confused the developer. There should have enough time and easily differentiate each phases between themselves. 
· There may happen many unwanted situation during the software project development cycle. Sometimes these takes time to overcome and sometimes they can easily overcome within a shortest period of time. But when there is time required to overcome such unwanted situation the developer should not be confused. The methodology should be flexible enough and it should allow incomplete version of the prototype to be made on the next phase of the development. 
· A good methodology allows the developer to complete the project within the stipulated period of time. It ensures that nothing can be forgotten and everything is running smoothly and the proper manpower is working in each phase of time. So it allows the developer to work on a standard procedure and also binds the developers to develop the project within the time limit.

5.2 [bookmark: _Toc481075797]Waterfall model
The waterfall model is a classical approach of software development life cycle and is considered the oldest methodology. It is a simple model which is easy to understand, use and manage. This methodology specifies the systematic and sequential tasks to complete the project. This methodology states that the requirements are clear and fixed prior to development, the product definition is stable and the technology is clearly defined and before heading towards the development. The steps of this methodology is linear and sequential and each phase is completed prior of moving to the next phase. Here there is no possibility of turning back on to the previous phase. If the project is clearly defined and the resources and time line is fixed and there is no chance of future amendments related with the project, then waterfall methodology is best option to choose. But when there is high risk of uncertainty and no proper concept of the total process, insufficient resource and project length is too long; waterfall methodology will not perfect there development. Since in this proposed project there is change to amendment of the requirement, this methodology will not be appropriate for this project.
.

5.3 [bookmark: _Toc481075798]Spiral model
The Spiral Model proposed by Boehm states; "couples the iterative nature of prototyping with the controlled and systematic aspects of the linear sequential model". Here a single process is completed by several repetition. In each iteration, a risk assessment is carried out and based on risk there will be additions or exclusions of any feature related with the risk. Thus, it can be said that in each single cycle, it resembles the waterfall methodology. Since in this methodology there is possibility of large number of repetition on a single process, it creates a delay which finally delays the whole development process. This is best suited for large scale project. Since here the proposed project is not a large one and there is time limitation, this methodology will not be suited for this project.



5.4 [bookmark: _Toc481075799]Rapid Application Development (RAD)
As per the definition of J Satzinger et al, 2004 about the RAD methodology that is a collection of the development approaches, techniques, tools and the technology each of which has been proven to reduce development schedules under some conditions. This methodology propose that splitting the total projects into smaller modules and works into four stages. In the first stage, collect the requirements of the stakeholders, second stage is prototyping, third stage is design and development of the system and finally, the fourth stage is the implementation of the project. The main concern in this methodology is speed. It does not handled risk. Here each modules is developed by several iterative cycles. This methodology is useful when there is short time to develop the project, good understanding of user requirements and user wanting to view the result rapidly. However, due to this methodology working iteratively into each process, there may be chance to remain stuck or fall into a loop on a certain process. Thus it may create delay to complete that process which finally fails to complete the project within the scheduled timeline. Due to this methodology concluding to potentially leading towards a casual risk, since the performance issue is critical in this project; this methodology will not be suited for this project.

5.5 [bookmark: _Toc481075800]Rational Unified Process (RUP)
This methodology is used recursively in Software Engineering Process because of its disciplined approach to perform tasks and responsibilities. This methodology ensures that the software will meet the needs of its end-users, within a predictable schedule and budget. This model guides the developer to effectively use the Unified Modeling Language (UML). It is an object-oriented methodology and is considered an upgraded version of the Rapid Application Development. This methodology is best suited for large project where there are different teams for different tasks. This methodology helps the team member to share their knowledge base. They all use a common language, UML, where every team member can share their views concurrently. The process is completed through several iterative cycles and completes one process at a time. 


5.6 [bookmark: _Toc481075801]Agile Scrum methodology
This methodology is very common in project management. Agile is the practice of the project and Scrum is the process to follow within the project. The Agile methodology employs incremental and iterative process in each phase of the project. The main concern of this methodology is the development of each phase in an iterative way. This iterative process is continuing until it is finalized. Thus, there are different types of people, such as, members of different teams, stakeholders and users all encompasses each iteration. Finally, a finished product is the outcome from these iteration steps. In this methodology scrum is a subset which defines process framework of the project. It can be differentiated from the agile methodology by subdividing it into three categories; Roles, Artifacts, and Time Boxes. Since the proposed project is very much related with the end user and is definitely required for the smart home devices; a collaboration between these is best suited under this methodology. The writer chooses this methodology for this proposed project.

5.7 [bookmark: _Toc481075802]Justification of the choice
[bookmark: _Hlk481073379]For the iterative process in nature, finally, a disciplined framework of agile scrum methodology is chosen for this project. The writer gets the benefits of this methodology as described below.
· Risks can be mitigated earlier
· Changes are more manageable
· Reuse capability is higher
· Team member of the project can learn along the way
· Overall the quality is better than other methodologies
· Step-by-step development process will meet the entire project specifications
· The developer meets the total project within the timeframe 
· Its rich of documentation, identifies user requirements, tools and techniques
· Increases the quality of the deliverables
· It provides better estimates 
· Here the development time is less time consuming
· More control of the project schedule


5 [bookmark: _Toc481075803]Design and Implementation

5.1 [bookmark: _Toc481075804]Challenges of Smart Meter
· Opposition and concerns: There are various existing companies which will be demolished upon establishing the smart meter system. Among them, the manufacturer of “switch” raises the voice that this system would not be viable to the end user and they cannot be habituated with it. It is true that the people are habituated on manual switching over a couple of decade. So transferring them to automation is quite a big task.
· Cost: The price of the smart meter system is high compare to the traditional system. People are not very interested to spend money on buying this device, rater they feel that continuing with the traditional system is more appropriate. However, there are people like elders who don’t like automation system. They are not even comfortable with the computer so getting used to a smart device would be tedious.
· Health and safety: The health concerns arise that the smart meter would create radiation which is a silent killer of human beings. “Members of the California State Assembly asked the California Council on Science and Technology (CCST) to study the issue of potential health impacts from smart meters. The CCST report in April 2011 found no health impacts, based on both, lack of scientific evidence of harmful effects from radio frequency (RF) waves and that the RF exposure of people in their homes to smart meters is likely to be minuscule compared to RF exposure to cell phones and microwave ovens. [50]”
· Privacy concerns: Smart meters send and stores information about how much energy is being used. The user can analyze the energy consumption in every month or a particular time. It helps them to create the budget and be more conscious for future consumption. However, they can reconcile the extra consumption if needed. Since these data are absolutely private, unauthenticated access of this date would create harm for users. 
· Complicated installation: Though the smart meter is very much usable and easy to install and configure in theory, practically, it is not. Users are not all so technical or knowledgeable, so responses from different users are distinct. Making a device for low-level users also becomes a challenge for the manufacturer and the developer regarding such metering system
5.2 [bookmark: _Toc481075805]Technological Architecture of Smart Home
· Middleware Architectures: The modern devices are designed and developed based on three tier architecture. The first one is the client end or user end where the users are accessing the devices. It is known as front end. The second layer is the middleware. Middleware is a software layer which acts as a bridge between the front end layer and database layer [38]. The task of middleware is to act as an interface, which receives request from users and converts the request to the respective hardware level commands. It does the opposite during response back; from the hardware to the user. The third tier is the database where the data is stored. The goal is to use the middleware to ensure the security. Generally, it uses SSL or TLS protocol to maintain the security of the middleware.
· Cloud Architectures: Due to, the interoperability problem of different smart home devices, now, cloud based architecture have been introduced. It is also known as Cloud of Things. Here are three decoupled stages used; i.e. network, protocol and business logic stage. Each of the stage’s logic work includes an incoming event queue, a thread pool and an event handler. The cloud is capable to collect, store, monitor and process data from smart devices. It is also capable to handle actions based on user-defined policies of the homeowner. It uses the IETF’s CoAP protocol [39]. Cloud architecture also uses symmetric key encryption between end-to-end communications and that’s why it becomes so popular in present days.
· Gateway Architectures: Gateway architecture is a technology of smart devices where different devices can coordinate between each other. In this technology the devices are working on the same LAN and thus improve interconnection and interoperability between them. The architecture is similar to cloud architecture. The gateway ensures more faster process since it has high computation power and rich memory. Moreover, the gateway uses centralized authentication which ensure unauthorized access on restricted data. There are three layer that exist in a gateway architecture, these are sensor layer, network layer and service layer [40]. The most beneficiary of this architecture is that it facilitates the auto configuration facility of the various devices.


5.3 [bookmark: _Toc481075806]Implement the Login Page
The system make in such a way that only authorized user can access it. For this purpose there is need to approve individual credentials to access it. The following figure shows the login page.
[image: ]

The code and other screen are discussed in the appendix.










5.4 [bookmark: _Toc481075807]Testing
The developer develops a system as per requirement of the system, as well as, the design which has been approved. During the development phase the developers goal is to accumulate the target requirement into the system. He also tests the system after being developed so that parts/modules of the system is fixed to support the particular task. If he found any problem he immediately fixes that and tests it again. This is a continuous task throughout the development phase. Thus, it ensures that the software is error free. However, there are times where the system is not fully bug free. If this error correlates to the user end, it will create confusion among the users and they will have doubts regarding the use of the software. They won’t feel confident with the standards of the software. As a result, the ultimate goal of developing the software will go in vain. Because of this, to keep up the end user confidence about the developed software, the software must be tested after finishing the development part. This is done by another team which sometimes calls tester. The goal of testing a software is not only to confirm that the software is error free, but also to confirm that all the requirements, especially the functional requirements are fully verified and validated.
Testing is done under separate possible scenarios, of which may not be possible for the developer to create such given scenarios. He can only confirm that the input and output is correct. But the tester does this that the software acts as appropriately in all given scenarios. Thus, testing ensures that the system is properly functional; i.e. validated. Testing has no hard and fast timeframe to perform. It can be done in every phase of software development process. However, generally a full round testing is done after completing the development phase. During testing if there is found any bug or error it then transfers to the respected team and get fixed. Though, testing is a continuous process, there are some rules and techniques to follow when testing. 
There are varieties of testing types, methods and techniques for software testing. Among them the black box testing and white box testing is most popular. The following are some of the most used testing methods in the software industry.


5.4.1 [bookmark: _Toc481075808]Black box testing
Black box testing is done as per the requirements of the system specification rather than its inner architecture. Here the tester tests the system by inputting all possible ways that the system can support as per specification and checks the expected result with the actual result. If result varies with each other, then the respected team informs the project manager about the issue. The project manager is not concerned about the architecture of the system, rather he makes a checklist based on the requirements specified in the earlier phase and does testing according to the checklist. Once the entire checklist is completed it passed the black box testing. Black-box testing is a simple and efficient way of performing software testing. In this proposed project the testing is done based on the black-box testing. A set of test cases for each of the system’s requirements is developed first and then various inputs are used to test the functionality and the outputs are compared against the expected outcomes. Sample test cases are described in the Appendix B.
5.4.2 [bookmark: _Toc481075809]White box testing
White box testing is the opposite of black box testing. Unlike the black box testing, here the tester does not only execute the testing on input and output, rather they test the processes of the software that occurred during the operation of the system. The end user does not need to know this. It is the designer and the developer knowledge based on how the system operates data and how data is processed to output. This types of testing is more time consuming, since here each line of code must be executed at least once so that it can verify that the code is functioning properly. Several conditions are applied prior to the test and it is checked that the test passes each condition. There are two individual benefits of white box testing. Firstly, confirm that the function connecting the database with add, delete and update works properly. Secondly confirm that the system behaves appropriately with no stress. Thus, the system performance is also tested. 




5.4.3 [bookmark: _Toc481075810]Unit testing
Unit testing is the testing of the system in unit wise. This is generally conducted by the developer in the development phase. The goal is to find out the error in the function which runs behind the user interface. Here the error of logic is of main concern and therefore, attempts to execute each line of code. This is done in every aspect of the source code, such as the connectivity of the database, the insertion, deletion or update of the code, the input validation and many more. Unit testing is also done in respect to front end, also where the data is pulled from the database and shown to the user through the interface. This is done in the development phase so that early modification is adaptable by the developer and concluding to less time. After this type of testing is completed the source code then merged with the other module of the same system. In this way each and every module is tested as unit testing, producing an error free system. In this proposed system, unit testing is also done. Such as, the connectivity with the smart home devices, loading the energy expenditure and making necessary calculation, as well as, inserting into the database. Following, the data is retrieved from the database and shown in the dashboard correctly. All these are done in the unit testing phase.

5.4.4 [bookmark: _Toc481075811]Integration testing
In the software industry when software is designed and developed it is done through smaller units. It means after proper requirement analysis has been completed then the developer or the project manager decide to split the total works into unit basis. And the developer develops each unit individually. After fully completing the software, all the units are combined and finally produced as a single solution. So after the integration of all the units, it needs to check that all the functions are working properly or as per functional logic. This type of testing includes the navigation from one screen to another, consistency between the button placement, text color, font, size, the CSS style, the menu style, the screen layout etc. In this proposed project the integration testing is done in order to check the LAN connectivity, the dashboard structure and build process, the expenditure of energy calculation, the notification process all are done in the integration testing phase.

5.4.5 [bookmark: _Toc481075812]User acceptance testing
The last and the final testing is the user acceptance testing. This is done at the end of the implementation. In this phase a demo version of the entire software is distributed among the number of selected users. The users are like the end user and they have been given a short training about the system’s functionality. In this training the users are given instructions about how to use the system and some short idea about the data. In this case, the users are given the freedom to input the data however they please so the data input validation is also checked. An open discussion was held with the end user after using the system so that the user's response against the usability issues is also checked in this phase. In this proposed software testing the user response was very good. According to user response they feel happy with the system front end, the dashboard was very attractive of the system, and the notification feature was very helpful to them. Besides these there are some suggestions about the system and some small updates were done accordingly. 

5.4.6 [bookmark: _Toc481075813]Performance testing
This testing is another crucial testing for software. It is because the general user does not need to know about the back-end process. They are only aware that their input is correctly taken by the system and the output is correct. The software loading and updating time is also crucial. Suppose software is very rich in feature but it processed the data extremely slow, as a result, it would not gain user popularity. The user does not want to wait for the data processing, rather, they would like to process the data upon click of the button. Also the database connectivity is very important for the performance of the software. If the data insertion, update or deletion took a long time to process then may also drive users away. The proposed software is passed on the performance testing. Since, its loading time and data processing time are very fast and quite acceptable. There is some time required to process the dashboard, but it is also in the acceptable range.


6 [bookmark: _Toc481075814]Evaluation
6.1 [bookmark: _Toc481075815]Evaluation of functional requirements
	S/L
	Requirements
	Description

	1
	Retrieve energy spending
	The system can be retrieve the energy spending from the device or it can calculate the spending energy

	2
	Update the spending
	The system updates its record every time when the user has input the data. The update are stored in separate row in the database and don’t affect the existing data

	3
	Connectivity with the devices
	The system easily connected with the smart home devices. The connectivity can be done in a variety of ways such as GPRS, DSL or PLC. 

	4
	Capability of notification
	The system is intelligent enough that it can initiate notification based on the uses of the energy or set by the parameter by the administrator.

	5
	Dashboard report on spending
	The expending of energy that retrieved by the system stored its memory. Thus it can easily able to show this in dashboard.

	6
	Energy spending controlling capability
	The system has the capability to control the smart home devices based on parameter or ad hoc basis

	7
	Administrative access
	The administrator can access the system with administrative role successfully.

	8
	Security
	This system is secured enough that the unwanted people cannot access it without getting approval from the admin.







6.2 [bookmark: _Toc481075816]Evaluation of non-functional requirements
The non-functional requirements were not discussed and identified in the requirement analysis time since the end users are not well aware of it. It is the developer who makes such requirements gathering and tries to incorporate within the system. These non-functional requirements were implemented into the system and thus these requirements were achieved.
· The user will input the monthly energy spent data. The system will need to validate that data so that no garbage value can be stored in the database. The user will prompt for entry the erroneous data. This is because if there is erroneous data the resulting visual representation will show wrong pattern.
· The system is design and develops in such a way that it could handle if there are causes any unwanted incident arise. Also there system will prompt for the exact information of the incident so that the administrator can easily find out the root cause easily without go to the detail of the code.
· This system is design in such a way that it could support the extension of its features. So if any new changes come in future or the stakeholder wishes to incorporate new ideas or mechanisms this could easily be implemented with the current system. 
· The system is found very user friendly. This was revealed in the usability testing in the design phase. There is no need to take a long training to access this system. Any user who has a little knowledge about the internet can access this system. 
· The performance issue of this system is quite impressive. The system stores the monthly expense data and will represent as per user request. The dashboard is developed in runtime and there is no extra calculation required for this. 
· The system is developed on the web interface. It is because the web client is easy to operate and because of this system will run on internet and LAN connectivity so there is no other way to handle it as efficient as done through web. Besides this the people are now very much familiar with web client. This was also another vital reason to develop this software on mobile web technology. Those who access mobile internet they can easily access this system.

6.3 [bookmark: _Toc481075817]Future of Smart Home
Auto-Configuration Support: Now people are using several types of smart home devices in their home. Each of these have their own configuration. Thus, it is found that the home owner becomes burdened for managing all of these devices on their home network. Moreover, there is a necessity for different technical support on each device. Therefore, for the successful implementation and running of such devices, cloud based web service will come up where the device’s individual functionality, networking protocols, encryption techniques, required firmware update schedule etc. will be stored. The user will only need to input his device ID and the system will show his required information. Thus, the home owner doesn’t need to remember individual device information and update schedule. Nonetheless, auto-configuration approach and enhanced security are going to be studied to simplify Smart Home device installation and maintenance in future.
Update of Device Software and Firmware: Since there are small number of manufacturers and huge number of devices and variants of operating systems, currently the technology is to push regular updates onto the devices, as and when, security vulnerabilities are identified and patched. These devices are also requiring firmware. Firmware is software stored into the memory of the devices. It directly communicates with the hardware and performs from the initialization of the devices to interfacing with its users. So, to keep the device running it needs to keep the firmware maintained. This resolves the security vulnerabilities, fixes the bugs, as well as, improves functionality. There are several threats against update and firmware, such as malware injection, virus etc. To minimize the threats, they include digital certificate technology, which ensures the updates are valid and issued by its respective vender. Therefore, in future, the vendor will encrypt and digitally sign the updates while pushing it towards the devices.


.


[bookmark: _Hlk481069241]


7 [bookmark: _Toc481075818]Personal Reflections
This proposed project is the first real life project for me. I thank  everyone for giving me the opportunity to develop such project. It was a nice experience for me. I can use my learning throughout the academic study in the university here. This project gives me an understanding that the academic knowledge is required for independent learning level and mentality to understand that there is gap on practical field. This project helps me to recover the gap. I was successfully completed the academic class tests, assignments and other course curriculum and this makes me confident to complete this project in due time and in due manner. The project has taught me how to use the technical and non- technical issues side by side and in effectively. Now I can proudly say that this was apparently a smart experience for me.
Initially it was a big challenge to me for acquire this project. I was not confident enough to make it successful. But I am grateful to my supervisor and other classmates for giving me the confidence and support for completing this project. I was nervous seeing the vastness of this project.  But as per suggestion of my superior I made the total project into smaller tasks and then it comes to me to viably complete. It was also a relief to me to complete each tasks rather than doing the whole task along. Since the class assignment are all done in a single shot so how to make a task into modular wise was not familiar to me. I learnt from this project how to make a large task into smaller chunks and then complete one by one. This also gave me understanding on how to prioritize and set all the tasks, as well as, how to set predecessor of each tasks. Overall it was a nice experience for me.
Time management was the most vital issue in this project. Since I was not familiar with the modular wise task assignments, I was not able to complete my tasks within a set timeline. This is a learning curve that I will consider on my next works. The tasks at the latter part of this project needed to be completes in a rush. It was giving me several complications. Though, I did not fully complete the project in due time, I learnt a lot from it; how to set an efficient timeline, as well as, manage the time.


During the requirement analysis phase I needed to consult with the end users and make observation among them. From this I learnt that the user management is quite a big thing in any project. Understanding the user requirements is quite important in any project. Without understanding what the user needs, the system cannot fulfill their demands and ultimately would fail to support them. I had to spend quite a long time on this phase. Sometimes it was seen that the user was not able to express their demands. In such scenario, I needed to help them express their demand. I have a great experience on it and now I can say I will be confident enough to manage a requirement analysis phase successfully in my next course in life.
Finally, I need to say that I enjoyed this project very much. It helped me to acquire the skills of managing a project successfully which helps me to do better in future working life.


















8 [bookmark: _Toc481075819]Conclusion
On a conclusion note, it can be said that there is a need for smart meter and efficient usage of energy, such as, electricity, gas and water. The project clearly demonstrates a promising future for smart meter systems. Smart meter is facilitated by bidirectional communication and effective home automation. This report shows clear evidence of the benefits sustained by smart home technology, whereas, smart meter features and its technology is described accordingly. The security issues and challenges of smart meter are also analyzed. Even though there are some vulnerabilities existing in such systems, they are easily curable. Smart phone plays a significant role in the pervasive nature of smart meters. The role of mobile technology was depicted; showing and listing how such technology could aid the pervasiveness of smart meters. The usability issues in designing and developing the interface, in accordance to Norman, can become part of the popularity with regards to smart meter systems. Finally, it can be said that using smart meters, home owners can be benefitted in a wider scale and minimized expenditure.
.
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[bookmark: _Toc481075821]Appendix A: Screen Shot
Login Screen
When the user log into the system a screen will appear where the user needs to put his valid login user id and password. After validate the user credentials the system allows him to enter into the system. The login screen is given below.
[image: C:\Users\ADMINI~1\AppData\Local\Temp\Rar$DIa0.700\Capture.PNG]
Add Electricity Reading
The following figure shows the screen for add electricity reading. The user can entry the year-month wise electricity spent onto the system.
[image: ]


Add Gas Reading
The following figure shows the screen for add gas reading. The user cans entry the year-month wise gas spent onto the system.
[image: ]











Add Water Reading
The following figure shows the screen for add water reading. The user cans entry the year-month wise water spent onto the system.
[image: ]
Add Meter Reading
The following figure shows the screen for add meter reading. The user cans entry the year-month wise meter spent onto the system.
[image: H:\Final Data Visualization Report\Smart\SmartHomeScreenShoot\AddMeterReading.PNG]





Energy Spent Category (Electricity)
The user can view the overall energy month wise. From here the user can easily identify the percentage of electricity among the total energy spent.
[image: H:\Final Data Visualization Report\Smart\SmartHomeScreenShoot\SpentForElectricity.PNG]










Energy Spent Category (Gas)
The user can view the overall energy month wise. From here the user can easily identify the percentage of gas among the total energy spent.
[image: H:\Final Data Visualization Report\Smart\SmartHomeScreenShoot\SpentForGas.PNG]

Energy Spent Category (Water)
The user can view the overall energy month wise. From here the user can easily identify the percentage of water among the total energy spent.
[image: H:\Final Data Visualization Report\Smart\SmartHomeScreenShoot\SpentForWater.PNG]
Energy Spent Per Month
The user can view the month wise energy spent for a particular type of energy or the overall energy. The following graph shows the energy spent graph.
[image: H:\Final Data Visualization Report\Smart\SmartHomeScreenShoot\EnerygySpentPerMonth.PNG]

Yearly Spent
[image: H:\Final Data Visualization Report\Smart\SmartHomeScreenShoot\YearlyGasAndElectricitySpent.PNG]
Yearly spent can also be represent through another visual mode. 
[image: H:\Final Data Visualization Report\Smart\SmartHomeScreenShoot\YearlyUtilitySpent.PNG]











[bookmark: _Toc481075822]Appendix B: Empathy Map
The empathy map shows the customer segmentation for this proposed project. The following figure shows the segmentation of customer for this current project.
[image: C:\Users\ADMINI~1\AppData\Local\Temp\Rar$DIa0.725\empathy map.PNG]











[bookmark: _Toc481075823]Smart Home Application User Respond Form (SUS)


Name of respondent:
Address: 
Age: 											Sex: M /F

SL       Question                                                                Strongly disagree                               Strongly Agree
	1
	Would you like to use smart home apps frequently?
	1
	2
	3
	4
	5

	2
	Did you found apps very complex?
	1
	2
	3
	4
	5

	3
	How easy you feel to use this apps?
	1
	2
	3
	4
	5

	4
	Do you have everything you were expecting form smart home apps?
	1
	2
	3
	4
	5

	5
	How quickly you learn to use this apps?
	1
	2
	3
	4
	5

	6
	How confidence you to use this apps?
	1
	2
	3
	4
	5

	7
	I found its cumbersome to use?
	1
	2
	3
	4
	5

	8
	Is it colour and image is comfortable for eyes?
	1
	2
	3
	4
	5














[bookmark: _Toc481075824]Smart Home Application User Respond Form (SUS)


Name of respondent:
Address: 
Age: 											Sex: M /F

SL       Question                                                                Strongly disagree                               Strongly Agree
	1
	Would you like to use smart home apps frequently?
	1
	2
	3
	4
	5

	2
	Did you found apps very complex?
	1
	2
	3
	4
	5

	3
	How easy you feel to use this apps?
	1
	2
	3
	4
	5

	4
	Do you have everything you were expecting form smart home apps?
	1
	2
	3
	4
	5

	5
	How quickly you learn to use this apps?
	1
	2
	3
	4
	5

	6
	How confidence you to use this apps?
	1
	2
	3
	4
	5

	7
	I found its cumbersome to use?
	1
	2
	3
	4
	5

	8
	Is it colour and image is comfortable for eyes?
	1
	2
	3
	4
	5













[bookmark: _Toc481075825]Smart Home Application User Respond Form (SUS)


Name of respondent:
Address: 
Age: 											Sex: M /F

SL       Question                                                                Strongly disagree                               Strongly Agree
	1
	Would you like to use smart home apps frequently?
	1
	2
	3
	4
	5

	2
	Did you found apps very complex?
	1
	2
	3
	4
	5

	3
	How easy you feel to use this apps?
	1
	2
	3
	4
	5

	4
	Do you have everything you were expecting form smart home apps?
	1
	2
	3
	4
	5

	5
	How quickly you learn to use this apps?
	1
	2
	3
	4
	5

	6
	How confidence you to use this apps?
	1
	2
	3
	4
	5

	7
	I found its cumbersome to use?
	1
	2
	3
	4
	5

	8
	Is it colour and image is comfortable for eyes?
	1
	2
	3
	4
	5
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Post-test Survey to collect data for the proposed system:
1. What are your overall impressions of the Smart Meter Application?
2. If you had to give the application a grade, from 1 to 10, where 1 was exemplary and 10 was failing, what grade would you give it, and why?
3. Name three words or characteristics that describe each meter?
4. What are the three things you like best about this meter?
5. What are the three things you like least about the meter?
6. If you could make one significant change to this smart meter apps, what change would you will make?
7. Would you return to this application on your own in the future? Why/why not?
8. Are there smart meter features you would like to see added to the application? Which ones?
9. Would you recommend this application to a colleague? To a friend?
10. Do you have any other questions or comments about the application or your experiences with it?
Post-test Survey after implement the application:
1. Is the homepage of this application being attractive?
2. Is the overall application being attractive for you?
3. Are you happy with the graphics of this application?
4. Do you think there is a good balance between graphics and text in this smart meter application?
5. Does the homepage's make you scene what is this application about?
6. Do you find the information easy read?
7. Is the graphics giving your idea what is about and what is representing?
8. Do you think this application has a clear purpose?



[bookmark: _Toc481075827]Smart Home Application User Respond Form (SUS)


Name of respondent:
Address: 
Age: 											Sex: M /F
    
SL       Question                                                             Strongly disagree                                Strongly Agree
	1
	Is the homepage of this application being attractive?
	1
	2
	3
	4
	5

	2
	 Is the overall application being attractive for you?

	1
	2
	3
	4
	5

	3
	Are you happy with the graphics of this application?
	1
	2
	3
	4
	5

	4
	Do you think there is a good balance between graphics and text in this smart meter application?
	1
	2
	3
	4
	5

	5
	Does the homepage's make you scene what is this application about?
	1
	2
	3
	4
	5

	6
	Do you find the information easy read?
	1
	2
	3
	4
	5

	7
	Is the graphics giving your idea what is about and what is representing?

	1
	2
	3
	4
	5

	8
	Do you think this application has a clear purpose?
	1
	2
	3
	4
	5
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Name of respondent:
Address: 
Age: 											Sex: M /F
    
SL       Question                                                             Strongly disagree                                Strongly Agree
	1
	Is the homepage of this application being attractive?
	1
	2
	3
	4
	5

	2
	 Is the overall application being attractive for you?

	1
	2
	3
	4
	5

	3
	Are you happy with the graphics of this application?
	1
	2
	3
	4
	5

	4
	Do you think there is a good balance between graphics and text in this smart meter application?
	1
	2
	3
	4
	5

	5
	Does the homepage's make you scene what is this application about?
	1
	2
	3
	4
	5

	6
	Do you find the information easy read?
	1
	2
	3
	4
	5

	7
	Is the graphics giving your idea what is about and what is representing?

	1
	2
	3
	4
	5

	8
	Do you think this application has a clear purpose?
	1
	2
	3
	4
	5
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