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Essential Skills for Studying Cyber Security
[image: The image illustrates a cybersecurity study guide with various technical and soft skills, including networking, administration, communication, and problem-solving, alongside career paths such as Security Analyst and Penetration Tester.

AI-generated content may be incorrect.] To succeed in cybersecurity, you need to have a solid foundation in the basics. This includes understanding how networks work, how to manage systems, and how to detect threats. When you have these skills, you can learn how hackers attack and how to protect modern systems. But that's not all - you also need to know how to respond to incidents, manage identities and access, and secure cloud systems [1]. These skills are crucial in the real world, where you have to make quick decisions and set up secure systems. By mastering these areas, you'll be well-prepared to handle the challenges of a cybersecurity career. Soft skills—including communication, analytical thinking, and ethical judgment—are equally important, supporting collaboration within security teams and effective reporting to stakeholders. These skills directly enhance employability in roles such as SOC analyst, security engineer, and penetration tester, where employers value hands on and continuous learning [5].












Figure 1: Career Paths in Cybersecurity []
Essential Skills for Employment in Cyber Security
To get a job in cyber security, you need to have a mix of technical and professional skills. Knowing about networking, operating systems, programming, and security tools is crucial - it helps you spot and deal with cyber threats. But that's not all, you also need to be good at solving problems and thinking critically [4]. Cyber security specialists have to look into incidents, figure out what's going on, and come up with solutions to fix security weaknesses. This means they need to be able to analyze information, think logically, and make sound judgments. By developing these skills, you can increase your chances of success in the cyber security field. Being able to communicate clearly is crucial for professionals in the field. They need to be able to explain complex technical problems to people who don't have a technical background. You have to make sure you're following the rules and regulations about data protection. Teamwork is also key [2]. Cyber security professionals often work with other teams, like IT, to get the job done. They have to be able to collaborate and share information to stay on top of things [3]. Learning these skills in college will really boost my chances of getting a good job after I graduate, especially in areas like security analysis, testing, and incident response. And it's not just about getting the job - keeping up with the latest developments and getting certified will also help me move up the career ladder in the fast-changing world of cyber security.
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Analyse 3-5 current popular AI assistants and briefly document the best use for each. use several screenshots of 3 – 5 AI assistants. (200 words) Remove this part after completing

	Criteria 
	ChatGPT
	Copilot
	Gemini

	Generating answers
	Provides detailed, conversational responses based on general knowledge and reasoning.
	Offers structured, contextual answers integrated with Microsoft tools (e.g.,Word, Excel, Edge).
	Fast, concise responses; strong factual recall; optimized for quick, direct answers.

	Creative work, code/diagram generation
	Strong in creative writing, coding examples, and generating diagrams or visuals.
	Excels in professional content creation, document drafting, and visual generation within Microsoft environments.
	Strong at generating structured content, images, and code; good multimodal capabilities.

	Data analysis
	Can explain and perform basic data analysis using reasoning or code examples.
	Performs real data analysis directly in Excel or other Microsoft apps, generating charts and summaries.
	Good at interpreting datasets when provided; strong pattern recognition; no native Excel integration.

	Problem-solving
	Uses logical reasoning and examples to solve conceptual or technical problems.
	Combines reasoning with actionable solutions—can automate tasks, troubleshoot Windows issues, and integrate with user data.
	Strong analytical reasoning; good for math, logic, and structured problem‑solving tasks.



For an in-depth study of prompt engineering specifically for ChatGPT on LinkedIn Learning, the most comprehensive options are:
· Advanced ChatGPT: Prompt Engineering for Developers (by Ronnie Sheer) — Focuses on complex prompt patterns, API integration, and structuring technical requests.
· ChatGPT Prompt Engineering for Creative and Marketing Professionals — Covers specialized frameworks for content generation, brand alignment, and overcoming AI limitations.
· Prompt Engineering with ChatGPT: Getting the Best Results — Teaches systematic prompting frameworks, role-playing techniques, and iterative refinement.
Key Skills You Will Master in These Courses:
· Prompt Frameworks: Using structured models (like Persona-Task-Context) to get precise answers.
· Few-Shot Prompting: Providing examples within your prompt to guide ChatGPT's output style and format.
· Iterative Refinement: Fine-tuning prompts to eliminate hallucinations and vague responses.
A solid LinkedIn Learning option that directly covers AI assistance is the learning path “Learn: Build Your Skills and Start Using AI with Confidence.” It teaches practical, hands‑on use of AI features — especially how AI assists with tasks like searching, organizing, and communicating inside LinkedIn Recruiter. If you want broader AI‑assistance skills beyond recruiting, courses like Career Essentials in Generative AI or the AI Skill Pathways give a wider foundation in using AI tools confidently across different roles.

[bookmark: _Toc242441598]		Task 1 (c): Evaluation of Task 1 (a) based on Similarity report
Submit the document prepared in Task 1 (a) to Turnitin and generate the similarity report and take a screenshot of your similarity report and paste it here. Please evaluate your similarity percentage. (200 words) – self-evaluation (approx. 200 words and 2 paragraphs where the first paragraph is about your similarity index and your areas of improvement. Then the second paragraph is about how much mark you deserve on your work with an appropriate justification-Remove this part after completing).
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(approx. 450 words where 3 persons in one group and the contribution from each person should be 150 words approx..).
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		No word limit. Mind Map must be inserted in the Poster
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(approx. 350 words and 4-5 sources-Remove this part after completing).
Put your Chosen topic here and write a summary of that topic with IEEE referencing using RefWorks-Remove this part after completing.
[bookmark: _Toc242441604]		Step-by-step process of using RefWorks with visuals
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