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[bookmark: _Toc217902800]Linux in the SOC (Security Operations Centre)
Linux offers exceptional flexibility, making it an ideal platform for Security Operations Centers (SOCs). The operating system can be fully customized to serve as a powerful security analysis environment. For instance, administrators can install only the essential packages, creating a lean and efficient system. They can also configure specialized tools to work together seamlessly, resulting in a tailored solution that fits perfectly into the SOC workflow.

SOC: stands for Security Operations Centre, a dedicated team and facility that monitors an organization's IT systems 24/7 to detect, analyse, and respond to cybersecurity threats, using tools and processes to protect against attacks.
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The figure illustrates Sguil, a cybersecurity analyst console included in Security Onion—a specialized Linux distribution designed for network security monitoring. Security Onion is an open-source suite that integrates multiple tools for comprehensive network analysis.
Key Features & Functions:
· Real-time Event Viewing: See IDS alerts as they happen.
· Session Data: Access details about network sessions.
· Packet Capture (PCAP): View and analyze raw packet data.
· Integration: Works with various sensors and data sources, often used with Security Onion.
· Cross-Platform: Runs on Linux, macOS, Windows, and BSD systems. 
How it's Used:
· Analysis: Analysts use Sguil to investigate security incidents by correlating events, sessions, and packets.
· Monitoring: Provides a centralized view for monitoring network traffic for suspicious activity.
· Security Onion: It's a core component within the Security Onion.
*IDS*: IDS alerts are notifications from an Intrusion Detection System flagging suspicious network or system activity, acting as early warnings for potential security threats like unauthorized access or malware, by analyzing traffic for anomalies and sending alerts (emails, logs) to security teams for investigation
*Security Onion*: Security Onion is a specialized, Open-source Linux distribution designed for Security Operations Centers—offering a powerful, integrated platform for network security monitoring, threat hunting, and log management.
· Purpose-built for defenders: Security Onion unifies multiple tools for intrusion detection, packet capture, log analytics, host monitoring, and incident management.
· Common deployment scenarios: It’s used in enterprise environments, home labs, government agencies, education, and Fortune 500 companies. 
· Heritage and evolution: Originally created by Doug Burks in 2008, with its first public release in 2009; the current major version is 2.4.x.
Key Components include:
	Category
	Tools

	Network Intrusion Detection (NIDS)
	Suricata, Zeek (formerly Bro), Snort

	Full Packet Capture
	Stenographer or Suricata captures all traffic, often with netsniff‑ng for PCAP storage management

	Host Visibility
	Elastic Agent (with osquery) for endpoint telemetry and live querying

	Log & Event Management
	ELK stack (Elasticsearch, Logstash, Kibana) ingests and displays logs

	Case Management & Dashboards
	Custom UIs for alerts, dashboards, hunting, case management, PCAP analysis, and detections



Analyst Console: Sguil: As mentioned above Security Onion includes Sguil, a specialized GUI designed for real-time network security monitoring. Sguil provides event-driven analysis, enabling analysts to:
· View live alerts and session metadata
· Examine raw PCAP data
· Pivot directly into tools like Wireshark, Kibana, or NetworkMiner
· Analyze both network-based (NIDS) and host-based (HIDS/OSSEC) alerts 
Why use this distro?
· Integrated by default: No need to piece together individual open-source tools—everything works out of the box. 
· Highly customizable: Easily tailored to organizational needs, from lightweight VM setups to distributed enterprise deployments. 
· Community-backed: Actively developed by Security Onion Solutions, with support offerings, documentation, user forums, and a large global user base. 
Security Onion is a ready-to-deploy, highly capable defense platform built on secure Linux foundations. It equips SOC teams with an integrated suite of tools for detecting and investigating threats—covering everything from packet inspection and intrusion detection to log correlation and case management.
Let me know if you'd like a deep dive into any specific tool or setup guidance!Would you like a quick setup guide for Security Onion or an overview of its main features?
--
The overview below provides a summary of some common SOC tools:
Network Packet Capture Software: A vital resource for SOC analysts, enabling detailed observation and analysis of network transactions.
Wireshark is one of the most widely used packet capture tools.
Malware Analysis Tools: These tools allow analysts to safely execute and study malware behavior without risking the integrity of the underlying system.
Intrusion Detection Systems (IDS): IDS solutions monitor and inspect network traffic in real time. When traffic matches predefined rules, the system triggers a specific response.
Firewalls: Firewalls enforce rules that determine whether network traffic is permitted or blocked, controlling data flow into and out of devices or networks.
Log Managers: Log files record system and network events. Since networks generate massive volumes of logs, log management software helps organize and monitor these entries efficiently.
Security Information and Event Management (SIEM): SIEM platforms provide real-time analysis of alerts and logs from network devices such as IDS and firewalls, offering centralized visibility.
Ticketing Systems: Ticketing tools manage task assignments, updates, and documentation. Security alerts are often routed to analysts through these systems for resolution.
--
Penetration Testing Tools in the SOC
Beyond SOC-specific applications, Linux systems in a SOC often include penetration testing tools. Penetration testing, or PenTesting, involves simulating attacks on a network or system to identify vulnerabilities before malicious actors exploit them. Common PenTesting tools include packet generators, port scanners, and proof-of-concept exploits.
One of the most popular Linux distributions for penetration testing is Kali Linux, which bundles a wide range of security tools into a single platform. Kali offers an extensive selection of utilities organized into categories such as information gathering, vulnerability analysis, exploitation, and more.
The figure displays a screenshot of Kali Linux, highlighting its major tool categories.
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In Linux, almost everything is treated as a file—whether it’s memory, disks, monitor output, directories, or regular files. From the operating system’s perspective, everything is a file. Therefore, it’s no surprise that Linux system settings are managed through configuration files.
Configuration files are typically plain text files used by applications and services to store settings and preferences. Nearly every component in Linux depends on these files to function correctly, and some services even use multiple configuration files.
Users with the appropriate permissions can edit these files using text editors. After saving changes, the associated service or application reads the updated file and adjusts its behaviour accordingly. This allows users to define exactly how they want a program or service to operate. When launched, applications and services check their configuration files and apply the specified settings.
Step 1: Locating Configuration Files
The location of a configuration file is determined by the program’s developer, so consulting the documentation is the best way to find it. However, Linux follows certain conventions:
· User-specific configuration files are usually stored in the user’s home directory.
· System-wide configuration files are typically located in the /etc directory.
Users always have write access to their home directory, allowing them to customize applications they use.
To list files in the home directory, use:
ls -l
Initially, you may not see configuration files because they are often hidden by prefixing their names with a dot (.).
To include hidden files in the listing, use:
ls -la
For example, the .bashrc file configures user-specific terminal behavior. To view its contents:
cat .bashrc
While user-level configuration files reside in the home directory, system-wide service configurations—such as those for web servers, printers, FTP, and email—are stored under /etc. Regular users cannot modify files in /etc; only the root user has write access, ensuring system-wide settings remain secure.
To list the contents of /etc, use:
ls /etc
--
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An Introduction to Client-Server communications
A server is a computer equipped with specialized software that provides services to other systems, known as clients, over a network. These services can vary widely:
· Resource services: Deliver files, emails, or web pages upon client requests.
· Maintenance services: Perform tasks like log management, memory optimization, and disk scanning.
Each service requires its own dedicated server software. For example, a file server uses file-sharing software to allow clients to upload and download files.

How Client-Server communication works
Client-server communication follows a request-response model:
1. The client sends a request to the server using a specific protocol.
2. The server processes the request and returns the appropriate response.
This interaction relies on network ports and listening services:
· Ports are logical endpoints that identify specific services on a server.
· A server application listens on a designated port for incoming client requests. For example, a web server listens on port 80 for HTTP traffic.

Common Ports and their purposes
	Port
	Protocol
	Purpose

	20 & 21
	FTP
	File Transfer Protocol for uploading/downloading files

	22
	SSH
	Secure Shell for remote login and secure command execution

	25
	SMTP
	Sending email messages

	53
	DNS
	Domain Name System for resolving hostnames to IP addresses

	80
	HTTP
	Web traffic for websites

	443
	HTTPS
	Secure web traffic using SSL/TLS

	110
	POP3
	Retrieving email from a mail server

	143
	IMAP
	Email retrieval with advanced features

	3389
	RDP
	Remote Desktop Protocol for remote GUI access



Clients are applications designed to interact with a specific type of server using a defined protocol. These are often called client applications. Examples include:
· Web browsers: Act as web clients, communicating with web servers via HTTP on port 80 (or HTTPS on port 443).
· FTP clients: Software used to upload or download files from an FTP server using ports 20/21.
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You can use nmap, a powerful port scanner and network mapping tool, to detect open ports on a system .\nmap (short for Network Mapper) is an open-source utility widely used for network discovery and security auditing.
A common task for administrators is scanning local machines to identify potential vulnerabilities, such as open or unmanaged ports. Open ports are necessary for workstations to perform tasks like printing, file sharing, and web browsing. However, they can also introduce security risks if not properly managed.
Administrators often use Nmap to monitor hosts, manage service upgrades, and verify network security. Nmap can determine:
· Which hosts are active on a network
· What services and applications are running
· Which operating systems are in use
· Whether packet filters or firewalls are present

Ports and Communication:
All internet communication relies on TCP and UDP port numbers. Each IP address can use over 65,000 ports for each protocol type.
Ports are categorized into three groups:
· Well-known ports
· Registered ports
· Dynamic/private (ephemeral) ports
Here are some common examples:
· Ports 20 & 21: File Transfer Protocol (FTP)
· Port 22: Secure Shell (SSH) for secure remote access
· Port 23: Telnet for unsecure remote access
· Port 25: Simple Mail Transfer Protocol (SMTP)
· Port 53: Domain Name System (DNS) for resolving IP addresses
· Ports 67 & 68: DHCP for automatic IP assignment
· Port 69: Trivial File Transfer Protocol (TFTP)
· Port 80: Hypertext Transfer Protocol (HTTP)
· Port 443: Secure HTTP (HTTPS)
Over 75% of cyberattacks target just a few common ports. Attackers often scan systems to identify open ports and exploit them.
Running nmap:
Open a terminal:
1. Launch a VM e.g. VirtualBox.
2. Open a terminal windo.
Run a basic scan: nmap localhost
This scans the first 1,024 ports. You may notice most ports are closed, but some like 22 (SSH) and 23 (Telnet) are open.
· SSH provides secure, encrypted remote access.
· Telnet does not encrypt traffic, making it vulnerable.
Open ports can be exploited by attackers for unauthorized access, installing backdoors, stealing sensitive data, or launching man-in-the-middle attacks.
Another example is Port 631 (IPP) for Internet Printing Protocol, used by CUPS (Common Unix Printing System) on Linux. If misconfigured, attackers could execute commands with elevated privileges or launch DoS attacks.

Advanced Nmap Scans:
Use administrative privileges for deeper scans:
> sudo nmap -su localhost
This checks UDP ports, such as:
· 631 (IPP)
· 5353 (mDNS for local hostname resolution)
· 67 & 68 (DHCP services)
If exposed to the internet, these services could be exploited for information gathering or DoS attacks.
To identify service names and versions use:
> nmap -sV localhost
This helps ensure services are up-to-date. For detailed information, including SSH keys:
> nmap -A localhost
Attackers could use this data for unauthorized access.

Learning more:
To explore all Nmap options, view the manual:
> man nmap
Use Enter to scroll line by line or Spacebar for a page at a time. Press q to quit.

[bookmark: _Toc217902804]Use a Port Scanner to detect open ports
We will use the command:
> nmap -sV localhost
The command is used to scan the local machine (localhost) and detect open ports along with the service and version information running on those ports.

*   nmap: The network scanning tool.
*   -sV: Enables service version detection. 

Nmap will probe open ports to determine:
    *   The service running (e.g., SSH, HTTP, FTP)
    *   The version of that service (e.g., Apache 2.4.54, OpenSSH 8.9)
    *   localhost: The target system, in this case, your own machine.

What You’ll see in the Output:
*   A list of open ports (usually the first 1,024 ports unless otherwise specified).
*   For each open port:
    *   Port number and protocol (e.g., 22/tcp)
    *   State (open, closed, filtered)
    *   Service name (e.g., ssh, http)
    *   Version details (e.g., OpenSSH 8.9p1)

Example output snippet:
    PORT     STATE SERVICE VERSION
    22/tcp   open  ssh     OpenSSH 8.9p1 Ubuntu
    80/tcp   open  http    Apache httpd 2.4.54
    631/tcp  open  ipp     CUPS 2.3.3

Why use -sV:
*   Helps identify outdated or vulnerable services.
*   Useful for security audits, patch management and penetration testing
--
Try the command:
nmap -A localhost
is an aggressive scan option in Nmap. It combines several advanced features to gather detailed information about the target system (in this case, your local machine).

What -A does:
The -A flag enables:
1. OS Detection\ Attempts to identify the operating system running on the target.
2. Version Detection\ Similar to -sV, it detects the version of services running on open ports.
3. Script Scanning\ Runs Nmap’s default scripts (NSE – Nmap Scripting Engine) to gather additional information, such as vulnerabilities, configuration details, and service behavior.
4. Traceroute\ Maps the network path to the target.

Example Output:
You’ll see:
· Open ports and services with version info.
· Operating system guess (e.g., Linux kernel version).
· Host details like SSH keys, HTTP headers, SSL certificate info.
· Possible vulnerabilities or misconfigurations detected by scripts.
Example snippet:
PORT     STATE SERVICE VERSION
22/tcp   open  ssh     OpenSSH 8.9p1 Ubuntu
| ssh-hostkey:
|   2048 SHA256:abc123 (RSA)
|   256 SHA256:def456 (ECDSA)
80/tcp   open  http    Apache httpd 2.4.54
| http-server-header: Apache/2.4.54 (Ubuntu)
|_http-title: Welcome
Device type: general purpose
Running: Linux 5.X

Why Use -A?
· Great for security audits and penetration testing.
· Reveals detailed system information that attackers could exploit.
· Should be used carefully—can be intrusive and generate significant traffic.
--
Nmap shows SSH host keys:
When you run:
> nmap -A localhost
Nmap uses its scripting engine to retrieve SSH host keys from the server. This information can reveal:
· Key type and size (e.g., RSA 2048-bit)
· Fingerprints (SHA256 hashes)
· Potential weaknesses if keys are outdated or too short

SSH host keys are cryptographic keys used by an SSH server to uniquely identify itself to clients during a secure connection. They are part of the SSH protocol’s authentication mechanism.
Purpose of SSH Host keys:
· When you connect to an SSH server, the server presents its host key to the client.
· The client uses this key to verify the server’s identity and ensure it’s not an impostor (preventing man-in-the-middle attacks).
· Once verified, the client stores the key in a file like ~/.ssh/known_hosts for future connections.

Types of SSH Host keys:
Common algorithms include:
· RSA (e.g., 2048-bit or 4096-bit)
· ECDSA (Elliptic Curve Digital Signature Algorithm)
· ED25519 (modern, secure, and efficient)

Security implications:
· If attackers obtain SSH host keys, they cannot directly log in, but they can:
· Fingerprint servers for reconnaissance
· Identify outdated algorithms (e.g., weak RSA keys)
· Use this info for targeted attacks
--
[bookmark: _Toc217902805]Linux Servers
Next, you will use the Linux command line to identify servers running on a specific computer.
Part 1: Servers
Servers are programs designed to provide specific information or services upon request. Clients—also programs—connect to servers, send requests, and wait for responses. The most common communication method between clients and servers is through IP networks. This lab focuses on servers and clients operating over IP networks.
Step 1: Access the Command Line
Log in to the CyberOps Workstation VM as the analyst user with the password cyberops. This account will be used throughout the lab.
To open the command line, click the Terminal icon in the Dock at the bottom of the VM screen. This launches the terminal emulator.

Step 2: Display Running Services
Linux systems often run multiple programs in the background, known as processes, which may not be immediately visible to users.
Run the following command to list all running processes:
[analyst@secOps ~]$ sudo ps –elf
[sudo] password for analyst:
Why use sudo?
Some processes belong to other users and won’t appear unless the command is run with elevated privileges.
Linux programs can also spawn other processes. To view the process hierarchy, use:
[analyst@secOps ~]$ sudo /usr/sbin/nginx
[analyst@secOps ~]$ sudo ps –ejH
How is the hierarchy shown?
Through indentation.

Servers typically start during system boot and provide services such as web hosting. To identify network servers, use the netstat command, which displays network connections.
Run:
[analyst@secOps ~]$ netstat
This produces extensive output. To refine it, use:
[analyst@secOps ~]$ sudo netstat -tunap
Option meanings:
· -a: Show all sockets (listening and non-listening)
· -n: Display numeric addresses (skip DNS and service name resolution)
· -p: Show the PID and process name
· -t: Display TCP connections
· -u: Display UDP connections
Is option order important?
No, the order does not matter.

The output lists services listening on specific ports. Key columns include:
· Protocol (TCP/UDP)
· Local Address and Port (e.g., 0.0.0.0 means listening on all interfaces)
· Remote Address and Port
· Connection State
· PID and Process Name
Example:
For port 80, the protocol is TCP, state is LISTEN, and PID is 395.
Port 80 typically indicates a web server.

To confirm, cross-reference with ps using grep:
[analyst@secOps ~]$ sudo ps -elf | grep 395
This filters processes related to PID 395. The output shows:
· PID 395 belongs to nginx, a lightweight web server.
· PID 396 is a child process running under the http user, which is normal behavior for nginx.
· The last line shows grep 395 because the grep command itself was running during the search.

What is nginx?
Nginx is a high-performance web server often used for serving websites and handling HTTP requests.
--
Part 2: Using Telnet to Test TCP Services
Telnet is a basic remote shell application, but it is considered insecure because it does not encrypt data. Any administrator using Telnet to manage network devices or servers remotely risks exposing login credentials, as all session data is transmitted in plain text. For this reason, Telnet is not recommended for remote management. However, it remains useful for quickly testing or gathering information about TCP services.
By default, the Telnet protocol uses TCP port 23, but the Telnet client allows you to specify a different port. This flexibility enables network analysts to connect directly to a server on any TCP port and interact with it, helping to identify the nature of the service running there.
Note: SSH is strongly recommended for secure remote shell access instead of Telnet.

Testing nginx on Port 80
In Part 1, we discovered that nginx was running on TCP port 80. While an internet search confirms nginx is a lightweight web server, how can an analyst verify this? What if an attacker renamed a malicious program to “nginx” to disguise it?
To confirm, use Telnet to connect to the local host on port 80:
[analyst@secOps ~]$ telnet 127.0.0.1 80
Trying 127.0.0.1...
Connected to 127.0.0.1.
Escape character is '^]'.
Type a few random characters and press ENTER. For example:
fdsafsdaf
HTTP/1.1 400 Bad Request
Server: nginx/1.16.1
Date: Tue, 28 Apr 2020 20:09:37 GMT
Content-Type: text/html
Content-Length: 173
Connection: close
The server responds with an HTTP error page, confirming that nginx is indeed a web server.
Why was the error returned as a web page?
Because nginx only understands the HTTP protocol, and the random input was invalid HTTP data.
From this test, we learned:
· The process with PID 395 is a web server (nginx).
· The nginx version is 1.16.1.
· The network stack is functioning correctly up to Layer 7 (Application Layer).

Testing Other Services
Not all services behave the same way. Some accept unformatted data without closing the connection immediately. For example, port 22 is commonly used by SSH, a secure remote access protocol.
Connect using Telnet:
[analyst@secOps ~]$ telnet 127.0.0.1 22
Trying 127.0.0.1...
Connected to 127.0.0.1.
Escape character is '^]'.
SSH-2.0-OpenSSH_8.2
sdfjlskj
Invalid SSH identification string.
Connection closed by foreign host.
This confirms that SSH is running on port 22.
Now, try connecting to port 68:
[analyst@secOps ~]$ telnet 127.0.0.1 68
The connection fails because Telnet uses TCP, and port 68 is reserved for UDP (DHCP client), which Telnet cannot access.

Reflection Questions:
1. What are the advantages of using netstat?
Netstat provides a snapshot of all active connections, including source and destination addresses, ports, and process IDs, giving analysts a quick overview of network activity.
2. What are the advantages of using Telnet? Is it safe?
Telnet is useful for testing and gathering information about network services. It is safe for quick checks but should never be used as a remote shell due to its lack of encryption.
--
Command: lsblk stands for ‘list block devices’
lsblk stands for "list block devices". It’s used to display information about all available or specified block devices (like hard drives, SSDs, USB drives, partitions) in a tree-like structure.
Basic Usage
lsblk
This shows:
· NAME: Device name (e.g., sda, sdb)
· MAJ:MIN: Major/minor device numbers
· SIZE: Size of the device
· TYPE: Disk, partition, etc.
· MOUNTPOINT: Where the device is mounted
Common Options
· lsblk -f → Shows filesystem info (type, label, UUID)
· lsblk -a → Lists all devices, including empty ones
· lsblk -o NAME,SIZE,FSTYPE,MOUNTPOINT → Custom columns
· lsblk -p → Shows full device paths (e.g., /dev/sda)
Example Output
NAME   MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT
sda      8:0    0  100G  0 disk
├─sda1   8:1    0   50G  0 part /
└─sda2   8:2    0   50G  0 part /home
--
Command: mount
The mount command in Linux is used to attach a filesystem to a directory (called a mount point) so that you can access its contents. Essentially, it makes storage devices (like hard drives, partitions, USB drives, or network shares) available in the Linux directory tree.
Basic Syntax:
mount [options] <device> <mount_point>
· <device>: The block device (e.g., /dev/sda1)
· <mount_point>: The directory where the filesystem will be mounted (must exist)
Examples:
1. Mount a partition
> sudo mount /dev/sdb1 /mnt
This mounts /dev/sdb1 to /mnt.
2. View currently mounted filesystems
mount
or
findmnt
3. Mount with filesystem type
sudo mount -t ext4 /dev/sdb1 /mnt
4. Unmount a filesystem
sudo umount /mnt
Common Options:
· -t <type> → Specify filesystem type (e.g., ext4, xfs, vfat)
· -o <options> → Mount options like ro (read-only), rw (read/write), noexec, nosuid
· -a → Mount all filesystems listed in /etc/fstab
lsblk and mount are related but serve very different purposes in Linux:
lsblk (List Block Devices)
· Purpose: Displays information about block devices (disks, partitions, etc.).
· What it shows: Device names, sizes, types, and mount points.
· Usage: lsblk
· Example Output: NAME SIZE TYPE MOUNTPOINT sda 100G disk ├─sda1 50G part / └─sda2 50G part /home
· Key Point: lsblk is read-only—it does not change anything, just lists devices.
Mount:
· Purpose: Attaches a filesystem from a device to a directory (mount point).
· What it does: Makes the contents of a storage device accessible in the Linux file tree.
· Usage: sudo mount /dev/sdb1 /mnt
· To view mounted filesystems: mount
· Key Point: mount is action-oriented—it changes the system state by mounting or unmounting filesystems.
Main Difference:
· lsblk → Shows devices and their mount points (informational).
· mount → Actually mounts or lists mounted filesystems (operational).
--
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In Linux, files can have different types, and the first character in the output of the ls -l command indicates the file type. Below are the main file types, their sub-types, and corresponding indicators:
1. Regular Files (-)
These include:
· Text files – Readable files containing plain text.
· Binary files – Executable programs.
· Image files – Graphics and pictures.
· Compressed files – Archived or compressed data.
2. Directory Files (d)
· Represent folders that contain other files or directories.
3. Special Files
These include:
· Block Device Files (b)
Used to access physical hardware, such as mount points for hard drives.
· Character Device Files (c)
Provide a serial stream of input and output. Examples include tty terminals.
· Pipe Files (p)
Enable data transfer in a FIFO (First In, First Out) manner. Commonly used for inter-process communication.
· Symbolic Link Files (l)
Act as pointers to other files or directories.
· Symbolic links – Reference the target by path.
· Hard links – Reference the target by inode.
· Socket Files (s)
Facilitate communication between applications, often for network-based interactions.
Examine file types using: ls -l
Produce a listing of the /dev directory: ls -l /dev/
--
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Linux malware includes viruses, Trojans, worms, and other malicious software that can compromise the operating system. Thanks to design features like file permissions, user privilege separation, and filesystem structure, Linux is generally considered more secure than many other platforms.
However, Linux is not immune to malware. Vulnerabilities exist in server software, kernel components, and services. Attackers exploit these weaknesses to gain access. Because Linux is open source, patches are often released quickly after vulnerabilities are discovered.
If a malicious program runs, it can cause damage regardless of the OS. A common attack vector is network services. For example, an outdated Apache web server may contain an unpatched vulnerability. Attackers often probe open ports to identify the service and version running, then research known exploits for that version.
Best practices:
· Keep systems updated.
· Disable unused services and close unnecessary ports.

Example: Attacker Probing a Web Server with Telnet
To check the nature and version of a web server on port 80, an attacker might use:
telnet 127.0.0.1 80
Sample Output:
Trying 127.0.0.1...
Connected to 127.0.0.1.
Escape character is '^]'.
GET / HTTP/1.0
HTTP/1.1 200 OK
Server: Apache/2.4.41 (Ubuntu)
Date: Mon, 22 Dec 2025 10:30:00 GMT
Content-Type: text/html
Content-Length: 1234
Connection: close
This reveals the server type (Apache) and version (2.4.41), which an attacker could use to look for known vulnerabilities.
--
Rootkit Check
A rootkit is malware designed to escalate privileges or hide unauthorized access. It often modifies kernel code, making detection extremely difficult. Rootkits can:
· Hide intrusion traces.
· Tamper with diagnostic tools.
· Secure persistent backdoors.
Detection usually requires booting from trusted media and scanning the compromised disk using trusted tools. Removal is often impossible without reinstalling the OS; firmware rootkits may require hardware replacement.

Checking for Rootkits with chkrootkit
chkrootkit is a popular Linux tool for detecting known rootkits. It uses commands like strings and grep to check signatures and anomalies.
Install and run on Ubuntu:
sudo apt-get update
sudo apt-get install chkrootkit
sudo chkrootkit
Sample Output:
ROOTDIR is `/'
Checking `amd'... not found
Checking `basename'... not infected
Checking `bindshell'... not infected
Checking `lkm'... not infected
Checking `rexedcs'... not infected
Checking `sniffer'... not infected
Checking `wted'... not infected
Note: No tool is 100% reliable for rootkit detection.
--
What is Lynis?
Lynis is an open-source security auditing and hardening tool for Linux and other Unix-based systems. It performs in-depth checks on system configuration, installed packages, services, and security settings, then provides recommendations to improve security.
Installation:
On Ubuntu/Debian:
sudo apt update
sudo apt install lynis
On CentOS/RHEL/Fedora:
sudo dnf install lynis
From source:
git clone https://github.com/CISOfy/lynis.git
cd lynis
--
Basic usage:
Run a full system audit:
sudo lynis audit system
--
Sample Output Snippet
When you run sudo lynis audit system, you’ll see something like:
[+] Performing test ID AUTH-9204 (Check password hashing method)
    Result: Password hashing method is SHA-512
[+] Performing test ID PKGS-7302 (Check for vulnerable packages)
    Warning: Vulnerable packages found: openssl
[+] Performing test ID FIRE-4512 (Check firewall status)
    Suggestion: Enable firewall to protect the system

Hardening index : 68 [##############        ]
At the end, Lynis provides:
· Warnings (issues to fix immediately)
· Suggestions (recommended improvements)
· Hardening Index (score out of 100)
--
Quick Scan:
> sudo lynis audit system --quick
This runs essential checks faster.
--
View commands:
> lynis show commands
How to use it:
· Review /var/log/lynis.log for full details.
· Apply suggested hardening steps.
· Automate audits with cron for continuous monitoring.
--
[bookmark: _Toc217902808]Linux CyberSecurity Bash commands
IMPORTANT NOTE: System discovery, hardening & penetration testing should only be performed on systems you own and have explicit permission to test and in a safe sandboxed environment to ensure no harm is done to your or other people’s systems. Unauthorised testing is illegal (In the UK, the Computer Misuse Act 1990 applies) and unethical.
Set-up: Build a Private Lab (Home or VM-Based)
· Virtualization: Use VirtualBox or VMware to run isolated VMs.
· Targets: Spin up intentionally machines inside the lab only.
· Networking: Use an internal-only virtual network (no Internet access). Snapshot the VMs in the VM before testing exercises.

	[bookmark: _Toc217902809]Build your own VM lab for testing:
Build your own VM lab for testing, it’s is a great way to learn penetration testing, security hardening, and network concepts safely. Here’s a step-by-step guide:

1. Choose Your Virtualization Platform
· VirtualBox (free, cross-platform)
· VMware Workstation Player (free for personal use)
· Proxmox (for advanced setups)

2. Plan Your Lab Network
· Use Internal Network or Host-Only mode so VMs can talk to each other but not the Internet (for safety).
· Example topology:
· Attacker VM: Kali Linux or Parrot OS
· Target VMs: Metasploitable, OWASP WebGoat, DVWA, Windows Server (optional)
· Optional Router VM: pfSense for firewall practice

3. Download ISO Images
· Kali Linux: https://www.kali.org/get-kali/
· Metasploitable 2: Rapid7 download page
· OWASP WebGoat/DVWA: Docker or VM images available
· Windows: Use evaluation versions from Microsoft

4. Create Virtual Machines
· Allocate resources:
· Attacker VM: 2 GB RAM, 2 CPUs
· Target VM: 1 GB RAM, 1 CPU
· Attach ISO and install OS.
· Configure network adapter to “Internal Network” or “Host-Only”.

5. Configure Networking
· Assign static IPs or use DHCP inside the internal network.
· Example:
· Kali: 192.168.56.10
· Metasploitable: 192.168.56.20

6. Install Tools
· On Kali: sudo apt update && sudo apt install nmap nikto metasploit-framework
· On targets: leave vulnerable intentionally (Metasploitable already is).

7. Snapshot VMs
· Take snapshots before testing so you can revert easily.

8. Optional: Add Monitoring
· Install Wireshark on Kali or a separate VM for traffic analysis.

9. Start Testing
· Use your attacker VM to scan and exploit targets inside the lab only.




1. [bookmark: _Toc217902810]System Defence: Discovery & Hardening
A. Build a Private Lab (Home or VM-Based – see above)
· Virtualization: Use VirtualBox or VMware to run isolated VMs (no bridging to your production LAN).
· Targets: Spin up intentionally vulnerable machines (e.g., OWASP WebGoat, DVWA, Metasploitable) inside the lab only.
· Networking: Use an internal-only virtual network (no Internet access from targets). Snapshot VMs before exercises.

B. Focus on Blue Team (Defensive) Skills First
These are safe, job‑relevant, and build a strong foundation:
· Asset visibility: inventory hosts, services, and software versions in your environment.
· System hardening: SSH configuration, firewalling, least privilege, timely patching.
· Logging & monitoring: systemd-journald, auth logs, web logs, file integrity.
· Backups & recovery: tested backups, offline copies, recovery drills.

3) Defensive Linux Commands You Can Use Safely (On Your Own Host)
Below are example commands that help you understand your own system first without targeting others. Including brief explanations of what they do and the options used.
· System & Network Visibility
Show IP addresses and interfaces (iproute2 is preferred over ifconfig):
> ip addr show
- shows interfaces and assigned IPs (link/inet blocks)

Show active listening sockets (TCP/UDP) and owning processes (Linux):
> ss -tulpen
-t tcp, -u udp, -l listening, -p process, -e extra info, -n numeric ports

# Show routing table:
ip route show
Resource & Process Inspection
Top processes by CPU/memory:
> top
- Interactive: press 'M' to sort by memory, 'P' for CPU:
Human-readable disk usage for / (root):
> df -h /
Find large files (top 20) under /var:
> sudo du -ah /var 2>/dev/null | sort -hr | head -20
· Update & Patch (Debian/Ubuntu-based)
> sudo apt update && sudo apt upgrade -y
- Updates package lists and applies upgrades (-y auto-confirms)
· Firewall (UFW front-end to netfilter)
Check status:
> sudo ufw status verbose
Allow only SSH from a trusted admin IP:
> sudo ufw allow from 203.0.113.10 to any port 22 proto tcp
Deny everything incoming, allow outgoing (typical default):
> sudo ufw default deny incoming
> sudo ufw default allow outgoing
> sudo ufw enable
* SSH Hardening (Server-Side)
Backup and edit sshdconfig:
> sudo cp /etc/ssh/sshdconfig /etc/ssh/sshdconfig.bak
> sudo nano /etc/ssh/sshdconfig
Recommended changes:
> PermitRootLogin no
> PasswordAuthentication no      
> PubkeyAuthentication yes
> AllowUsers youradminaccount
	These are configuration directives for the SSH server (sshd_config file) used to harden SSH access:
· PermitRootLogin no
Disables direct SSH login as the root user. This prevents attackers from targeting the root account directly.
· PasswordAuthentication no
Disables password-based authentication. This means users cannot log in with a password—only SSH keys are allowed.
(Important: Only set this after you have properly configured SSH key authentication, or you could lock yourself out.)
· PubkeyAuthentication yes
Enables public key authentication, allowing login via SSH keys (the secure method).
· AllowUsers youradminaccount
Restricts SSH access to the specified user(s). Replace youradminaccount with the actual username you want to allow.

These settings significantly improve SSH security by:
· Eliminating root login.
· Enforcing key-based authentication.
· Limiting access to specific accounts.



· Log Review (Authentication & System)
Show failed SSH logins (Debian/Ubuntu):
> sudo grep "Failed password" /var/log/auth.log | tail -n 50
Journal (last 100 lines):
> sudo journalctl -xe --no-pager | tail -n 100
Watch logins in near real time:
> sudo journalctl -fu ssh
* Service Enumeration (On Your Own Host)
List enabled services and their state:
> systemctl list-unit-files --type=service
Check a service status (e.g., nginx or apache2):
> systemctl status nginx

2. [bookmark: _Toc217902811]Penetration testing
A step-by-step penetration testing example using Linux Bash commands.
Step 1: Set Up Your Environment
· Update your system: 
> sudo apt update && sudo apt upgrade -y
	sudo: Runs the command with superuser (root) privileges. 
apt update: Updates the package index (list of available packages and versions). 
&&: Logical AND operator; runs the next command only if the previous succeeds. 
apt upgrade -y: Upgrades all installed packages to the latest versions. 
· -y: Automatically answers “yes” to prompts (non-interactive).




Step 2: Information Gathering
· Check network interfaces: 
> ifconfig
	Displays network interface configuration (IP addresses, MAC addresses, etc.). (Note: Modern systems use ip addr show instead.)



· Discover live hosts on a network: 
> ping -c 4 target_ip
	· [bookmark: _Hlk217896651]ping: Sends ICMP echo requests to a host to check connectivity. 
· -c 4: Sends 4 packets and then stops.



· Scan network for active devices: 
> nmap -sn 192.168.1.0/24
	· nmap: Network mapper tool for scanning. 
· -sn: “Ping scan” – checks which hosts are up without port scanning. 
· 192.168.1.0/24: CIDR notation for scanning the entire subnet (256 IPs).



Step 3: Port Scanning
· Basic scan: 
> nmap target_ip
	· Basic scan of common ports on the target IP.



· Scan for specific ports: 
> nmap -p 80,443 target_ip
	· -p 80,443: Scans only ports 80 (HTTP) and 443 (HTTPS).



· Aggressive scan with OS detection: 
> nmap -A target_ip
	-A: Enables aggressive scan (OS detection, version detection, script scanning, traceroute).



Step 4: Service Enumeration
· Banner grabbing using Netcat: 
> nc target_ip 80 
> Then type: HEAD / HTTP/1.0
	· nc (Netcat): Reads and writes data across network connections. 
· Connects to port 80 (HTTP) on the target. 
After connecting, typing
· sends an HTTP HEAD request to retrieve server headers (banner grabbing).
	What are Banners?
· Definition: Banners are small snippets of text/data (metadata) sent by servers (web, FTP, SSH) when a connection is initiated, detailing the software, operating system, and version running.
· Examples: An HTTP response might show "Server: Apache/2.4.41 (Ubuntu)" or an FTP server might reply with its version number.
· Purpose: For administrators, it's an inventory tool; for attackers, it's a roadmap to weaknesses. 
What is Banner Grabbing?
· Definition: The process of capturing these banners to gather intelligence about a system's software stack.
· Method:
· Active: Directly connecting to a service (e.g., using telnet, netcat, or nmap) and requesting information.
· Passive: Sniffing network traffic without direct interaction to catch banners as they pass by.
· Use in Pen Testing:
· Reconnaissance: Attackers identify software versions known to have vulnerabilities.
· Vulnerability Identification: Pinpoint systems running old, unpatched software (e.g., an old MySQL version with a critical flaw).
· Countermeasures: Disabling banners, obscuring information, keeping software updated, and using firewalls/IDS to prevent or detect grabbing. 






Step 5: Vulnerability Scanning
· Install Nikto: 
> sudo apt install nikto
	Installs Nikto, a web vulnerability scanner.



· Run scan: 
> nikto -h http://target_ip
	-h: Specifies the target host or URL for scanning.



Step 6: Exploitation
· Use Metasploit Framework: 
> msfconsole
	· Launches the Metasploit Framework console for exploitation.



· Search for exploits: 
> search exploit_name
	· Searches Metasploit’s exploit database for a specific exploit.



Step 7: Post-Exploitation
· Check user privileges: 
> whoami
	· Displays the current logged-in username (useful for privilege checks).



· List files and directories: 
> ls -la
	Lists files in the current directory with detailed info: 
· -l: Long format (permissions, owner, size, date).
· -a: Includes hidden files (those starting with .).



Step 8: Reporting
· Document findings, vulnerabilities, and remediation steps.
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