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[bookmark: _Toc8678221]Risk Management	Comment by Lesley Grimbaldeston: Demonstrate a sound understanding of Project Management techniques by applying concepts learned to your example disaster recovery project.
According to ‘BusinessDictionary’ “The identification, analysis, assessment, control, and avoidance, minimization, or elimination of unacceptable risks.” [1] It is implemented to secure a projects future and to make sure that is can be completed on time, without going over budget or grinding to a halt. Having an effective risk management strategy will help identify what could go wrong, what effects this may have on the organisation, and what can be done to reduce the chances of incurring risks. Having an effective risk management strategy can make sure that any risk will have a minimum impact on the organisation, this strategy should always be kept up to date and be open to changes depending on what the organisation is trying to achieve at the time.
Our risk management strategy objectives include:
1. Ensuring that Risk Management Strategy remains clear and consistent
2. Manage risks effectively and with minimal impact
3. Respond to any changes that can affect the organisation
4. Comply with existing and new legislations such as GDPR
5. Procedures set up to prevent injury, damage, losses, and even potential death
6. Identify as many risks as possible and potential impact they can have on the organisation.
These objectives will be achieved by:
1. Monitoring our risk management strategy and identifying ways in which we can improve it.
2. Ensure that all employees are aware of the importance of the risk management strategy and that they follow it precisely.
3. Demonstrating our risk management strategy within different activities inside the organisation.
4. State any risks that could happen when producing documents and finding ways to minimise the effect of the risk.
5. Ensuring that employees have clear roles and responsibilities within the organisation.
6. Maintaining an up to date document of all identified risks, how to control these risks and what impact they can have on the organisation.
[bookmark: _Toc8678222]Risk Management Procedure	Comment by Lesley Grimbaldeston: Apply the range of project management techniques for the range of topics included in the written report showing the ability to research the topics and to apply them to the disaster recovery project.
All employees have the responsibility to identify potential risks and should be aware of the effects that they can have on the organisation. These will affect the costs, timescale and scope of the project. The following techniques will be used to help identifying risks:
1. Reviewing the list of potential risks to determine if they match any of the following areas:
· Personnel Risks.
· Technical Risks.
· Security Risks.
· Project Risks.
· Governmental Risks.
· Operational Risks.
· Legal Risks. 
· Economic Risks.
· Financial Risks.
· Environmental Risks.
2. Establishing a meeting to identify new risks and how to remove the risk as best as possible
3. Examining schedules and identify areas which are behind schedule or are in danger of falling behind
4. Examining budget and identify unanticipated costs.
[bookmark: _Toc8678223]Risk Register
Alongside this, we also have a risk register [2] which can organise any new or existing risks. Once a risk has been identified it will be added to the risk register. It is on a scale of 1-100 with 100 being the worst possible risk. These risks are ranked due to the lethality of the risk alongside the likelihood of it happening.
Below 30 = Green Risk
Between 30 – 59 = Amber Risk
Above 60 = Red Risk
	Risk Impact
	Score
	Review Period

	No Action
	< 10
	None

	Monitor as necessary: Less serious but could have a serious effect on key services.
	10-29
	Every 3 Months

	Monitor as necessary: Less serious but could cause a serious impact on key services.
	30-49
	Monthly

	Important Risks: Potential to affect provision of services. 
	50-59
	Weekly

	Key Risk: Could affect services.
	60+
	Immediate

	Immediate action needed: Serious threat to organisational services.
	80+
	Immediate



The reason we have created a risk action table like this one is to separate the risks into those which can or will cause the largest amount of damage to the project or organisation. It also helps keep an eye on these risks and the extremities of them. Green risks will be reviewed very little or around every 3 months whereas amber risks will need to be monitored at least monthly whereas the more serious on the scale will need to be done every week. Any red risks will need to be addressed ASAP and measures will be immediately deployed.
There are 3 main responses to these risks [3]:
Avoid: This is where the project will be altered so that the risk is removed completely as it is avoided
Reduce: This is where the impact of the threat or the chance of it occurring has been reduced so it would be of less severity
Accept: This is accepting the threat and that there’s not much that can be done to avoid or reduce the impact.
The organisation has a named individual who will be solely responsible for managing, controlling and monitoring risks. This includes using the risk register and then discussing with other team members about the likelihood and severity of each risk. Each risk will be assigned to individual team members, it is possible to give a team member several risks, but it can slow down the process of eliminating or reducing certain risks. Therefore, they should be split up evenly amongst team members for the most effective results.
[bookmark: _Toc8678224]Code of Practice
[bookmark: _Toc8678225]Sustainability
When talking about sustainability, there are “3 Pillars of Sustainability” [4]. These pillars are ‘Environmental Sustainability’, ‘Economic Sustainability’, and ‘Social Sustainability’. These 3 pillars produce 3 questions our organisation needs to ask itself:
What impacts are the internet and modern media having on our social development, environmental protection, cultural diversity, and governance?
To what extend to these impacts affect sustainability and do they produce new sustainability challenges?
Do the economic, political, social, and cultural implications of these impacts imply that we need to revise, rethink or readjust our understanding of what sustainability means from the ways in which it was defined?
To analyse any sustainability issues within the project we will concentrate on implementing a framework which is highly recommended and widely used. It was published by the Forum for the Future in 2002. [5] One of the largest issues within society which is relevant for us, is the mass increase in population over the last few decades. Since our project is disaster based and there is a lack of regulations within this sector, the demand for food, water, energy, and security is in high demand. This would likely have an impact on our organisation and this project due to its disaster-based focus.
Environmental issues include climate change and the effects it is having on areas of the globe. According to NASA, areas are experiencing flooding due to rising sea levels, hurricanes becoming stronger and more intense, and droughts. [6] The effects on humanity are severe and can lead to more high-profile disasters in the future. Following protective measures to protect ecosystems and ensuring positive waste disposal is crucial.
[bookmark: _Toc8678226]BCS Code of Conduct	Comment by Lesley Grimbaldeston: Demonstrate a sound understanding of Project Management techniques by applying concepts learned to your example disaster recovery project.
To ensure that we can display our commitment as an organisation dedicated to helping society and staying within the public’s interest we are following the BCS code of conduct [7]. Implementing and executing this we will work as a team to address issues quickly and effectively. Alongside this it is crucial that we uphold the standards of BCS and below is a list of rules that, as an organisation will be followed closely.
1. We will have due regard for public health, privacy, security and wellbeing of others and the environment.
2. Have due regard for the legitimate rights of third parties.
3. Conduct our project without discrimination on the grounds of sex, sexual orientation, marital status, nationality, colour, race, ethnic origin, religion, age or disability, or of any other condition or requirement. 
4. We will only undertake to do work or provide a service that is within our professional competence.
5. We will NOT claim any level of competence that we do not possess.
6. Aim to develop our professional knowledge, skills and competence on a continuous basis, maintaining awareness of technological developments, procedures and standards relevant to our project.
7. Respect and value any alternative viewpoints and seek, accept and offer criticisms of work.
8. Avoid injuring others, property, reputation or employment by false, malicious or negligent action or inaction. 
9. Disregard and refuse any offer of bribery or unethical inducement.
10. We will carry out our responsibilities with due care and diligence in accordance with relevant authorities’ requirements while exercising our professional judgement at all times.
11. Aim to avoid situations that may cause a rise in conflict of interest between us and relevant authorities. 
12. NOT disclose or authorise disclosure for personal gain/ to benefit of third parties, confidential information unless permission has been provided by relevant authorities or is required due to legislation.
13. NOT misrepresent or withhold information on the performance of our project or take advantage or the lack of knowledge/inexperience of others
The General Data Protection Regulation (GDPR) was implemented on the 25th May 2018 and it replaces the old Data Protection Act in the UK [9]. GDPR implemented stricter, more up to date rules for how data within the European Union is held and used within organisations. Staying inside the regulations of GDPR is a necessity as there is an unlimited fine amount along with potential jail time for not following these regulations.
[bookmark: _Toc8678227]GDPR/Brexit
The United Kingdom had a large part of ensuring GDPR passed through European parliament and was a major backer of the proposal since it began. However, with Brexit on the horizon there is an aura of uncertainty about the framework and whether it will continue to be relevant soon. As it currently stands, if/when Britain leaves the European Union they will take all the current EU laws and regulations forward and they will then become British Law [8]. Any revisions to these laws would then need to be taken to the house of parliament and acted upon. Considering how much of a supporter the UK was for GDPR it likely won’t go anywhere. 
With regards to Brexit however, there will likely be some impact in the way data is handled between the UK and EU, the UK government has said it will seek an agreement with the EU to ensure that the flow of data between the 2 nations is smooth but nothing is concrete as of yet and the UK will need to leave before negotiations on the matter will commence.

[bookmark: _Toc8678228]Quality Assurance
One of the largest quality concerns for our organisation and the project we are created is that we need to be providing clients working, bug free systems at a price that is competitive and affordable at the same time. To achieve this goal, the number of features, workload, and time spent will need to be considered before implementing them into the product. There are six levels of quality characteristics which need to be considered:
Functionality: does the system function as intended and is it bug-free?
Reliability: does the system have any known faults/flaws and how often can they occur?
Usability: will there need to be some instructional training to use the software?
Efficiency: is the software efficient and speed up the process from before?
Maintainability: are modifications to the system simple and easy to do?
Portability: can the software be moved around or ported to another environment easily?
To check that the product is fit for purpose, there will be rigorous testing against the quality criteria mentioned above. Making sure the system functions as intended, is reliable, usable, efficient, maintainable, and portable is crucial for a product which will have such an importance. The way it will be tested is compared to an audit. It must be performed to a degree of professionalism and tick all the required boxes for it to be a success. Once this has been completed the Quality assurance checks will have been completed and the final product will be marketable.
[bookmark: _Toc8678229]Quality Plan
We have created a quality plan which specifies the standards that apply to our project. These standards can and most likely will be modified as the project continues. The plan will specify how, when and why the required quality assurance tests will be completed. Quality control will be done by a team member first and then tested by an unassociated group to ensure we haven’t missed anything out. Quality assurance will be handled by somebody outside and feedback to the quality control teams. Separating the 2 teams can ensure that the process is done efficiently to a high standard and with no bias. We will be using the V model which is displayed below for our systems development process. Solid lines represent progress within the project and the dashed lines represent quality control 
[image: Image result for V model] Figure 1 [10].
[bookmark: _Toc8678230]Defect Removal Process
To remove a defect within the product it must first be identified. This is usually simple and inexpensive if picked up early, but the costs can ramp up depending on how late it is found. To keep defect identification early and removing them efficiently we will apply the following techniques:
1. Reviewing what has been produced and checking for errors.
2. Having multiple individuals review a document to ensure that it meets the quality criteria specified. 
3. Review the product to identify defects in a planned, independent, controlled and documented manner. 
4. Paired programming which allows somebody to produce the product at a workstation while the other individual checks what is being produced and advices them of any alterations. 
5. Static testing by analysing the product.
6. Unit testing to undertake basic testing of the software ensuring each function works as expected. 
7. Integration testing to check that systems are communicating effectively with each other. 
8. Systems testing to run the whole system on the infrastructure to check advanced issues such as: does the system run on the infrastructure used? Are response times within the tolerances set in the requirements? Will the system cope with the planned workload?
9. User acceptance to check if users can operate the system and that it meets set requirements. Where issues are found they can be recorded for the system to be reworked and retested.
10. Regressing when a fault is found and corrected an agreed set of test data will be run through the system to ensure that the original error has been corrected.
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Project Plan	Comment by Lesley Grimbaldeston: Create, document and evaluate an appropriate software/hardware/electronics resource and updated project plan
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Database Prototype	Comment by Lesley Grimbaldeston: Create, document and evaluate an appropriate software/hardware/electronics resource and updated project plan
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