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[bookmark: _Toc40221213]Introduction
The era of Information Technology is growing rapidly. Organisations, small or big, are pressured to adapt to the ever-expanding technological progress. New and innovative concepts of information technology are constantly created and implemented in the daily life of a common user, and also in the business world. For a business to be successful and to grow and develop in this environment, it is inevitable to face the need of a transformation in the shape of some kind of technological upgrade.
Such is the case for London Bikes LTD. As their business grows, their operations with digital data increase rapidly. According to the case study of the assignment, their current hardware and software instalments reside locally in the facilities of the company. The company’s website and database management system are hosted on a local server and it is safe to assume that all the digital data, including sensitive information, like customers’ and personnel’s’ personal data is stored in one place.
Keeping in mind the current economic environment, the demand for London Bikes’ products and services is increasing fast. The company is looking to rationalise and improve the business processes for handling their customers’ services and administrative tasks by implementing cloud computing solutions into their daily activities. Also, there is a need of a secure backup solution to minimise the risks of potential loss or confidential data breaches.
[bookmark: _Toc40221214]The Cloud – Brief History
The cloud as an idea was born in the early 60s when a proposition was made for a computer which could be used by two or more people simultaneously. Since then the meaning of this idea has expanded in a much larger scale. Going through the 70s when the “mainframe” was invented – a single unit of computing power that shared its resources in a timely manner amongst multiple users (dumb terminals). This was the beginning of the term “distributed computing”. It was also the arrival of the concept of virtualisation. Where in present-day the essence of virtualisation has shifted into the creation of a virtual machine to act as a real computer with a working operating system. The parallel invention of ARPANET – the precursor to today’s Internet, which main idea at the time was the creation of the earliest e-mail application, has turned into the one mandatory condition for accessing the cloud (Foote, 2017). All this combined with the creation of Ethernet in the late 70s – has become the foundation on which the cloud, as we know it today has been built.
The term “cloud” accompanied by the use of virtual machines was popularised in the 1990s. and the modern “Cloud Computing” infrastructure was born (Foote, 2017). The cloud in its essence is seen as the internet space consisting of multiple interconnected networks which is invisible for the user and provides a large number of routs related to the transfer of data from point A to point B.
[bookmark: _Toc40221215]Cloud Computing – Resent concepts
In the late 1990s Cloud Computing was introduced as a concept to provide various computing services, related to and defined by business and economic models. It is a way of remotely distributing computing resources (hardware and software) such as network infrastructures, database management, storage, desktop and web applications, CPU and memory and many more. All these resources can be dynamically reconfigured to suit different organisations’ and users’ requirements and demand. Resources which are adaptive, scalable and easy to access and use. This is possible because of the concept of abstraction. Abstraction is an approach where all the functional components of a physical server (computing power, storage, operating system) are separated into independent constituent parts and are being interacted with on their own. This way the infrastructure has increased reliability, redundancy and availability.
There are different definitions given for Cloud Computing as it is a service providing concept that is currently still evolving. It has various types of characteristics and multiple stakeholders’ perspectives (Mazumdar & Alharahsheh, 2019). Therefore, it can be defined differently depending on the point of view. However, all of them essentially describe its services and characteristics along a common paradigm. For example, according to Mell & Grance (2011) from the National Institute of Standards and Technology “Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction.” Simply put, Cloud Computing is a service that provides access to someone else’s software and/or hardware located in someone else’s datacentre over the internet (Chakradhara Rao, et al., 2013).
[bookmark: _Toc40221216]Virtualisation
With the concept of abstraction, where all the functional components of a server or a workstation are separated into different machines, the one linking node is virtualisation. Technically what virtualisation software does is separate the operating system and all its supported applications from the server hardware components, thus being able to move and use them on another server hardware structure. This particular software bundle is referred to as a virtual machine (VM) and the process described is done with the use of hypervisors. 
A hypervisor can be described as a piece of software which can be referred to as a base-level operating system. The hypervisor is being installed on the physical machine of interest and on top of it, the virtual machines are being created. This way if there is a failure in the hardware components, the hypervisor gives the opportunity to extract the VM and put it onto another physical machine so the system is immediately back up and running.
There are two types of hypervisors and various vendors provide software products based on them. Type 1 hypervisor or the bare-metal hypervisor is a software component (or OS) which is installed directly on top of the physical hardware and allows the user to create and run VMs through it. The type 2 hypervisor is being installed onto an already existing operating system of the physical machine and its main function is again, hosting and running multiple VMs.
[bookmark: _Toc40221217]Key Characteristics and Benefits of CC
CC characteristics may be broken down in various categories depending on the aspect of the defined services.
[bookmark: _Toc40221218]Main Characteristics
· On-demand self-service – the user can self-provide the amount of server time and storage space he needs along with network capabilities, without the interaction of the service provider.
· Resource pooling – the service provider shares its resources among all users, using  multi-tenant model. It includes the dynamical assignment and reassignment of virtual and physical resources according to the levels of demand. The pooling is provided at a location which is unknown for the user and he does not have control over it.
· Broad network access – CC services are accessed over the network through various standard platforms, and can be used by any type of client (thick, thin or mobile). 
· Metered use (measured service) – the utilisation of the services is monitored and shared accordingly to the customer’s demand. This way optimisation of the offered resources is provided.
· Rapid elasticity – this feature ensures that the services are fast and/or automatically scaled up or down, depending on user demand. 
[bookmark: _Toc40221219]Basic Requirements
· Virtualisation – it is a fundamental technology which operates alongside cloud computing models and is a way of simulating the work on a real machine by engaging with platforms which are remotely located (Mazumdar & Alharahsheh, 2019).
· Security – essential for CC providers. Security might be seen as an optional characteristic for some aspects of CC but more and more organisations rely on private and safe operations with sensitive data and communications. In order to expand their customer network, CC providers must ensure at least a basic level of security against data loss or leaks, system failure, and mechanisms for recovering of such an event.
· Fault tolerance – the system should be able to detect and cope with software or hardware failures.
· Geo-replication – when needed a system should be designed to replicate data amongst different geographical regions which can improve data transfer speed and application response time.
· Agility – it refers to the ability to manage, change, test or develop software/hardware services in compliance with resource demand and business environment.
· Reliability – the capability to ensure constant access to the required resources and system operations (Mazumdar & Alharahsheh, 2019).
[bookmark: _Toc40221220]Business Aspects and Benefits
Regarding to the business environment, the characteristics of Cloud Computing are showing most of the benefits of implementing a CC solution for an organisation. For a small to medium enterprise (SME) London Bikes LTD can take advantage of the fact that implementing Cloud Computing solutions for its business processes is not accompanied with massive initial expenditure. Given that the infrastructure in most cases is provided by a third party, the cost is extremely reduced when it comes to acquisition and maintaining the system up and running. The measured service that CC offers, implies for pay-as-you-go type of charging. In which case the customer only pays for the resources he consumes. 
Another major benefit of CC solutions is the scalability of the system. For a growing organisation as London Bikes, it is a huge advantage to use a system that can scale up/down in a quick and efficient way according to business demands, again without the need of up-front investment in physical infrastructure. 
Being able to stay connected to your corporate operations at any time and place with the only condition to be connected to the internet is a major advantage for any organisation. The multi-tenancy model and the broad network access of CC services provide easy access, retrieval, modification and recovery of resources stored in the cloud. Also, the system’s updates and upgrades are done automatically by the service provider (Bozicevic, 2018).
Data security in terms of loss, damage or breach is a primary concern for any organisation. Data availability of CC services is ensured and even in the case of a local system failure, the data stored on a cloud infrastructure stays intact. 
[bookmark: _Toc40221221]Service Models
Cloud Computing services can be delivered in many forms, combinations and variations. There are three main categories of CC delivery models that can be broken down to multiple underlying models. Usually service providers combine these sub-services in order to offer the most appropriate solution for their clients. The three main categories are as shown in the figure below:
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Figure 1. (B., 2020)
[bookmark: _Toc40221222]IAAS – Infrastructure-as-a-Service
This is the base-level service that provides an infrastructure of physical resources, such as computing components, network solutions, data storage and virtualisation environment. They can be referred to as the underlying services that IaaS offers. 
The computing power is provided in an on-demand basis, which makes it scalable and cost-efficient. In other words, the user has the ability to choose the strength of the computing power and change it whenever needed.
The networking solutions provide services such as DNS, DHCP and scalable bandwidth.
Data storage solutions are basically deployed in the form of a remotely located disk space which is used by all applications on the system. The hardware infrastructure is maintained and managed by the service provider. It can also have settings, such as load-balancing and disaster recovery.
The environment that IaaS provides, allows the deployment of virtualisation software (VMs) and makes the creation of instances simple and easy.
This level of service allows the user to have management control over the deployment of the operating systems and applications which build up a software platform but not the provided underlying structure. The user also has control over resource provisioning and limited networking capabilities. And because IaaS gives the most control over the capabilities deployed, it requires a higher level of IT skills in its users.
IaaS services are offered by corporations like, EC2 by Amazon, IBM Smart Cloud Enterprise, Microsoft Azure and Google Compute Engine.
[bookmark: _Toc40221223]PAAS – Platform-as-a-Service
PaaS is the developer’s level of service. What it means is that along with the underlying infrastructure, it also provides an operating system and an environment for hosting and deploying the consumer-created or acquired applications (Gendron, 2014). PaaS services provide tools and utilities for these purposes, such as: database management systems like MySQL, web server functionalities, different developers’ platforms with the support of various programming languages like PHP, Ruby on Rails, Java, Python.
These services do not allow control over the provided cloud infrastructure, operating system, network or storage. It allows, however, management of the deployed applications. Again, PaaS allows a pay-per-use charging, depending on the capabilities and configuration the consumer requires and there is no need of initial purchase of the hardware infrastructure. Another advantage of PaaS is that the environment provided is updated in a timely manner and allows the developer to always use up-to-date technologies.
Some of the additional settings that PaaS provides in terms of security are data backup solutions and data recovery mechanisms. Also, the provider is responsible for the security practices applied on the environment, but the consumer is responsible of securing his own applications.
An important consideration when it comes to choosing PaaS provider is how well established the provider is on the market.  Also, it is a good practice when the consumer wants to deploy multiple different applications, to use the services of only one provider. These practices are useful when talking about migration processes, auditing, change of personnel etc.
Some of the  common PaaS providers are HostGater, GoDaddy, Heroku, Microsoft Azure.
[bookmark: _Toc40221224]SAAS – Software-as-a-Service
PaaS and IaaS offer system capabilities and tools that cannot operate on their own. Both concepts essentially need to have various software systems, platforms, applications deployed by the consumer, in order to have a fully functional product. Unlike them, SaaS offers the user a completed piece of software that runs on the cloud infrastructure and is simply accessible through a web browser from a device with internet access. There is no need the software to be installed locally on a specific device, it is being deployed on the cloud infrastructure. Accordingly, the consumer has control only over different but limited configuration settings of the application. The underlying cloud infrastructure with all the hardware components and platform back-end technologies are managed by the provider, along with the necessary software updates for the application.
This way the consumer has the ability to access and use the latest version of the software of interest (rented or free) and its data from any location or device, at any time, depending only on the internet connectivity. 
There is no need  for the user to have extensive IT skills in order to be able to operate with the application. There is no need to worry about deployment and maintenance costs. It uses the multi-tenant model, which allows the user to access the applications on subscription-based charges.
An example of such software can be any type of CRM (Customer Relationship Management) solutions or an accounting application and many more (Mukundha & Vidyamadhuri, 2017). These particular examples along with the advantages presented above, make the SaaS technology the most appropriate for London Bikes LTD. There are some aspects and security concerns, related to SaaS that need to be considered, which are discussed later in the paper.
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Figure 2. Cloud Deployment Models (CRM Trilogix, 2001)
There are several different ways to use cloud services, which are categorised in the following deployment models:
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This type of deployment model is the most popular one to be used by the common user or organisation. The services here are deployed from a cloud provider’s infrastructure and are made available for public use over a network connection. Public cloud environment is scalable and elastic and use the multi-tenancy model for deployment. Otherwise said, the clients share the provided resources. 
Since the infrastructure is entirely hosted and owned by the cloud services provider, the maintenance and the costs that come with it are also entirely covered by the provider which makes it the most affordable deployment model. Most commonly the services that are offered are related to storage space, different applications, email services, VMs etc. To some extent they might be free and further on the charge is calculated on the pay-per-use method. 
To gain access to their personal data or the provided services in a safe manner, the provider enforces authorisation and authentication processes for users. Nevertheless, the biggest concern for public cloud is the privacy and security issues, raised by the shared nature of the resources.
Most popular examples for public cloud services are: Amazons EC2, Google App Engine, MS Azure.
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This kind of deployment model can be seen as a variation of the public cloud where the hardware infrastructure might be owned by and located in the premises of the consumer. The provision of the services is exclusive for this consumer (single organisation).
The physical location of the hardware components might be on or off the premises of the company and it would be handled by the company or a third-party provider. 
In the first case, where the cloud infrastructure is owned by the company, there are some restrictions and advantages, which need to be considered when choosing the right model. Here in a security aspect, the data remains in a trusted facility, the resources are not shared with the public and only authorised parties have access to it. Disadvantages of this case can be the scalability and flexibility which are limited by the current infrastructure. Also, if there is a need of upgrade or any kind of maintenance, all the expenses are going to be borne by the company. This is why, it is a suitable solution for large organisations which already have some kind of datacentre facilities and have the opportunity to make a migration to the modern concept of cloud computing (CRM Trilogix, 2001).
The second case is when a cloud provider hosts the whole infrastructure on a designated private facility with the privacy and confidentiality guaranteed for the consumer’s data and access provided by a private network. This type of deployment is suitable when the organisation does not want or does not have the financial ability for the initial investment needed for the purpose. The flexibility and scalability options are more agile and affordable.
Examples of private cloud vendors are: Amazon VPC, VMWare, MS ECI Data Centre, Citrix etc.
For growing companies like London Bikes and their amount of IT resources consumption, a combination of these two types of deployment models is most suitable for adoption. This concept is called hybrid cloud.
[bookmark: _Toc40221228]Community Cloud
This type of deployment model is a variation of the private cloud with the difference that the services, resources and capabilities are exclusively provisioned between two or more organisations with similar privacy and regulatory requirements. It may be owned and maintained by several organisations, a third party or a combination of the two. It has the advantages of a private cloud, plus the cost for the cloud services is shared between the organisations using it. A minor disadvantage is that the storage space and network capabilities are shared between the members of the community (Narayana, et al., 2017).
[bookmark: _Toc40221229]Hybrid Cloud and the Advantages for London Bikes
This is a cloud service, integrating the security advantages of a private cloud and scalability, availability and flexibility of the public cloud. Usually a deployment like this combines two physical infrastructures - the on-premises infrastructure of the company, including a private and secure network and the cloud based public infrastructure which is deployed and maintained by the cloud services provider. Put together, it forms a single logical unit which is used by a single organisation. Some of the many advantages that this model offers to London Bikes are:
· On one hand, using a SaaS application for managing customers’ accounts can be accompanied by security concerns. They can be cancelled out by transferring the interaction with the customers to the public cloud, but keeping their confidential data secure on the private one. 
· The above benefit can be enhanced by the ability to transfer a significant work load to the private cloud, thus utilising their resources and keeping the limited private resources for secure business processes only.
· On the other hand, using a SaaS application for the company’s system which interacts with the employees may be similarly outsourced when a remote access is needed (work from home cases). In this case, the provider of the vendor of the public cloud provides a virtual private network (VPN) connection for additional security (Mukundha & Vidyamadhuri, 2017). This way the remotely working employee can log into the system located on the public cloud without jeopardising the security of the private system.
· If for some reason the company’s servers are down (because of a failure or breach), the system stays up and running on the public cloud for whatever time is needed for recovery.
Some of the vendors that offer hybrid cloud packages are: MS Azure, VMWare Hybrid Cloud, AWS Cloud, EMC Hybrid Cloud, HP Hybrid Cloud.
The following figure shows some of the concepts explained above:
[image: ]
Figure 3. Hybrid Cloud (Source: Author)
[bookmark: _Toc40221230]Implementation and Migration Strategies
Implementing a Hybrid Cloud can be done in three main ways (Narayana, et al., 2017):
· If the company has its own private datacentre managed already, they can seek a public cloud service provider to connect to and create the hybrid cloud.
· Public and private cloud services are provided by separate vendors and interconnect to work together as one hybrid cloud.
· One single vendor provides the capabilities of the hybrid cloud in a package.
London Bikes have their own infrastructure located on their premises, but it is not reliable and flexible enough to operate and fulfil the requirements any more. That is why, a suitable option for them is choosing a single vendor that will supply a designated private cloud service for their database management system and a public service for hosting their CRM application. Choosing a vendor is a responsible task, where some considerations need to be kept in mind. For a growing company like London Bikes it is recommended that a well-established legacy company is chosen to make the implementation, so the risk of the vendor going out of business and cutting their maintenance for their services, is reduced to the minimum. Also, when choosing a SaaS solution, a good practice is to use the same vendor for the deployed applications as well, as explained previously. 
Also, some of the services that vendors offer and need to be considered as well are:
· Disaster recovery (Veean);
· Backup of the running instances (not only backup of raw data) (VMWare);
· Load balancing;
· Trusted partners of the vendor – what applications and services are going to be supported; what protocols they use and how well do they communicate with other client apps.
· Data portability – the ability to export all data in an appropriate format in case of changing the vendor.
There are different migration strategies to take in consideration – like rehosting, replatforming, repurchasing, refactoring (Orban, 2016).
The rehosting strategy (lift-and-shift) is called this way because of the nature of migration. Basically, a software or web application is being lifted from its hosting environment (the private infrastructure of London Bikes) and is being shifted to another one (the private cloud), with minimal changes needed and disruptions caused.
This type of migration is also the most suitable for London Bikes. It can be done using tools for automation of the process, it can save up to 30% of the costs for the migration, and the fact that the applications are not going to change drastically, there is no need of complicated and time-consuming training programs (Orban, 2016). 
[bookmark: _Toc40221231]Conclusion
Any migration from one business platform to another is accompanied with its challenges. Transferring the technical base to Cloud Computing solutions is no exception. The difference is that CC is a technology perceived by organisations as new and complicated, when actually it is based on concepts that have been on the market for several decades. In recent days, Cloud Computing is the easy and cost-efficient way of optimising business processes, upgrading the technical base and standing ahead of competitor companies.
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