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Abstract
This report contains information about viruses and trojans. It talks about what they are, where they come from, and how to tell if your computer has been infected. The report also talks about what ransomware is and how to prevent it. The CryptoWall trojan is also discussed. It mentions what the trojan is and how it works. Finally, recommendations about protecting your computer are given in order to prevent ransomware.

Introduction
Ransomware was one of the most prevalent forms of malware in 2017 [1]. This shows that ransomware is a common attack that is used on a lot of people all over the world. So why are ransomware attacks so popular? Well, it could be because people are unaware about what they are and how to prevent them. This report is going to talk about what ransomware is and how to prevent it.


Viruses and Trojans
What are viruses and trojans?
Viruses and trojans can be very dangerous to individuals and companies. It is important to know what viruses and trojans are in order to be aware of why you should try to prevent them.
A virus is a form of an attack that attaches itself to programs or files inside of your computer. Viruses are able to transfer from one computer to another which infects all of the computers that it goes through [2]. This is dangerous because if you are on a large network, a lot of computers may be vulnerable to a virus if one computer gets infected. This could mean that a company may lose valuable data or information. 
Trojans are forms of malware that do not self-replicate and they are disguised as harmless [3]. There are many different types of trojans that you need to be aware of. One type of trojan is password stealers [3]. These trojans try to steal your passwords so they can access your personal information. This is bad as they could end up stealing your bank information which could result in you losing a lot of money.

Background of trojans and viruses:
The first ever virus was released in 1971 and it was named the “creeper system” [4]. The virus would fill up the computer’s hard drive which would result in the computer not being able to operate [4]. The first virus that was commonly used was “The Morris” [4]. The viruses ended up infecting approximately 15,000 computers in only 15 hours [4].
The first ever trojan virus was released in 1989 [5]. 20,000 infected floppy disks were given to attendees of the World Health Organisation’s AIDS conference [5]. It worked by hiding the directories or locking the names of files once the computer had booted up 90 times [5]. This is the background of the first virus and trojan virus.

How to tell if your computer is infected:
One way that you can tell if your computer has been infected with a virus is that your computer will seem much slower [6]. This means that if you notice that your browsers, applications, or software is running slower, you may have a virus. If your computer stops responding or locks up a lot, you may have a virus [6]. This means that if you encounter a lot of freezing, you may have a virus. These are two ways to tell if you have a virus.
One way that you can tell if your computer has been infected with a trojan is by looking to see if your desktop screen has changed [7]. This means that if you notice any differences like screen resolution and colour, you have a trojan virus. Another way to tell if you have a trojan is to see if your taskbar has changed [7]. If your taskbar has disappeared, it may be a sign that you have a trojan virus. These are two ways to tell if you have a trojan virus.
Ransomware
What is ransomware?
Ransomware is a malicious software that stops users from accessing a computer of computer files until a sum of money has been paid [8]. Ransomware works by disguising itself. The most common way this is done is by disguising itself as an email that looks like a real email [8]. The emails tend to include links or attachments that include the ransomware. Once the ransomware has infected the computer, the attacker would usually ask for money in order for the ransomware to be removed from the computer. This is how ransomware works.
How to prevent ransomware:
One way to prevent ransomware is to back up your data [8]. This is because if you get infected with ransomware, you will have previous versions of your data. This means that if the ransomware is unable to be removed, you will still have a version of your data that you can use. This can help to prevent a large loss of data. You can also install anti-ransomware technology [8]. This helps to prevent your computer from being attacked by ransomware. these are ways that you can prevent ransomware.

The CryptoWall Trojan
What is the CryptoWall trojan?
This is a trojan that encrypts files on a computer. After it encrypts the files, it threatens the user to pay a ransom in order to have their files decrypted [9]. In 2014, the first CryptoWall was found [9]. CryptoWall has become harder to detect due to the advancements that illegal programmers have made [9]. CryptoWall trojans are usually hidden in spam emails that infect the computer once opened [9].

Recommendations
It is not recommended that you pay the attackers the ransom [10]. This is because it doesn’t guarantee that they will decrypt your files which means that you will lose your money. if you do pay the ransom, it could encourage the attackers to keep encrypting your files in order for you to pay them more money. this is why you shouldn’t pay ransom.
It is recommended that you protect your computer to prevent ransomware [10]. One way to protect your computer is to avoid suspicious websites [10]. This is because a website looks suspicious, it may contain ransomware, so it is best to avoid the website just to be safe. Another way to prevent ransomware is to back up your files regularly [10]. This is because if your files do get corrupted, you will have previous versions of the files. This means that you will not lose all of your files which can save you a lot of time as you will not have to redo all of your work. These are the recommendations that you should consider when dealing with ransomware. 

Conclusion
In conclusion, this report has talked about what viruses and trojans are. It has also discussed the history of viruses and trojans and how to know if your computer has been infected by them. The report has also mentioned what ransomware is and how to prevent it. The CryptoWall trojan has also been talked about as it mentioned what it is and how it infects computers. Finally, recommendations about protecting your computer were given in order to prevent ransomware.
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