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Objectives 
Part 1: Attack 
  Task 1: Do a detailed search on high profile cyberattacks in the recent 5 years. Task 2: Based on your search, write an analysis of a cyberattack. 

 
Part 2: Defense 
 
Part 1: Background / Scenario 
Governments, businesses, and individual users are increasingly the targets of cyberattacks and experts predict that these attacks are likely to increase in the future. Cybersecurity education is a top international priority as high-profile cyber-security related incidents raise the fear that attacks could threaten the global economy. The Center for Strategic and International Studies estimates that the cost of cybercrime to the global economy is more than $600 billion annually. In this lab, you will study four high profile cyberattacks and be prepared to discuss the who, what, why and how of each attack. 
Required Resources 
• PC or mobile device with internet access Instructions Part 1:  
Task 1 Conduct search of high profile cyberattacks. 
a. Using your favorite search engine conduct a search for each of the cyberattacks listed below. Your search will likely turn up multiple results ranging from news articles to technical articles. 
(Not limited to the following listed) 
· The Stuxnet Virus o 	Marriott data breach o 	United Nations data breach 
· Microsoft customer support database breach 
· Lifelabs data breach 
Note: You can use the web browser in virtual machine installed to research the hack. By using the virtual machine, you may prevent malware from being installed on your computer. 
Stuxnet – a worm that was ‘aimed at Iran’s nuclear facilities’ and has since developed a lot more than what it was, it has spread to other organisations such as energy producing facilities. It targets programmable logic controllers which are used in automated machines. Once it found a PLC, it would update the code using the internet and would begin sending instructions through the PLC which would cause self-destruct, and nobody would be able to notice the worm until the systems started malfunctioning. 
Marriott Data Breach – around Jan/Feb of 2020 the Marriott had found that the network of one of their branch hotels had been compromised, hackers were able to obtain information regarding login credentials from employers, who were then able to access guest details. Prior to this in 2018, 500 million guests were affected by a similar issue. 
United Nations Data Breach – in July 2019 the United Nations suffered a data breach which appeared to have stemmed from Microsoft Sharepoint, which was found to have vulnerabilities. A total of 42 UN servers were compromised, and a further 25 were considered suspicious. They were thought to have accessed: human resources, insurance systems, databases, and network data, CVE-219-0604 was the vulnerability.
Microsoft Data breach - Apparently, approx. 250 million Microsoft customer records dating back 14 years were leaked online without any sort of password protection. In Dec 2018, the databases were discovered on something called ‘Binary edge’ which is apparently is used as threat intelligence. Apparently, no malicious use of the data was recorded. 
Life labs Data Breach – life labs were compromised in October, but the public were not made aware until mid-December. Around 15 million Canadians which is roughly 40% of the population of Canada were affected by the breach. Information such as: Names, DOB, address, Login IDs and Passwords were leaked.









b. Also, conduct a search for Internet of Things (IoT) vulnerabilities. During your search, find an example of an IoT vulnerability for each of the IoT verticals: industry, energy systems, healthcare, and government.  
· Healthcare: something like Stuxnet (a worm) would cause real issues in health care – it could result in actual physical harm or possibly death of patients. If data is manipulated, patients may receive the wrong health care, and if the devices are compromised they may malfunction and kill those who are relying on life support.
· Energy Systems - It has happened before, if energy systems fail many people will be left without electricity which could cause a multitude of issues ranging from minor to very severe.
· Industry – insecure systems could leak data such as: customer information (card details, address) and could also cost the company a LOT of money 
 
c. Read the articles found from your search and share your thoughts (You shall select any one attack)  
· The Marriott Data breach is quite worrying & honestly, it’s pathetic that a company so large who claim to be so secure were the victim of TWO attacks within two years. There is clearly an issue with their security regarding their network, 500 million or more were the real victims in this. They need to get their systems sorted and more secure. 
 
Task 2 Analysis of a cyberattack. 
Write an analysis of the attack you have selected and try to answer the questions below. (Brief each answers within 20 to 50 words) 
 	Who were the victims of the attacks? 
 Two employees and the customers 
 
 


What technologies and tools were used in the attack? 
 Its unknown entirely HOW it was done but two employees login credentials were used by an unknown party. It was likely done using a PC.
 
 
When did the attack happen within the network? 
 There was no damage done to the system/network other than having millions of guests information leaked. 
 
 
What systems were targeted? 
 
 Guest Data
 
What was the motivation of the attackers in this case? What did they hope to achieve?  
 The Marriott were quite persistent in saying that no guest payment data was stolen, so other than accessing it for the fun of it (assuming they got what they wanted) seems to be the answer. 
Otherwise, it could be assumed that they didn’t get what they wanted seeing as nothing else came from it.
 
 
What was the outcome of the attack? (stolen data, ransom, system damage, etc.) 
 Stolen data
 
 
What is the vulnerability and who might exploit it? Explain. 
 Well, the employees data was leaked somehow – one can only make assumptions, either the employees leaked the credentials or it was obtained through hacking the system but one finds this unlikely as if they were able to hack credentials they wouldn’t have needed to go through obtaining credentials, they would be capable of directly accessing data. 
 However it was found that the guest data was stored without any sort of encryption, which means that anyone who can get into the system could take advantage. Fraudsters are a real threat in this situation. 
 
Why does the vulnerability exist? 
 Simply because of how POORLY the Marriott systems were developed and implemented. 
 
 
What could be done to limit the vulnerability? 
 Actually try to encrypt guest data rather than leave it in plain text for the reader to instantly see 
 
 
 
 
 
 
Part 2: Background / Scenario 
Based on the lecture session, to defend any network, what is the available system? In other words. As individuals, in this field people perform a wide variety of jobs including, but not limited to, consultation, investigation, and program management services to mitigate risks from both internal and external sources. Those individuals, known as cybersecurity professionals are required to evaluate, design and implement security plans, conduct in-depth fraud investigation, perform security research and risk assessment, and propose solutions to potential security breaches. 
Individuals with good security skills have a great earning potential. To be considered for one of these high paying jobs, it is very important to have the proper qualifications. Because of this, it is important to consider the industry certifications available for this career path. There are many certifications to choose from. Selecting the right certification(s) for you requires careful consideration. 
Required Resources 
	• 	PC or mobile device with internet access 
Instructions 
Conduct search of Certifications. 
1. Use your favorite search engine to conduct a search for the most popular cybersecurity-related certifications. List them below with the organization that provides the certification. 
 
 CompTIA Security+
 Certified information security manager CISM 
Certified in Risk and Information Systems  Control CRISC 
CompTIA Cyber Security Analyst CySA+
CHFI 


 
 
 
2. Pick three certifications from the list above and provide more detail about the certification requirements and knowledge gained i.e.: vendor specific or neutral, number of exams to gain certification, exam requirements, topics covered etc. 
   CHFI – awarded by the EC council, need to take exams to pass. Focuses on detecting hackers and extracting evidence to report the crime to avoid further attacks. 
CySA+ is a workforce certification that applies ‘behavioural analytics to networks and devices’ in order to detect and combat any cyber security threats.

Crisc is made up of a total of 4 exams, it focuses on risk identification, assessment, response, mitigation, and controlling/monitoring/reporting. 
 
 
Investigate positions available within cybersecurity 
Glassdoor is one of the largest job sites worldwide. Using your browser of choice, access glassdoor.com and search to find cybersecurity jobs available that were posted within the last two weeks. Adjust the search as you would like. You can search for jobs in your area or an area that you would like to live and work in. You could also use other job sites. 
Questions  
3. How many new job listings were posted within the last two weeks? 
 311 on inded
 
 
 
4. What is the salary range for the top 10 listings? 
Anything from 25k up to 90k 

 
5. What are the most common qualifications required by employers? 
To hold a relevant degree in the subject 
Industry qualifications like CEH 
  
6. What industry certifications are required by these employers? 
7. Technical/Information Security Degree or equivalent experience plus at least two of the following:
8. Certified Ethical Hacker (CEH)
9. CompTIA Security+
10. Certified Information System Security Professional (CISSP)
11. Certified Information Security Manager (CISM)
12. Certified Information Systems Auditor (CISA)
13. NIST Cybersecurity Framework (NCSF)
14. Computer Hacking Forensic Investigator (CHFI)

 
 
 
15. Investigate online resources that allow you to legally test your hacking skills. These tools allow a novice with limited cyber security experience to sharpen their penetration testing skills. One such site is Google Gruyere (Web Application Exploits and Defenses). What kinds of challenges can you find? 



Using Buggy web Applications and DVIA which are insecure websites, Game of Hacks which makes you spot security vulnerabilities, McAffee HacMe sites which was made for pen testers 
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