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Case Study 3:
VLAN Redundancy
Instructions

Implement the International Exports network shown in the topology diagram using the information and instructions in the scenario. Implement the design on the lab set of routers and switches. Verify that all configurations are operational and functioning according to the guidelines.
Topology Diagram
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Scenario

International Exports requires their network to be divided into VLANs for security purposes. Agents and Clerical workers need access to the Internet via the ISP, whereas the Management VLAN is solely used within the LAN for configuring and monitoring network devices.
· Connect all the devices and configure interface IP addresses as per the topology diagram.

· Configure all switches for VTP transparent mode. Configure VLANs on all switches as per the topology diagram. Connect Host PCs to VLANs as per the topology diagram.

· Move all unused switch ports to a blackhole VLAN, and ensure that they are disabled and secured on all switches.

· Configure IEEE 802.1Q trunks on all interlinks between switches, and aggregate into EtherChannels, as per the topology diagram. Use VLAN 200 as the native VLAN.
· Manually prune VLAN access to the trunks, so that only the user VLANs and the native VLAN is allowed.
· Configure management IP addresses for all network devices (except ISP) in VLAN 10, and configure them for Telnet access.

· Configure DLS2 as a DHCP server for VLANs 20 and 30, and statically assign a suitable address for PC1. Ensure that all switches have a management IP address in the VLAN 10 network for remote access from PC1.
· Configure RPVST on all switches. Set DLS1 to be the root bridge for VLAN 10, and DLS2 to be the root bridge for VLANs 20 and 30.

· Configure DLS1 & DLS2 to provide inter-VLAN routing. Configure EIGRP between DLS1 and DLS1.

· Use static and default routes to provide access to/from ISP.

· Configure HSRP on DLS1 and DLS2, selecting IP addresses appropriate for the addressing scheme. Ensure that Internet access for VLAN 10 is primarily via DLS1, and VLAN 20 & 30 use primarily DLS2. 

· Use IP SLA to test the reachability of the ISP loopback interface. Create tracking objects for the IP SLA tests, which are to be used to control HSRP switchover in the event that either of the DLS switches cannot reach ISP. 

· Implement switchport security on ALS1, so that each port will automatically allow only one PC to be attached to a port and saved to the running-config, and will shutdown in the event of illegal access.

· Apply a VACL to prevent any users on VLAN 20 & 30 from accessing VLAN 10. 
· Configure portfast and bpduguard on all ALS access ports. Protect inter-switch links using UDLD.
Not sure how the IP addresss are configured on Swithces. 
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